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PROTECTION OF PERSONAL INFORMATION BILL [B9B — 2009]

1.
Introduction:
1.1
The Protection of Personal Information Bill, 2009 (“the PPI Bill”), emanates from an investigation by the South African Law Reform Commission which investigation was conducted at the request of Parliament.  In 1999 the Open Democracy Bill was introduced into Parliament with the primary objective to promote legislation that gives effect to the right of access to information as reflected in section 32 of our Constitution.  When the Ad Hoc Joint Committee reported the Promotion of Access to Information Bill, at the conclusion of its deliberations on the Open Democracy Bill, to Parliament it pointed out, among others, that—

The Bill only deals with the aspect of access to private information of an individual, be it access by that individual or another person, and does not regulate other aspects of the right to privacy, such as the correction of and control over personal information and so forth.

1.2
The Ad Hoc Joint Committee further highlighted that other jurisdictions with access to information legislation have also enacted separate privacy and data protection legislation and therefore recommended that South Africa should follow the same approach after the necessary research has been conducted.  

1.3
The PPI Bill, like the Promotion of Access to Information Act, aims to give effect to a Constitutional right, namely, the right to privacy.  The right to privacy, with specific reference to the Bill, entails the right of the individual to be protected against the unlawful collection, retention, dissemination and use of his or her personal information.  Section 14 of the Constitution recognises the importance of privacy as a fundamental right and entrenches the horizontal and vertical application thereof.    
1.4
The PPI Bill aims to regulate the manner in which personal information is processed by public and private bodies.  It is universally recognised that the protection of personal information contribute towards making the operations of an organisation efficient, productive and attractive to its customers or potential customers.  The Bill therefore aims to give effect to a particular aspect of the right to privacy subject to justifiable limitations that are aimed at protecting other rights and important interests.  
2.
Background information: 
2.1
The PPI Bill was introduced in 2009 and referred to the Portfolio Committee on Justice and Constitutional Development for consideration.  The Portfolio Committee, after conclusion of the public hearings that were held, assigned a Technical Committee, consisting of three members of the Portfolio Committee, to deliberate on and report the Bill back to the Portfolio Committee.  The Technical Committee, at the conclusion of its work, presented the Portfolio Committee with a seventh working draft of the Bill for approval.  The Bill was finally approved by the National Assembly on 11 September 2012.
2.2
The Bill consists of 12 Chapters and a number of Chapters are subdivided into different Parts.  The content of the Chapters of the Bill will be highlighted in paragraph 3 as follows:

(i)
Chapters 1 (Definitions and Purpose) and 2 (Application Provisions) – paragraphs 3.1.1 to 3.1.18;
(ii)
Chapters 3 (Conditions for lawful processing of personal information) and 4 (exemption from conditions for processing of personal information) – paragraphs 3.2.1 to 3.2.26;

(iii)
Chapters 5 (Supervision), 6 (Prior authorisation) and 7 (Codes of conduct) – paragraphs 3.3.1 to 3.3.5;

(iv)
Chapter 8 (Rights of data subjects regarding direct marketing by means of unsolicited electronic communications, directories and automated decision making) – paragraph 3.4;

(v)
Chapter 9 (Transborder information flows) – paragraph 3.5.1 and 3.5.2;

(vi)
Chapters 10 (Enforcement) and 11 (Offences, penalties and administrative fines) – paragraphs 3.6.1 to 3.6.3;

(vii)
Chapter 12 (General provisions) – paragraphs 3.8.1 to 3.8.4. 

3.
Content of Protection of Personal Information Bill
3.1
CHAPTERS 1 AND 2 OF THE BILL:
3.1.1
CHAPTER 1:  This Chapter contains two clauses dealing with "definitions" and the "purpose" of the Bill, respectively.  Clause 1 provides certain definitions which are generally self-explanatory.  Five important definitions should, to promote a better understanding of the content of the Bill, be briefly highlighted.  
3.1.1.1
The term “personal information” is defined as any information—

relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic person, including, but not limited to—

(a)
information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language and birth of the person;

(b)
information relating to the education or the medical, financial, criminal or employment history of the person;

(c)
any identifying number, symbol, e-mail address, physical address, telephone number, location information, online identifier or other particular assignment to the person;

(d)
the biometric information of the person;

(e)
the personal opinions, views or preferences of the person;

(f)
correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the contents of the original correspondence;

(g)
the views or opinions of another individual about the person; and

(h)
the name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal information about the person;

3.1.1.2
The term “processing” is defined as—

any operation or activity or any set of operations, whether or not by automatic means, concerning personal information, including— 

(a)
the collection, receipt, recording, organisation, collation, storage, updating or modification, retrieval, alteration, consultation or use;

(b)
dissemination by means of transmission, distribution or making available in any other form; or

(c)
merging, linking, as well as restriction, degradation, erasure or destruction of information;

3.1.1.3
The term “record” is defined as—



any recorded information—

(a)
regardless of form or medium, including any of the following:

(i)
Writing on any material;

(ii)
information produced, recorded or stored by means of any tape-recorder, computer equipment, whether hardware or software or both, or other device, and any material subsequently derived from information so produced, recorded or stored;

(iii)
label, marking or other writing that identifies or describes any thing of which it forms part, or to which it is attached by any means;

(iv)
book, map, plan, graph or drawing;

(v)
photograph, film, negative, tape or other device in which one or more visual images are embodied so as to be capable, with or without the aid of some other equipment, of being reproduced;

(b)
in the possession or under the control of a responsible party;

(c)
whether or not it was created by a responsible party; and

(d)
regardless of when it came into existence.

3.1.1.4
The term “responsible party” is defined as—

a public or private body or any other person which, alone or in conjunction with others, determines the purpose of and means for processing personal information;
3.1.1.5
The term “data subject” is defined as



the person to whom personal information relates;

3.1.2
Clause 2 provides that the purpose of the Bill is to—

(i)
protect the right to privacy with regard to the processing of personal information; 

(ii)
balance the right to privacy against other rights, such as the right of access to information, and protecting important interests, including the free flow of information within the Republic and across international borders;

(iii)
regulate the manner in which personal information may be processed, by establishing conditions, in harmony with international standards, that prescribe the minimum threshold requirements for lawful processing of personal information;

(iv)
provide persons with rights and remedies to protect their personal information from processing that is not in accordance with the Bill; and

(v)
establish voluntary and compulsory measures, including an Information Regulator, to ensure respect for and to promote, enforce and fulfil the rights protected by the Bill.  
3.1.3
With reference to paragraph 3.1.2(v), it should be briefly highlighted that the Information Regulator, to be established in terms of Chapter 5 of the Bill, will exercise certain powers and perform certain duties and functions in terms of the PPI Bill and the Promotion of Access to Information Act, 2000 (see paragraphs 3.3.2.1 and 3.8.3).   
3.1.4
CHAPTER 2:  This Chapter reflects those provisions dealing with the application of the Act.  Clause 3 clarifies that the Bill applies to the processing of personal information by or on behalf of a responsible party.  The clause further provides that the Bill applies to the processing of personal information where the responsible party is domiciled in the Republic or where the responsible party is not domiciled in South Africa, but makes use of automated or non-automated means in the Republic.

3.1.5
The provisions of subclause (2) are self-explanatory and aim to regulate the application of the Bill in relation to other legislation.  Subclause (3) aims to address the general concern that promotion of the Bill will, in certain cases, prohibit the processing of personal information by responsible parties.  The subclause therefore aims to clarify that the proposed legislation must be interpreted in a manner that, among others, does not prevent any responsible party from exercising or performing its powers, duties and functions in terms of the law as far as such functions, powers and duties relate to the processing of personal information and such processing is in accordance with the proposed legislation or any other legislation that regulates the processing of personal information.
3.1.6
Clauses 4 and 5 deal with “Lawful processing of personal information” and the “Rights of data subjects”, respectively.  These clauses are not provisions that contain substantive provisions, but they are aimed at providing a general overview of how the different provisions of the Bill should be interpreted and applied with reference to the processing of personal information.  Clause 5, for example, aims to summarise the different rights that data subjects have in terms of the Bill with specific reference to the different provisions concerned.

3.1.7
The wide ambit of clause 3 necessitates certain exclusions as far as its application is concerned.  Clause 6 provides that the Bill does not apply to the processing of personal information in the following circumstances:

(i)
Personal or household activities;

(ii)
de-identified information (i.e. information that has been deleted in such a manner that the identification of the data subject is not possible);  

(iii)
the processing of personal information carried out in the interests of national security, defence or public safety or the prevention, investigation or proof of offences (to the extent that adequate safeguards have been established in specific legislation for the protection of such personal information);  

(iv)
information processing by the Cabinet and its committees or the Executive Council of a province;

(v)
information processing relating to the judicial functions of a court referred to in section 166 of the Constitution of the Republic of South Africa, 1996.  

The effect of clause 6 is that if one complies with any of the exclusions provided for the provisions of the Bill will not be applicable to the processing of personal information.  

3.1.8
Clause 7 deals with the exclusion for journalistic, literary or artistic expression.  Subclause (1) provides that the provisions of the Bill do not apply to the processing of personal information solely for the purpose of journalistic, literary or artistic expression to the extent that such exclusion is necessary to reconcile, as a matter of public interest, the right to privacy with the right to freedom of expression.  Subclause (2) provides that the Bill does not apply to the processing of personal information, for exclusively journalistic purposes by responsible parties who are subject to a code of ethics that provides adequate safeguards for the protection of personal information.  Any alleged interference with the protection of the personal information of a data subject must, in terms of subclause (3), be adjudicated in terms of the aforementioned code of ethics.

3.2
CHAPTERS 3 AND 4 OF THE BILL:
3.2.1
CHAPTER 3:  This Chapter deals with the conditions for lawful processing of personal information and consists of three Parts, namely─

(i)
Part A reflects eight core conditions, namely, accountability, processing limitation, purpose specification, further processing limitation, information quality, openness, security safeguards and data subject participation.  The aforementioned conditions give effect to internationally accepted information protection principles which ensure that the Bill prescribes the minimum requirements for lawful processing of personal information.  
(ii)
Part B deals with the prohibition in respect of the processing of special personal information and the exemptions that are applicable in respect of the general prohibition.  
(iii)
Part C aims to regulate the processing of the personal information of children.

3.2.2
Part A of Chapter 3:  Part A reflecting the eight core conditions, consists of clauses 8 to 25 and is applicable to the processing of personal information in general.  Condition 1, namely, “Accountability” is reflected in clause 8 which clause aims to place an obligation on all responsible parties to ensure that the conditions set out in Chapter 3 of the PPI Bill are complied with.   Except to the extent that any responsible party is able to claim an exemption from any of the conditions the conditions apply to all personal information processed by responsible parties.  
3.2.3
Clauses 9 to 12 aim to give effect to Condition 2 which deals with “Processing limitation”.  Clause 9 provides that personal information must be processed lawfully and in a reasonable manner that does not infringe the privacy of the data subject.  Personal information may, in terms of clause 10, only be processed if, given the purpose for which it is processed, it is adequate, relevant and not excessive.  
3.2.4
Clause 11, dealing with consent, justification and objection, aims to provide, in terms of subclause (1), that personal information may only be processed if—

(i)
the data subject consents to the processing;

(ii)
processing is necessary to carry out actions for the conclusion or performance of a contract to which the data subject is party;

(iii)
processing complies with an obligation imposed by law on the responsible party;

(iv)
processing protects a legitimate interest of the data subject;

(v)
processing is necessary for the proper performance of a public law duty by a public body; or

(vi)
processing is necessary for pursuing the legitimate interests of the responsible party or of a third party to whom the information is supplied.

3.2.5
The Provisions of clause 11(2) are self-explanatory.  Subclauses (3) and (4) aim to regulate the right of the data subject to object to the processing of personal information under certain circumstances.  A data subject may, in terms of subclause (3)(a), object to the processing of personal information which takes place in terms of subclauses (1)(d) to (f), in the prescribed manner, on reasonable grounds relating to his, her or its particular situation, unless legislation provides for such processing.  Subclause (3)(b) provides that a data subject may object to the processing of personal information for purposes of direct marketing other than direct marketing by means of unsolicited electronic communications as referred to in clause 69.  Subclause (4) provides that a responsible party may no longer process personal information if a data subject has objected to the processing of personal information in terms of subclause (3).


3.2.6
Clause 12 requires that collection of personal information should take place directly from the data subject.  However, subclause (2) aims to provide exceptions to the aforementioned requirement to the extent that it is not necessary to comply with that requirement if—

(i)
the information is contained in a public record or has deliberately been made public by the data subject; 

(ii)
the data subject or a competent person, where the data subject is a child, has consented to the collection of the information from another source;

(iii)
collection of the information from another source would not prejudice a legitimate interest of the data subject;

(iv)
collection of the information from another source is necessary, for example, to avoid prejudice to the maintenance of the law by any public body, including the prevention, detection, investigation, prosecution and punishment of offences;

(v)
compliance would prejudice a lawful purpose of the collection; or

(vi)
compliance is not reasonably practicable in the circumstances of the particular case.

3.2.7
Condition 3, “purpose specification”, is reflected in clauses 13 and 14.  Clause 13 aims to provide that personal information must be collected for a specific, explicitly defined and lawful purpose related to a function or activity of the responsible party.  Subclause (2) requires that steps must be taken in accordance with clause 18 to ensure that the data subject is aware of the purpose of the collection of the information as referred to in clause 13.  Clause 14, dealing with the retention of records, requires that records of personal information must not be retained for any period longer than is necessary for achieving the purpose for which the information was collected or subsequently processed, unless—

(i)
retention of the record is required or authorised by law;

(ii)
the responsible party reasonably requires the record for lawful purposes related to its functions or activities;

(iii)
retention of the record is required by a contract between the parties thereto; or

(iv)
the data subject has consented to the retention of the record.

3.2.8
Condition 4, aims to require, in terms of clause 15, that the further processing of personal information must be compatible with the purpose for which it was collected.  The provision further provides that in order to assess whether further processing is compatible with the purpose of collection, the responsible party must take account of—

(i)
the relationship between the purpose of the intended further processing and the purpose for which the information has been collected;

(ii)
the nature of the information concerned;

(iii)
the consequences of the intended further processing for the data subject;

(iv)
the manner in which the information has been collected; and

(v)
any contractual rights and obligations between the parties.

3.2.9
Condition 5, information quality, is reflected in clause 16 and requires that a responsible party must take reasonably practicable steps to ensure that the personal information is complete, accurate, not misleading and updated where necessary.  A privacy risk exists where such personal information is retained since:

*
the information may become out of date and therefore should not be used;

*
accumulations of personal information create a risk that they will be used regardless of the purpose for which the information was obtained, or the ability to approach the individual directly for the same information;

*
the retention of personal information well beyond its "use by date" represents an additional and avoidable security risk as it may inadvertently be disclosed.
To comply with this condition responsible parties will need to review their personal information regularly and to delete the information which is no longer required for their purposes.
3.2.10
The condition of “openness” is reflected as Condition 6.  Clause 17 requires that a responsible party must maintain the documentation of all processing operations as referred to in section 14 or 51 of the Promotion of Access to Information Act, 2000.  Section 14 of the Promotion of Access to Information Act requires that a public body must compile a manual which, among others, contains sufficient detail to facilitate a request for access to a record of the body, a description of the subjects on which the body holds records and the categories of records held on each subject.  Section 51 introduced a similar requirement in respect of private bodies.
3.2.11
Clause 18 requires that if personal information is collected, the responsible party must take reasonably practicable steps to ensure that the data subject is, among others, aware of—

(i)
the fact that the information is being collected;

(ii)
the purpose for which the information is being collected;

(iii)
whether or not the supply of the information by that data subject is voluntary or mandatory;

(iv)
the consequences of failure to provide the information; and

(v)
any particular law authorising or requiring the collection of the information.

The clause, among others, further provides that a responsible party that has previously taken the steps referred to above complies with those requirements in relation to the subsequent collection from the data subject of the same information or information of the same kind if the purpose of collection of the information remains unchanged.

3.2.12
Since responsible parties should comply with the general goals of openness and transparency, it means that, subject to the exceptions mentioned in the Bill, collection of personal information should be done with the knowledge of the data subject, the purpose of the collection should be specified and the information collection policy and individual participation process of the responsible party should be known.

3.2.13
Condition 7, namely, security safeguards, is reflected in clauses 19 to 22.  Clause 19, in short, requires that a responsible party must secure the integrity of personal information in its possession or under its control by taking appropriate, reasonable technical and organisational measures to prevent—

(i)
loss of, damage to or unauthorised destruction of personal information; and

(ii)
unlawful access to or processing of personal information.

3.2.14
Clause 20 aims to require that an operator or anyone processing personal information on behalf of a responsible party or an operator, must—

(i)
process such information only with the knowledge or authorisation of the responsible party; and

(ii)
treat personal information which comes to their knowledge as confidential and must not disclose it,

unless required by law or in the course of the proper performance of their duties. 

3.2.15
Clause 21 places an obligation on a responsible party to ensure that an operator which processes personal information for that responsible party establishes and maintains the security measures contemplated in clause 19.  Clause 22, on the other hand, requires that where there are reasonable grounds to believe that the personal information of a data subject has been accessed or acquired by any unauthorised person, the responsible party, or any third party processing personal information under the authority of a responsible party, must notify the Regulator and data subject.  The clause further provides that it is not necessary to notify the data subject if the identity of the data subject cannot be established.

3.2.16
Condition 8 (data subject participation), is reflected in clauses 23 to 25 and deal with access to personal information, correction of personal information and manner of access, respectively.  Clause 23 provides that a data subject, who has provided adequate proof of identity, has the right to—

(i)
request a responsible party to confirm, free of charge, whether or not the responsible party holds personal information about the data subject; and

(ii)
request from a responsible party, a description of the personal information about the data subject held by the responsible party, including information about the identity of all third parties, or categories of third parties, who have, or have had, access to the information.

3.2.17
Clause 24 aims to provide that a data subject may request a responsible party to—

(i)
correct or delete personal information about the data subject in its possession or under its control that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained unlawfully; or

(ii)
destroy or delete a record of personal information about the data subject that the responsible party is no longer authorised to retain in terms of clause 14 of the Bill.

3.2.18
Clause 25 makes the provisions of sections 18 and 53 of the Promotion of Access to Information Act, 2000, applicable to requests that have been made in terms of clause 23 of the Bill.  Sections 18 and 53 of the Promotion of Access to Information Act require that a request for access to a record of a public or private body must be made in the prescribed form to the information officer of the public body or the private body concerned.
3.2.19
Part B of Chapter 3:  The Bill, among others, draws a distinction between personal information and special personal information.  Part B therefore regulates the processing of special personal information by placing a prohibition on the processing of special personal information by responsible parties (i.e. public or private bodies).  The term "special personal information" is defined in clause 26 as information concerning a data subject’s religious or philosophical beliefs, race or ethnic origin, trade union membership, political persuasion, health, sex life, or criminal behaviour.  Criminal behaviour is defined in terms of clause 26(b) as information relating to—
(i)
the alleged commission by a data subject of any offence; or
(ii)
any proceedings in respect of any offence allegedly committed by a data subject or the disposal of such proceedings.

3.2.20
The general prohibition in respect of the processing of special personal information is subject to a number of authorisations that are reflected in clauses 27 to 33.  Clause 27 reflects a general authorisation with regard to the prohibition in respect of the processing of special personal information.  The clause provides that the prohibition does not apply if—  

(a)
processing is carried out with the consent of a data subject referred to in clause 26;
(b)
processing is necessary for the establishment, exercise or defence of a right or obligation in law;

(c)
processing is necessary to comply with an obligation of international public law; 

(d)
processing is for historical, statistical or research purposes to the extent that─

(i)
the purpose serves a public interest and the processing is necessary for the purpose concerned; or

(ii)
it appears to be impossible or would involve a disproportionate effort to ask for consent,
and sufficient guarantees are provided for to ensure that the processing does not adversely affect the individual privacy of the data subject to a disproportionate extent;

(e)
information has deliberately been made public by the data subject; or
(f)
provisions of clauses 28 to 33 are, as the case may be, complied with.
3.2.21
Subclause (2) provides that the Regulator may, upon application by a responsible party and by notice in the Gazette, authorise a responsible party to process special personal information if such processing is in the public interest and appropriate safeguards have been put in place to protect the personal information of the data subject.
3.2.22
The general trend of the authorisations reflected in Part B can be explained with reference to a few clauses.  Clause 28, for example, creates certain exemptions in respect of the processing of special personal information concerning a data subject’s religious or philosophical beliefs if such processing is carried out by spiritual or religious organisations in respect of their members.  Clause 30 provides that a trade union, of which the data subject is a member, may process the information concerned if such processing is necessary to achieve the aims of the trade union.  Clause 32 provides, among others, that special personal information regarding a data subject’s health or sex life may be processed by medical professionals, healthcare institutions or social services if such processing is necessary for the proper treatment and care of the data subject.  
3.2.23
It should be noted that if a responsible party is authorised to process the special personal information of a data subject then such processing should still comply with the conditions for the lawful processing of personal information as set out in Part A of the Chapter.
3.2.24
Part C of Chapter 3:  This Part deals with the processing of the personal information of children.   Clause 34 places a prohibition on the processing of the personal information of a child.  A “child” is defined, in clause 1, as a natural person under the age of 18 years who is not legally competent, without the assistance of a competent person, to take any action or decision in respect of any matter concerning him- or herself.  Clause 35 aims to introduce a general authorisation which stipulates the circumstances under which the clause 34 prohibition does not apply, for example, where the processing of the personal information of a child is carried out with the prior consent of a competent person in respect of that child.  Clause 35 further empowers the Regulator to authorise a responsible party to process the personal information of children if the processing is in the public interest and appropriate safeguards have been put in place to protect the personal information of the child.  
3.2.25
CHAPTER 4:  This Chapter aims to regulate exemptions from the obligation to comply with the conditions for the lawful processing of personal information as set out in Part A of Chapter 3.  Clause 36 provides that processing of personal information will not be in breach of a condition for the lawful processing of such information if the Information Regulator (to be established in terms of Chapter 5 of the Bill) grants an exemption to a responsible party in respect of such processing.  The Regulator may, in terms of clause 37, grant an exemption to a responsible party to process personal information, even if that processing is in breach of a condition for the processing of such information if the Regulator is satisfied, in the circumstances of the case, that—

(i)
the public interest in the processing outweighs, to a substantial degree, any interference with the privacy of the data subject that could result from the processing; or

(ii)
the processing involves a clear benefit to the data subject or a third party that outweighs, to a substantial degree, any interference with the privacy of the data subject or third party that could result from the processing.

Subclause (2), which is self-explanatory, provides an indication of what the term “public interest” entails.  The Regulator will also be empowered to impose reasonable conditions in respect of any authorisation that it grants in terms of clause 37 (subclause (3)).
3.2.26
Clause 38 provides that the provisions of clauses 11, 12, 15 and 18 will not apply in respect of relevant functions under such circumstances where the application of those provisions would prejudice the proper discharge of the relevant function.  The term “relevant function” is defined as any function of a public body or any function conferred on any person in terms of the law which is performed with the view to protecting members of the public against─

(i)
financial loss due to dishonesty, malpractice or other seriously improper conduct by, or the unfitness or incompetence of, persons concerned in the provision of banking, insurance, investment or other financial services or in the management of bodies corporate; or
(ii)
dishonesty, malpractice or other seriously improper conduct by, or the unfitness or incompetence of, persons authorised to carry on any profession or other activity.

3.3
CHAPTERS 5, 6 AND 7 OF THE BILL:
3.3.1
CHAPTER 5:  Consists of two Parts and aims to provide for the—

(i)
establishment of an Information Regulator (Part A); and

(ii)
regulation of the duties and responsibilities of information officers and the designation of deputy information officers (Part B).

3.3.2
Part A of Chapter 5:   Clauses 39 to 54 aim to regulate matters dealing with the establishment of the Information Regulator.  Clause 39 provides that the Regulator will be an independent statutory authority which must exercise its powers and perform its functions in accordance with the Bill and the Promotion of Access to Information Act, 2000.  The remaining provisions of this Part deal with the following:
3.3.2.1
The powers, duties and functions of the Regulator (clause 40)

*
to provide education by, among others, promoting an understanding and acceptance of the conditions for the lawful processing of personal information and of the objects of those conditions (paragraph (a)(i) to (v));

*
to monitor and enforce compliance by public and private bodies with the provisions of the Bill (paragraph (b)(i) to (ix));

*
to consult with interested parties by acting as mediator between opposing parties on any matter that concerns the need for, or the desirability of, action by a responsible party in the interests of the protection of the personal information of a data subject (paragraph (c)(i) to (iii));

*
to handle complaints by receiving and investigating complaints about alleged violations of the protection of personal information of data subjects and reporting to complainants in respect of such complaints (paragraph (d)(i) to (iv));

*
to conduct research and to report to Parliament from time to time on the desirability of the acceptance, by South Africa, of any international instrument relating to the protection of the personal information of a data subject (paragraph (e)(i) and (ii));

*
in respect of codes of conduct to issue such codes, to amend and to revoke such codes of conduct (paragraph (f)(i) to (iii));

*
to facilitate cross-border cooperation in the enforcement of privacy laws by participating in any initiative that is aimed at such cooperation (paragraph (g));

*
in general to exercise the powers conferred upon the Regulator by the Bill in matters relating to the access of information as provided by the Promotion of Access to Information Act, 2000 (paragraph (h)(i) to (iv)).

*
Subclause (4) provides that the powers and duties of the Regulator in terms of the Promotion of Access to Information Act, 2000, are set out in Parts 4 and 5 of that Act.  The assignment of powers and duties in terms of the Act to the Regulator required certain amendments to be affected to the Promotion of Access to Information Act, 2000.  The proposed amendments are reflected in the Schedule to the Bill.

3.3.2.2
The appointment, term of office and removal of the members of the Regulator (clause 41)

*
Regulator consists of a Chairperson and four persons as ordinary members (subclause (1));



*
members of Regulator appointed by President (subclause (2));

*
members appointed for period of not more than five years, but will be eligible for reappointment (subclause (3)).

3.3.2.3
Vacancies (clause 42)

*
vacancies must be filled in terms of the procedure for the appointment of members as stipulated in terms of clause 41.

3.3.2.4
Powers, duties and functions of Chairperson and other members (clause 43)

*
the Chairperson must exercise the powers and perform the duties and functions conferred on or assigned to him or her by the Regulator in terms of the Bill and the Promotion of Access to Information Act (subclause (1));

*
members must exercise their powers and perform their duties and functions in terms of the Bill and the Promotion of Access to Information Act (subclause (2)).

3.3.2.5
Regulator to have regard to certain matters (clause 44)

*
In the performance of its functions, and the exercise of its powers, under the Bill the Regulator must, among others, have due regard for the protection of all human rights and social interests that compete with privacy, including the general desirability of a free flow of information and the recognition of the legitimate interests of public and private bodies in achieving their objectives in an efficient way (subclause (1)).

3.3.2.6
Conflict of interest (clause 45)

*
any member of the Regulator or any person appointed by the Regulator in terms of the Bill who has a material interest in any matter which could conflict with the proper performance of his or her duties in terms of the Bill or the Promotion of Access to Information Act, must disclose that interest.

3.3.2.7
The remuneration, allowances, benefits and privileges of the members of the Regulator (clause 46)
*
To be determined by the Minister in consultation with the Minister of Finance.

3.3.2.8
Staff of the Regulator (clause 47)
*
Chief executive officer and staff will be appointed by Regulator.

3.3.2.9
Powers, duties and functions of chief executive officer (clause 48)

*
Chief executive officer is, among others, responsible for the organisation and management of, and administrative control over, all the members of staff .
3.3.2.10 Committees of the Regulator (clause 49) 
*
The Regulator may, if it considers it necessary for the proper performance of its functions establish one or more committees which must consist of such members of the Regulator as the Regulator may designate and other persons appointed by the Regulator.

3.3.2.11 Establishment of Enforcement Committee (clause 50)
*
Regulator to establish Enforcement Committee consisting of at least one member of the Regulator and such other persons appointed by the Regulator.

3.3.2.12 Meetings of the Regulator (clause 51)
*
Meetings to be held at the times and places determined by the Chairperson;


*
three members of the Regulator constitute a quorum for a meeting.

3.3.2.13 Funding of the Regulator (clause 52)
*
Parliament will appropriate annually, for the use of the Regulator, such sums of money as may be necessary for the proper exercise, performance and discharge, by the Regulator, of its powers, duties and functions under the Bill and the Promotion of Access to Information Act.

3.3.2.14 Protection of the Regulator (clause 53)
*
The Regulator, and any person acting on behalf or under the direction of the Regulator is not civilly or criminally liable, for anything done, reported or said in good faith in the exercise or performance or purported exercise or performance of any power, duty or function of the Regulator in terms of the Bill or the Promotion of Access to Information Act.

3.3.2.15 Duty of confidentiality (clause 54)

*
A person acting on behalf or under the direction of the Regulator, must, both during or after his or her term of office or employment, treat all personal information which comes to his or her knowledge as confidential.
3.3.3
Part B of Chapter 5:  This Part consists of two clauses which regulate the duties and responsibilities of information officers and the designation of deputy information officers, respectively. Information officers will (in terms of clause 55), among others, be responsible for dealing with requests that are made to the public or private bodies in terms of the Bill.  These officers are required to ensure that the public or private bodies of which they are the information officers comply with the provisions of the Bill.  Clause 56 makes provision for the designation by public and private bodies of deputy information officers to perform those duties contemplated in clause 55.  The procedure for the designation of deputy information protection officers is regulated in terms of section 17 of the Promotion of Access to Information Act.

3.3.4
CHAPTER 6:  Chapter 6 regulates "prior investigation".  Clause 57 requires that a responsible party must obtain prior authorisation from the Regulator.  This requirement will be applicable where a responsible party intends, for example, to transfer special personal information or the personal information of children  to a third party in a foreign country that does not provide an adequate level of protection for the processing of personal information.  Clause 58 regulates matters relating to the prior authorisation requirement.  This clause, among others, provides that responsible parties may not carry out information processing until the Regulator has completed its investigation.  Clause 59 provides that a responsible party who contravenes clause 58(1) or (2) is guilty of an offence.
3.3.5
CHAPTER 7:  Chapter 7 introduces Codes of Conduct.  The development of codes of conduct will contribute to the proper implementation of the conditions for the lawful processing of personal information, as reflected in Part A of Chapter 3, in each sector.  Clause 60, among others, provides that a code must prescribe how the conditions for the lawful processing of personal information are to be complied with within specific sectors.  The remainder of the clauses provide for the following:
3.3.5.1
The Regulator may issue codes on his or her own initiative or on application by persons who process personal information (clause 61).  Provision is also made in subclause (3) for stakeholder involvement and consultation in the issuing of a code.  
3.3.5.2
The Regulator must, after a code is issued, publish a notice in the Gazette indicating that a code has been issued and where copies thereof are available.  A code will come into operation 28 days after publication of the notice (clause 62).
3.3.5.3
A code may prescribe procedures for making and dealing with complaints alleging a breach of the code, but no such provision may limit or restrict any provision of Chapter 10 which, among others, deals with the power of the Regulator to handle complaints regarding the interference with the protection of personal information of a data subject (clause 63).
3.3.5.4
The Regulator may from time to time amend or revoke a code that has been issued under clause 60 (clause 64).
3.3.5.5
The Regulator may provide written guidelines to assist bodies to develop codes or to apply approved codes (clause 65).
3.3.5.6
The Regulator must keep a register of approved codes (clause 66).
3.3.5.7
The Regulator may, on his or her own initiative, review the operation of an approved code (clause 67). 
3.3.5.8
Failure to comply with a code is deemed to be a breach of the conditions for the lawful processing of personal information (clause 68).

3.4
CHAPTER 8 OF THE BILL:
The three clauses reflected in Chapter 8 therefore regulate matters relating to "direct marketing by means of unsolicited electronic communications" (clause 69), "directories" (clause 70) and "automated decision making" (clause 71).  Some forms of direct marketing are, or have the capacity to be, more intrusive than others.  Clause 69 therefore aims to balance the rights of consumers not to be targeted unreasonably with the right of business to communicate effectively with the public.  A distinction is made between the general practice of direct marketing and the more specific practice of direct marketing by means of unsolicited electronic communication (spam).  Opt-in consent is prescribed for electronic communications where the individual is not an existing client.  Opt-in consent entails that if a data subject does not respond to a responsible party’s invitation to make use of its direct marketing advances, the responsible party will not be allowed to contact the consumer for a second time.  The provisions of clause 70 are self-explanatory.  Clause 71 prohibits decision making based solely on automated processing of personal information intended to provide a profile of certain aspects of a person’s personality or personal habits.  Subclause (2) provides that the prohibition does not apply if the decision—

(a)
has been taken in connection with the conclusion or execution of a contract, and—

(i)
the request of the data subject in terms of the contract has been met; or

(ii)
appropriate measures have been taken to protect the data subject’s legitimate interests; or

(b)
is governed by a law or code in which appropriate measures are specified for protecting the legitimate interests of data subjects.

3.5
CHAPTER 9 OF THE BILL: 
3.5.1
This Chapter consists of one provision and aims to regulate transfers of personal information outside the Republic.  The flow of information across our borders benefits both organisations and individuals by lowering costs, increasing efficiency and improving customer convenience.  However, the flow of personal information leads to concerns about privacy and present new challenges with respect to protecting individuals’ personal information.  Clause 72 therefore stipulates that information may not be transferred to another country if proper safeguards for the protection of the information have not been adopted in that country.  

3.5.2
Over and above the importance of protecting the constitutional right to privacy, another reason stated for introducing these conditions in legislation was that various commercial opportunities exist for information outsourcing, both domestically and internationally, and that if South Africa’s national standards do not conform to international requirements which will inhibit full exploitation of those commercial opportunities.  Clause 72 therefore aims to give effect to the so-called “adequacy requirement”.  Adequacy is important for South Africa as a country, since  information privacy legislation will ensure South Africa’s future participation in the information market if it is regarded as providing “adequate” information protection by international standards.  Internationally accepted standards prescribe that a number of safeguards have to be in place in order to ensure the adequate protection of personal information.  These safeguards are the following:

(i)
All the responsible parties involved in the processing of personal information in the sector have to be covered by the applicable legislation;

(ii)
all the internationally accepted information protection principles, as  set out in Chapter 3 of the PPI Bill, that protect personal information and all the measures in the Bill that give effect to those principles, have to be accommodated in applicable legislation; and

(iii)
both paragraphs (i) and (ii) have to be complied with during every stage in the information cycle. 
3.6
CHAPTERS 10 AND 11 OF THE BILL:
3.6.1
CHAPTER 10:  This Chapter provides for complaints to be lodged with the Regulator by data subjects regarding any interference with the protection of their personal information.  Interference with the protection of the personal information of a data subject consist, in terms of clause 73, of—

(i)
any breach of the conditions for the lawful processing of personal information set out in Chapter 3 of the Bill;

(ii)
non-compliance with any obligations created in terms of the Bill; or    

(iii)
a breach of the provisions of a code that has been issued in terms of clause 60.

3.6.2
The remaining provisions of the Chapter deal with the powers of the Regulator as far as investigation of complaints are concerned and aim to regulate the following:

3.6.2.1
Clauses 74 and 75 provide that complaints may be submitted to the Regulator regarding the interference with personal information of a data subject and the manner in which such complaints may be made, respectively.

3.6.2.2
Clauses 76 to 80 reflect those provisions dealing with the investigation of complaints by the Regulator and include matters such as the power to refer a complaint to another regulatory body if such regulatory body is in a better position to deal with the complaint (clause 78).  The Regulator is also required, in terms of clause 79 as part of the Regulator’s proceedings that precede the investigation itself, to inform the complainant of his or her intention to conduct an investigation and to allow the responsible party with the opportunity to submit a written response in respect of the complaint to the Regulator.  Clause 80 provides that the Regulator may, if it is possible to settle the dispute between the parties, to do so without proceeding with or concluding an investigation.

3.6.2.3
Clauses 81 to 88 regulate the various aspects associated with the investigations conducted by the Regulator.  As far as the investigation of complaints is concerned the Regulator will, among others, in terms of clause 81 be empowered to summon persons to appear before it, receive and accept any evidence and enter and search any premises that is occupied by a responsible party. The remaining clauses deal with procedural aspects in relation to the investigations to be conducted by the Regulator.  These provisions deal with the issuing of search warrants (clause 82); the requirements for warrants to be issued (clause 83); the execution of warrants (clause 84); matters that are exempt from searches (clause 85); exemption of communication between a legal adviser and his or her client (clause 86); the possibility of objections to be raised with regard to searches (clause 87) and the return of warrants to the court that issued them after they have been executed or if they were not executed within the authorised period (clause 88).

3.6.2.4
Clauses 89 gives effect to the need for assessments or audits to be conducted with regard to the processing of personal information practices in order to determine whether such practices comply with the provisions of the Bill.  An assessment may, in terms of clause 89, be conducted on the Regulator’s own initiative or at the request of another person.  

3.6.2.5
The Regulator may issue an information notice in terms of clause 90 if the Regulator has received a request to conduct an assessment or if the Regulator requires certain information in order to determine whether a responsible party has interfered with the personal information of a data subject.

3.6.2.6
Clause 91 requires that the Regulator must inform responsible parties of the result of assessments and any recommendations that the Regulator considers appropriate.

3.6.2.7
Clauses 92 and 93 provide that the Regulator may, after investigating a complaint or other matter, refer the complaint or other matter to the Enforcement Committee for consideration, a finding in respect of the complaint and a recommendation in respect of the proposed action to be taken by the Regulator.  Clause 93 deals with the functions of the Enforcement Committee and provides, among others, that the Enforcement Committee may make any recommendation to the Regulator in respect of any action to be taken against, for example, a responsible party in terms of the Bill.

3.6.2.8
The Regulator will also be empowered to make a determination that a responsible party must take specified action, or cease to act in a specific manner, within a specified period for the purpose of complying with the provisions of the Bill.  Failure to comply with the notices will be a criminal offence.  Clauses 95 to 98 of the Bill aim to give effect to the aforementioned.  

3.6.2.9
Clause 99 provides that a data subject may institute a civil action for damages against a responsible party for breach of any provision of the Bill.  A court may, apart from compensatory damages for patrimonial and non-patrimonial loss, also award aggravated damages that are just and equitable.

3.6.3
CHAPTER 11:   Chapter 11 deals with offences and penalties.  The Chapter, among others, creates offences such as obstruction of the Regulator (clause 100), breach of confidentiality (clause 101), obstruction of the execution of a warrant (clause 102), failure to comply with enforcement or information notices (clause 103), offences by witnesses, i.e. persons who are summoned in terms of clause 81 to attend and give evidence or to produce any book, document or object before the Regulator, but fail to do so (clause 104).  Clauses 105 and 106 aim to criminalize the actions of persons who commit various unlawful acts in connection with the account numbers of data subjects, for example, bank accounts.  Clause 107 prescribes penalties in respect of the various offences created in terms of the Bill and clause 108 provides that a Magistrate’s Court has jurisdiction to impose any penalty provided for in clause 107.  
3.7
CHAPTER 12 OF THE BILL:
3.7.1
The Chapter reflects certain general provisions such as the amendment of certain laws (clause 110), fees (clause 111), the Minister’s and the Regulator’s power to make regulations (clause 112), the procedure for making regulations (clause 113) and transitional arrangements (clause 114).  
3.7.2
Clause 114, among others, provides that processing which is taking place on the date when the legislation comes into effect and does not conform to the legislation must, within one year of such date, be aligned to the provisions of the Act.  Subclause (2) provides that the one year period may be extended by the Minister by notice in the Gazette in respect of different class or classes of information and bodies by an additional period which period may not exceed three years.  Subclause (4) aims to ensure a smooth transfer of the functions that the South African Human Rights Commission is currently performing in terms of the Promotion of Access to Information Act to the Information Regulator.  The subclause provides that the Commission must, in consultation with the Information Regulator, finalise or conclude its functions referred to in sections 83 and 84 of the Promotion of Access to Information Act, as soon as reasonably possible after the amendment of those sections in terms of the Bill.  Clause 115 deals with the short title and commencement of the Act. 

3.8
SCHEDULE TO THE BILL:
3.8.1
The Schedule to the Bill is intended to effect certain amendments to existing legislation.

3.8.2
Section 6(4)(d) of the Public Protector Act, 1994 (Act 23 of 1994), provides that the Public Protector has the power to resolve any dispute relating to the operation or administration of the Promotion of Access to Information Act, 2000.  Since the Information Regulator will be empowered to resolve any dispute that may arise from the application of the Promotion of Access to Information Act, the provisions of section 6(4)(d) of the Public Protector Act, 1994, will have to be repealed.
3.8.3
The proposed amendment of the Promotion of Access to Information Act, 2000, among others, aims to ensure that all the responsibilities of the Human Rights Commission in terms of that Act will be assigned to the Information Regulator.  The amendments reflected in the Schedule further aim to establish the Information Regulator as the functionary that may consider complaints against decisions that have been taken by public or private bodies in respect of requests for access to records of the bodies concerned.  The complaints procedure regulated in terms of the Promotion of Access to Information Act, 2000, will be amended as follows:

(i)
Insofar as certain public bodies are concerned, the compulsory internal appeal procedure will be retained.  A party who is aggrieved by a decision of the relevant authority will have an option to either submit a complaint to the Information Regulator or to approach the court for appropriate relief; and

(ii)
a party who is aggrieved with a decision by the head of a private body will be able to either submit a complaint to the Information Regulator in respect of the decision concerned, or to approach the court for appropriate relief.
3.8.4
The Electronic Communications and Transactions Act, 2002 (Act 25 of 2002), and the National Credit Act, 2005 (Act 34 of 2005), contain provisions that aim to regulate the processing of personal information.  The proposed amendments to the aforementioned Acts aim to repeal the provisions concerned in view thereof that they do not cover all the conditions for the lawful processing of personal information as reflected in the Bill.
