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1.
Introduction

This document contains a brief summary of the audit outcomes for the Department of Science and Technology.

Section two includes the section 4(3) entities however thereafter the section 4(3) entities are excluded.

Section two relates to the audit opinions, the AGSA should receive the audit opinions of the section 4(3) entities and therefore they are included.

The rest of the document relates to specific information required for the AGSA audits and the section 4(3) audits don’t specifically report on all these focus areas and therefore not included in rest of this document.

Section 4(3) entities:

South Africa National Space Agency

Technology Innovation Agency

Academy of Science of South Africa

2.
Audit opinion history: Vote: 34

	Audit opinions
	09/10
	10/11
	11/12

	Department of Science and Technology
	
	 
	

	HSRC – Human Sciences Research Council


	
	
	

	ASIA – Africa Institute for South Africa


	
	
	

	NRF – National Research Foundation


	
	
	

	CSIR – Council for Scientific and industrial Research


	 
	 
	 

	SANSA – South Africa National Space Agency


	
	
	

	TIA – Technology Innovation Agency


	
	
	

	ASSAF – Academy of Science of South Africa
	
	
	

	Other matters
	
	
	

	· Predetermined objectives
	
	
	

	Department of Science and Technology
	X
	
	X

	HSRC – Human Sciences Research Council


	
	X
	

	ASIA – Africa Institute for South Africa


	X
	
	

	SANSA – South Africa National Space Agency


	
	X
	X

	TIA – Technology Innovation Agency


	
	X
	X

	NRF – National Research Foundation


	
	
	

	· Compliance with laws and regulations
	
	
	

	HSRC – Human Sciences Research Council


	
	X
	

	ASIA – Africa Institute for South Africa


	X
	X
	X

	SANSA – South Africa National Space Agency


	
	X
	X

	TIA – Technology Innovation Agency


	
	X
	X


	AUDIT OPINION

	 
	CLEAN AUDIT OPINION: No findings on PDO and Compliance

	 
	UNQUALIFIED with findings on PDO and Compliance

	 
	QUALIFIED AUDIT OPINION (with/without findings)

	 
	DISCLAIMER/ADVERSE AUDIT OPINION

	
	No information available


3.
Key Focus Areas:  
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3.1 Supply Chain Management

	Entity
	Finding
	Root Cause
	Recommendation

	Africa Institute of South Africa
	Goods and services with a transaction value of between R10 000 and R200 000 were procured without obtaining written price quotations from at least three different prospective providers as per the requirements of Supply Chain Management (SCM) Regulation 17(a) and (c) or Practice Note 8 of 2007-08.
	Lack of leadership exercise oversight responsibility to ensure compliance with laws and regulations with internal controls.
	Adequate implementation of SCM laws and regulations to ensure that policies and procedures ensure compliance

Adequate planning should be enforced by management to ensure compliance in the SCM unit. 

	
	The accounting authority did not take effective steps to prevent irregular expenditure and fruitless and wasteful expenditure, as required by section 51(1)(b)(ii) of the Public Finance Management Act.
	
	


3.2 Predetermined Objectives

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Science and Technology
	Usefulness of information

Consistency

Treasury Regulation 5.2.4 requires that the strategic plan and annual performance plan should form the basis for the annual report, therefore requiring the consistency of objectives, indicators and targets between planning and reporting documents. 42% of the reported targets and indicators were not consistent with the indicators and targets as per the approved strategic plan and annual performance plan. This may be due to the poor planning process of the programmes, departmental entities and the department as a whole which could result in non-compliance and limit the usefulness of the performance information of the entity.
	Management did not understand the difference between the annual performance plan and report and the operational plan.

Oversight responsibility not exercised regarding financial and performance reporting and compliance and related internal controls.


	Management should ensure that during planning the objectives are complete and relevant, perform proper review and monitoring of the planning process to ensure that all performance objectives, indicators and targets are in the strategic plan and annual performance plan to ensure that performance information reported on is measured against predetermined objectives, indicators and targets. 



	
	Usefulness of information

Performance targets are not measurable

The National Treasury Framework for Managing Programme Performance Information (FMPPI) requires that performance targets be measurable. The Performance Policy and Procedure Manual (PPPM); Volume 2; paragraph 2.4 provides guidelines to be followed when setting performance targets. 

The required performance could not be measured for a total of 25% of the targets relevant to programme two and four selected for audit.

This may be due to the fact although management was aware of the requirements of the FMPPI but they did not receive the necessary training to enable application of the principles. 
	Lack of understanding the National Treasury Framework requirements to manage performance information. 

Insufficient monitoring during planning cycle to ensure that the programmes adhere to the development guidelines provided in the performance policy and procedure manual.


	Management and the responsible officials should ensure that performance targets developed can be measurable to ensure reliability of actual performance information.

In addition, it is recommended that the department provide a roll-out workshop or training on Performance Policy and Procedure Manual to the responsible officials and management to ensure compliance thereof.



	
	During the year under review of the 81 targets planned, only 54 targets were achieved.  This represents 33% of total planned targets that were not achieved. 

This was due to the fact that indicators and targets were not suitably developed during the strategic planning process and could lead to poor performance on pre-determined objectives. 


	Insufficient monitoring and evaluation of performance information to ensure that weak areas of performance are identified and addressed on timely basis. 

	Relevant systems should be in place to ensure that the process to achieve the planned target is clear to responsible officials and management.

Management should regularly review the progress of performance against the targets using quarterly and bi-annual performance information reports.
Variances between planned targets and actual progress should be analysed to ensure that poor performance and potential problems are identified on time. 

	
	
	
	


3.3 Human Resources

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Science and Technology and entities
	The only findings relate to items in the management report. No HR findings in the audit report
	N/A
	N/A


3.4 Information Technology Controls

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Science and Technology
	IT management had not formally designed IT governance Security management system, Service continuity plan and User account management.


	Lack of management oversight in terms of implementing appropriate IT processes and action plans to address deficiencies.

Lack of implementation of appropriate key user access controls


	Management should consider establishing a formal IT governance framework, run regular reports on the networks to identify exception reports, as well as project management function within the IT Directorate that will be responsible for managing and overseeing IT projects and IT governance within the department. 

A formal business impact assessment should be done in order to determine the appropriate recovery strategy for the department. This should take into consideration the fact that the key systems with a financial impact are catered for by SITA and the National Treasury. 

Management should request activate an audit trail for system controller activities. Once these audit trails are generated, reports should be developed and sent to management for their review on a regular basis. 



	Human Sciences research Council
	IT management had not formally designed security management controls, user access controls, IT service continuity plan and programme change management controls.
	Lack of management oversight in terms of implementing appropriate IT processes and action plans to address deficiencies.

Lack of implementation of appropriate key user access controls


	The Director IT is encouraged, as a matter of urgency, to obtain the approval of the board. Once the policy has been approved the framework needs to be implemented, required policies developed or existing policies updates and communicated to all relevant individuals. 

Additionally, the Director: IT is encouraged to submit these policies for approval to the IT steering committee and the CEO and subsequent communication and implementation. 

The DRP should take into consideration the requirement of the business continuity plan (BCP) and incorporates the current arrangements for the alternative processing site in Cape Town and seating arrangement in Pretoria CSIR Campus. Furthermore, the DRP should be tested on a periodic basis to ensure that the plan is practical with regard to its execution/activation and would provide reasonable assurance around the adequacy of the DRP.

The Director: IT is encouraged to consolidate the existing change control documentation in a single comprehensive change control policy and procedure. This policy and procedures should then be implemented and communicated to all relevant individuals and compliance to it should be monitored on a periodic basis.

	Africa Institute for South Africa
	Lack of adequate monitoring process for services rendered by external service providers at AISA, and no annual SLA.

There is currently no formalised IT risk assessment activity in place at AISA; hence there is no IT register in place.

Lack of monitoring of security activities, application level access, and adequate segregation of duties in IT Department, Finance and payroll, and weakness were noted in the physical access and environmental controls in the server room.

The continuity and disasters recovery plan is not sufficient.


	Lack of implementation of appropriate key controls (policies and procedures).

Lack of oversight responsibility over reporting.


	AISA should fill the positions of the IT roles such as Information Security Officer and IT administrator.

AISA should develop and implement an adequate service level management process that would allow the levels of IT services rendered by service providers to be identified, monitored and reviewed, on a regular basis, against those specified in the service level agreements (SLAs). 

We recommend that the management implement a formalised process of generating the security activities reports and reviews, User Access Account Management policy, Disaster recovery plan which is align with a Business continuity plan, formal monitoring process for access to sensitive areas and maintenance of environmental controls. 

	National Research Foundation
	Weakness identified in the Logical access controls and Change management process


	The appropriate key controls to monitor user access have not been implemented by management.

Management have not implemented the appropriate key controls in the managing of the change control process.


	Users' access rights should be reviewed on regular basis by line managers to confirm appropriate access rights. The user logs should also be monitored on a regular basis in order to detect fraudulent/unauthorised activities.

A process should be implemented where changes follow a sequential number, this generation should not be through a manual process. 




3.5 Material Errors/Ommissions in AFS submitted for Audit

	Entity
	Finding
	Root Cause
	Recommendation

	Africa Institute of South Africa
	The financial statements submitted for auditing were not supported by full and proper records as required by section 55(1) ((a) and (b) of the PFMA.  Material misstatements of commitments, irregular expenditure, post medical aid obligation and pension fund, identified by the auditors in the submitted financial statements were subsequently corrected and the supporting records were provided resulting in the financial statements receiving an unqualified audit opinion.


	Inadequate preparation of quarterly and interim financial statements by management and lack of monthly reconciliations processes resulted in adjustments to AFS.

Inadequate record keeping ensuring complete and accurate records for fruitless, wasteful and irregular expenditure.
	Management should ensure that AFS are prepared regularly (monthly instead of quarterly).

These AFS should be reviewed by the governance structures i.e management, internal audit and audit committee.

The AFS prepared should be adequately supported by substantiating evidence to corroborate validity, accuracy and completeness thereof.




3.6 Financial Health Status

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Science and Technology and entities
	No material matters reported
	N/A
	N/A


3.7 Other Compliance Matters

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Science and Technology and entities
	No other compliance matters reported
	N/A
	N/A


4.
Commitments by the Executive

During the quaterly meeting the Minister committed to follow up on the performance information findings for the department and to ensure that IT controls are implemented (policies and procedures have been approved and a Chief Information Officer has already been appointed)

The AGSA committed to the Minster that it will assist with the arrangement of a workshop on predetermined objectives to be presented by National Treasury. National Treasury have indicated that they are considering the request for such a workshop.  

5.
Other Matters of interest 

(a)
Unauthorised expenditure: 

No unauthorised expenditure incurred by any of the entities in the portfolio

(b)
Fruitless and wasteful expenditure: 

	Auditee
	Fruitless and wasteful

	
	Movement
	Amount
R
2012
	Amount
R
2011

	1
	Department of Science and Technology
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	R60,000
	R110,000

	2
	Africa Institute for South Africa
	
	R6,270
	R0,0m


 (c)
Irregular expenditure: 

	Auditee
	Irregular expenditure

	
	Movement
	Amount
R
2012
	Amount
R
2011

	1
	Department of Science and Technology
	
	R1.5m
	R1,366m

	2
	Africa Institute for South Africa
	
	R156,527
	R23,405

	3
	Human Sciences Research Council
	
	R599,001
	R0,0m

	4
	National Research Foundation
	
	R1,767m
	R1,542m


6. Other AG Reports

- Investigations:

No investigations are currently underway as undertaken by the AGSA.

- Performance Audits:

No performance audits are currently underway as undertaken by the AGSA.[image: image3.png]
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