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1.
Introduction
This document contains a brief summary of the audit outcomes for the department of Transport for the 2011/12 financial year. 

The department was last at a SCOPA hearing on 17 August 2011 

.

2.
Vote 37

2.1
Audit opinion history

	Audit Opinions
	08/09
	09/10
	10/11
	11/12

	Department of Transport
	
	 
	
	

	
	
	
	
	

	Qualification issues
	n/a
	n/a
	n/a
	n/a

	
	
	
	
	

	Other matters
	
	
	
	

	· Predetermined objectives
	
	X
	X
	

	· Compliance
	X
	X
	X
	X

	
	
	
	
	


	AUDIT OPINION

	 
	CLEAN AUDIT OPINION: No findings on PDO and Compliance

	 
	UNQUALIFIED with findings on PDO and Compliance

	 
	QUALIFIED AUDIT OPINION (with/without findings)

	 
	DISCLAIMER/ADVERSE AUDIT OPINION


2.2 [image: image8.png]IT controls -
no change



KEY FOCUS AREAS:  

	

	[image: image9.png]Material
errors fomissions in

audit - regression




[image: image10.png]Financial
Health

material
underspending




[image: image11.jpg]A UDITOR-GENERAL
Auditing to build public confidence SOUTH AFRICA





	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


2.2.1 Supply Chain Management

	Finding
	Root Cause
	Recommendation

	The preference point system was not applied in the procurement of 1 competitive bid to the total value of          R 12,407,133. 

In terms of the Department’s Supply Chain Management policy paragraph 14.2 states, 

“Contract with a rand value above R500 000 

· 90/10 rule in terms of the Preferential Procurement Policy Framework Act (PPPFA), where 90 points are allocated to price and 10 to empowerment”. 
There was insufficient evidence to motivate the appointment of the service provider who scored the lowest points in terms of the adjudication and evaluation criteria applied. 

This non compliance with the supply chain management practices results in the Department incurring irregular expenditure.


	Management did not exercise oversight responsibility regarding compliance with applicable laws and regulations.
	The Governance Structures who oversee the tendering process should make sure that the Department adheres to the Supply Chain Management Policy, Treasury Regulations, National Treasury Practice Notes and Preferential Procurement Policy Framework Act (PPPFA).


2.2.2 Predetermined Objectives

	Finding
	Root Cause
	Recommendation

	none
	
	


2.2.3 Human Resources

	Finding
	Root Cause
	Recommendation

	There was a overall vacancy rate of 33%.  Senior Management vacancy rate was in excess of 20%.
A high vacancy rate will result in a lack of service delivery.
	Inability to attract people with the correct skills and experience to fill the vacant posts.  The recruitment and vetting process for new appointments takes a long period of time.
	Since the moratorium placed on all vacant positions was lifted on 01 November 2011 it is recommended that the vacant posts be filled to enhance service delivery.  


2.2.4 Information Technology Controls

	Finding
	Root Cause
	Recommendation

	IT management had not formally designed IT service continuity controls (policies, procedures, guidelines) to mitigate the risk of unauthorised access to the network and information systems.
 Informal controls were in place, but were inadequate. 
As a result, the following risks were not addressed: 
No formal procedures to ensure backup restoration is performed periodically and supporting documentation that the backup restoration is conducted could also not be provided. 
Proof that daily, weekly, monthly and yearly backups were performed could not always be provided as backup logs for certain dates included in the sample were not made available for audit purposes. 

Some Metrofile slips were not properly dated. 

Lack of acknowledgement of roles assigned for disaster recovery by key staff 


	Delays by the Department of Public Service & Administration (DPSA) to develop, finalise and roll-out a government-wide IT Governance Framework to be implemented by all the departments.

Management oversight in ensuring that the backup restorations procedures are documented and approved. 

Management oversight due to inadequate monitoring or review of backup conducted. 

Management assumed that key staff that supports eNaTiS are specialist and will be able to take-over the role to recover the system in case of a disaster. 


	The DPSA should finalise and present the government-wide IT Governance Framework to the Cabinet for approval for implementation by all the departments. 

 However, in the interim, the department should develop its own framework and only check for alignment (of its framework) once the Cabinet has approved the government-wide framework.

Management should ensure that the procedures for backup restorations are formally documented. 
In addition, management should retain supporting documentation of the backup restoration conducted. 

Management should ensure that all Metrofile slips for backup tapes taken off-site should be adequately dated and filed safely. 

Management should consider formalising (i.e. this can be a form of template) the acknowledgement of the key staff of their role in the disaster recovery process. 



	IT management had not formally designed user access controls (policies, procedures, guidelines) to mitigate the risk of unauthorised access to the network and information systems. 

Informal controls were in place, but were inadequate. As a result, the following key financial risks: 

The user access management procedure for Basic Accounting System (BAS) was in draft and pending approval by management. 

The activities of the transversal system controllers were still not reviewed or monitored by an independent person. 

Five normal users had been assigned system controller privileges on PERSAL. 

The system controller on PERSAL still had dual access to the system 


	Lack of oversight by leadership over the development and implementation of user access policies and procedures 

The approval and review of the draft procedure is being discussed with Internal Control Directorate. 

Lack of formalised roles and responsibilities with regards to the review of system controllers’ activities by Internal Risk and Control Directorate (IRCD) 

Leadership – Oversight responsibility regarding reporting and compliance 

System controller used the wrong user account to grant users access as result users were granted system controller privileges. 

Leadership – ineffective human resource management 

Lack of adequate IT skills and capacity to facilitate the appropriate segregation of duties.

Dependant on SITA to provide the necessary support for transfer of the E-Natis system back to the Department. 


	Management should ensure the procedures are formalised and approved to demonstrate proper governance. 

System controllers should provide IRCD with relevant reports/information on a quarterly basis to enable the directorate to perform independent reviews. The directorate should ensure that the necessary training is obtained from both IT and application management to enable them to perform such reviews with the right level of competency. 

Normal users should not be assigned the system controller privileges. In addition, system controllers should use the appropriate user account to create users on the system. 

The activities of the system controller should be reviewed as part of the independent review process by the IRCD to mitigate the risk. 

The department should employ IT staff with the necessary competencies to implement the IT controls.  Where service organisations are being used, there should be a skills transfer programme in place.



2.2.5 Material Errors/Ommissions in AFS submitted for Audit

	Finding
	Root Cause
	Recommendation

	The irregular expenditure was understated by R 12 407 133.
	The Department did not regard the expenditure incurred as irregular and only amended the disclosure of the irregular expenditure after it was identified as irregular through the audit process
	Management should carefully consider all expenditure incurred to identify if any non compliance ocurred which could result in such expenditure being deemed to be irregular.  Regular consultation should take place with National Treasury in the event there is any uncertainty as to the classification of expenditure. 


2.2.6 Financial Health Status

	Finding
	Root Cause
	Recommendation

	The department has materially under spent its budget. Under spending amounted to R 320,9 million. 
	The department revised its strategic plan due to new projects identified which needed to be undertaken during the financial year. This resulted in certain projects being delayed. 


	The department should ensure that going forward there is alignment between the budget and the strategic plan

	The department had an overdraft of R1,488,832,000
	Unauthorised expenditure of R1,2 billion was incurred in 2008/9 and 2009/10 due to bus subsidy claims.  This resulted in the department having an overdraft
	The department should closely monitor the progress on the tabling of the Finance Bill by the Minister of Finance 




National Treasury made the following recommendations to the Select Committee on Public Accounts with regards the unauthorised expenditure:

· The Committee approves the unauthorised expenditure as the unauthroised expenditure relates to exceeding the vote and does not reflect expedniture that was not in accordance with the purpose of the main division of the vote the expenditure is irreversible.
· The Committee in terms of section 34(1)(a) of the PFMA approves as a direct charge against the National Revenue Fund the amount of R 1 207 374 million as the over expenditure cannot be recovered from the current budget allocations of the Department or from the Provinces.

· To effect the direct charge referred to in section 34(1)(a) of the PFMA, the Minister of Finance will, subject to Parliamentary approval, table a Finance Bill.
The Finance Bill has not been tabled at the date of preparation of this briefing document.
3.
Other Matters of interest 
(a)
Unauthorised expenditure: 

There was no unauthorised expenditure incurred during the current financial year

(b)
Fruitelss and wasteful expenditure: 

The department incurred fruitless and wasteful expenditure to the amount of R49,000 due to non arrivals and no shows

(c)
Irregular expenditure: 

The department incurred irregular expenditure to the amount of R48,482,112 for the financial year this was as a result of non compliance with SCM policies and procedures.

During the 2010/11 financial year the department incurred R20,646,000.

4. Other AG Reports

- Investigations
An investigation is being conducted to evaluate SCM compliance on the awarding of one tender. The investigation aims to establish whether there were any gross irregularities in the tender process. The investigation was still ongoing at the reporting date. 
- Performance Audits
No performance audits are currently underway as undertaken by the AGSA.
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