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DRAFT REPORT OF THE AD HOC COMMITTEE ON THE PROTECTION OF STATE INFORMATION BILL ON THE PARLIAMENTARY PUBLIC HEARINGS HELD FROM 27 MARCH 2012 TO 30 MARCH 2012, DATED 4 MAY 2012


DRAFT REPORT OF THE AD HOC COMMITTEE ON THE PROTECTION OF STATE INFORMATION BILL ON THE PARLIAMENTARY PUBLIC HEARINGS HELD FROM 27 MARCH 2012 TO 30 MARCH 2012, DATED 8 MAY 2012 

1. Introduction
The Ad Hoc Committee on the Protection of State Information Bill [Bill 6B-2010], hereafter referred to as the Committee, held public hearings within Parliament from 27 to 30 March 2012. 
2. Objectives of public hearings  

In accordance with Constitutional provisions and Parliamentary strategic objective of facilitating public participation in the legislative process, the main objective of the public hearing was to provide South African organisations and members of the public with an opportunity to voice their views and concerns regarding the Protection of State Information Bill.

3. Format of the report

The report approaches the submissions from the point of view of the Bill and summarises the submissions in line with areas of concern raised in the Bill.

Chapter 1 (sections 1 to 3): Definitions, objects and application of Act
1. Definition of “national security” and “state security matter”

1.1 Public submissions

a. The Right2Know Campaign (R2K) held that the definition of the two sections created a circular reference when read together. The R2K submits that the implication would be that, by reading these two definitions together, it creates the impression that any matter dealt with by the State Security Agency (SSA) could be considered classifiable. The implication would be that the SSA, with the intention of limiting its exposure, would over classify and draw an unintended veil of secrecy over its operations.   
b. The Print Media South Africa (PMSA) and the South African National Editors’ Forum (SANEF) submitted that the word “includes” in the definitions for “national security” and state security matter” creates the impression that there are other areas the definition it includes but is not mentioned in the Bill. The word “includes” should be deleted to limit the definition to the stated description.

1.2 Proposed amendments

a. The PMSA and SANEF proposed deleting the word “includes” and substitute it with the word “means” to read, ‘“national security” includes means the protection of the people of the Republic and the territorial integrity of the Republic against-‘ 
b. “state security matter” includes means any matter, which has been classified in terms of this Act and,…”.
2. National security (b) (v): Inclusion of economic, scientific and technological information under definition ‘‘national security’’
2.1 Public submissions

a. The Open Democracy Advice Centre (ODAC) noted that the inclusion of economic, scientific and technological information would be problematic for academics and researchers as they work according to time and budget constraints. 
b. The South African Jewish Board of Deputies (SAJBD) supported the ODAC’s argument in their submission pointing out that the inclusion of economic, scientific and technological information makes the definition “overbroad”. 
c. The Higher Education South Africa (HESA) noted that an academics research has time constraints and funding constraints and the time it takes to access classified information restricts academic freedom.

d. The Violence Monitor also expressed concern that the Bill was attempting to be overbroad and made the scope of the Bill too wide. 
e. The Congress of South African Trade Unions (COSATU) noted that the definition of national security is problematic as it creates the potential to justify the broad inclusion of other matters that should not fall under security legislation. 
2.2 Proposed amendment
a. The SAJBD solution is to deal with the protection of economic, scientific and technological information within the economic, science and technology sectors and remove it from the Bill. COSATU also agreed that the Departments of Trade and Industry, and Science and Technology were better suited to dealing with the protection of economic and scientific information.
3. Section 3(2)(b) and other references under Chapter 1 to “organ/s of state” 

3.1 Public submissions

a. The Legal Resources Centre (LRC) submission advised that the term “organs of state”, that included parastatals, was defined too broadly. In section 3 (2) (b) It included the term “or part thereof” that further broadened the classification. The LRC submitted that this would be constitutionally problematic because Section 3 (2) (a) is specific to security services of the Republic and the oversight bodies referred to in Chapter 11 of the Constitution. In terms of section 3 (2) (b) of the Bill, other organs of state do not have to show a security interest when they apply for authority to classify. This is problematic in that it authorises them to classify any document even a document that is not security related.
b. The LRC further submitted that the Bill attempts to improperly delegate authority to organs of state. Section 3(2) attempts to delegate the power of classification to other ministers. The premise is that the Constitution does not empower Parliament to empower another minister to empower other ministers. This premise was dealt with in Justice Alliance of South Africa v President of the Republic of South Africa and Others, 2011 (5) SA 388 (CC) (JASA).
c. The Law Society of South Africa (LSSA), in replying to a question, noted that heads of organs of state, in terms of the Municipal Finance Management Act and National Key Points Act, make it applicable to municipal managers and CEOs. These originating Acts clearly define their functions, and these functions have nothing to do with security-related matters. The Public Protector (PubProt) along with the Diakonia Council of Churches (DCC), COSATU, the Right2Know Campaign (R2K) and the SAJBD amongst other had the same concern and felt that to include organs of state would go beyond the security cluster and the intention of the Bill. 
d. The R2K was of the opinion that the state bodies entrusted with the power to classify should exercise that power sparingly and only in circumstances where they can show that the classification is necessary to protect the security of the nation. 
3.2 Proposed amendment
a. The solution proposed, by various presenters, is to restrict the classification of documents to the core components of the security sector such as the police, defence and intelligence agencies.  

4. Section 1(4) Supremacy of POSI Bill over PAIA where conflict exists

4.1 Public submissions

a. The South African Human Rights Commission (SAHRC) noted that all legislation must be consistent with the Constitution as the supreme law of the land and any legislation inconsistent with it is unconstitutional. Section 1(4) is therefore unconstitutional as it has the effect of making the Constitution subordinate to the POSI Bill. The SAHRC supported this by arguing that in PAIA we find the “legislative articulation of the constitutionally protected right to access to information” and that we can therefore presume PAIA to be consistent with the Constitution. Therefore, to render PAIA subordinate to the POSI Bill “renders the Constitution subordinate to the Bill.”

b. Constitutional provisions enacting PAIA:
i Section 32(1)(a) and (b) of the Constitution provides that everyone has the right of access to any information held by the State; and any information that is held by another person and that is required for the exercise or protection of any rights.
ii Section 32(2) of the Constitution provides that National legislation must be enacted to give effect to this right, and may provide for reasonable measures to alleviate the administrative and financial burden on the state. 
c. The PAIA gives effect to section 32 of the Constitution.
d. The LRC drew a comparison to comments made by Chaskalson CJ regarding the Promotion of Just Administration Act No 3 of 2000
, and using his words demonstrated the courts thinking regarding PAIA, and other legislation, that gives effect to Constitutional provisions. The LRC said that;
i  “Like PAJA, PAIA (and we borrow the words of Chaskalson CJ) ‘is the national legislation that was passed to give effect to the rights contained in section’ 32. ‘It was clearly intended to be and in substance is a codification of these rights...” 
e. The implication is that by codifying the Constitution the legislation giving effect to such codification becomes an extension of the Constitution and, by extension, bears a similar authoritative weight as the Constitution.
4.2 Proposed amendment
a. The Media Monitoring Africa (MMA) along with the PMSA and SANEF proposed deleting Section 1(4).
Chapter 5 (sections 10 to 17): Classification and declassification of state information

1. Section 12

1.1 Public submissions
a. COSATU stated that Section 12 leaves too much room for subjectivity and manipulation in the interpretation of “harm” as this would depend on the mindset of the person who decides.
2. Section 12(2) and 12(3)

2.1 Public submissions

a. Print Media South Africa and the South African National Editors’ Forum (PMSA and SANEF) held that the definition of “secret” classification and “top secret” classification in Section 12(2) and 12(3) respectively was impossible to distinguish from each other. This made Section 12(3) overbroad, vague and unconstitutional by the use of the word “or”. 
2.2 Proposed amendment

a. The PMSA and SANEF proposed that the word “or” in 12(3) should be changed to “and”, thus referring to “serious and irreparable demonstrable harm.”
3. Section 13 

3.1 Public submission

a. The PMSA and SANEF noted that Section 13 is unclear on how soon after classification should the reviews by the head of the organ of state take place. COSATU raised a similar concern in its submission.
3.2 Proposed amendment

a. The submissions did not propose a period within which the head of the organ of state must review classification. 
4. Section 13(5)

4.1 Public submissions

a. PMSA and SANEF argued that the method of bulk classification will result in the decision maker not applying his mind to what should be classified. They further submitted that this would restrict access to information and free speech.
4.2 Proposed amendment

a. PMSA and SANEF propose deleting section 13(5).
5. Section 13(6)
5.1 Public submissions

a. The PMSA and SANEF submitted the following:
i Section 13(6) contradicts section 13(4), which provides that information must be classified at a sufficiently senior level.
ii The use of the word “must” in Section 13(6) forces all members of the Secret Service to classify information. The section should limit the authority to classify to a specific rank and seniority as the section, by not stipulating this, leaves itself open to over classification and wrongful classification by junior ranked members.  
b. COSATU expressed concern that the powers to classify was not limited to only the head of the organ of state, or a written delegation of authority to a senior staff member, but authorised all members of the Security Services to classify documents. The Security Services listed under chapter 11 of the Constitution includes members of the SANDF, SAPS, State Security and Intelligence Services as well as the Police Civilian and Defence Civilian Secretariats and COSATU could find no justification for this special consideration.
c. The Violence Monitor argued that the wide application of the Bill would impede the work of activists, who act on behalf of victims of violence, as information about abuses by people or the police would be regarded as classified information. 
5.2 Proposed amendment and consequential amendment
a. The PMSA and SANEF proposed deleting section 13(6). 
b. The reference in Section 13(8) to “subsection (6)” should be deleted and replaced with “subsection 4” to read, “The state information classified in terms of subsection (4) must remain classified until...”. 
6. Section 14(2) (read with Section 47)

6.1 Public submissions

a. COSATU submitted that these provisions should remain in the Bill, as it was a significant improvement to the previous version of the Bill, but did not prevent the hiding of corruption. COSATU noted that the sections create the impression that the motivation for the classification was to hide an irregularity, but the classification could still be proper, follow due procedure, and still hide an irregularity pointing to corruption. COSATU submitted that Cabinet documentation follows the norm of being automatically classified but could, inadvertently; hide an irregularity pointing to corruption. In this example, it would be difficult to prove an irregular intention exists since the documentation that would reveal the relevant evidence is classified.  COSATU stated that, “To tender such evidence would mean that an individual who makes such a charge must get past the hurdle of proving requisite authorisation to possess that information.”
6.2 Proposed amendments

a. COSATU submitted that the intent of Section 14(2) (read with Section 47) to prevent the hiding of corruption, would be strengthened by providing for a public interest defence section against penalties for unauthorised possession, disclosure and publication.
7. Proposed Section 14 (6)
8. Section 15 (read with Sections 42, 43, and 44)

8.1  Public submissions
a. COSATU found these sections problematic for trade unions as whistle blowers often came to trade union officials for assistance in exposing corruption. 
b. Section 42 makes it an offence for anyone who attempts, conspires with any other person, or aids, abets, induces, instigates, instructs or commands, counsels or procures another person to commit an offence in terms of this Bill. COSATU noted that there is no distinction made between wilful criminal intent and where someone supports another person to blow the whistle on crime. 
Chapter 6 (sections 18 to 19): Regular reviews, request for access to classified information and status review

1. Section 18: Regular reviews of classified information

1.1 Public submissions
a. The R2K argued that the section should provide minimum standards for what must be contained in the report submitted by the organ of state to the Classification Review Board (CRP). The CRP in turn submits said report to Parliament. The R2K pointed to the Regulation of Interception of Communications Act
 (RICA) where the RICA judge’s annual report on monitoring and interception as well as the Auditor-General’s annual report on the intelligence services reveal such little information as to defeat the purpose.
b. Higher Education South Africa (HESA) submitted that prolonging the period for obtaining access to information would make it impossible to enjoy academic freedom, as it would hinder academic research, which is constrained by time and resources.
1.2 Proposed amendment

a. No proposed amendment was submitted

2. Section 19: Request for access to classified information and status review
2.1 Public submissions

a. The South African Human Rights Commission (SAHRC) supported PAIA as the legislative vehicle for accessing classified information.

b.  PMSA and SANEF preferred the wording of Section 28 in the original version of the POSI Bill tabled in 2010 where a request for classified information had to be done through PAIA.

c. PMSA and SANEF submitted that Section 19(3) has the following problems:

i The conditions were too narrow,

ii  No time periods were set for responding to requests, and
iii The public interest override section was too narrow.
d. The Nelson Mandela Centre of Memory (NMCM) submitted that section 19(3) simply borrows the language of section 46 of the PAIA. The implication is that section 19(3) would be unnecessary as the wording is contained within already established legislation. 
1.1 Proposed amendments and consequential amendments
a. The SAHRC proposed that requests for classified information should be dealt with through the mechanisms contained in PAIA.

b. PMSA and SANEF and the MMA proposed deleting Section 19. If section 19 is deleted then Chapter 8 would be a consequential deletion as the appeals process is contained in PAIA. 
c. PMSA and SANEF further proposed that the Bill should have allowed PAIA to operate in parallel for access requests as in section 28(1) of the original Bill tabled in 2010
. The MMA echoed the sentiment of reintroducing section 28(1), which is reproduced hereunder: 

i Request for classified information in terms of the Promotion of Access to Information Act
(a) 28 (1) A request for access to a classified record that is made in terms of the Promotion of Access to Information Act must be dealt with in terms of that Act.
d. PMSA and SANEF provided an alternative should the Committee keep Section 19: 
i Section 19 (3) (a) (ii) should be broadened by replacing the word “and” with “or” to read: 
(a) 19 (3) (a) (ii) an imminent and serious public safety or environmental risk; and or
ii Section 19 (3) (b) insert the word “where” and delete “clearly” to broaden the public interest override to read: 

(a) 19 (3) (b) where the public interest in the disclosure of the state information clearly outweighs the harm that will arise from the disclosure.
Chapter 7 (sections 20 to 30): Classification Review Panel
1. Section 20: Establishment of Classification Review Panel
1.1 Public submissions

a. The ODAC commented that the inclusion of the Classification Review Panel (CRP), while welcomed, was still far from the independent review panel that civil society had requested. 
b. The DCC requested that Parliament appoint an independent body that would review decisions about what may be made secret.
a. The Violence Monitor stated that, “[o]versight by a panel appointed by parliament is not independent enough.” 
b. The SAJBD supported a truly independent review panel.
c. The PubProt lent credence to this by noting that Chapter 7 did not clearly state where the CRP would get its funding. This would have an impact on the independence of the panel.
d. The Helen Suzman Foundation (HSF) noted that the Minister would wield an undue influence on appointments to the panel and thereby undermine the independence of the CRP.
1.2 Proposed amendment
a. Various organisations proposed establishing the CRP as an independent body.
2. Section 21: Functions of Classification Review Panel
2.1 Public submissions
a. The HSF argued that the CRP would be reactive in nature and would only respond after an organ of state had already classified a document.
b. The ODAC noted that section 21 made no allowance for access to the CRP by the public as issues were only referred to the CRP by an organ of state. 
c. Various organisations supported public access to the CRP as an alternative to the Court as this could be prohibitively expensive.

3. Section 22: Constitution and appointment of Classification Review Panel

3.1 Public submissions

a. The R2K argued that Parliament, and not the Minister of Safety and Security, should appoint members to an independent body. The R2K raised the following concerns impacting the independence of the CRP:
i The Panel appeared to be an extension of the SSA and was not independent from the Minister.
ii The Joint Standing Committee on Intelligence’s role regarding the nomination process would be biased toward secrecy.

b. Higher Education South Africa (HESA) submitted that the appointment procedure of the CRP should be revised to ensure its independence and impartiality.
4. Section 24: Removal from office

4.1 Public submission

a. The HSF and others noted that the Minister’s powers related to suspension and removal of members made the CRP dependent on the Minister.
4.2 Proposed amendments

a. The R2K proposed establishing the CRP as an independent body with similar governing provisions afforded to the Public Protector.
5. Section 25: Remuneration of members and staff
5.1 Public submissions

a. The PubProt submitted that Chapter 7 did not clearly indicate how the funding of activities of the panel would take place as this would affect the CRP’s independence.

b. The R2K noted that the Minister’s discretion over the CRP’s remuneration made the CRP dependent on the Minister.

5.2 Proposed amendment  
a. The PubProt proposed that the CRP should be accountable to the National Assembly for funding and not the Minister of State Security.
Chapter 8 (sections 31 to 32): Appeals

1. Section 31 and 32
1.1 Public submissions
a. The ODAC noted that the recourse provided for the public to appeal is an internal appeal process directed at the head of the organ of state, or the Minister and finally the court. This would not allow for fairness, as the review would be bias toward protecting classified information. The CRP should have a mechanism for the public to access to contest classification. 
b. The ODAC submitted that Chapter 8 needed strengthening as the PAIA appeal provisions, had not worked in practice and were considered weak.  
c. The PubProt supported proposals for a mechanism to allow members of the public to appeal to the CRP as an alternate to appealing to the court once internal appeal provisions under section 19/PAIA were exhausted.

d. The Violence Monitor reported that the PAIA appeal process was inadequate as the public’s experience of appeals made to organs of state was one of indifference where in most cases the organ of state did not even acknowledge the appeal. The Violence Monitor agreed that an alternative appeal process was necessary, as appeals to the court were fine in theory but unaffordable to most people in practice. 

e. The R2K expressed a similar concern that well-resourced organisations would be able to access the court after exhausting the appeal process but most ordinary people would not be able to do so. It too called for a mechanism within the CRP to consider appeals made directly from the public.
f. The R2K submitted that the current appeals process directed at the Minister of State Security was not appropriate as the Minister should not adjudicate classification and declassification decisions in other state departments, as there would likely be a bias in favour of secrecy.
g. The HESA agreed with sentiments expressed that the appeals process lacked independence and impartiality. HESA submitted that an appeals success would be minimal as the appeal was made to the head of the organ of state that originally classified the information. HESA acknowledged that the only appeals process that would assist the appellant was the court but that this had its own problems of cost of access, legal fees, filing fees, time, and sometimes distance that would make it difficult for the ordinary citizen.
1.2 Proposed amendments

a. The PMSA and SANEF under section 19 proposed the deletion of section 19 and consequently this section must be deleted as the appeals mechanism is contained in the PAIA.

b. The MMA supported deletion of Chapter 8 as the mechanism for appeal was provided for in PAIA.
c. HESA proposed an independent arbitrator such as a retired judge. This would ensure fairness and act as a check against biasness. PMSA and SANEF supported this proposal
d. As proposed under Chapter 7 the CRP should be established as an independent body with a built in appeals mechanism.
Chapter 11 (sections 36 to 51): Offences and penalties
1. Section 34(2) and (3)

1.1 Public submissions

a. The PMSA and SANEF under section 19 proposed deletion of section 19 if it was accepted that PAIA took precedence. This would necessitate a consequential amendment to sections 34(2) and (3).
1.2 Proposed amendments and consequential amendments

a. The MMA supported PMSA and SANEF proposal to delete Section 19 and supported the consequential deletion of sections 34(2) and (3) and consequential references to section 34(1) that should read 34 
2. Section 36, 37, 38 and 39
2.1 Public submissions

a. PMSA and SANEF submitted that section 36, 37, 38 and 40(1), 43, 44 and 49 are unconstitutional as they disproportionally limited the right of access to information and freedom of expression. Their argument is that sections 36, 37, 38 and 39 are inconsistent with the common law principle that conduct is not unlawful unless committed with a guilty mind. They submitted that the fault elements in the sections are negligence based due to the absence of the fault or mens rea requirement. It submitted that the intention of unlawfulness does not attach to the action as it can be direct or indirect. The Bill should require the accused to commit a crime with knowledge of the illegality and with intention to cause harm. This would protect ordinary citizens and journalists who have no intention to engage in espionage or hostile activities against the state.
3. Section 36: Espionage offences
3.1 Proposed amendments 

a. PMSA and SANEF proposed the following: 
i In 36 to insert the words “with the intention to cause harm to national security”, delete “intentionally”, “ought reasonably to have known” and “or indirectly” to read:
(a) 36 (1) (a) to unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information classified top secret which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state; or

(b) 36 (1) (b) to unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified top secret which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state.
(c) 36 (2) (a) to unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information classified secret which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state; or
(d) 36 (2) (b) to unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified secret which the person knows or ought reasonably to have known would directly benefit a foreign state.
(e) 36 (3) (a) to unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information classified confidential which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state; or
(f) 36 (3) (b) to unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified confidential which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state.

4. Section 37: Receiving state information unlawfully
4.1 Proposed amendments

a. PMSA and SANEF proposed the following:
i In 37 to insert the words “with the intention to cause harm to national security”, delete “intentionally”, “ought reasonably to have known” and “or indirectly” to read:
(a) 37 (1) It is an offence punishable on conviction by imprisonment for a period not exceeding 25 years to unlawfully and with the intention to cause harm to national security intentionally receive state information classified top secret which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state.
(b) 37 (2) It is an offence punishable on conviction by imprisonment for a period not exceeding 15 years to unlawfully and with the intention to cause harm to national security intentionally receive state information classified secret which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state.
(c) 37 (3) It is an offence punishable on conviction by imprisonment for a period not exceeding five years to unlawfully and with the intention to cause harm to national security intentionally receive state information classified confidential which the person knows or ought reasonably to have known would directly or indirectly benefit a foreign state.
5. Section 38: Hostile activity offences

5.1 Public submissions

a. COSATU submitted that the term “hostile activities” is capable of broad interpretation, as is “make available” relating to top secret information. COSATU felt that redrafting of this section is required as the emphasis should be on espionage and it must be able to distinguish this from legitimate whistle blowing.
5.2 Proposed amendments
a. PMSA and SANEF proposed the following:
i In 38 to insert the words “with the intention to cause harm to national security”, delete “intentionally”, “ought reasonably to have known” and “or indirectly” to read: 

(a) 38. (1) (a) unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information classified top secret which the person knows or ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic; or
(b) 38 (1) (b) unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified top secret which the person knows or ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic.
(c) 38 (2) (a) unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information classified secret which the person knows or ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic; or
(d) 38 (2) (b) unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified secret which the person knows or ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic. 
(e) 38 (3) (a) unlawfully and with the intention to cause harm to national security intentionally communicate, deliver or make available state information  classified  confidential  which  the  person  knows  or  ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic; or 

(f) 38 (3) (b) unlawfully and with the intention to cause harm to national security intentionally make, obtain, collect, capture or copy a record containing state information classified confidential which the person knows or ought reasonably to have known would directly or indirectly benefit a non state actor engaged in hostile activity or prejudice the national security of the Republic.
6. Section 39: Harbouring or concealing persons

6.1 Proposed amendments
a. PMSA and SANEF proposed the following:
i In 39 to delete the words “or has reasonable grounds to believe or suspect,” to read:
(a) 39 Any person who harbours or conceals a person whom he or she knows, or has reasonable grounds to believe or suspect, has committed, or is about to commit, an offence contemplated in section 36 or 38 , is guilty of an offence and liable on conviction to imprisonment for a period not exceeding 10 years.
7. Section 42: Attempt, conspiracy, and inducing another person to commit offence

7.1 Public submissions

a. COSATU held that there is no distinction made between wilful criminal intent and the assistance given in terms of the PDA to a whistle blower to assist that person to expose crime and corruption. 
i COSATU expressed concern that its shop stewards would be liable for prosecution. 
ii Whistle blowers, who are responsible for exposing wide-scale corruption through the Protected Disclosures Act (PDA), often do so through shop stewards and trade unionists or on the advice of these individuals. 
iii The argument is that a shop steward would be contravening this section by aiding, abetting, inducing, instructing or commanding, or counselling a whistle blower to expose the corruption contained in a classified document.
7.2 Proposed amendment

a. COSATU proposed that a public interest defence clause would be necessary to protect whistle blowers and those categories of whistle blowers who were not employees of a particular organ of state.
8. Section 43: Disclosure of classified information
8.1 Public submissions

a. The ODAC submitted that the section in its current form did not offer whistle blowers protection. The section is also considered unconstitutional because it takes the onus to prove beyond a reasonable doubt away from the state and places it on the whistle blower to prove his innocence.
b. PMSA and SANEF noted that the whistle blower defence in section 43 was not adequate, as a chain of disclosure must be followed.
c. COSATU submitted that Section 43 did not adequately protect whistle blowers and shop stewards for the following reasons:
i The PDA and the Companies Act regarding whistle blower protection does not protect all categories of whistle blowers such as non-state employees and non-employees. 
ii These Acts also do not deal with classified information, which will render whistle blowers vulnerable to prosecution and excessive penalties, regardless of the severity of the irregularity being exposed.
d. COSATU further noted that the PDA protection invoked in civil matters made a whistle blower’s dismissal automatically unfair. Section 43 requires a worker to prove this unfairness in a criminal court. COSATU held that the shifting of the burden of proof, from the state to the accused worker, has Constitutional implications due to the presumption of innocence.
e. SAJBD supported COSATU’s concerns that the PDA only relates to employees and their protection but does not extend to non employees.
f. The PubProt noted that Section 43 prohibits many categories of people from disclosing the content of classified documents. 
i The PubProt submitted that she does not have control over the type and nature of information and documentation submitted to her. 
ii If such information and documentation contains classified information or documentation, the mere possession or retention could lead to criminalisation thereof.  
iii The PubProt further noted that to expect the PubProt to surrender such information and documentation pending an application for a status review or to approach a court of law would have an impact on the integrity of her office, her independence, and impede the delivery of justice. 
iv The PubProt stressed that to do her work effectively as mandated by the Constitution the PubProt requires unrestricted access to organs of state and institutions and any information or documents, including classified information, held by the State.
g. HESA submitted that archives were also in the public domain and affected by the provision that possession of classified information is an offence. The HESA felt that an undue burden was placed on the public to report classified information and it is recommended that a public domain defence should be included. 
8.2 Proposed amendments
a. The MMA proposed inserting the words, “the disclosure of which causes or is likely to cause serious or irreparable harm to the national security of the Republic” between “information” and “in” to read:
i Any person who unlawfully and intentionally discloses classified information the disclosure of which causes or is likely to cause serious or irreparable harm to the national security of the Republic in contravention of this Act is guilty of an offence and liable to a fine or imprisonment for a period not exceeding five years, except where such disclosure is—
b. The PMSA and SANEF proposed inserting the alternative words, “with the intention to cause harm to national security” after “and” and delete “intentionally” to read: 

i Any person who unlawfully and with the intention to cause harm to national security intentionally discloses classified information in contravention of this Act is guilty of an offence and liable to a fine or imprisonment for a period not exceeding five years, except where such disclosure is—
c. HESA supported the inclusion of a Public Domain Defence for classified information that was already in the public domain.
9. Section 47: Improper classification
9.1 Public submissions

a. The MMA noted grammatical errors in section 47.
9.2 Proposed amendment

a. 47. (1) Any person who intentionally classifies state information as—

(a)   top secret;

(b)   secret; or

(c)   confidential, 
in order to achieve any purpose ulterior to this Act, including the classification of state information in order to—
(i)  
conceal breaches of the law;

(ii)  
promote or further an unlawful act, inefficiency, or administrative error;
(iii)  prevent embarrassment to a person, organisation or agency; or
 
(iv)  give undue advantage to anyone within a competitive bidding process, is guilty of an offence.
(2) 
Any person convicted of an offence under subsection 1 is liable on conviction, to imprisonment for a period not exceeding: 

(a)
 15 years, in the case of an offence under subsection 1(a); In the event of subsection (1)(a) is guilty of an offence and liable on conviction to imprisonment for a period not exceeding 15 years;
(b)
10 years, in the case of an offence under subsection 1(b); and in the event of subsection (1)(b) is guilty of an offence and liable on conviction to imprisonment for a period not exceeding 10 years; or
(c) 
5 years, in the case of an offence under subsection 1(c). in the event of subsection (1)(c) is guilty of an offence and liable on conviction to a fine or to imprisonment for a period not exceeding five years.
10. Section 49: Prohibition of disclosure of state security matter
10.1 Public submissions 
a. COSATU opposed Section 49 as it provides for, in COSATU’s opinion, the absolute exclusion of whistle blower protection in respect of intelligence and security matters, making them liable for imprisonment between 10 and 15 years. COSATU agrees that information protection of security and intelligence services was necessary, but argued that this must balance with the public’s need for protection.
b. The R2K submitted that the effect of section 49 is that the SSA gets more protection than other bodies referred to in the Bill. It further stated that protecting such information was the job of agents of the state security, but this clause applies the protection of such information to “any person”. This creates a second tier of protection for the SSA beyond that already given to all security agencies. The R2K argued that the section did not afford even the limited protection for whistleblowers, as provided in clause 43, and applied a higher penalty. 
c. The ODAC submitted that many people in the chain of a document would be liable for prosecution, namely the: 
i the whistle blower’s attorney; 
ii any legal counsel who gave legal advice in the matter; 
iii the secretary; 
iv a journalist who published the article; 
v the editor and staff of the newspaper; and 
vi any person who buys the newspaper and reads the article.
d. PMSA and SANEF argued that the offences in section 49 for the disclosure of classified information would have the effect of a person being tried twice for the same offence. They further submitted that this offence overlaps the general disclosure offence in section 43 and should be removed and replaced with a public interest defence clause.
e. The ODAC noted that there are foreign jurisdictions that do not have a public interest defence clause but that mere possession of classified information was not a crime in these jurisdictions. The application of a public interest defence applies to designated categories of people, thus preventing abuse of this remedy in court.
10.2 Proposed amendments

a. Organisations were unanimous in calling for a Public Interest Defence clause.

b. PMSA and SANEF proposed deleting section 49 and replacing it with the following to read:

i 49 (1) No person is guilty of an offence under sections 42, 43 and 44 if the person establishes that he or she acted in the public interest.


(2)
A person acts in the public interest if the person has reason to believe that the classified information concerned shows one or more of the following:

(a) 

that a criminal offence or breach of the law has been, is being or is about to be committed;

(b) 
that a person has failed, is failing or is likely to fail to comply with any legal obligation to which that person is subject;

(c) 
that a miscarriage of justice has occurred, is occurring or is likely to occur;

(d) 
that the health or safety of individuals has been, is being or is likely to be endangered;

(e) 
that the environment has been, is being or is likely to be damaged;

(f) 
that a public safety risk exists;

(g) 
that gross incompetence, mismanagement or the impropriety on the part of any person has occurred;

(h) 
that an unlawful act, inefficiency or administrative error is being promoted;

(i) 
that an undue advantage is being given to anyone in a competitive bidding process; and

(j) 
that the public is being misled by an action or statement of another person.

(3) No person is guilty of an offence under sections 42, 43 and 44 if the person establishes that the information, or substantially the same information, disclosed was in the public domain at the time of the disclosure.
Chapter 13 (sections 53 to 57): General provisions
1. Section 55 (2) 

1.1 Public submissions

a. COSATU submitted that, “more than 17 years into our democracy there remains a substantial body of pre-1994 state documentation dealing with human rights violations that remains classified and unavailable to the general public, despite their potential to provide closure for many of those who remain without answers in relation to questions associated with the brutal practices of the apartheid regime.”
b. HESA supported the argument that it was important that apartheid secrets be released. This would allow South Africa to understand the extent of the reach of the security apparatus of the apartheid state. This would in tern allow the unanswered question to be put to rest

1.2 Proposed amendment

a. COSATU proposed, “that all state information that was classified prior to 1994 should be declassified and made publicly available unless there are clear and compelling reasons in individual cases not to do so.”
b. COSATU further proposed, “that any review and determination of information classified pre-1994 should be undertaken through an inclusive process and not only by the NIA.”
2. Concluding remarks

The report is a summary of the submissions submitted and presented at the public hearings held in Parliament from 27 to 30 March 2012. The submissions are available for a more in depth study of the arguments made. 

� SAHRC submission page 25, chapter 6, section 6.9 and sub section 6.9.1


� Minister of Health and Another v New Clicks South Africa (Pty) Ltd and Others 2006 (2) SA 311 (CC)


� Regulation of Interception of Communications and Provision of Communication-related Information Act 70 of 2002


� Protection of Information Bill B6-2010, section 28
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