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		DR MOTODI MASERUMULE, PHD
		BUILDING 22 4TH MEIRING NAUDE DRIVE,
 BRUMMERIA, 	PREOTRIA
		
Re:	SUBMISSION ON THE GENERAL INTELLIGENCE LAWS AMENDMENT BILL –B25-2011

1.	INTRODUCTORY REMARKS

1.1	As indicated above, I am Dr Motodi  Maserumule, currently Executive Director, Council for Scientic and industrial Research (CSIR) modelling and digital science. I am making this submission in my personal capacity, in particular, informed by my interests on technology issues and its impact on National Security.
1.2	As a professional in the technology field and Research, I have been impressed by the global technological developments in particular in the field of Information and Communication technologies (ICTs). I have also noticed that Countries serious efforts in ensuring that they are in line with the global technological changes and the related benefits.
1.3		What impresses me the most in these Countries is the effort that is put in ensuring that such Countries are up to date with technological development and that they also commit a lot of investments on technology research and development activities.

1.4		It is important to note that the increased interconnectivity of computer networks and broadband issues contributing significantly to economic growth, digital integration and creates an electronic environment that enhances citizens’ participation in governance issues.
1.5	However, it is equally important to note that these technological development and increased interconnectivity of computer networks means that communication systems and networks are now exposed to a growing number and a wider variety of threats and vulnerabilities, which raises critical issues for National security and requiring a need for greater awareness and the taking of new security measures by all relevant participants in the information society.

2.	BASIS OF THE SUBMISSION AND PROPOSED APPROACH

2.1	A number of strategic interventions and tactical interventions have been successfully implemented over the past few years and other interventions are in the process of being implemented. As part of those strategic interventions referred to herein, in 2002 the Intelligence Department introduced a law that sought to create a legal mechanism for the security of Critical Communications networks and the information flowing from those networks. We all are aware that not much has been achieved in the implementation of this law, in the main, due to the fact that Country was not reading from the same script on this matter.

2.2	This state of affairs not only exposed the security of the critical systems of the State to the various security breaches reported every day but has made the Country to be entirely at the mercy of the private sector on this subject.

2.3	 The dependence on private sector entities for ICT security solutions is also a serious national security challenge because most of the private sector entities either have links or are foreign owned. It is a well-known standard practice that foreign companies in the field of ICT Security do not provide the user with the source code for verification of the security of the device. Without verification of the source code, the probability of trapdoors that favour foreign intelligence services in espionage is very high.

2.4	Due to the fact that the Country has not had a coordinated approach on this issue, Government entities operating in the ICT Security space implements security systems whose origins are unknown. Some may be coming from entities that are supported by hostile foreign Countries.

2.5	In view of the above stated challenges, I welcome the recent initiative of the JCPS cluster which led to the development and the approval of the National Cyber security policy framework in 2012. This policy framework gives the clarity that we have been calling for in relation to our approach on Cyber security matters.

2.6	I also think that this Amendment process has come at an opportune time due to the fact it should give legal certainty and force to the policy pronouncement contained in the recently approved National Cyber security policy framework (NCPF). Failure to give that legal certainty may derail the vast progress achieved through the passing of the NCPF.


2.7	IN as much as the policy requires that laws must be aligned to it, it must be noted that there are still laws which will have to be changed that also seek to deal with the Cyber security issue. Those laws are still in force and have to be changed. Clarity would then be provided if this law were to contain some of the policy pronouncement in the NCPF. In view of the above, I hereby propose that Parliament should consider adding the following to the Amendment Bill as part of the functions of the SSA.

(i)	to control and regulate the provision and application of cryptographic solutions in support of national security;
(ii)	to coordinate national cyber security matters, formulate relevant policies and prescribe  the necessary regulatory framework  for the Republic;
(iii)	to provide information assurance and secure information and communications technology infrastructure in support of national security;
 (v)	to prescribe information communications technology security technical standards to which the electronic communications security products and services of organs of State must comply;
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