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6 December 2011  
 
Ms Engela Steyn 
State Law Adviser 
Chief Directorate: Legislative Development 
Department of Justice and Constitutional Development 
 
Per e-mail:  ensteyn@justice.gov.za  
 
& 
 
The Secretary, Portfolio Committee on Justice and Constitutional Development 
Parliament of South Africa 
 
Per email: vramaano@parliament.gov.za 
 
Dear Ms Steyn 
 
ISPA SUBMISSIONS RELATING TO THE PREVENTION AND COMBATING OF TRAFFICKING IN PERSONS 
BILL [B7-2010]        
 
1 ISPA extends its appreciation to the Department of Justice and Constitutional Development (“the 

Department”) for indicating its willingness to receive further submissions relation to the 
Prevention and Combating of Trafficking in Persons Bill [B7-2010] (“the Bill”). 

2 At the outset ISPA wishes explicitly to recognise the critical nature of the Bill in meeting the 
challenges posed by the trafficking of persons and related crimes and welcomes and applauds the 
focus of the Department on fast-tracking legislation designed to prevent and combat such 
trafficking.  

3 ISPA and its members are committed to working constructively with law enforcement authorities 
and other stakeholders in ensuring that the objectives of the proposed legislation are met. 

4 The submissions set out below are based on the last working version of the Bill available to ISPA, 
being “TIP Bill working document with instructions of PC Nov 2011 version 14 Nov 11” (“the 
Working Draft”). 
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Summary 

5 ISPA submits that: 

5.1 Section 8(2) of the Bill as currently drafted does not take into account the provisions of 
Chapter 11 of the Electronic Communications and Transactions Act 25 of 2002. 

5.2 Section 8(2) of the Bill as currently drafted can be interpreted as being in conflict with 
section 2 of the Regulation of Interception of Communications and Provision of 
Communication-related Information Act 70 of 2002. 

5.3 Section 8(3) of the Bill creates an offence where it is not clear to Internet service 
providers what is required to act legally. 

5.4 There are already existing legal mechanisms available to law enforcement authority to 
achieve the objectives set out in section 8(2) of the Bill.  

6 ISPA notes the following excerpt from the minutes of the Portfolio Committee Meeting on 3 
November 2010 as made available on the Parliamentary Monitoring Group website: 

“Clause 8 (2) imposed no obligation on an internet service provider to monitor whether or not 
sites were used for trafficking purposes but do require that such sites were reported if the service 
provider became aware of it.  The provisions were in line with the Films and Publications Act.  No 
comment was received from internet service providers on Clause 8.” 

(our emphasis) 

7 It appears to ISPA that the current drafting of section 8(2) does not reflect the fact that the 
drafters do not intend there to be an obligation imposed to monitor sites or traffic. In particular 
section 8(2)(a) creates uncertainty in that a requirement to take reasonable steps may be 
construed as a requirement to monitor sites or traffic. 

8 ISPA seeks the deletion of section 8(2)(a) alternatively the introduction of a new section 8(5) in the 
following terms: 

“8(5)  Nothing in this section shall be regarded as placing a general obligation on an internet 
service provider to-  
 (a) monitor the data which it transmits or stores; or  
 (b) actively seek facts or circumstances indicating an unlawful activity.”1 
 

Scope of submissions 

9 The submissions set out below relate in the main to section 8 of the Bill insofar as it seeks to 
impose obligations on ISPs and make the failure to observe such obligations an offence. 

10 Without derogating from the committment to meeting the objectives of the Bill as expressed 
above, ISPA wishes to make submissions intended to ensure that the provisions of the Bill are 

                                                
1
 This proposed text mirrors the language used in section 78(1) of the Electronic Communications and 

Transactions Act. 
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properly situated within the context created by existing legislation and regulation applicable to 
Internet Service Providers (ISPs). 

11 The submissions are further intended to highlight the existing mechanisms which ISPA believes can 
be used to achieve the objectives underpinning section 8 of the Bill. 

Definition of Internet Service Provider 

12 The Working Draft proposes the insertion of a definition of the term “Internet Service Provider” 
into the Bill. The definition proposed is based on the definition of the same term in the Regulation 
of Interception of Communications and Provision of Communication-related Information Act 70 of 
2002 (“RICA”). 

"internet service provider" means an internet service provider as defined in section 1 of the 
Regulation of Interception of Communications and Provision of Communication-Related 
Information Act, 2002 (Act No. 70 of 2002); 

13 Section 1 of RICA in turn contains the following definition: 

“internet service provider” means any person who provides access to or any other service related 
to the Internet to another person, whether or not such access or service is provided under and in 
accordance with an electronic communication service licence issued to the first-mentioned person 

under Chapter 3 of the Electronic Communications Act;23
 

14 ISPA has previously engaged with the Department regarding the section 1 RICA definition of ISP 
and made detailed submissions as the urgent need to amend this definition. A copy of a letter 
addressed to the Honourable Minister of Justice and Constitutional Development setting out 
ISPA’s position in this regard is attached as Annexure A to this submission. 

15 ISPA understands that the Department has indicated its willingness to consider an amendment to 
the RICA definition of “Internet service provider” and that such amendment may be included in 
the Judicial Matters Amendment Bill currently awaiting introduction into Parliament. 

16 In the circumstances ISPA requests that the Department reconsider the definition to be used in the 
Bill. 

The position of ISPs under the Electronic Communications and Transactions Act of 2002 

17 ISPA submits that the Department, in finalising its consideration of section 8 of the Bill, should 
evaluate the extent to which the provisions of said section 8 are in conflict with the provisions of 
Chapter 11 of the Electronic Communications and Transactions Act 25 of 2002 (“the ECT Act”) 
insofar as these pertain to the liability of ISPs in respect of content carried on, cached or stored on 
their information systems.  

                                                
2
 Definition of “internet service provider” substituted by s. 97 of Act 36/2005 

3
 Note that possession of a licence is not necessarily a requirement for carrying on the business of 

Internet service provision and the proposed sanction relating to revocation of the licence is accordingly 
problematic.  

http://discover.sabinet.co.za/webx/access/netlaw/ELECTRONIC%20COMMUNICATIONS%20ACT,%202005.htm#chapter3
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18 The rationale behind Chapter 11 of the ECT Act is to balance the interests of society, law 
enforcement and ISPS through the creation of a legal framework which allows legal certainty in 
respect of the operation of ISPs.   

19 Section 77 of the ECT Act relates to take-down notifications and provides a mechanism by which 
persons who in good faith believe that a service provider is hosting content which is unlawful may 
lodge a notification with such service provider requiring that the service provider remove such 
content. Where the service provider acts expeditiously to do so it cannot be held liable for any 
damages flowing from the unlawful content. 

20 Section 78 of the ECT Act sets out explicitly that service providers are not under any general 
obligation to either monitor the data which they transmit or store or to actively seek facts or 
circumstances indicating an unlawful activity. 

20.1 Section 78(2)
4
 recognises that the Minister of Communications may, subject to section 

14 of the Constitution, set out procedures which service providers will be required to 
follow in informing relevant authorities of alleged illegal activities or information 
provided by their customers. This subsection also empowers the Minister to prescribe 
procedures for service providers to observe when communicating information which 
facilitates the identification of their customers to competent authorities where such 
authorities request this. 

20.2 ISPA is not aware of the Minister of Communications having exercised her discretion in 
this regard. ISPA would willingly participate in any process pursuant to this section. 

Submissions in respect of the ECT Act 

21 ISPA submits that it is evident from an analysis of the provisions of Chapter 11 of the ECT Act set 
out above that the limitation of liability afforded to service providers is only of application where 
the service provider is not itself culpable in the illegal or unlawful activity or where it does not 
benefit therefrom (other than in the ordinary course of receiving fees for ISP services provided). 
Where a service provider becomes or is made aware of illegal or unlawful activity it is obliged to 
report such activity to a competent authority.  

22 This is, for example, the position as it pertains to child sexual abuse images or child pornography. 
Even in this case – concerning what is globally regarded as one of the most repugnant offences 
and which is linked to trafficking in persons – ISPs are not required to undertake indiscriminate 
blanket monitoring of their systems but are under a strict reporting requirement. 

                                                
4
 78 No general obligation to monitor  

(1) When providing the services contemplated in this Chapter there is no general obligation on a service 
provider to-  

(a) monitor the data which it transmits or stores; or  
(b) actively seek facts or circumstances indicating an unlawful activity. 
(2) The Minister may, subject to section 14 of the Constitution, prescribe procedures for service providers 

to-  
(a) inform the competent public authorities of alleged illegal activities undertaken or information provided 

by recipients of their service; and 
(b) to communicate to the competent authorities, at their request, information enabling the identification of 

recipients of their service. 
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23 It follows that, to the extent that an ISP knowingly commits, or facilitates the commission of, an 
offence in terms of the Bill, the ISP would not escape liability/prosecution by virtue of Chapter 11 
of the ECT Act.  Furthermore it appears that this would be an offence under subsection 8(1)(c) of 
the Bill and possibly under section 4. 

24 ISPA believes that this position is reflected by the proposed subsection 8(2)(b) of the Bill which 
places the obligations set out in subsections 8(2)(b)(i)-(iii) on an ISP where that ISP “has knowledge 
that any internet address on its server contains information referred to in subsection”.  

25 ISPA accepts this requirement and the need for information provision to and co-operation with 
competent authorities where an ISPA member is aware that its facilities are being used for the 
purposes of trafficking in persons. 

26 ISPA submits, however, that the proposed section 8(2)(a) is in direct conflict with Chapter 11 of 
the ECT Act and that it creates a criminal offence the elements of which are vague. 

26.1 In requiring that an ISP “take all reasonable steps to prevent the use of its service for 
the hosting of information referred to in subsection” it is not clear to ISPA that the 
drafters have a conception of what the taking of reasonable steps entails. 

26.2 On one extreme would be an ISP making it clear in their terms and conditions of 
service that its services may not be used for the purpose and requiring a contractual 
agreement from its subscribers.  

26.3 On another would be an ISP which actively monitors content which it hosts or which 
otherwise passes through its information systems. 

27 Should the drafters be considering a requirement that ISPs should block and/or filter traffic to 
trace any use of its services in contravention of the Bill then ISPA respectfully submits that this is 
neither practical nor desirable nor is it likely, in ISPA’s view, to pass constitutional scrutiny.  

28 Subsection 8(2)(a) might in this light be construed as requiring an ISP to: 

28.1 intercept and monitor all communications passing over their information systems 
outside of any specific legislative or juristic basis for doing so;  

28.2 identify data messages which may contravene the provisions of the Bill; 

28.3 further inspect such data messages in order to make a determination as to whether 
they can reasonably be regarded as in contravention of one or more provisions of the 
Bill; and 

28.4 take all reasonable steps to both preserve evidence for purposes of investigation and 
prosecution by the relevant authorities and prevent access to (i.e. block) an internet 
address. 

29 The simple reality is that it is for all intents and purposes impossible for an ISP to intercept and 
monitor all communications passing over or stored on its information system given the sheer 
volume of such communications. Section 8(1) of the Bill imposes similar obligations on persons 
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acting as landlords and it must be appreciated that the positions of ISPs and landlords are 
extremely different in terms of the volume of traffic which they deal with. 

30 Neither is it desirable for ISPs to be placed in a position in which they are effectively required to 
evaluate content and decide whether it infringes the provisions of the Bill or not. ISPs are patently 
not suited to the discharge of this function and the net effect of having to make such a decision 
when faced with the severe sanction set out in subsection 8(4) will be that ISPs will have to err on 
the side of caution with a resulting chilling effect on freedom of expression and intrusion into the 
privacy of its subscribers. 

31 ISPA respectfully requests that the Department reconsider section 8 of the Bill in the light of the 
above submissions. ISPA believes the most appropriate amendment to meet its objection would 
be to delete subsection 8(2)(a). 

Subsection 8(2)(b)(iii) of the Bill 

32 Subsection 8(2)(b)(iii) of the Bill requires an ISP which “has knowledge that any internet address 
on its server contains information referred to in subsection (1)[(b)](c)” to delay take all reasonable 
steps to prevent access to that internet address by any person. 

33 ISPA submits that this can be achieved utilising the existing subpoena duces tecum process under 
section 205 of the Criminal Procedure Act of 1977. 

34 As noted below, there is a clear and urgent need for a better working relationship between law 
enforcement authorities and ISPs, particularly as regards protocols for blocking or preserving 
access (as may be required to facilitate an ongoing investigation) and for the preservation of 
evidence. 

Subsections 8(3) & 8(4) 
 
35 As set out above it is not reasonable to expect ISPs to operate within a paradigm in which they are 

at risk of being convicted of a statutory offence and losing their licenses without there being clarity 
as to what would and would not constitute an act or omission which would constitute such an 
offence. 

36 ISPA also notes that the impact of such a sanction will be excessively disproportionate. The larger 
ISPs with subscriber bases in the millions or hundreds of thousands will bear the largest burden 
and risk in terms of compliance with section 8(2) while at the same time being at risk of what 
would effectively be a massive economic sanction. 

37 ISPA submits that such a sanction – particularly given the vague nature of the offence created – is 
unduly harsh and unequal of application. 

Regulation of Interception of Communications and Provision of Communication-related Information 
Act 70 of 2002 
 
38 The Department is aware that RICA sets out a comprehensive legal framework for the lawful 

interception of communications which was extensively tested through the Parliamentary process 
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to ensure that the legitimate interests of the State and its agents in law enforcement could be 
balanced against section 14 of the Constitution of the Republic of South Africa. 

39 RICA specifically provides for a process for affecting a lawful intercept with an ISP which includes 
the necessary checks and balances to prevent abuse. 

40 To the extent that section 8(2)(a) of the Bill requires active monitoring and interception of 
communications by ISPs, such monitoring and interception would appear to fall outside of the 
scope of the RICA framework and to be in conflict with section 2 of RICA. 

The need for greater engagement between law enforcement authorities and ISPs 

41 It is clear that there is a need for improved interaction between law enforcement authorities and 
ISPs so as to create a clear and shared understanding as to how information can be accessed and 
evidence preserved within the applicable legal framework. 

42 Recent engagements with the Department around RICA and the Protection from Harassment Bill 
indicate that a series of workshops between ISPA members and law enforcement authorities, 
perhaps facilitated by the Department, would be mutually beneficial. 

43 ISPA has instructed Counsel to provide it with an opinion regarding the interaction of its members 
with law enforcement authorities but unfortunately had not received the requested opinion at the 
time of the finalisation of this submission. 

44 ISPA requests the Department to consider hosting workshops targeted at creating clear dialogue 
between ISPA members and law enforcement authorities early in 2012. 

Conclusion 

45 ISPA once again thanks the Department for agreeing to consider the above submissions. We will 
gladly provide any further assistance or information as may be required. 

About ISPA 

46 ISPA, formed in 1996, is a South African Internet industry body not for gain with a current 
membership of 146 large, medium and small Internet access and related service providers. ISPA is 
the largest representative body for service providers in the electronic communications industry. 

47 ISPA is the only Industry Representative Body (IRB) recognised by the Minister of Communications 
under Chapter 11 of the Electronic Communications and Transactions Act 25 of 2002. Such 
recognition was granted after ISPA satisfied the Minister of Communications that it’s Code of 
Conduct contained all the requirements set in the gazetted Industry Representative Body 
Guidelines (General Notice 1283 of 2006) and that ISPA was capable of both implementing and 
enforcing the provisions of its Code of Conduct. 

47.1 ISPA is required as a recognised IRB to submit an annual report to the Minister of 
Communications relating to 

47.1.1 ISPA’s membership; 
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47.1.2 Statistics on take-down notice received; 

47.1.3 Statistics on complaints received; 

47.1.4 Details of disciplinary action taken against members; and 

47.1.5 Any other information the Minister of Communications may require from 
time to time. 

47.2 The current version of the ISPA Code of Conduct is available at 
http://www.ispa.org.za/code-of-conduct. 

47.3 The majority of ISPA’s members are furthermore holders of electronic communications 
service licences issued by the Independent Communications Authority of South Africa 
(ICASA) under Chapter 3 of the Electronic Communications Act 36 of 2005 (“the ECA”). 
As licensees these members are also directly regulated by the ECA and ICASA 
regulation in the provision of licensed services such as Internet access. 

48 ISPA has a long history of constructive engagement with the Department, most particularly around 
the provisions and implementation of the Regulation of Interception of Communications and 
Provision of Communication-related Information Act 70 of 2002 (“RICA”). 

Yours faithfully 

Internet Service Providers’ Association (ISPA) 

http://www.ispa.org.za/code-of-conduct

