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ANNEXURE C
MONETARY PENALTIES/ ADMINISTRATIVE FINES
1.
Introduction
1.1
The Information Regulator must have sufficient powers and resources to carry out its duties as effectively as possible and to give it the necessary status and influence to regulate and protect personal information. The possibility of providing the Regulator with the powers to issue monetary penalties/administrative fines (“AFs”) has been mooted in submissions to the Committee.  
1.2 It has been argued that the current penalty structure is cumbersome and does not seem to serve the interests of the data subject. Although clause 99 has a deterrent effect, its enforcement through clause 100 might prove lengthy and the process could be made subject to unnecessary delaying tactics on behalf of responsible parties. It was proposed that the Regulator be given the power to impose AFs in accordance with the new penalty structure recently developed in the United Kingdom.  

2. Purpose and nature of administrative fines (AFs)
2.1 AFs are sanctions in the form of a monetary penalty imposed by the government through a regulatory scheme. 

2.2 Regulation, in its broadest sense, is defined as a principle, rule, or condition that governs the behaviour of citizens and enterprises. It is used by governments, in combination with other instruments, such as voluntary standards, to achieve a wide range of public policy objectives. Traditional areas of the criminal law do not fall within the domain of regulatory law.
2.3 Traditionally, sanctions have been divided into criminal punishments or penalties on the one hand, and civil remedies or penalties on the other. AFs fall within the category of civil penalties. However, the functions and purposes of civil, administrative and criminal penalties may sometimes overlap in several respects.

2.4 The working definition of ‘administrative penalty’ adopted by the Law Reform Commission of Canada contains three elements: administrative action authorised by law; taken to achieve client compliance with policy; and perceived by the client as significantly affecting his interests.
2.5 AFs can be said to be founded on four general theories:

a)
Criminal law is not always appropriate.

b)
Enhanced efficiency. 
c)
Less social stigma.

d)
Deterrence.
2.6 In South Africa the Competition Tribunal of South Africa,  in the matter between the Competition Commission v Federal Mogul Aftermarket Southern Africa (Pty)Ltd ao (Case number 08/CR/Mar01), found that the theoretical justification for punishment of those who violate regulatory law appears to rest firmly on the deterrence theory of punishment. Although fines have a retributive purpose by punishing the transgressing responsible party for illegal conduct, the main purpose of AFs in terms of this theory is to act as a deterrent, both to the offending responsible party and to other responsible parties that may consider engaging in the same type of behaviour in future.

2.7 AFs are, therefore, intended to provide an alternative enforcement mechanism that is more cost-effective, timely and practical than prosecutions through the court system. It provides an alternative to criminal prosecution, but does not necessarily replace criminal prosecution (some communities pursue both prosecution and administrative penalties). 

 2.8
In South Africa the purpose and nature of the AF is determined by the specific circumstances in each case. The following variations   have been identified, namely-

a) The imposition of an AF in lieu of a criminal conviction in respect of an  offence committed in terms of the Act. The transgressor may exercise a choice in terms of which he or she may decide to pay the AF rather than to be tried by a court.  Payment of the AF provides the transgressor with immunity from prosecution.  Examples of this approach can be found in section 122 of the Firearms Control Act, 2000 (Act 60 of 2000), and section 24A of the National Conventional Arms Control Act, 2002 (Act 41 of 2002).  The aforementioned Acts empower certain functionaries to impose administrative penalties.

b) The imposition of an AF in addition to a criminal conviction in respect of the contravention of a statutory provision. The transgressor does not exercise a choice and payment of the AF does not provide the transgressor with immunity from prosecution. However, in assessing the penalty to be imposed on a convicted person, the court must take into account any administrative sanction imposed in respect of the same set of facts.  An example of this approach is sections 6D(2) – 6I, and section 10 of the Financial Institutions (Protection of Funds) Act, 2001 (Act 28 of 2001). 
c) The imposition of an AF in lieu of, or in addition to, a compliance notice in respect of a statutory, regulatory contravention.  The AF  may be issued by -
(i)
a Tribunal. Examples of this approach is found in section 112 of the Consumer Protection Act, 2008 (“CPA”) and section 151 of National Credit Act, 2005 (“NCA”) where the Tribunal imposes an AF in respect of prohibited or required conduct. Prohibited conduct means an act or omission in contravention of the Act. The Tribunal may impose the maximum amount prescribed by Legislature; or
(ii) the regulatory authority itself. An example of this approach is section 17D, E and H of the ICASA Act, 2000 (Act 13 of 2000). See Schedule C1. 

d) The imposition of an AF where a person fails to comply with a compliance notice issued by a functionary responsible for implementing the legislation.  An AF may be imposed or the matter may be referred to the National Prosecuting Authority. The transgressor does not have a choice.    Examples of this approach are found in section 171(7), read with section 175, of the Companies Act, 2008 (Act 71 of 2008) and section 100 of the Consumer Protection Act, 2008 (Act 68 of 2008). 
2.9  The UK example referred to in par 1.2 falls within the variation set out in par 2.8 (c) (ii). In the United Kingdom the AF is issued by the authority itself (the Information Commissioner) and the IC may issue a monetary penalty as well as a compliance notice.  See discussion of the position in the United Kingdom below in par 3.

2.10     In evaluating the different variations, the regulatory nature of the PPI Bill should be taken into consideration.
3.
International position
3.1 The EU Directive is silent on whether or not oversight authorities, specifically, shall be able to impose fines and order compensation for damages, though such competence would clearly be compatible with the Directive.  
3.2 Article 24 of the EU Directive provides as follows:

24.Sanctions

The Member States shall adopt suitable measures to ensure the full implementation of the provisions of this Directive and shall in particular lay down the sanctions to be imposed in case of infringement of the provisions adopted pursuant to this Directive.
3.3
Paragraph 19(d) of the OECD Guidelines provides as follows:
Member countries should in particular endeavour to:


(a)-(c)……..

(d) provide adequate sanctions and remedies in case of failure to comply with measures which implement the principles set forth in Parts Two and Three; and


(e)………

3.4 All the EU members’ laws contain extensive penal provisions, making most actions contrary to the information protection principles a criminal offence, punishable by fines.  In addition, in many EU countries, the authorities can directly impose AFs. Criminal prosecutions are, however, extremely rare. In fact it would be true to say that the main function of any of the formal sanctions has always been to strengthen the hand of the authority during negotiations. 

3.5       In 2007 it was, however, reported that the European Data Protection Supervisor, responsible for overseeing implementation and enforcement of the EU Data Protection Directive, listed strengthening the enforcement initiatives of EU member states as an area of particular importance. See discussion on the development of enforcement practices in general (Annexure A).

3.6 
In the UK, the Information Commissioner accordingly also lobbied the Home Affairs Committee for greater enforcement authority. The UK Financial Services Authority (FSA) in the UK has always had powers to levy very large penalties on financial service providers found to be careless in their handling of the information for which they are responsible. Their powers stemmed from the FSA’s Principles for Businesses and the rules in the Senior Management Arrangements, Systems and Controls Sourcebook, that require management to take reasonable care to organise and control its affairs responsibly and effectively, with adequate risk management systems.   By contrast, the ICO has traditionally had no powers at all to impose penalties.   
3.7         During deliberations organisations pointed out the unfairness of the current regime that only penalises financial services firms for the errors they make, while other organisations may be handling even more sensitive personal information, for example health and criminal records. This may lead to poorer standards of data security in non-financial services firms. This, in turn, may lead to the non-financial services firms being targeted by criminals seeking to acquire personal information in order to commit fraud or identity theft.   
3.8
 Section 55A was accordingly included in the Data Protection Act, 1998. See Schedule C2 for the Section 55 example. From April 2010 the ICO has had the power to fine firms up to £500,000 if they have committed a serious contravention of the principles set out in the legislation that is likely to cause substantial damage or distress.  The Commissioner must be satisfied that the contravention was deliberate or the business knew, or ought to have known, that there was a risk that a contravention would occur which was likely to cause substantial damage or distress, but failed to take reasonable steps to prevent it. The penalty may be appealed to the First Tier Tribunal (Information Rights).  Similar penalties have not been provided for the Freedom of Information Act. 
3.9      Examples of recent penalties issued are as follows: 

a) £100,000 fine imposed on Hertfordshire County Council where employees in the childcare litigation unit faxed highly sensitive personal information to the wrong recipients. The Commissioner decided that the council had taken insufficient steps to reduce the likelihood of another breach occurring. 
b) £60,000 fine was imposed on an employment services company for the loss of an unencrypted laptop containing personal information on 24,000 people who used community legal advice centres in Hull and Leicester.  
3.10 
The IC may still serve an enforcement notice in relation to the same contravention if he is satisfied that positive steps need to be taken by a data controller for compliance with the data protection principles. However, the IC will not impose a monetary penalty if the contravention was discovered in the process of the IC carrying out an Assessment on a data controller.

3.11
Other examples include Spain’s Data Protection Agency (AEPD), one of the most activist regulators. In Spain, data protection is constitutionally entrenched through Article 18.4 of the Constitution.  The AEPD has at its disposal a range of regulatory tools, including the levying of fines.  France has, recently, issued a record-setting fine of 100,000 Euros against Google after the WiFi debacle. In Argentina the Argentina Personal Data Protection Act, 2000 also makes provision for the imposition of fines. Argentina has received EU adequacy status. See Schedule C3.
3.12      It should be noted, though, that in many countries, especially outside Europe, the regulating authorities do not have the power to issue fines or monetary compensation, and in some instances do not have any binding order-making powers -
a)  In New Zealand the Privacy Commissioner reaches opinions concerning breaches of the Act after investigating complaints (and also conciliates) but only the Human Rights Review Tribunal (established in terms of section 93 of the Human Rights Act) can make binding decisions or order that damages should be paid. 

b) In Australia, the federal Privacy Commissioner has powers under the Privacy Act 1988 that allow the Commissioner to mediate complaints and to make determinations under section 52 providing that respondents should implement various remedies, including that they should pay monetary compensation. However, a de novo hearing before a Court is necessary in order to enforce a determination (section 55A) even though the determination is prima facie evidence of the facts on which it is based (section 55B). 

c)
In Canada PIPEDA (applicable to private organisations) follows an ombudsman model in which complaints are taken to the Office of the Privacy Commissioner of Canada. The Commissioner is required to investigate the complaint and to produce a report at its conclusion. The report is not binding on the parties, but is a recommendation. The Commissioner does not have any powers to order compliance, award damages or levy penalties. On 4 May 2011 the Privacy Commissioner, however, called for more powers for the Commissioner.  She said: “I have come to the conclusion that the only way to get some corporations to pay adequate attention to their privacy obligations is by introducing the potential for large fines that would serve as an incentive for compliance,’’ noting that her counterparts in a number of other countries, including the United Kingdom, France and Spain, have already moved to impose hefty fines following breaches.  

3.13
It is important to note that South Africa is about thirty years behind the rest of the developed world in addressing concerns regarding the protection of personal information through legislation. As discussed in Annexure A (Enforcement) the role of the Information Regulator was, during the previous three decades, recognised worldwide as being important for educating and influencing the public and organisations, promoting good practice, providing information and advice, and for resolving complaints from individuals. The main aim was to ensure that proper systems for the protection of personal information would be put in place. Even enforcement notices were regarded as being remedial in nature and effect. This position is now changing, especially in Europe where appeals have been made for more effective enforcement mechanisms.  South Africa will have to take a policy decision as to whether it is prudent to mirror the developments that have taken place during the past thirty years and concentrate on a systemic approach or whether it is possible, from the start, to heed the calls for more effective sanctions.      
4. Advantages of providing for AFs
4.1       For many responsible parties, the cost of implementing proper information management systems may outweigh the likely cost of any regulatory action that might be taken against them. Where monetary penalties are, however, authorised, a strong message is sent to all organisations handling information.
4.2
Administrative fines create a robust regulatory environment for information management. It provides an institution (for example the Regulator) responsible for implementing legislation with effective enforcement power. In this way it enables better compliance with statutory obligations through a system of deterrence in terms of which non-complying institutions having been fined will be used as examples for others. Its value therefore lies in its deterrent, educative and punitive effect since it provides a strong incentive to ensure compliance with the law.
4.3
Deterrence is an important factor when setting financial penalties, particularly where enforcement action taken in respect of similar breaches in the past has failed to improve industry standards. Financial penalties will promote high standards of regulatory conduct within a responsible party and deter it from committing further breaches. It will also deter other firms from committing similar breaches as well as demonstrating, generally, the benefits of a compliant responsible party.
4.4
Finally, it may also reduce the burden on state resources and provides a form of revenue.
5.
Possible disadvantages

5.1       The use of the AF as a sanction for corporate offenders has been criticised by a number of observers in South Africa and abroad as being ineffective. For example possible disadvantages  noted  are:
a) High fines could lead to higher prices for consumers as firms may attempt to recoup their fines through higher prices.
b) The imposition of an administrative penalty may lead to a firm closing with  resulting undesirable consequences for social and consumer welfare. The penalty levels required to reflect the seriousness of any contravention of the law, or to effect deterrence against further contraventions, may exceed the capacity of the corporation to pay (the ‘deterrence and retribution trap’).

c)  AFs do not provide an effective remedy for a person who suffers damage through the actions of the non-complying institution. The imposition of an AF (as generally structured in terms of current South African legislation) ─

(i)
does not compensate an individual who have suffered damage in the process; and

(ii)
may reduce the ability of an institution to compensate an affected person for any damages that he or she may have suffered in the process.

d) The question arises whether it is feasible to introduce AFs where public bodies are also subject to the provisions of the Act.  The efficacy of requiring a public body to pay a fine for non-compliance, where the fine is then paid into the National Revenue Fund (the source of income for the non-complying public body), raises some concerns and especially with regard to the degree of deterrence that AFs will present under such circumstances.
e) AFs do not pinch directly on the managerial nerves of corporate governance. They do not necessarily result in corporate offenders taking internal disciplinary action against the individuals responsible.

f) AFs may provide inadequate incentives for the corporation to revise its internal controls so as to guard against repeat offences if the penalty level is not high enough.

g) Issuing AFs may convey the impression that offences are purchasable commodities and tend to under-emphasise the socially undesirable nature of corporate offences.
h) Corporate group structures may be used to evade responsibility.
i) A discretionary power to impose AFs may lead to the concern that an oversight authority may not always act fairly by imposing penalties in an arbitrary fashion.

5.2
Despite these shortcomings, the monetary penalty/administrative fine occupies an important position within regulatory enforcement and is likely to continue to do so for the foreseeable future. It places a bigger emphasis on the regulatory body as enforcer as opposed to being an institution that aims to promote compliance with statutory obligations. Research has indicated that administrative penalties will not lead to higher prices for consumers as the large fines will not generally impact the optimum pricing levels of the firm.

6.
Factors to be considered when determining the level of a penalty
6.1       It is generally accepted that penalties should be set at a level which are sufficiently high to deter future contraventions of the law, provided that any given penalty is not disproportionate to the seriousness of the offence.  
6.2    A number of factors can be taken into consideration in order to assess the appropriate deterrent value of a penalty. These include the following:
• 
The nature, duration, seriousness and extent of the contravention or failure.
• 
 The extent to which the contravention or failure was deliberate or reckless.
•  
The loss or damage suffered as a result of the contravention or failure.
•  
The level of profit derived from the contravention or failure.
•  
Whether the respondent had previously been found in contravention of the legislation. 

· The deterrent effect of the administrative sanction.
· The size of the contravening company.
· The degree of power it has, as evidenced by its market share and ease of entry into the market. 

· Whether the contravention arose out of the conduct of senior management or at a lower level.

· Whether the company has a corporate culture conducive to compliance with legislation, as evidenced by educational programs and disciplinary or other corrective measures in response to an acknowledged contravention. 

· Whether the company has shown a disposition to cooperate with the authorities responsible for the enforcement of legislation in relation to the contravention.

6.3      It has been argued that affordability of the penalty should not be relevant as this could defeat the important consideration of deterrence. If affordability were to be a deciding factor and the accused was only charged a small, affordable amount the penalty would not have the effect of deterring people from committing prohibited trading practices. Small, affordable penalties defeat the object of the legislation.
6.4      The size of the penalty imposed feeds directly into a responsible party’s incentive to breech privacy laws and hence the deterrent value of the fine. As such authorities would understandably seek the highest fine level legally allowable within the legislation. 
7. Additional factors to be considered

7.1 Additional issues that may have to be considered  are the following: 


a) Should non-payment of the AF constitute an offence?  

(i)   The following examples seem to suggest that it should: 
*
Section 112 of the CPA empowers the Tribunal to issue an AF. Section 109(1) of the CPA provides that a person commits an offence if that person contravenes or fails to comply with an order of the Tribunal.

*
In terms of the Independent Communications Authority of South Africa Act, 2000 (Act 13 of 2000), non-payment of an administrative penalty, that has been imposed in terms of section 17E(2)(b), constitutes an offence in terms of section 17H(1)(f) of that Act. 

*
Section151 of the National Credit Act, 2005 (Act 34 of 2005) empowers the National Consumer Tribunal to impose an administrative fine and section 160 of that Act criminalises any contravention of or failure to comply with an order of the Tribunal.
(ii) See, however, section 6E(2) of the Financial Institutions (Protection of Funds) Act, 28 of 2001 that provides for the civil enforcement of the fine. See Schedule C4.
b) Should a transgressor be prosecuted for an offence even where an AF has been paid?
Different opinions have been identified:

(i) Section 110 of the Consumer Protection Act, 2008, provides that a person may not be prosecuted for an offence in respect of the compliance notice if the Competition Commission has applied to the Tribunal for the imposition of an administrative fine.

(ii)
However, a second approach differs from the first to the extent that a transgressor may be convicted for the contravention of a statutory provision in addition to the imposition of an administrative penalty.  Section 6D(2) of the Financial Institutions (Protection of Funds) Act, 2001 (Act 28 of 2001), provides that the enforcement committee (established in terms of section 10(3) of the Financial Services Board Act, 1990), may impose an administrative penalty for any contravention of the law.  Section 6I(2) of the Financial Institutions (Protection of Funds) Act, 2001, provides that a court, having convicted a person of an offence, may take any administrative sanction that has been imposed in respect of the same set of facts into account for purposes of sentencing. See Schedule C4.
c) To whom should the AF be paid?

(i)
The majority of the statutory provisions require that administrative penalties must be paid into the National Revenue Fund (section 24A(12) of the National Conventional Arms Control Act, 2002, section 175(4) of the Companies Act, 2008, section 112(5) of the Consumer Protection Act, 2008, and section 151(5) of the National Credit Act, 2005).  

(ii)
However, section 6D(2)(a) of the Financial Institutions (Protection of Funds) Act, 2001, provides that administrative penalties that are imposed must be paid to the Financial Services Board, or in terms of section 6D(2)(b)(i), to any person who has suffered patrimonial loss or damage as a result of the contravention.  Section 6H(1) provides that any payment received by the Financial Services Board must be utilised for purposes of consumer education or the protection of the public. See Schedule C4.
d) Should the powers to impose AFs be available in terms of both the PPI Bill and PAIA.
(i)
In the UK the power to levy penalties is only available in terms of the Data Protection Act, 1998. The Freedom of Information Act, 2000 does not mirror the new provisions in the DPA.
(ii) In most countries the decisions of the Commissioner regarding freedom of information are binding with failure to comply dealt with through the courts or other institutions. 
(iii) However, the Slovenian Commissioner has the right to impose fines directly on public bodies which fail to comply with the decision requiring them to release information.  

8. Consideration of possible amendments to the current draft of the PPI Bill and PAIA
8.1
The decisions that need to be taken can be summarised as follows:

a) Should the Legislator provide for  the issuing of AFs by the Regulator in lieu of, or in addition to, compliance notices in respect of  contraventions of –

(i) the PPI Bill; and
(ii) PAIA.
b) Should AFs be issued for purposes other than those set out in par (a) above, for example in lieu of a criminal conviction –

(i) for failure to notify; or

(ii) failure to comply with a compliance notice.

c) Should AFs be issued by the Regulator or rather by the court or a Tribunal?

d) Should the non-payment of AFs constitute an offence?

e) May a transgressor be prosecuted for the contravention of a statutory provision in addition to the imposition of an administrative penalty on the same facts? This is specifically pertinent in respect to the question whether the newly proposed offences created in clauses 98A and 98B of the PPI Bill should be retained alongside a possible system of administrative fines.
f) To whom should the AF be paid?
Schedule C1

a) Extracts form the ICASA Act, 2000

Independent Communications Authority of South Africa Act, 13 of 2000

Findings by Complaints and Compliance Committee

17D.
(1)
The Complaints and Compliance Committee must make a finding within 90 days from the date of conclusion of a hearing contemplated in section 17B.

(2)
The Complaints and Compliance Committee must recommend to the Authority what action by the Authority should be taken against a licensee, if any.

(3)
The Complaints and Compliance Committee must submit its finding and recommendations contemplated in subsections (1) and (2) and a record of such proceedings to the Authority for a decision regarding the action to be taken by the Authority.

Decision by Authority

17E.
(1)
When making a decision contemplated in section 17D, the Authority must take all relevant matters into account, including─

(a)
recommendations by the Complaints and Compliance Committee;

(b)
the nature and gravity of the non-compliance;

(c)
the consequences of the non-compliance;

(d)
the circumstances under which the non-compliance occurred;

(e)
the steps taken by the licensee to remedy the complaint; and

(f)
the steps taken by the licensee to ensure that similar complaints will not be lodged in the 
future.



(2)
The Complaints and Compliance Committee may recommend that one or more of the following orders be issued by the Authority, namely─

(a)
direct the licensee to desist from any further contravention;

(b)
direct the licensee to pay as a fine the amount prescribed by the Authority in respect of such non-compliance or non-adherence;

(c)
direct the licensee to take such remedial or other steps in conflict with this Act or the underlying statutes as may be recommended by the Complaints and Compliance Committee;

(d)
where the licensee has repeatedly been found guilty of material violations─

(i)
prohibit the licensee from providing the licensed service for such period as may be recommended by the Complaints and Compliance Committee, subject to the proviso that a broadcasting or communications service, as applicable, must not be suspended in terms of this subsection for a period in excess of 30 days; or


(ii)
amend or revoke his or her licence; and

(e)
direct the licensee to comply with any settlement.



(3)
The Complaints and Compliance Committee must submit its finding and recommendations contemplated in subsections (1) and (2) and a record of its proceedings to the Authority for a decision regarding the action to be taken by the Authority within 60 days.



(4)
The Authority must make a decision permitted by this Act or the underlying statutes and provide persons affected by such decision with written reasons therefor.

Offences and penalties


17H.
(1)
A person is guilty of an offence if that person─

(a)-(e)   ……..
;

(f)
fails to comply with a decision made by the Authority in terms of section 17E; or

(g)
…….

(2)
A person convicted of an offence in terms of subsection (1) is liable, in the case of a contravention of─

(a)-(b)  ………..


(c)
subsection (1)(e) and (f), to a fine not exceeding R1 000 000 or to imprisonment not exceeding five years; and

(d)
…………...

(3)-(4)…………….

Schedule C2

Extracts from the UK Data Protection Act

Data Protection Act, 1998

55A Power of Commissioner to impose monetary penalty

E+W+S+N.I.(1)
The Commissioner may serve a data controller with a monetary penalty notice if the Commissioner is satisfied that─
(a)
there has been a serious contravention of section 4(4) by the data controller,
(b)
the contravention was of a kind likely to cause substantial damage or substantial distress, and
(c)
subsection (2) or (3) applies.

(2)
This subsection applies if the contravention was deliberate.

(3)
This subsection applies if the data controller─
(a)
knew or ought to have known─
(i)
that there was a risk that the contravention would occur, and
(ii)
that such a contravention would be of a kind likely to cause substantial damage or substantial distress, but
(b)
failed to take reasonable steps to prevent the contravention.

(4)
A monetary penalty notice is a notice requiring the data controller to pay to the Commissioner a monetary penalty of an amount determined by the Commissioner and specified in the notice.
(5)
The amount determined by the Commissioner must not exceed the prescribed amount.
(6)
The monetary penalty must be paid to the Commissioner within the period specified in the notice.
(7)
The notice must contain such information as may be prescribed.
(8)
Any sum received by the Commissioner by virtue of this section must be paid into the Consolidated Fund.
(9)
In this section─
(a)
data controller does not include the Crown Estate Commissioners or a person who is a data controller by virtue of section 63(3);
(b)
“prescribed” means prescribed by regulations made by the Secretary of State.
55B  Monetary penalty notices: procedural rights

E+W+S+N.I.(1)
Before serving a monetary penalty notice, the Commissioner must serve the data controller with a notice of intent.
(2)
A notice of intent is a notice that the Commissioner proposes to serve a monetary penalty notice.
(3)
A notice of intent must—
(a)
inform the data controller that he may make written representations in relation to the Commissioner's proposal within a period specified in the notice, and
(b)
contain such other information as may be prescribed.
(4)
The Commissioner may not serve a monetary penalty notice until the time within which the data controller may make representations has expired.
(5)
A person on whom a monetary penalty notice is served may appeal to the Tribunal against—
(a)
the issue of the monetary penalty notice;
(b)
the amount of the penalty specified in the notice.
(6)
In this section, “prescribed” means prescribed by regulations made by the Secretary of State.
 55C.  Guidance about monetary penalty notices

E+W+S+N.I.(1)
The Commissioner must prepare and issue guidance on how he proposes to exercise his functions under sections 55A and 55B.
(2)
The guidance must, in particular, deal with—
(a)
the circumstances in which he would consider it appropriate to issue a monetary penalty notice, and
(b)
how he will determine the amount of the penalty.
(3)
The Commissioner may alter or replace the guidance.
(4)
If the guidance is altered or replaced, the Commissioner must issue the altered or replacement guidance.
(5)
The Commissioner may not issue guidance under this section without the approval of the Secretary of State.
(6)
The Commissioner must lay any guidance issued under this section before each House of Parliament.
(7)
The Commissioner must arrange for the publication of any guidance issued under this section in such form and manner as he considers appropriate.
(8)
In subsections (5) to (7), “guidance” includes altered or replacement guidance.
55D. Monetary penalty notices: enforcementE+W+S+N.I.


(1)
This section applies in relation to any penalty payable to the Commissioner by virtue of section 55A.
(2)
In England and Wales, the penalty is recoverable—
(a)
if a county court so orders, as if it were payable under an order of that court;
(b)
if the High Court so orders, as if it were payable under an order of that court.
(3)
In Scotland, the penalty may be enforced in the same manner as an extract registered decree arbitral bearing a warrant for execution issued by the sheriff court of any sheriffdom in Scotland.
(4)
In Northern Ireland, the penalty is recoverable—
(a)
if a county court so orders, as if it were payable under an order of that court;
(b)
if the High Court so orders, as if it were payable under an order of that court

55E.  Notices under sections 55A and 55B: supplemental

E+W+S+N.I.(1)
The Secretary of State may by order make further provision in connection with monetary penalty notices and notices of intent.
(2)
An order under this section may in particular—
(a)
provide that a monetary penalty notice may not be served on a data controller with respect to the processing of personal data for the special purposes except in circumstances specified in the order;
(b)
make provision for the cancellation or variation of monetary penalty notices;
(c)
confer rights of appeal to the Tribunal against decisions of the Commissioner in relation to the cancellation or variation of such notices;
(d)
make provision for the proceedings of the Tribunal in respect of appeals under section 55B(5) or appeals made by virtue of paragraph (c);
(e)
make provision for the determination of such appeals;
(f)
confer rights of appeal against any decision of the Tribunal in relation to monetary penalty notices or their cancellation or variation.
(3)
An order under this section may apply any provision of this Act with such modifications as may be specified in the order.
(4)
An order under this section may amend this Act.
 Schedule C3
Extract from Argentina Personal Data Protection Act (2000)

SECTION 31.- Administrative sanctions

1.- Without prejudice to the administrative responsibilities that may apply in the case of public data users or persons responsible therefor; in any case, in addition to the liability for damages arising from the non-observance of this Act, and the applicable criminal penalties, the controlling body may apply sanctions consisting in a warning, suspension, or a fine ranging between one thousand pesos ($1,000.-) and one hundred thousand pesos ($100,000.-), closure or cancellation of the file, register or data base.

2.- The applicable regulations shall determine the conditions and procedures for the application of the above mentioned sanctions, which shall be graded in proportion to the seriousness and extent of the violation and the damages arising from such violations, guaranteeing the due process of law principle. 

 Schedule C4
Extracts from the Financial Institutions (Protection of Funds) Act 28 of 2001

Determination by enforcement committee


6D.
(1)
The enforcement committee must determine whether the respondent has contravened a law.



(2)
If the enforcement committee is satisfied that there was a contravention as contemplated in subsection (1) the enforcement committee may, despite the provisions of any law, impose any one or more of the following administrative sanctions:

(a)
Impose a penalty by ordering the respondent to pay a sum of money to the board;

(b)(i)
order the respondent, other than a respondent referred to in subparagraph (ii), to pay to any person who suffered patrimonial loss or damage as a result of the contravention of a law a compensatory amount determined by the enforcement committee to make good the patrimonial loss or damage so suffered; or

(ii)

if the respondent contravened section 73 of the Securities Services Act, 2004, order the respondent to pay to the board a compensatory amount calculated in accordance with section 77(1), (2), (3) or (4) of that Act.



(3)
When determining an appropriate administrative sanction, the enforcement committee may have regard to the following factors:

(a)
The nature, duration, seriousness and extent of the contravention;

(b)
any loss or damage suffered by any person as a result of the contravention;

(c)
the extent of the profit derived or loss avoided by the respondent from the contravention;

(d)
the impact which the respondent's conduct may have on the relevant sector of the financial services industry;

(e)
whether the respondent has previously failed to comply with a fiduciary duty or law;

(f)
any previous fine imposed or compensation paid for the contravention based on the same set of facts;

(g)
the deterrent effect of the administrative sanction;

(h)
the degree to which the respondent co-operated with the applicant and the enforcement committee; and

(i)
any other factor, including mitigating factors submitted by the respondent, that the enforcement committee considers to be relevant.



(4)
(a)
A determination of a panel on a matter assigned to it must be in writing and must state the reasons for the determination.




(b)
The decision of a majority of the members of a panel is a determination of the enforcement committee.



(5)
The enforcement committee may as part of a determination make such order as to costs as it may deem suitable and fair, including the cost of constituting the enforcement committee panel and all expenses reasonably incurred by the applicant in investigating the alleged non-compliance and referring the matter to the enforcement committee.

Notification and enforcement of determination


6E.
(1)
As soon as the enforcement committee has issued a determination it must─
(a)
cause a copy of the determination to be delivered to the applicant and the respondent at the address stated in section 6B(4);

(b)
in a simultaneous written notice advise the respondent─
(i)
to comply with the administrative sanction imposed by the enforcement committee within the period specified in the notice;

(ii)
of the possibility of an appeal in terms of section 6F; and

(iii)
that failure by the respondent to comply with the notice in terms of this subsection will result in the process contemplated in subsection (2).

(2)
A determination by the enforcement committee has legal force as if made by the High Court, and if the respondent fails to comply with the notice in terms of subsection (1)(b) and an appeal has not been noted, the applicant may forthwith file with the registrar of a competent court a certified copy of the notice and the determination, and the determination thereupon has the effect of a civil judgment and may be enforced as if lawfully given in that court in favour of the applicant.

 Appeal against determination


6F.
(1)
Subject to the appeal proceedings under the Financial Intelligence Centre Act, 2001, and subsection (2), a determination of the enforcement committee may be taken on appeal to the High Court as if the determination were a decision of a magistrate in a civil matter.

(2)
The launching of appeal proceedings does not suspend the operation or execution of a determination, unless the chairperson of the enforcement committee which dealt with the matter directs otherwise.

Disclosure of determination


6G.
(1)
A determination of the enforcement committee must be made public by the registrar or the directorate in a manner deemed appropriate by him or her.

(2)
Subsection (1) equally applies to any judgment on appeal or a settlement agreement made an order in terms of section 6B(7)(b).

Utilisation of administrative sanction


6H.
(1)
Any payment received by the board pursuant to an administrative sanction imposed under section 6D(2)(a) must, subject to subsection (2), exclusively be utilised for purposes of consumer education or the protection of the public.

(2)
A compensatory amount received pursuant to an order under section 6D (2)(b)(ii) must be dealt with in accordance with section 77(7), (8) and (9) of the Securities Services Act, 2004.

Saving of rights

6I.
(1)
Subject to subsection (2), no provision of this Act, whether it relates to civil or criminal matters, and no act performed under any such provision, may be construed as limiting any right of a person affected by the contravention to seek appropriate legal redress in terms of the common law or any other statutory law.



(2)
If a court assesses the penalty to be imposed on a person convicted of an offence in terms of any law, the court must take into account any administrative sanction imposed in respect of the same set of facts.



(3)
An administrative sanction imposed by the enforcement committee does not constitute a previous conviction as contemplated in chapter 27 of the Criminal Procedure Act, 1977 (Act 51 of 1977).

