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ANNEXURE A

SUPERVISION, MONITORING AND ENFORCEMENT OF PROCESSING OF PERSONAL INFORMATION  
1.
Position reflected in the PPI Bill, as introduced
1.1
The combination of powers, duties and functions of the Regulator relating to supervision, monitoring and enforcement of the lawful processing of personal information as envisaged in terms of the Bill, as introduced, are as follows:
A.
Monitoring and supervision -

a)
Raising awareness through advice, guidance and training;

b)
Encouraging compliance and adoption of best practice;

c)
Prior investigation;
d)
Investigative powers arising out of -

(i)  operational activities; or 

(ii)  specific complaints from individual data subjects;


e)
Full access to all relevant sites and materials;
f)
Wide and strong powers of search and entry;
g)
Assessments/audits; and
h)
Notification.

B.
Enforcement -
a)
Consultation/mediation arising out of -



(i)
operational activities; or

(ii)
specific complaints;
b)
System of enforcement notices arising out of –


(i)
operational activities; or


(ii)
specific complaints;
c)
Offences; and

d)
Civil remedies.
C. 
Sanctions -
a)
Criminal penalties; 

b)
Civil action for damages;

c)
Security compromise notifications;
d)
Rectification, blocking, erasure or destruction of information when  processed in breach of the provisions. Temporary or definite ban on processing.
1.2
Provision is also made for individual rights of enforcement for data subjects, independent of the information protection authority, such as the inherent right to approach a court, or appeal to a court against a decision taken by a responsible party or the Regulator itself.  

1.3
The flowcharts reflected in Schedule A1 (without a code of conduct) and A2 (with a code of conduct) represent the powers, duties and functions of the Regulator in terms of the PPI Bill. 
2.
The changing nature of enforcement provisions in privacy law
2.1
The position as set out in par 1 should be evaluated against the developments and trends regarding privacy enforcement globally.

2.2
Whereas international principles relating to the protection of personal information are prescriptive in nature, the manner in which these principles are to be enforced is to a large extent left to the discretion of individual countries.  SEQ CHAPTER \h \r 1The topic of sanctions and remedies is dealt with only in very general terms by the CoE Convention, OECD Guidelines and UN Guidelines.  However, the EU Directive is somewhat more specific in that Articles 22, 23, 24, and 28 (3) and (4) of the EU Directive make provision for some enforcement guidelines.
2.3
 In evaluating the development that has taken place over the past forty years in data protection laws, worldwide, in so far as enforcement is concerned, a specific pattern can be identified in a number of countries.   
2.4
For many years the role of the Information Regulator has been recognized as being important with the view to educating and influencing the public and organisations, promoting good practice and providing information and advice, and to resolve  complaints from individuals. Countries did not primarily adopt a punitive approach to enforcement, but preferred to make recommendations and encourage compliance rather than to make legally binding orders.  See para 3.12-13 in Annexure C for a discussion on some countries (Australia, New Zealand and Canada) where this approach has been followed. In the UK, where the Commissioner did have the power to issue enforcement notices, the ICO, nevertheless, indicated to the Constitution Committee in Parliament in 2008 that these notices were remedial in effect and did not impose an element of punishment for wrong doing.
2.5
Formal actions have, therefore, been used, in practice, only as a last resort. The main function of the formal sanctions has been to strengthen the hand of the authority during negotiations. Where existing sanctions were part of legal regulation and a rights-based regime, they were not used to full effect, but were regarded as a platform to ensure better business and government practices. The emphasis was rather on curbing the potential for privacy invasion activities as opposed to providing remedies after such activity had occurred.
2.6
This pro-active systemic approach is still being regarded as a progressive feature as it ensures the integration of data privacy concerns in the design and development of an organisation’s general information systems architecture. 
2.7
The pro-active nature of privacy legislation also distinguishes itself from the common law position regarding the protection of privacy which is primarily reactive in nature (ie remedial action can generally only be taken on an individual basis where a person has suffered damage as a result of the activities of another person) and thereby justifies its importance.
2.8
The PPI Bill has been drafted in accordance with this mode of thinking. It should also be noted that the implementation of a system in an organisation that is in compliance with PPI legislation will, generally, ensure the lawful processing of personal information of all the data subjects in the system. The pro-active element of the system, therefore, assists countless individuals. The dispute resolution process, dealing with complaints received on an ad hoc basis, compliments this basic system. Its reactive nature, however, only aims to improve the situation of one individual at a time.
2.9
However, as information privacy has become an accepted and integral part of business operations and information technology has expanded exponentially, calls have been made, worldwide, for more effective enforcement strategies. In 2007 the European Data Protection Supervisor (EDPS) responsible for overseeing implementation and enforcement of the EU Data Protection Directive listed strengthening the enforcement initiatives of EU member states as an area of particular importance.

2.10
While continuing to encourage compliance and good practice by informal, collaborative means, countries have begun to recognise that legislative reforms are needed also in the field of sanctions and compensation to ensure a higher degree of enforcement of the relevant legislation and protection of the victims of personal data violations. It has been argued that Information Commissioners have to evolve from being focussed upon the systemic process and legal checking to a broader enforcement role.  
2.11
In the United Kingdom the Information Commissioner successfully lobbied for the right to issues fines. Countries such as Spain and France increasingly use their existing enforcement powers to greater effect. New privacy legislation, such as Argentina’s Personal Data Protection Act, 2000 also provides for the right to issue fines. See the discussion in Annexure C.  In Canada a public policy organisation CIPPIC (Canadian Internet Policy and Public Interest Clinic) highlighted the urgent need for increased enforcement of Canadian privacy laws and concluded, among others, that the light-handed approach has not been successful and that alternatives should be considered especially with the view to strengthening the enforcement regime. In May 2011 the Office of the Privacy Commissioner of Canada publicly stated that the ombudsman model is no longer satisfactory, that  the Commissioner should have order-making powers, and that she should be able to levy fines to ensure compliance.

2.12
These developments have, however, not gone unchallenged. In January 2010 a Final Report of LRDP KATOR Ltd, in association with the Centre for Public Reform, on a study commissioned by the European Commission’s Directorate-General for Justice and Security  entitled “Different approaches to new privacy challenges, in particular in the light of technological developments” was published that took a different view. It stated that consideration should be given to separating the “soft” advisory and guidance functions of the authorities from the ”hard” role of law enforcement, with the latter placed basically in the hands of the courts and the prosecuting authorities. DPA’s as experts on the issues could still be asked to advise the court, or even be given the right to submit their opinions, ex officio, and to have rights of appearance ex officio, in any case relating to data protection issues.

2.13
For its part, the EU’s Article 29 Working Party has stated that the promotion of harmonised compliance in order to promote better compliance with data protection laws on a national level is a strategic and permanent goal of the Working Party.  It has decided to exchange best practices, discuss enforcement strategies and to investigate possibilities for the preparation of EU wide, synchronised, national enforcement actions for Member States.

2.14
In this regard, privacy enforcement agencies from around the world joined forces on 10 March 2010, to launch the “Global Privacy Enforcement Network” (GPEN). Participating countries, so far, include USA, Canada, New Zealand, Israel, France, Australia, Ireland, Spain, United Kingdom, Italy, the Netherlands, Germany, Bulgaria, Czech Republic, Guernsey, Poland, Slovenia and Switzerland.  Further information is available on the Network’s website at www.privacyenforcement.net.  

2.15
The network is designed to facilitate cross-border cooperation in the enforcement of privacy laws. Privacy has become a global issue. It states that the challenges in obtaining redress for consumers whose privacy has been compromised in today’s digital environment can be daunting. It is therefore important that government authorities charged with enforcing domestic privacy laws strengthen their understanding of different privacy enforcement regimes as well as their capacity for cross-border cooperation. 

2.16
The Action Plan of the Network does not create any new legally binding obligations by or amongst Participants or require continuing participation. Its focus is on practical aspects of privacy enforcement cooperation. 

2.17
In April 2010, the GPEN took one of its first actions. After the introduction of Google Buzz, an application infringing the privacy of Gmail users, a number of privacy enforcement authorities, including the commissioners from Canada, Germany, France, the United Kingdom and several other countries, wrote a public letter to Google’s CEO, reminding him of his legal obligations. Google itself quickly withdrew the service. It has, therefore, been argued that joint action can establish the balance of power, and force large economic actors such as Google to retreat.  Michael Geist, Professor and Canada Research Chair in Internet and E-commerce Law at the University of Ottawa, saw this joint effort as a “major step forward toward the globalization of privacy enforcement”. The U.S. Federal Trade Commission recently announced settlement with Google in the Buzz affair.  Under the terms of this agreement, Google is required to implement a comprehensive privacy program and to submit to regular, independent privacy audits for the next 20 years.
 
2.18
It would, therefore, seem as though the systemic approach still forms the basis of privacy legislation worldwide, but that there is broad agreement that more effective sanctions are needed to compliment the systemic approach. See also the discussion in Annexure C in this regard.
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Protection of Personal Information Bill, 2009

Flow chart:  Responsible party (“RP”)(Public or Private Body) not subject to a code of conduct 
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Schedule A2

Protection of Personal Information Bill, 2009
Flow chart:  Responsible Party (“RP”) (Public or Private Body) subject to a code of conduct
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IR promotes understanding of Act: Cl 43(1)(a)(i) to (iv)





Notification:  RP notifies (if not exempted ito cl 52)





*IR if processing is subject to prior investigation (cl 56(1)))





* IR of processing (cl 17)


* Data subject of processing (cl 17A)





IR:  Prior investigation (cl 55 to 56A)


Investigation within 4 weeks


Detailed investigation within 13 weeks





IR keeps register of information processing (cl 53).





IR provides RP with assistance/education (cl 43)





Assessment (cl 87)


IR makes assessment on own initiative or upon request i.r.o operational activities or specific complaints





Information notice for purposes of assessment (cl 88)


RP required by means of information notice to submit report to IR





IR may make recommendations iro system equivalent of enforcement notice (cl 88A)





RP interference with protection of personal information, including non-compliance with prescribed operational activities (cl 70 to 72)





IR conducts investigation on receipt of complaint or own initiative (cl 73)
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Information notice (cl 88)


RP required to submit report to IR


Information notice subject to 180 day appeal period (cl 92)


Three days in cases of urgency





Enforcement notice (cl 90)


RP required to take certain remedial steps (cl 90(1))
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Appeal to Court (cl 92)


RP: appeal within 180 days against information/enforcement notice (cl 92(1))


Complainant: appeal against result of cl 65(3) or 


91 investigation





Full investigation


(cl 79 to 86)





Immediate settlement


(cl 78)





Take no action/require no further action


(cl 75)





Mediation/ consultation


(cl73(1)(a))





Referral to other regulatory body


(cl 76)





Pre-investigation proceedings of IR (cl 77)


Inform complainant that IR intends to investigate (cl 77(a))


Inform RP of details of complaint and afford RP opportunity to submit written response (cl 77(b))








Complaint settled





Civil remedies


Action for damages (cl 94)





Notification: Security compromise


RP to notify data subject and IR of suspected security compromise (cl 21)


Public Notification by IR





Offences


Failure to comply: enforcement/information notice (cl 98)





Offences


Failure to notify – RP guilty of offence (cl 54).


Failure to notify processing subject to prior investigation – RP guilty of offence (cl 56A)


Obstruction of regulator (cl 95)


Breach of confidentiality (cl 96)


Obstruction of execution of warrant (cl 97)


Certain unlawful acts (cl 98A and 98B)





IR promotes understanding of Act: Cl 43(1)(a)(i) to (iv)





Notification:  RP notifies (if not exempted ito cl 52)





*IR if processing is subject to prior investigation (cl 56(1)))





* IR of processing (cl 17)


* Data subject of processing (cl 17A)





IR:  Prior investigation (cl 55 to 56A)


Investigation within 4 weeks


Detailed investigation within 13 weeks





IR keeps register of information processing (cl 53).





IR provides RP with assistance/education (cl 43)





Code of conduct (cl 57)


IR on own initiative or on request (cl 58)


IR register of approved codes (cl 63)


IR reviews operation of codes (cl 64)





Assessment (cl 87)


IR makes assessment on own initiative or upon request i.r.o operational activities or specific complaints





Information notice for purposes of assessment (cl 88)


RP required to submit report to IR


Information notice subject to 180 day appeal period (cl 92)


Three days in cases of urgency





IR may make recommendations iro system equivalent of enforcement notice (cl 88A)





Code of conduct:  Adjudicator


Complaint to Adjudicator (cl 64A(1))





Adjudicator makes determination (cl 64A(2))





Data subject Aggrieved by determination


(cl 64A(3). 71(b))





Matter Settled





Regulator (cl 70 to 72)





IR conducts investigation on receipt of complaint or own initiative (cl 73)





Pre-investigation proceedings of IR (cl 77)


Inform complainant that IR intends to investigate (cl 77(a))


Inform RP of details of complaint and afford RP opportunity to submit written response (cl 77(b))





Full investigation


(cl 79 to 86)





Immediate settlement


(cl 78)





Take no action/require no further action


(cl 75)





Mediation/ consultation


(cl 73(1)(a))





Referral to other regulatory body


(cl 76)





Information notice (cl 88)


RP required to submit report to IR





Complaint: Interference with protection of personal information, including non-compliance with prescribed operational activities





Enforcement notice (cl 90)


RP required to take certain remedial steps (cl 90(1))





Complaint settled
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Civil remedies


Action for damages (cl 94)
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Notification: Security compromise


RP to notify data subject and IR of suspected security compromise (cl 21)


Public Notification by IR





4





Appeal to Court (cl 92)


RP: appeal within 180 days against information/enforcement notice (cl 92(1))


Complainant: appeal against result of cl 65(3) or 


91 investigation





Offences


Failure to comply: enforcement/information notice (cl 98)





Offences


Failure to notify – RP guilty of offence (cl 54).


Failure to notify processing subject to prior investigation – RP guilty of offence (cl 56A)


Obstruction of regulator (cl 95)


Breach of confidentiality (cl 96)


Obstruction of execution of warrant (cl 97)


Certain unlawful acts (cl 98A and 98B)








