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INTRODUCTION

The National Department of Human Settlements acknowledges that employees are
often the first to realise that a crime or malpractice could have been committed
within the Nq’tional Department of Human Settlements operational environment.
However, they may not express their concerns for fear of being disloyal to their
colleagues or,because they fear harassment or victimization from management. In
such circumstances, it is normally easier for such employee(s) to ignore the
concern than to report what may be a suspicion of criminal activity or malpractice.

The National Ipapartment of Human Settlements hareby eéncourages its employees
to report potential criminal and or unethical behavior through the following tolf free
hatline number 080

Every employer and employee has a responsibility to disclose criminal and or
irregular conduct in the workplace that they may became aware of. The National
Department of Human Settlements will ensure that the identity of all confidential
disclosure is maintained which includes the protection of employees from any form
reprisal as a result of such disclosure.

The National Department of Human Settlements is committed to establishing a
culture of accountability and transparency purposed at achieving the highest
ethical behavior amongst employees in line with the Fraud Policy statement
(signed by the Director General),

PURPOSE AND SCOPE OF THIS POLICY

Thig policy appglias fo:-

o Past, preseht and future potential criminal activity and malpractice,
o Confidentiality clayses in Employees’ contract and severance agreements are
ineffective if in conflict with the Protected Disclosure Act

Failure to disclase criminal or irregular conduct could-

o Resultin disif.;iplinary aclion being taken against such employee(s)
o Could resuIﬂ in criminal action been taken against an employee in terms of the
Prevention and Combating of Corrupt Activities Act.7 of 204

Baseless reportfng—

o Unfounded a{nd or malicious accusations could result in disciplinary action been
instituted agéinst the such an employee
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3. LEGISLATIVE FRAMEWORK

3.1

3.2

WHAT IS A PROTECTED DISCLOSURE

Protected: Disclosures

Section 1 cé::f the Act defines disclosure as -

“disclosure” means any disclosure of information regarding any conduct of an
employer, or an employee of that employer, made by any employee who has
reason to belleve that the information concerned shows or tends to show one or
more of the following -

<

That a criminal offence has been committed, is being committed or is likely
to be committed

That a ﬂ;»erson has failed, is failing or is likely to fail to comply with any legal
obligation to which that person is subject

That a miscarriage of justice has occurred or is likely to be endangered
That the environment has been or Is likely to be damaged

That thé health or safety of an individual's has been, is being or is likely to
occur

Unfair discrimination as contemplated in the Promotion of Equality and
Prevention of Unfair Discrimination Act, 2000 (Act No.4 of 2000)

That anf( matter referred to in the above paragraphs has been, is being or is
likely to be deliberately concealed

HOW CAN A PROTEGTED DISCLOSURE BE MADE

An employeie of the National Department of Human Settlements should make a
protected disclosure to the Toll free hotline.

A protected ;disclosure ¢an be made in anonymity.

An employeq:a can also make a disclosure without hiding his/her identity.

A protected E4.'jis.1::h::wsure ¢an be made prior or after an incident takes place,
|
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|
33 WHO CAPI MAKE A PROTECTED DISCLOSURE
Any emp}oyee or person employed by National Department of Human
Settlements on permanent, temporary, (fixed contract) on the following levels
could make a protected disclosure —
!
o Employee (Any member of staff)

o Superv:jsor

o Management (All levels of management)

3.4 WHERE CAN YOU MAKE A PROTECTED DISCLOSURES
A proteateéi disclosure can be made through the following:
National Tcéxll Free Line: 0800 701 701
The followiing are methods through which a protected disclosure can be made -
o Departnimntal Antl-Corruption Hotline 0800
o Email fa;cilities ( still to be provided)
o Faxline  (012)421 1425
o Walk mto the office to make disclosure
4. GUIDELINES T(p BE FOLLOWED WHEN MAKING A PROTECTED DISCLOSURE
AND/OR TO BLpW A WHISTILE
c Report the inciaent or allegation through the methods outlined above.
o Obtain a refere%ce number from the Hotline or where such disclosure is made
o Obtain feedbacic within seven days of the incident been reported
o Provide further ?informationﬁregarding the incident / allegation

o Matters nutside! the scope of fraud and corruption will be referred to the relevant
offices. |
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APPLICATION OF THE PROTECTED DISCLOSURES

This Act applies to any protected disclosure made after the date on which this Act
came into effect (being 16 February 2001) irrespective of whether or not the
impropriety concerned has occurred before or after the date,

The National E:)epartmant of Human Setflements commils itself to encouraging a
culture that promotes openness. This will be done through the foliowing:

o Involving employees, listening to their concems and encouraging the
appropriate use of this policy/process on disclosure promoted by the Senior
Management,

o Issuing thi!s policy to all existing employees and a copy to every new employee
of the department.

o Educatingf/training/informing/explaining to all employees what constitutes
' fraud, corrfuption and malpractice and its effect on the Department;

Q Pmmctingi awareness of standards of appropriate and accepted employes
¢onduct and establishing a common understanding of what is acceptable and
what is unacceptable behavior;

o Promote a: policy to combat fraud and corruption:

o Annual reporting to the staff on the number of fraud and corruption related
cases and|outcomes.

EXCLUSIONS FROM THE PROTECTED DISCLOSURES

Any provision |in a contract of employment or other agreement between an
employer and an employee is void in so far as jt -

o  Purports t? exclude any provision of the Act, including an agreement to refrain
from institting or continuing any proceeding under this Act or any proceeding
for breach|of contract

o  Purports to preclude the employee

o Has the effect of discouraging the employee, from making a protected
disclosure
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WHAT ARE THE REQUIREMENTS FOR A PROTECTED DISCLDSURE?‘

The National %Department of Human setlements will ensure that any member of
staff who makes a disclosure in the above mentioned circumstances will not be
penalized or suffer any occupational detriment as a result of such disclosure.

K

Occupational idetriment as defined in the Act includes but not is not limited to
dismissal, sufSpension, demotion, transfer against ones will harassment or
intimidation as a result of one’s disclosure.

An employee hiaking a protected disclosure must ensure that he/she is:
o Acting in gpod faith
o Reasonable believe that the allegations are substantially true

o Complying with appropriate channels and procedures of this policy

o No malicioﬁs reporting (false reporting)

WHAT IS A GENERAL EXTERNAL PROTECTED DISCLOSURE

General protected disclosure is a much wider disclosure when a Whistle Blower is
not making an| internal disclosure, but rather making a wider disclosure fo the law
enforcement agencies which include SAPS and SiU. When a whistle blower is
experiencing Victimization of any kind, the matter will be referred lu the relevant
law enforcement agency.
HOW TO MAI{E AN EXTERNAL PROTECTED DISCLOSURE
Generaf extern}al protected disclosure can be made when:-

o The disclosures was made to the hotline but was not properly addressed or

o The discldsure was not made to the hotline because the whistle-blower
. reasonably believed he / she would be victimize

o The discldsure was not made to the hotline because the whistie-blower
reasonably belleved that a cover up was likely

o The discloéure was exceptionally serlous
o Providing tf';'ne disclosure was made in goeod faith

o The disclosure was not made for personal gain and the allegations are
substantial frue,
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RESPONSIBILITIES,

Responsibility DG
Implementation Director: Speclal Investigations
Compliance EMT

Monitoring and evaluatmn

Chief Director; Internal Audit Risk
Management and Special Investigations

Development and l OF review

Director: Special Investigations

Risk Management Committee & Audit

Interpretation and advice

Committee
|
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human settlements

Depariment:
Human Selttements
REPUBLIC OF SOUTH AFRICA

FRAUD PREVENTION PLAN

Objective: The framework provided on the following pages is intended to support

improved sewi¢e delivery by highlighting and combating fraud and corruption within
the Departmehp.. This objective will be achieved by:

(2) iidentifying and addressing areas of potential risk
{b): 1detEt:ting the existence of fraudulent activities
(c) iint:reaa.-c,ing levels of awareness about fraud

(d) : establishing effective anti-fraud practices
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Date: Froud Prevention Plan
Department:

Note: Theperson respensible for conducting the qudit should record their findings in the Outcome column, and sign the last page
on completion of the gudit.

Employee
| reconciliation | . .. _ .

= ‘o Number of employees according to HR records

Checkist T #of employees

G Number of employees based on head count
Action
Where employee numbers according to HR differ from actual employee numbers

within the department, individug! employee names and numbers need to be
reconcifed and the difference accounted for.

Background | Reference Checklist # of employees

checks checking . .
o Emgployee references checked prior to commencing employment

© Employee references checked after commencing empfoyment
o Employee references not checked
Action

Where reference checks hove not been done by HR, the forensic unit needs to
conduct reference checks on those employees:

o Conduct 3 minimum of 3 reference checks using referees provided by the
employee

Solicit references from the HR department of the previous employer

Compare the results of the reference checks with information provided on
the empleyee’s job application

o Consult with labour relations in cases of discrepancies

Useful sources of information: DPSA performs reference checks
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Date: Fraud Prevention Plan
Department:
Background | Criminal Checklist ¥ of employees
checks records - . .
(cont) o Employee{s} criminal status confirmed prior to commencing employment
con
o Employee(s] criminal status confirmed after commencing empiloyment
o Employee(s) crimina’ status not confirmed
Where criminol status has not been confirmed by HR, the forensic unit needs to
o verify the criminal status of the employee{s):_. . T TN TN TTfIITIIIiIIIIIIIIIIII
o ] ©  Compare the information on the application form of the employes with
information held by the criminal records centre
o In casesof discrepancies consult with the Jabour relations department
Useful sources of information: SAPS
Civil records | Chechiist # of employees
o Employee(s) credit status confirmed pricr to commencing employment
o Employee(s) credit status confirmed after commencing employment
o Employee(s] credit status not confirmed
Action
Where credit status hos not been confirmed by HR, the forensic unit needs to
verify the credit stotus of the employee(s):
o Compare the information on the application form of the employee with
information held by the credit bureau centre
© Incases of discrepancies consult with the labour relations department
o Credit information can be verified through 5 different credit bureau systems
Useful sources of irformation: Trans Union, ITC, EXPERIAN
Version 1/ Aug 2010 3




Date: Fraud Prevention Plon
Deportment:
Background | Disciplinary | Checklist # of employees
checks records © Employee(s) disciplinary records confirmed prior to commencing
{cont) employment
o Employee(s) disciplinary records confirmed after commencing employment
o Employee(s] disciplinary records not confirmed
oJAetion. . -
fffffffffffffffff S Where disciplinary records have not been confirmed by HR, the forensic unit
needs to verify the disciplinary records of the employee(s):
© Compare the information on the application form of the employee with the
information held by the DPSA
o Sdlicit references from the HR department of the previous employer {if not
already done under reference checking)
O Incases of discrepancies consult with the labour relations department
Useful sources of information: DPSA
Employee Checklist # of employees
Fl:aneis o Empioyee business and other interests disclosed prior to employment
interests

© Employee business and other interest s disclosed during employment
© Employee business and other interests not disclosed
Action

Where business and other interests have been disclosed, the forensic unit needs
to verify whether it is partial or fult disciosure:

o Special provision is made for the verification of business interests of senior
management

o Business interests of all other employees can be verified without such
provision

Useful sources of information: CIPRQ, Credit Bureau Systems
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Date: Froud Preventior Plan
Department:
Background | Qualifications | Checklist # of employees |
checks © Employee(s) qualifications confirmed prior to empicyment
(cont) © Employee(s) qualifications confirmed during employment
o Employee(s] qualifications not confirmed
Action
Where qualifications have not been confirmed by HR, the forensic unit needs to
verify the qualifications of the employeefs): |
B 7 © Compare the information on the application form of the employee with the
informatien held by Umalusi and the respective tertiary institutions
o In cases of discrepancies consult with the labour relations department
© Extra verification is needed for foreign qualifications {for both previous and
current employees)
Useful sources of information: Umalusi, Tertiary institutions
Validity of ' Checklist # of employees
curriculum © Employee(s) curriculum vitae confirmed prior to employment
vitae © Employee(s] curriculum vitae confirmed durfng employment
o Employee{s) curriculum vitae not confirmed
Action
Where curricuium vitae have not been confirmed by HR, the forensic unit needs
to verify the curriculum vitae of the employvee(s):
o Verify the employers, employment dates, and job descriptions given on the
curriculum vita of the employee
o Incases of discrepancies consult with the labour relations department
Version 1/ Aug 2010 5




Date:
Deportment:

Fraud Prevention Plon

Blacklisting

NDHS
Database

o
o
O

o,
C

Checklist

Department has a blacklisting database for employees and suppliers
Department has a blacklisting database for employees who defraud NOHS
Cepartment keeps no blacklisting records

Action

| Where biackiisting records have not been kept, the forensic unit needsto |~ |
ascertain the blacklist status of employees and/or suppliers:

Information on fraud committed by suppliers can be obtained from the SIU

information on fraud committed by employees can be obtained from
current HR records znd the SIU

The black list on employees and suppliers showld be consulted by HR and
Procurement aefore appointing or awarding a contract

Uisefal sources of information: SiU, current HR Records, SAPS

Status

Provincial
Dztabase

C

A Blackfist is provided for by the Nationaf / Provincial Treasury but not utifised

Names contained on the blacklisting database of the NDHS shouid be
registered on the database of the Wational / Provincial Treasury
department

The NDHS should consult the blacklisting database of National /

Provincial Treasury ir conjunction with information registered on the
database of the NDHS before appointing an employee or awarding a
contract to a supplier

Compliance
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Date:
Department:

Froud Prevention Plon

Matienal
Datzbase

A biacklist is provided for by the nationat departments of treasury but not
utilised

©  MNames contained on the biacklisting database of the NDHS should be
registered on the database of the national treasury department

© The NLHS should consult the blackiisting database of national treasuryin |

-~ conjunction with information registered on the database of the NDHS
sefore appointing an employee or awarding a contract to a supplier

Compiiance
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Date:
Department:

Froud Prevention Plan

Anti-Fraud General anti-
Training fraud training

Annugf troining fust be provided on general anti-fraud measures to minimise
fraud and corruption

© General antifraud training should be used to increase awa reness of fraud
and the repcrting thereof

o The training should be directed towards general staff and management

o The training should fpcus on highlighting the risk of fraud and corruption
1 W the N HS—— =~ - = e S SR

© Tne purposejof the training should be to enable employees to recognise
fraud at the carly stages and to prevent the increase or spread of fraud

Compliance

Specific anti-
fraud training

Spedific training nterventions should be provided to individuol departments
© Specialised avti-fraud training should be used for individual high risk areas

© For example, staff in procuremert depzrtments should receive different
anti-fraud training from that given to staff in the HR department

Compliance

Surprise Prevention

Audits / and datection
Surprise
Forensic
Reviews

I
Should be executzd weekly and planned well in odvance
o Provides a pr'ln-active mears of uncovering fraud
O Acts as a deterrent to potential fraudsters

o Reduces reliaice on reactive measures, which frees staff to conduct new
full investigations

Action

© Departmentsthat are perceived as high risk {such as procurement and HR}
sheuld be subjected to surgrise audits te maintain a fraud-free
environment

© Asurprise preventative audit can include submitting a database containing
employee nares to CIPRO to detect undisclosed interests

© The database containing the names of suppliers can be submitted to SARS
ta check basic compliance to legal requirements {e.g. tax clearance
certificates}

Compliance
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Date:

Fraud Prevention Plan

Deportiment:
Name and Fublic Shoutd be executed bi-ennually Compliance
Shame awareness o Will provide feedback to stakeholders and the community abou: successes
campaign achieved through fraud prevention inftiatives
© Wil alert employees to the dangers of fraud
o Will shame employees who have been caught and disciplined (but without
disclosing identities}
© Shouidinclude information regarding policy successes and updates |- |
. i ‘o Can promote the role of the fraud hotline in contributing to successful
investigations
o Can be distributed by means of newsletters, pop ups, email notifications
Awaiting follow-up Notes Date

Employee reconciliation

Background checks

Blacklisting

Anti-fraud training

Surprise audits / reviews

Name & shame campaign
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Date:
Depariment:

RESPONSIBILITIES

Fraud Prevention Plan

Responsibility

Director General

Implementation

Director: Special Investigatio1s

Compliance

EMT

Monitoring and Evaluation

Chief Director: Internal Aucit, Risk Management and Special
Investigations

Development and/ or review

_| Pirector: Special investigations .

Interpretation and advice

Risk Management Committes & Audlt Commlttee

POLICY APPROVAL

Policy No. 1

Approved/ not approved

Date Approved

Director General Thabane Zulu

Signature

pafo

KHURIOETSILE GAESALE

- CHIEF DIRECTOR: INTERNAL AUDIT,

RISK MANAGEMENT AND SPECIAL INVESTIGATIONS
DATE: 14\@“\
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Froud Prevention Plan
Department:

Approved By;

TN
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DIRECTOR GENERAL:
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