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The DA Provisional Amendments (DA1) remain as they were, with an added proposal under clause 33 (the addition of a definition of prejudice to the State based on the Canadian); a suggestion that clause 34 should be discussed for compatibility with the modern age; and a query (again)  how clause 43 sits next to s 26 of the Intelligence Services Act of 2002 which already criminalises the disclosure of information not only by members of the services but also by persons who are not members. A public interest defence should be written.
We now deal hereunder at some length with the reach, scope and width of the Bill which in our view is the result of the Minimum Information Security System under which we live and which prompts our proposal that entire chapters of the Bill should be deleted, ie Chapter 2 , most of 3, 4, 5 and 10. We  discuss  the general and transitional provisions, on  which we had indicated we would comment later. 



	The perpetuation of the MISS


“...the government has been implementing many of the measures contained in the draft Bill as a matter of course. Information is classified. There are rules governing the handling of such classified information. The National Intelligence Agency has had the responsibility to monitor and advise on information security in government. But all of this has been done largely in an ad hoc, hand-to-mouth, unstructured way, utilising the Minimum Information Security Standards. One of the greatest challenges government faced is that these standards were not properly enforceable, as they had no legislative status.”
Barry Gilder (former Deputy Director General SA Secret Service and NIA) in a submission to the previous Ad Hoc, 29 July 2008

The Bill gives the MISS  (a Cabinet-adopted policy dating from December l996) the status of law, but despite the declared intention of the previous Minister ( who first tabled it) to make the system consistent with the new Constitutional order, it achieves very little in this regard. Instead, it perpetuates the MISS.

This is nowhere clearer than in clause 49, Transitional Provisions, which suspends the operation of the Bill once enacted until Chapter 3 policies and procedures and the regulations in clause 48 have been written, and which allows the state security services to continue their control of information security in state departments as set out in Chapter 10.
 The scope of the regulations set out in clause 48 matches the MISS and ensures that they will be replicated in subordinate legislation. The system of security clearance,  NIA monitoring and secrecy declaration-signing characterising the MISS “clearly inhibit and endanger the constitutional rights of access to information and freedom of expression” , as prof Jonathan Klaaren argued in “National Information Insecurity?  Constitutional Issues regarding the protection and disclosure of information by public officials” (The South African Law Journal, vol 119, issue 4, June 2002). 
During the period of suspension proposed in clause 49 the clearly unconstitutional MISS is to be implemented under cl  49 (2) which offers clauses 6 and 17 as interpretive tools. No interpretive tool can render an unconstitutional thing constitutional, and these clauses must be scrapped, as must much of the Bill. (Alternatively, clause 17 can be usefully converted into a set of binding conditions for classification, with some amendments as in DA Provisional Amendments.)
The MISS is  unconstitutional first and foremost because  it allows classification without criteria. The nearest thing to a criterion is reference in definitions of “classified information” and “institution” to the national interest, which itself is undefined.” Security” is defined as a condition free of risk or danger to lives,property and information....not to be confused with national security...which is a far broader concept”.
The MISS  has been put into the public domain by the Constitutional Court, when Deputy Chief Justice Dikgang Moseneke in writing the majority judgement in Independent Newspapers (Pty) Ltd versus the Minister for Intelligence Services and Another (2008) at footnote 48 invited the reader to access the MISS and gave an electronic link.
The MISS itself  is classified “Restricted”, a classification that is  unconstitutional when measured against the  constitutional requirements of openness, free speech and access to information. The definition of “Restricted” in the MISS is “...that classification allocated to all information that may be used by malicious/opposing/hostile elements to hamper activities or inconvenience an institution or an individual. The test is “when the compromise thereof could hamper or cause an inconvenience to the individual or institution.” Inconvenient truths can thus  be classified away, safe from scrutiny.  

2 Valuable information
The Bill deals with two kinds of protected state information: the kind that is classifiable and must be protected against disclosure; but also information that is simply ‘valuable’ and must be protected against unlawful alteration, destruction and loss. Vide clauses 4 and 5 and Chapter 4.
To what degree the idea that the intelligence services need to be deployed as the filing clerks of the nation for non-classifiable information derives from the bad habits acquired under the MISS is perhaps interesting but in any case a fruitless avenue of enquiry.  The business of intelligence is secrecy, the duty of the state is openness. Valuable information does not belong in this Bill and is not the Intelligence Minister’s burden. All departments already work under the provisions of the National Archives and Records Act.
The Ad Hoc Committee at an earlier stage proposed the deletion of the entire Chapter 2, to this should be added the entire deletion of Chapter 4, while the Minister indicated in his first submission that he had no interest in setting national standards and procedures under Chapter 3.

3 Intelligence: the only thing the Ministry wants to classify

The present Minister of State Security has twice proposed to the Ad Hoc Committee that he seeks to protect only “issues of concern to national security” as in the Canadian approach: intelligence sources, methods, doctrine, facilities, personnel; as well as confidences in international relations” etc. 
This is the correct approach, even if the new Minister arrived at this point of departure after he had retabled the Kasrils Bill.
The SANDF has a set of orders governing information security properly grounded in national security (according to prof Klaaren) and another set of policies governs the SAPS and the SASS. Although we express no view on the content or constitutionality of these, they may on prof Klaaren’s interpretation be seen as puzzle pieces fitting neatly in next to the PAIA’s s 41 on  defence, security and international relations , as the DA has argued from the inception all information law must do.  Section 41 is discretionary. “It is open to an institution, such as the SANDF, to adopt a policy regarding the exercise of discretion under the PAIA. Indeed, the SANDF Orders can be understood to be such a policy, directing the SANDF how to exercise its discretion in terms of PAIA”.
It is also notable that the SANDF and SAPS have said thanks, but no thanks, to the intelligence services acting as their guides to classifying and filing in Chapter 10, and are consequently excluded.

3 Scope and application: s 239 in clause 3

While the Minister, but not the Ad Hoc committee, has taken the point that the only classification standards that remain to be done are  for intelligence, the Bill continues to WIDEN instead of narrowing the application of the perpetuation of the  MISS.
Under the MISS, the “institutions” that enjoy protection are departments of State, bodies or organisations subject to the Public Service Act or any other law or any private undertaking that handles information classifiable by virtue of the national interest.  The MISS essentially applies to government departments and some other bodies, including private ones, unidentified.
Now that the committee has dispensed with the “national interest” definition and criterion for its embarassing  motherhood and apple pie vagueness, it follows that  the application to all s 293 organs of state must likewise be scrapped. The DA has argued the absurdity of the width of this application since the first meeting of the first Ad Hoc in 2008. If the Minister’s view is accepted that only intelligence, international relations and technological secrets require classification under this particular law, then it also follows that only the relevant departments should fall within its scope.
It is not clear to us why other Ad Hoc members defend the provision – just because the Kasrils drafters put it  there, perhaps without realising the import? – but it must be said  that this Bill will crash for constitutionality on this first hurdle.
 The case  is decisively made by Adv Nichola de Havilland, Director of the Centre for Constitutional Rights,  in a  new submission sent to the Ad Hoc, following previous submissions. We wish to make it clear that should the application provision survive the legislative process in its present form, we will petition the President not to assent to the Bill on this issue alone, aside from the many others yet to be resolved. 

4 The costs of overbroad application
The DA has put Parliamentary questions to all government departments about (inter alia)  the costs of the staff they are required to employ under the MISS, and the number of documents actually classified. We are aware that at least one constitutional institution supporting democracy (Chapter Nine) which is on a tight budget is compelled to employ such people when its first duty is to give effect to the transparency and openness the Constitution requires, rather than classification. The memorandum to the Bill claims that there are no financial implications for the State. All the answers to our questions are not yet in, and analysis is therefore yet to be done, but it is clear that there are considerable financial implications for the State, therefore the taxpayer.  These costs should be limited to government departments that deal with real national security issues.
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