ACDP SUBMISSION ON THE PROTECTION OF INFORMATION BILL 
STEVE SWART, ACDP MP
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The African Christian Democratic Party (ACDP) would like to make the following submissions on the Protection of State Information Bill (the Information Bill). These should be read with our submission dated 4 November 2011.
INTRODUCTION
The ACDP recognises the legitimate need for every government to take steps to protect information that is crucial for national security. Such legislation must however be narrowly tailored and should not be drafted in a manner that doesn’t consider the important role played in a democracy by the media, and indeed every citizen who seeks to expose corruption, nepotism and maladministration. 

Open and transparent government and the free flow of information concerning the affairs of the state is the lifeblood of democracy. Etienne Mureinik
 captured the essence of the Bill of Rights when he described it as a ‘bridge from a culture of authority... to a culture of justification’ – what he called ‘a culture in which every exercise of power is expected to be justified.’ The Supreme Court of Appeal in the Mail and Guardian case (judgment on 14 December 2010) confirmed that the state must justify secrecy where it seeks to rely on legislation denying access to information on grounds of secrecy. This approach stands in stark contrast to protection of information legislation emanating from the apartheid era, where secrecy was the norm and parliamentary sovereignty trumped constitutional supremacy. 

The ACDP welcomes and support the changes that have already been made to the Information Bill, such as the removal of references to ‘national interest’ and ‘commercial information’, the insertion of references to protect whistleblowers and attempts to harmonise the Information Bill with the Promotion of Access to Information Act (PAIA). There is, however, still much work to be done in balancing the competing interests of access to information with restricting access to sensitive information relating to national security, against a constitutional imperative of accountability and openness.
A narrow approach would be in accordance with the Johannesburg Principles on National Security, Freedom of Expression and Access to Information adopted on 1 October 1995 and ratified by the United Nations Special Rapporteur on Freedom of Opinion and Expression. Johannesburg Principle 12 which states: 

“ A state may not categorically deny access to all information related to national security, but must designate in law only those specific and narrow categories of information that it is necessary to withhold in order to protect a legitimate national security interest.” 

How effective is present access to information under PAIA? What is of huge concern is the problematic application of PAIA, with the impression being created that there is a government default position to refuse all applications for information in terms of PAIA
. Government structures have obstructed access to information in numerous ways, from blatantly ignoring requests to delaying the application process and even denying that certain records exist. Another problem experienced is that government departments often use the legislation as a barrier to access, rather than adopting the presumption of a right to information.  

Indeed the SCA said in the above-mentioned Mail and Guardian case that the affidavits filed by the state in that matter “are reminiscent of affidavits that were filed in cases of that kind’ (ie cases justifying secrecy under apartheid), and that PAIA “requires a court to be satisfied that secrecy is justified...”
This problematic approach to applications for access under PAIA requires us as legislators to adopt a very narrow approach when allowing documents to be classified. The principle to be applied is the promotion of accountability and openness, which requires facilitating access to information wherever possible and restricting classification to that which is strictly necessary to protect state security.
The implication of this approach would be to limit secrecy to core state bodies in the security sector such as police, defence and intelligence agencies. According to an Idasa submission there are 1001 organs of state to which the Information Bill in its present form applies. For this reason the ACDP supports the narrowing of the definition of organ of state. This, together with a narrow definition of “national security” and higher thresholds for classification will narrow the application of the bill. These amendments together with the insertion of a public interest defence would make the Information Bill constitutionally more defensible.
THE NEED FOR A PUBLIC INTEREST DEFENCE
The ACDP has joined many others in arguing for the inclusion of a public interest defence. In the context of secrecy laws, a public interest defence is a defence which allows a defendant who disclosed classified or protected information to avoid criminality, if he can establish that the public interest in disclosure of the information outweighs the public interest in non-disclosure.
The United Nations Special Rapporteurs for Freedom and Expression and the Inter-American Commission on Human Rights stated the following:

“Public authorities and their staff bear sole responsibility for protecting the confidentiality of legitimately classified information under their control. Other individuals, including journalists, media workers and civil society representatives, who receive and disseminate classified information because they believe it is in the public interest, should not be subject to liability unless they committed fraud or another crime to obtain the information.”
The Johannesburg Principles confirm this approach in Principle 15, the General Rule on Disclosure of Secret Information:  
 “No person may be punished on national security grounds for disclosure of information if (1) the disclosure does not actually harm and is not likely to harm a legitimate national security interest, or (2) the public interest in knowing the information outweighs the harm from disclosure.”

What is crucial for our deliberations on a public interest defence and was not canvassed when we considered international best practice is that section 41 of PAIA (the provision that regulates the disclosure of records concerning defence, security and international relations) may be overridden if it is in the public interest in terms of section 46. 
We were not referred to similar provisions in other jurisdictions, particularly the UK model. In view of South Africa’s repressive, secretive and authoritarian past, and the clear break from that past after 1994, South Africa has become a world leader in legislation governing access to information with PAIA being followed by other countries, particularly in Africa (notwithstanding the shortcomings in the application of sound provisions of PAIA). As we seek to harmonise PAIA with the Information Bill, we must follow the principle of openness and accountability which will distinguish our approach to secrecy laws to a certain extent from other countries, such as the United Kingdom
. 
Clearly, if documents can be released under PAIA in the public interest despite the threat that the contents pose to national security, it would be contradictory and unfair in parallel circumstances to criminalise the access, disclosure and continued possession of classified documents that are significant for the public. 
Hence the need for a public interest defence, not in our view to protect the officials bound to secrecy under the Canadian model (those officials being protected under the Protected Disclosures Act), but to protect the broader public and media. 
The Protected Disclosures Act seeks to ensure that whistleblowers are protected. That Act allows employees to make certain disclosures about their employees which are in the public interest, eg. that a criminal offence has been committed. There are various other examples of public interest defences in our law, such as a defence to an infringement of privacy at common law. Our courts are thus well –versed in applying the public interest defences in a range of contexts and would be able to develop similar jurisprudence to address any public interest defence included in the bill.
The logical consequence of this is the inclusion of a public interest defence along the lines suggested in our previous submission, or an alternative model, acceptable to the Ad hoc Committee. 
The Canadian model which applies only to officials permanently bound to secrecy could be adapted to suit our needs. Section 15 of the Security of Information Act reads:
“(1)No person is guilty of an offence under section 13 or 14 if the person establishes that he or she acted in the public interest.

(2) Subject to subsection(4), a person acts in the public defence if
    (a) the person acts for the purpose of disclosing an offence under an Act of Parliament that he or she reasonably believes has been, is being or is about to be committed by another person in the purported performance of that person’s duties or functions for, or on behalf of the Government of Canada; and 

   (b) the public interest in the disclosure outweighs the public interest in non-disclosure.”

The Canadian model requires that (a) must be considered before (b) and then sets out a number of factors which a court must consider:
(4) In deciding whether the public interest in disclosure outweighs the public interest in non-disclosure, a judge or court must consider

(a) whether the extent of the disclosure is no more than is reasonably necessary to disclose the alleged offence or prevent the commission or continuation of the alleged offence as the case may be;
(b) the seriousness of the alleged offence;

(c) whether the person resorted to other reasonable accessible alternatives before making the disclosure and , in doing so, whether the person complied with any relevant guidelines, policies or laws that applied to the person;

(d) whether the person had reasonable grounds to believe that the disclosure would be in the public interest;

(e) the public interest intended to be served by the disclosure;

(f) the extent of the harm or risk of harm created by the disclosure; and 

(g) the existence of exigent circumstances justifying the disclosure.”

The Act then sets out in subsection 5 further steps that the official must take in disclosing the information to his deputy head or other high-ranking officials to enjoy protection in terms of this section. In terms of subsection 6 subsection 5  would not apply “if the communication or confirmation of the information was necessary to avoid grievous bodily harm or death.”

The bill to reform the UK Official Secrets Act introduced in January 1988 by Richard Shepherd MP contained a broad  public interest defence, as follows (albeit that the defence was later dropped):

"It shall be a defence for a person charged with an offence under this Act to prove that the disclosure...of the information...was in the public interest insofar as he had reasonable cause to believe that it indicated the existence of crime, fraud, abuse of authority, neglect in the performance of official duty or other misconduct".

Such a public interest defence could be further limited to only certain offences in terms of the Bill. The disclosure would then have to relate to serious misconduct of the types mentioned. It would not be possible for a defendant to argue that the government's declared policy (eg membership of BRICSA) was itself against the public interest. 

The defence would not be available to anyone acting out of unsubstantiated suspicion. There must be "reasonable cause to believe" - enough to persuade reasonable people - that an abuse was occurring. 

It would be the court - not the member of public or journalist - which determined the public interest. Anyone who failed to persuade the court would face the possibility of imprisonment or a fine, depending on the sentence option followed. This would be a very serious deterrent to anyone casually tempted to disclose protected information. 

We agree with Print Media SA’s view that “the failure to provide for a defence of public interest - at least to members of the public and the media, as opposed to members of the security forces – coupled with the vagaries of the offences created and the severe penalties involved, will create a chilling effect on freedom of expression.”

CONCLUSION

Pregs Govender, deputy chairperson of the South African Human Rights Commission, has stated the following:

 “The current debate needs to interrogate the desire for secrecy against the right to information in a society in which the lack of socio-economic rights diminishes the ability to access political and civil rights and vice versa. It is a vicious cycle that the further secrecy of the Protection of Information Bill will only deepen. The right to access to information that government itself has put in place since 1994 needs to be upheld not undermined. Those who are entrusted with power and resources need to remain committed to responsive, transparent and accountable government.” 

In 2003, the government of Hong Kong attempted to pass the Hong Kong Basic Law Article 23 which prohibits crimes against national security and sedition. The bill states that it is a legal offense for media to be seditious and disclose national secrets, but the vague definition led to a concern that it may become a political tool for accusing dissidents' voice, as happened in the Mainland China.

The bill caused a huge public outrage and a mass demonstration of 500,000 people, forcing the government to withdraw the bill and several cabinet members to step down. The reason we refer to this incident is to highlight public opposition to certain aspects of the Information Bill, as articulated by inter alia the Right2Know campaign, a significant grouping representing some 400 organisations and 12000 individuals. Their views must be taken seriously and where possible accommodated, failing which we as parliamentarians would be failing in our duty to promote open and accountable governance.
RECOMENDATIONS TO BE READ WITH OUR PREVIOUS SUBMISSION (ATTACHED HERETO) AS AMENDED WHERE APPROPRIATE

1. Narrowly define “national security” as per agreed definition in working document 2 to mean “the protection of the people and occupants of the Republic from hostile acts of foreign intervention, terrorist and related activities, espionage and violence, whether directed from of committed within the Republic or not, and includes the carrying out of the Republic’s responsibilities to any foreign country in relation to any of the matters referred to in this definition.”

2. Narrowly define organ of state to include only security and foreign affairs departments or, if that is not acceptable, to mean “any department of state or administration in the national, provincial or local sphere of government.”
3. Follow working document 2 separating access to information via PAIA and the Information Bill as the classification bill, with consequential amendments.
4. Lift thresholds for classification 
5. Remove minimum sentences
6. Insert a public interest and public domain defence
7. Insert provisions to allow for an independent arbiter of decisions about what may be kept secret prior to court appeals or reviews.
8. General issues, as per previous submission.
	
	


ANNEXURE
ACDP SUBMISSION ON THE PROTECTION OF INFORMATION BILL

STEVE SWART, ACDP MP

THURSDAY, 4 NOVEMBER  2010

The ACDP would like to make the following submissions on the Protection of Information Bill. 

A. Definitions

1. Deletion of definition of commercial information and the chapter dealing with that issue.

2. Amend or delete definition of “file series” – category of classification is too broad.

3. Narrowing of definition of “information” - why in (b) is “conversations, etc. not contained in a material or physical form or format” included.

4. Remove reference to “national interest’ in definition of “intelligence”, replace with “national security”.

5. Deletion of definition of “national interest.”

6. Definition of  “national security” should  be narrowly defined: “national security means the protection of the people of the Republic and the territorial integrity of the Republic against:

                      (a) the use or threat of force;

               (b) the following acts:

                    (i) hostile acts of foreign intervention;

                    (ii) terrorism;

                    (iii) espionage;

                   (iv) sabotage; and 

                   (v ) violence;

whether directed from, or committed within , the Republic or not, and includes the carrying out of the Republic’s responsibilities to any foreign country in relation to any of the matters referred to in this definition.”

7. Reconsider whether there is a need for definition of “security” and “state security matter”; if not delete.

8. Delete subparagraph 4 of clause 1 – this clause is too vague and courts will have difficulty in interpreting it.

9. Delete subparagraph 6  of clause 1- references to minimum sentencing , and compelling circumstances to justify the imposition of a lesser sentence. Should the committee decide to retain minimum sentences, then this sub-clause must be reinserted.

10. Clause 2 – reconsider contents of Objects clause – narrow down and remove references to “national interest”.

B. Chapter 2 - delete 

C. Chapters  3 and 4 delete/refer parts thereof to regulations – discussion to be held

D. Chapter  5 - delete

E. Chapter 6 

1. Clause 14 – delete 14 (2) – broad categorisation too encompassing to classify files, file series etc – individual items must be considered.

2. Clause 15  - Classification levels - Reconsider threshold test by bringing it in line with threshold test of PAIA. Thus:

3. (i) subclause (1)(a)  to read “sensitive information , the unlawful exposure of which could reasonably be expected to cause harm to the national security of the Republic or could reasonably be expected to prejudice the Republic in its international relations. 

(ii)Then delete (b) references to commercial information.  

(ii) Subclause 2 (a)  to read “sensitive information , the unlawful exposure of which could reasonably be expected to cause serious harm to the national security of the Republic or could reasonably be expected to jeopardise  the Republic in its international relations. 

(iv) Then delete 2(b) references to commercial information. 

(v) Subclause 2(c)  to read “personal information the disclosure of which could reasonably be expected to endanger the life of the individual concerned.”

(vi) Subclause 3 (a) to read” “sensitive information , the unlawful exposure of which could reasonably be expected to cause exceptionally serious or irreparable harm to the national security of the Republic or could reasonably be expected to cause other states to sever diplomatic relations with the Republic.”

(vii)Then delete 3(b).   

(viii)Subclause 3(c)  to read “personal information the disclosure of which could reasonably be expected to endanger the life of the individual concerned.”

4. Clause 16 amend references to “national interest” to “national security”,  as well as references to subclause 5 and 6 – broad categorisation .

5. Clause 17(1)  replace “national interest” with “national security”.

6. Clause 18 – amend so that mere possession is not punishable – ie subject to public interest override. 

F. Chapter 7

1. Clause 21 – amend national interest to national security and add in sub 2 “could reasonably be expected ‘ in place of “may”.

2. Clause 23 – Insert a public interest override compelling declassification under circumstances similar to mandatory disclosure in public interest as set out in  section 46 of PAIA, which overrides the refusal to grant access to information regarding defence, security and international relations contained in section 41 of PAIA.

3. Clause 25 - Remove reference to Minister and insert “an independent oversight body” and amend accordingly, as well as clause 30 (c) (i) reference  to Minister.

G. Chapter 10. Concerned about wide-ranging responsibility of the State Security Agency set out here – delete.

H. Chapter 11  Offences and penalties

1. Clause 32 - espionage offences –shouldn’t this be 25 years and not 15 to 25 years and consider inserting “with the intention of “ to make intent a clear element of the crime, where appropriate.

2. Delete references to minimum sentences in all clauses.

3. Clause 38 – consider inserting the option of a fine for less serious offence. Align this clause with the Protected Disclosures Act and other laws protecting whistleblowers should public interest over-ride ( clause 23) and/or public interest defence (clause 43) not be accepted.

4. Clause 39 – mere possession should not be penalised – see comments on clause 18 – amend / delete

5. Clause 43 –prohibition of disclosure of state security matter – Consider deleting clause 43 and  insert a public interest defence in its place:

(1)“No person shall be guilty of an offence under sections 32, 35, 37, 38, 39  if that person acts in the public interest.

(2) A person acts in the public interest if the person has reason to believe that the classified information shows or tends to show one or more of the following;

(a)a criminal offence has been or is about to be committed

(b) that a person has failed to perform a legal obligation  to which that person is subject

(c) that a miscarriage of justice has occurred, is occurring or is likely to occur

(d) that the health or safety of an individual is being endangered

(e) the environment is being or is likely to be damaged   

((a) to (e) from Protected Disclosures Act)

(f) that a public safety risk exists

(g) that gross incompetence, mismanagement or impropriety on the part of any person has occurred

(h) that an unlawful act, inefficiency or administrative error is being promoted

(i) that an undue advantage is being given to anyone in a competitive bidding process

(j) that the public is being misled by an action or statement of another person (common law defence to defamation).”

6. New sub-clause to deal with information in public domain: “No person is guilty of an offence under sections 32, 35, 37, 38, 39 if the information or substantially the same information was in the public domain at the time of disclosure” 

I.  Chapter 12 - Protection of information before the courts

Clause 46 - Reconsider the classification of state information before the courts (refer to Masethla judgement (2008 (4) SA 31 CC).

J. Chapter 13 - General Provisions

Clause 48 (1) (f) – remove reference to “commercial information”.

Further consequential amendments may be required should these recommendations be accepted. Our general concern relates to the harmonisation of this bill with PAIA, the Protected Disclosures Act, and relevant section/s of the Companies Act. 

� Etienne Mureinik ‘A Bridge to Where? Introducing the Interim Bill of Rights 1994 (10) SALJ 31


� See Paper War: Access to Information in South Africa edited by Kate Allen provides four reasons for why government makes it so difficult to access information: resilient cultures of secrecy; the lack of resources to deal with requests for records; cultures of fear associated with making these records public; and poor recording-keeping in government. Harris, also a former director of the SA History Archive, argues that while the access legislation is an excellent instrument highly thought of internationally, lack of political will to make it work for people has hampered implementation. 


� Commentators in the UK have stated that “the absence of a public interest defence for the media will contribute to a climate of caution and inhibit legitimate discussion or fear of breaching OSA.”  - S Palmer ‘Tightening Secrecy law: the Official Secrets Act’ 1990 Public law 243 at 255








