11

RESPONSES TO REMARKS AND QUESTIONS BY THE PORTFOLIO COMMITTEE ON JUSTICE AND CONSTITUTIONAL DEVELOPMENT
1.
The cost issue relating to compliance with clause 3.A by service providers (Mr Swart; Dr Oriani-Ambrosini):
In terms of the 31(1)(a) of the Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002 (Act 70 of 2002) (RICA), tariffs are prescribed that relate to the provision of archived communication-related information which is similar to what is required to be submitted to court in terms of clause 3.A (see in this regard Regulation Gazette No.R. 9020 of 6 February 2009) (see Annexure A). The tariff of compensation prescribed amounts to R56,30. This tariff includes forms of assistance rendered by an electronic communications service provider to identify the person and to retrieve the required information from its storage facility and to provide it to the law enforcement agencies. The same or a slightly lesser amount may be prescribed in terms of the proposed clause 3.A(7). 
(Annexure A)

2.
The ability of electronic communications service providers to comply with clause 3A (Ms Schafer; Dr Oriani-Ambrosini)

The Bill was submitted to the various electronic communications service providers (Fixed line, Internet and Mobile Cellular) to comment on the Bill. In general it seems that the electronic communications service providers are in agreement with the provisions. The comments are attached as Annexure B. Certain textual amendments were made to clause 3.A to give effect to proposals made by the electronic communications service providers.
(Annexure B)
3.
Using SKYPE and  Wi-Fi as a medium of harassment (Dr Oriani-Ambrosini):
It was pointed out during the discussions that not all technologies are currently interceptable. The effect is that in some instances it may not be possible to record and store call related information that may identify the harasser. One such technology is SKYPE which allows users to make voice calls over the Internet and also supports instant messaging, file transfer, and video conferencing. Skype is a secure communication (encrypted) and provides an uncontrolled registration system for users with no proof of identity. Similarly, as was pointed out by Dr Oriani-Ambrosini, the tracing of particulars where communications are sent over Wi-Fi hotspots may be challenging. However, in most instances an IP-address will be available. If such a person was RICAed you can obtain his or her information through the IP-address. To explain, all communications over the internet take place by way of sending packets of data (called a TCP/IP packet) from one computer to another. The header in a packet contains the IP address of the one who originally sent it.  The Department is currently busy investigating further amendments to RICA, which will, inter alia, look into this matter as well, since it has been identified as a serious problem from a law enforcement perspective (also included under this is internet cafes). If a workable solution is found, appropriate amendments may have to be effected to the Bill as well at a later stage. As a matter of interest, SKYPE is, to an extent, intercepatable in China as a result of the specific software that was distributed through TOM to enable SKYPE. 
4.
Objection against revealing the identity of a person who communicates electronically with complainant (Dr Oriani-Ambrosini):
A new option to subclause (5) has been inserted in clause 3.A to provide for notification by the service provider to the person (respondent) before his or her identity is made known to a court in terms of a direction. It must, however, be kept in mind that the period within which electronic communications service providers must submit the requested information to court may, in light of this proposal, need to be extended to give the person whose particulars are to be made known sufficient time to take steps to take action to ensure that his or her particulars are not made known. Such an approach might have negative consequences, for instance the alleged harasser will invariably delay the granting of the initial protection order indefinitely through legal remedies available to him or her. Furthermore, if a respondent is informed beforehand that there is a pending protection of harassment application against him or her, he or she may, until the protection order is granted, intensify his or her harassing behaviour. Although an option could be inserted in clause 3.A to provide that the information of the cyber harasser only be provided to court, it will in any event be made available when the interim order is granted, which a court has already decided to do in terms of clause 3.A(1). Also see paragraph 5, hereunder. In general all electronic communications service providers are opposed to this clause as a result of the administrative burden it may bring about. The proposed clause 15(3)(c) of the PPI Bill (Annexure C) grants an exemption from the provisions of  that Bill if personal information is further processed for the following purposes:

(a)
To comply with obligations imposed by law; 

(b)
for the conduct of proceedings in any court; and
(c)
to prevent or mitigate a serious or imminent threat to certain categories of persons.

(Annexure C)

5.
Corroboration to substantiate cyber harassment (Dr Oriani-Ambrosini)

The following safeguards are built into clause 3.A to ensure that the matter is not dealt with lightly:

(a)
The court must be satisfied in terms of section 3(2) that a protection order must be issued as a result of the harassment of the complainant. In terms of clause 3(2), a court can only issue an interim protection order if the court is satisfied that there is prima facie evidence that—
(i)
the respondent is engaging, or has engaged in harassment; 

(ii)
harm is being or may be suffered by the complainant or related person as a result of that  conduct if a  protection order is not issued immediately; and

(iii)
the protection to be accorded by the interim order is likely not to be achieved if prior notice of the application is given to the respondent.

(b)
In terms of a direction issued by the court in terms of clause 3.A(1)(b), the court may request any information which indicates that electronic communications or electronic mail was sent from the electronic communications identity number of the respondent to the electronic communications identity number of the complainant. If this could be linked up with the date, time and duration of evidentiary material before the court it will provide corroboration that communications have taken place with the complainant.

6.
Clause 7(3)(a)(ii): Property that needs to be collected in terms of a court order: What if there is a dispute about the property?: (Mr Swart):
In general a court can only order the removal of property after a hearing has taken place and it is proven on a balance of probabilities that the property belongs to a particular person. Similar to the Domestic Violence regulations (GN R1311 of 5 November 1999) (Form 2(see item 9 Personal property), attached as Annexure D), provision could be made in the application form to provide reasons why the property should be considered to belong to the complainant. This statement is made under oath or affirmation as part of the complainant's application for a protection order. The reasons furnished in this statement will be considered by the court when making an order in terms of clause 7(3)(a)(ii) of the Bill. The remedy open to an aggrieved party is to take the order of the magistrate on appeal or review as is allowed for in clause 14 of the Bill. If the complainant made a false statement in his or her statement he or she commits either the offence of perjury or a contravention of section 319(3) of the Criminal Procedure Act, 1955 (Act 56 of 1955).  With specific reference to the laws regulating the attachment of property by the sheriff, a procedure exists to determine the ownership of the property through an interpleader procedure provided for in section 69 of the Magistrates' Courts Act, 1944 (Act 32 of 1944) read with rules 39(4) and 44. The process entails a formal application to court to determine ownership of the property in dispute. The whole procedure is set out in Rule 44, which is attached as Annexure E.  As was pointed out during the discussion of this provision, it is envisaged that , unlike the Domestic Violence Act, this provision regarding the removal of property will not be used on a regular basis.  Moreover, the ordinary civil remedies will be  available to a person who is wrongfully deprived of ownership of his or her property, namely a spoliation order in terms of which the right to possession of property may be restored. In addition to the civil remedies available to an aggrieved party, criminal proceedings may be instituted for theft.  In the light of the above the question is raised whether it is appropriate to create a separate procedure through which the ownership of property should be established.
(Annexure D; Annexure E)

7.
 Seriousness of cyber harassment vis-à-vis real time harassment and a higher onus of proof  (Mr Jeffrey):
While cyber stalking might, at face value, seem less serious or less threatening than real time (physical) stalking, the “real life” examples of cyber stalking provided below, some of which are available on the Internet, tend to indicate that this might not necessarily be the case: 
(a)
A cyber harasser posted an explicit photo, with an electronic contact address and residential address of a person on a website, with an invitation that it is the harassed person's sexual fantasy to have sex or to be gang raped. 
(b)
A psychotic person who was convicted and jailed for assault on a complainant sent the complainant various e-mails after being released from prison.

(c)
Cyber stalking is sometimes merged with what has happened in the physical world. A man or woman may be raped and a video of the incident may be made available to others or even to the complainant and his or her family. 
(d)
A young woman was tried for a murder and was acquitted. The responsible law enforcement agency subsequently settled a civil claim. During her studies at a university a person or persons sent e-mails to her portraying graphic details of the corpse of the person she had allegedly killed. A website was also created on which her photo and details were portrayed in which she was accused of the murder and other persons at the university were requested to deal with the woman in a certain manner.
(e)
A married man and a respected member of society, as a result of information received from a friend, found himself on a website with the name www.shamebaddates.com (fictional), where his photo appeared and a story by a woman (other than his wife) who apparently had a steaming affair with him.
(f)
A small business which is reliant on e-mail orders is spammed with e-mails to the extent that its IT system becomes ineffective.

(g)
A seventeen year old girl posted explicit messages in the name of a 15 year old teenager on a porn site together with a telephone number. The resultant effect was countless inappropriate phone calls to the teenager.
(h)
Scholars posted manipulated pictures of a teacher on a gay bodybuilding website.
(i)
A scholar created a website link that suggested a certain male teacher is a paedophile.

(j)
Cloning of a person's website and making terrorist threats against a country or offering a reward for killing a witness in a criminal case.

(k)
Creating a website in which other persons are enticed to kill a certain person as a result of his race and by e-mailing a link to the site to the harassed person.

Various other examples exist.
It might therefore not be appropriate to make a distinction between cyber harassment and real-time harassment on the basis that one is more serious than the other. The resultant effect on the victim is the same.  It might even be argued that cyber stalking could, in fact, have more serious effects.
Similar to harassing conduct in real time, cyber harassment will have certain corroborative evidence present which will provide credibility to allegations. In most instances there will be the electronic message itself which can substantiate the allegations, for example am SMS message, an e-mail or a Website which would contain the harassing conduct and which can be submitted to the court in printed form or also be demonstrated to the court through the use of an electronic device. Furthermore, the harassing message can in most instances be traced back to the service provider which provided the service on behalf of the harasser, which would be able to link the harassing mail to the harasser. Also in the event of phone calls (mobile as well as fixed), there will at least be corroboration that a particular call took place from the information received from the service provider. This information is sometimes more concrete than what is available in real-time stalking, for  instance where a woman, as the only witness, states in her affidavit that the local peeping tom looks through her bathroom window every time she showers. The chances that there will be additional corroboration will be slim. If there is no further corroboration the court will have to decide the matter on the evidence of a single witness. 
8.
The definition of "harm" (Ms Silkstone, Mr Holomisa):
It was suggested that the definition of “harm” is not adequate and does not define harm.  A new option has been inserted that defines "harm" as any mental, psychological, physical or economic detriment. Another option would be delete the definition of harm. The effect would be similar to what is currently envisaged by the Bill and the word "harm" will then carry its ordinary dictionary meaning. However, there is always the possibility that a court may give a narrow interpretation to the definition, inter alia, that it only refers to physical harm, or a wider interpretation outside what was originally intended by the definition.
9.
Clause 2(4): A concern was raised that children might exploit this provision, taking  their parents to court. (Ms Schafer; Mr Landers):
 A new option has been inserted to provide that any person above the age of 18 years may apply to the court for a protection order on behalf of a child without the assistance of a parent, guardian or any other person. This subclause, in conjunction with clause 13, which provides for a cost order against any party if the court is satisfied that the party in question has acted frivolously, vexatiously or unreasonably, may act as a deterrent against unnecessary applications. However, section 14 of the Children's Act, 2005, must be kept in mind. This section states that "Every child has the right to bring, and to be assisted in bringing, a matter to a court, provided that the matter falls within the jurisdiction of that court." In respect of the enforcement of a right in the Bill of Rights, section 15 of the Children's Act, 2005, gives a child who is affected by or involved in the matter locus standi to approach a court for appropriate relief. (For purposes of the Children's Act a "child" is a person under 18 years of age). Clause 2(4) of the Bill mirrors section 4(4) of the Domestic Violence Act, 1998, which also affords a minor the right to apply for a protection order without the assistance of a parent or guardian or any other person. Section 4(4) of the Domestic Violence Act and clause 2(4) of the Bill ensure that the locus standi of the child is established to make use of the intended protection. In practice, however, another person will usually make the application on behalf of the child. It was pointed out that courts have  not been inundated with applications by children in terms of the Domestic Violence Act.

10.
The service of protection order in terms of the Bill (Ms Sheafer): 
(a)
The Bill itself should provide for the service of documents and not subordinate legislation (Clause 3(4)) (Ms Schafer): 

A new option has been inserted, see clause 3(4). The option provides for the service of documents in the manner prescribed by the rules of the court in question.
 (b)
Why is a protection order only valid upon service? An interdict is valid when it is granted by the court (clause 3(6))(Ms Schafer):
The general principle in civil law is that an interdict operates from the moment it  is granted and the respondent receives information, which he or she has no reasonable ground for disbelieving, that such an order has been granted. See in this regard: ELLIOT BROSS v SMITH 1958 (3) SA858 (E) at 862 and CONSOLIDATED FISH DISTRIBUTORS v ZIVE 1968 (2) SA 517 (K) at 522 which are attached as Annexure F) 

An option has been inserted for consideration which provides that an interim protection order is of force and effect from the moment it is issued by the court and the existence thereof has been brought to the attention of the respondent.
(Annexure F)
11.
Concern was raised that there may be a flurry of applications by the SAPS for an extension of the period to determine identity of harasser (Clause 3.B) (Ms Schafer):
It is in the absolute discretion of the court when to grant or not to grant an extension. This is a discretion that must be exercised in a judicial manner (see inter alia R v Zackey 1945 AD 505 where this discretion was considered against the background of criminal proceedings).  To address the concern clause 15  has been amended by the insertion of an option for consideration under subclause (5) which will make it an offence if a member of the SAPS in a wilfully or in a gross negligent manner fails -

*
 to comply with a direction issued in terms of section 3.B(1)(b); or

*
to furnish the information in terms of section 3.B(1)(b) to the court within the time 
period indicated by the court in terms of section 3.B(3)(a) or any extended time 
period provided for in section 3.B(3)(a).

13.
Concern over the constitutionality of clause 3.C as well as abuse of the clause (Clause 3(c)) ((Dr Oriani-Ambrosini,  Mr Landers): 
(a)
Constitutionality

Reference has already been made to section 41 of the Criminal Procedure Act, 1997 (Act 51 of 1977) (the "CPA"), which contains a similar provision. In terms of section 41 the following persons, inter alia, need to give their particulars to a police official -

(a)
persons reasonably suspected of having committed an offence or having attempted to commit an offence; and

(b)
persons who a peace officer  thinks may be able to give evidence in regard to the commission or expected commission of an offence. 

Section 145(c) of the Intoxicating Liquor Act, 1989 (Act 27 of 1989) which has a similar provision which provides as follows:

"(c)
if such a person, when his or her name and address is so demanded, furnishes a name and address which that officer on reasonable grounds suspects to be false or misleading, arrest and detain that person for a period of not more than 12 hours until the name and address so furnished have been verified.".

(Note: The Act was repealed by section 46 of the Liquor Act, 2003 (Act 59 of 2003), which came into operation on 13 August 2004, only in those provinces that have promulgated provincial liquor legislation. This Act remains in force in respect of provinces that have not promulgated liquor legislation.)

This provision was also part of the Liquor Act of 1977 (Act 87 of 1977).

Various other laws require the furnishing of a name and address to certain functionaries under certain circumstances (inter alia section 89(1)(d) of the National Land Transport Act, 2009 (Act 5 of 2009). However, other than the laws discussed above, no powers are afforded to the functionary to arrest a person in order to ascertain the correctness of a person's name or address.  

(b)
Safeguards against abuse
In order to prevent the abuse of the proposed clause a further amendment to the Bill is proposed, which will make it an offence if a member of the SAPS would use clause 3.C to obtain particulars from a person for any other purpose than to comply with clause 3.C. The proposed clause 15(7) provides that it would be an offence for a member of the South African Police Service who, under the pretext of clause 3.C for any other reason than to comply with clause 3.C(1) -
*
investigates a matter with a view to determining the name and address of a person;

*
requests a person to furnish such member with his or her full name and address or any other information; or

*
detain a person under clause 3.C(4). 

The penalty proposed for a contravention of the clause is a fine or imprisonment not exceeding six months.

14.

Concerns regarding the examination of witnesses through court if a respondent is not represented by a legal representative Clause 6(3): (Mr Holomisa)

In practice if a respondent is represented by a legal practitioner, the legal practitioner will invariably cross-examine the witness/complainant directly. The proposed procedure in terms of which the respondent -

(a)
is not entitled to cross-examine directly a person whom he or she is alleged to have harassed;  and

(b)
must put any question to the person by stating the question to the court, and the court is to repeat the question accurately to the person,

forms part of the Domestic Violence Act (see section 6(3) of the Act) and was inserted to address instances of secondary victimization or intimidation of a witness.

In many instances where a person has been harassed for a prolonged period of time the complainant may develop an anxiety to face or to directly interact with the harasser. In such instances, if direct cross examination is allowed, the complainant may suffer further psychological trauma which may also have a negative effect on his or her credibility as a witness. The harasser may make use of this opportunity to further harass the complainant. 

In the envisaged process the court acts as a buffer between the harasser and the complainant by taking the intimidating sting out of cross examination. 
Indirect cross examination is nothing new in the South African courts and happens on a daily basis, for instance where interpreters and legal practitioners are involved.  Similar to indirect cross-examination is the examination of persons by means of intermediaries.   The use of intermediaries was challenged on appeal in K v The Regional Magistrate 1996 (1) SA 434 (E).  The court held this principle does not violate the right to a fair trial.  Motivation for this provision can also be found in the Law Reform Commission’s report on sexual offences of which is attached as Annexure G).
(Annexure G)
15.
Clause 7(2): Criminal sanction if a police official does not comply with an order of the court (Ms Shafer):

On the one hand it may be argued that compliance with these orders envisaged in clause 7(2) are necessary for the proper functioning of the Bill in that it relates directly to the safety and protection of the complainant or his or her property. On the other hand it may be argued that non-compliance with such orders should be treated as misconduct or that the ordinary penalties for not complying with a court order (contravention of section 106 of the Magistrates' Courts Act, 1944 (Act 32 of 1944), which is a fine or imprisonment not exceeding 6 months) should be applicable. This calls for a policy decision. Provision has been made for an option to give effect to the latter proposal, see in this regard the option after clause 7(2) as well as the option after clause 15(1)(a). 
16.
Clause 15(4): Penalties to be imposed on an electronic communications service provider (Mr Landers): 
In terms of Rica it is an offence not to comply with a direction for archived communication-related information. In terms of section 51(3) of RICA the following penalties may be imposed:
(a)
R5 000 000 if the ECSP is a juristic person

(b)
R2 000 000 or imprisonment of 10 years if the ECSP is a natural person.

In addition to the aforementioned sanctions the licence of an ECSP may be revoked in the case of a second or subsequent conviction in terms of section 56 of RICA.

(Relevant clauses of RICA attached as Annexure H)

17.
Clauses 16 and 17 relating to the regulations and policy directives being approved by Parliament has been flagged for further consideration by the Committee. Options to ensure executive approval of the regulations to be made in terms of clause 16 and policy directives under clause 17 have been included as options for consideration. 
18.
Further amendments for consideration
Provision is made in clause 16(1)(b) that the Minister may make regulations regarding the provision of financial assistance by the State to -

*
a complainant who does not have the means to pay the fees of any service in terms 
of this Act; or

*
to a witness who attends any proceedings in terms of this Act.

Similar amendments are proposed in respect of the amendments to section 384 of the Criminal Procedure Act, 1955 and the Domestic Violence Act, 1998 which are dealt with in the Schedule.

