16 February 2011

SA National Editors' Forum

Representation to Ministry of Justice and Constitutional Development on the Protection of Personal Information Bill (B --2009)

1. The SA National Editors' Forum (Sanef) is a voluntary forum of editors, senior journalists and journalism trainers from all areas of the media industry in South Africa, whose primary aim is to promote the quality and ethics of journalism, to reflect the diversity of South Africa and to champion freedom of expression. The institution is in existence for 15 years and has frequently made representations to various bodies including the relevant portfolio committees in the National Assembly on issues relating to national legislation and those relating to the conduct of the media. It has also made representations to various authorities and others about official attitudes and conduct towards the media and on media freedom and freedom of expression issues. In upholding and maintaining freedom of expression and media freedom it is guided by the principle -- which has frequently been stressed without qualification by judges of our highest courts and courts in other democracies -- that those freedoms are vital core values of democratic governance and a country that does not abide by them cannot claim to be a democracy. The key aspect of those values is the defining principle that the public has the right to know, to be informed of all relevant information about the conduct of the community and people in authority in the community and society at large and thus have the informed capacity to decide on their future and how the affairs of the country should be conducted. In short, the right to know serves the public interest.

2. Sanef is totally opposed to the Bill for the reasons set out below because of the restrictive effects the Bill will have on the conduct of journalism and access to and the free flow of information as well as the dissemination of information. A particular concern is the proposal to exclude journalism from the provisions of the Bill to which Sanef is totally opposed for reasons outlined below. We see little call for this legislation especially in the flawed manner in which it is presented and suggest that the Law Commissioners who introduced it pay detailed attention to the common law protection of privacy in South Africa which has protected the privacy of individuals without the contorted legal approach of this legislation. We also believe that there is a strong likelihood that the Constitutional Court will declare the Bill unconstitutional because of the proposal to exempt journalism from its provisions and other provisions which will restrict the media in contravention of the media freedom and freedom of expression clauses of the Constitution (Section 16 in the Constitution). In light of that we have addressed the proposals in the Bill on the assumption that journalism will not be exempted.
3. Among the Sanef concerns about the Bill’s Constitutionality is one in respect of the balancing of rights when measured against the freedom of expression clause (Section 16 in the Constitution). A feature of the Bill is the excessive number of exemptions and exclusions which detract materially from the Constitutional concept that legislation should be of general application and for that principle to be varied only in exceptional circumstances. Indeed, contrary to the spirit of the Bill -- ie, to protect people's privacy and data -- the exemptions provide for an enormous range of people in various institutions, official positions and even businesses having access to private information about people. Further, the law can be said to be giving this category of people legal protection for the information they hold, a situation which can be deemed to be contrary to the purposes of the legislation.

4. Another unfortunate feature of the exemptions is those applying to the security and police services which are the authorities invested with the power to abuse a person's privacy -- a factor that is recognised in Clause 14 of the Constitution which provides for protection from arbitrary searches of the homes of people, searches of their property, their possessions seized and the privacy of their communications infringed. While the last contravention may, indeed, be committed by others rather than the security authorities, the major potential perpetrators of this infringement are the police and security services. Indeed there is certain legal protection under the security laws for interception of communication. These exemptions reinforce the power of these authorities to have access and retain private information about people and to invade their privacy without the safeguards against arbitrary action which have been introduced in certain types of legislation. In this regard we refer to legislation where before the security forces can carry out certain acts they have to seek the permission of a high court judge.

5. A theme running through this legislation -- probably unintended but perhaps falling into the category of the unintended consequences of legislation -- is censorship. This is embodied in the structure to be established for the office of an Information Protection Regulator. The very title is expressive of censorship. This official has several roles.  One is the implementation of codes of conduct for institutions or organisations having a repository of the personal information of ``data subjects’’ and another is to regulate the flow of personal information across borders which implies that he/she has the power to prevent information from being disseminated across borders. Other terms in the legislation which raise the spectre of censorship are ``processing limitation'', ``purpose specification'', ``openness'' (because of the implication that there is a lack of openness in the legislation), ``processing of special personal legislation'', exemption from information protection principles'', ``information protection officer'', ``transborder information flows'' and ``retention of information any longer than necessary''.

6. Another feature of the legislation is the broad definition of ``personal information'' (in the Definitions Section) about a person and the purposes of the Bill to protect it (Section 2 (1) (a), (b), (c) from forms of processing which extend to discussing it either in private or in public while ignoring information about a person which is readily apparent from the appearance and/or situation of a person or posture adopted by the person should one come across the person in a street or in a public place.

7. The exemption from the provisions of the legislation which applies to journalism (Section 4 (d)), is of especial concern because an important principle adopted in the practice of journalism is that journalists and their publications should not have powers greater or lesser than those of the ordinary individual. Journalists -- and their code of conduct as outlined in the procedures of the Press Council and its ombudsman and appeal panel processes -- are beholden to the principle that they are to be treated in law by the same laws and rules that apply to the ordinary individual with no greater or lesser safeguards being applied to them. The journalist is not a person with special powers; he/she acts as a purveyor of information to the public in the same way as the ordinary person conveys information to another. The exclusion of journalists from the provisions of the Bill places them in a special category where they cannot be prosecuted for what an ordinary member of the public may be prosecuted for.

8. An added danger for journalists if this principle of giving special status to journalists is accepted is that journalists may be required to register to show that they are indeed journalists. Placing journalists on a register immediately poses the danger that as easily as they can be placed on a register they can be removed from such a register and thus prevented from practicing as journalists which would constitute censorship and would certainly contravene the Constitution. The concept of special exclusion for journalists from the law is repugnant.

9. In addition, this exemption contains the requirement that journalists (and no doubt their publications and their libraries or archives) have to be ``responsible parties'' with no definition of what a responsible party is and have to be subject to a ``code of ethics'' that provides adequate safeguards for the ``protection of personal information''. Those safeguards are still to be defined by the Information Protection Regulator and thus one does not know what they will entail. The principles outlined in the Bill which would apply to the code of conduct (Section 57 et seq) are much more extensive than those that apply to media libraries and archives and require the updating of information on a scale that would require considerable additional staff beyond the financial capacity of such institutions. This is also dealt with in item 11.
10. No media organisation -- even those subscribing to the Press Ombudsman -- would be able to comply with that undefined code. Also, there are a large range of publications that do not subscribe to an identifiable code of conduct and newspapers and other publications imported from overseas would also not be subject to any such code or ``adequate safeguards''.

11. It should be borne in mind that writers and authors who produce articles and books and their publishers would not be protected by the exemption for journalists and thus would be liable for prosecution under this Bill. The Bill requires writers dealing with the personal lives of their subjects to obtain permission from the Information Protection Regulator before embarking on writing their book which, again, is unacceptable censorship. This restriction will also apply to journalists writing their memoirs. This will have an enormous impact on a very large industry. 

12. Section 16 refers to the updating of information in an archive -- or wherever. An enormous task is faced by large archives of having to update the information they hold not only to take account of later information but also the injunction in another section of the Bill that archival material has to be corrected for accuracy. This would be a huge task for newspaper and other archives. The broad comment on this is that such processing would require enormous physical effort and staffing quite beyond economic feasibility. It should be noted that Section 22 enables a ``data subject’’ (person whose details are held by another) to request correction of the material about him/her held in an archive or library. There is also a failure to take cognizance of members of the public accessing media libraries and availing themselves of the material there.
13. Section 34 refers to a ``public interest'' factor being involved in the processing of information. It then goes on to define public interest as a security interest rather than a broad public interest as is understood under a legalistic interpretation of the term. It is noted, too, that the Bill’s public interest relates purely to policing, state security and the economic and financial interests of the state -- far removed from general public interest considerations and showing an overwhelming weighting in favour of state security and policing, hardly activities conducive to maintaining privacy. The references in other sections of the Bill to the need for the Constitutional requirement for a free flow of information to be considered are notable for their absence from this section.
14. In Section 34 (3) reference is made to the Information Protection Regulator not only requesting that information about an individual be processed but that he/she may impose ``reasonable conditions'' on such processing. This constitutes ordering how information should be presented which is unacceptable censorship. Section 25 gives the Regulator power to prohibit the disclosure of certain information, another act of censorship.
15. Section 35 refers to the establishment of the Information Protection Regulator -- who is not one person but several people -- and lays down the duties of such people (Section 43) in an overly broad manner which indicates a high degree of power. Inherent in the role of the Regulator is that of an official with powers to apply unacceptable censorship. The method of his/her selection by a process that ends up with parliamentary approval and presidential appointment means that political considerations are likely to come into play. This is highly unsatisfactory and suggests the probability of a political appointee or a person deployed by the ruling party. These criticisms also apply to the appointment of the Information Protection Officer and his/her deputy (Section 48 et seq).

16. Section 44 (2) (b) refers in a commendable manner to the Information Protection Regulator having ``due regard for the protection of all human rights and social interests that compete with privacy, including the general desirability of a free flow of information’’ but then subverts this high ideal by introducing the ``recognition of the legitimate interests of government and business in achieving their objectives in a reasonable way’’. This latter aim is as far removed as one could conceive of protecting the privacy of an individual.

17. Section 52 refers to the Information Protection Regulator exempting an information processor from informing him/her of an information processing procedure. This also applies to certain legal investigations, again showing the bias of this legislation towards the authorities exercising their powers without reference to the safeguards in the legislation applying to others.

18. In the Memorandum on the Objects of the Bill (introductory paragraph) it is noted that in outlining the purpose of the Bill, it is stated that the Bill has been drafted ``in order to give effect to the right to privacy subject to justifiable limitations aimed at protecting other rights and important interests’’. It is noted that ``important interests’’ do not include ``the public interest’’.
19. A notable omission from this statement is the need to include as balancing rights freedom of expression and public interest as broadly defined. It is also noted that an undue emphasis -- in the context of the principles outlined in the statement -- is placed on ``generally protecting important interests''. The extent of these ``important interests'' is also not stated, and, it is noted, the public interest is not included. Another factor about restrictions on ``cross border’’ information flows are the uncertain effects it will have on the activities of foreign correspondents and stringers and the sale of foreign publications in South Africa. 
20. We are also concerned at the penalties for offences under the legislation. Penalties range from being imprisoned for 12 months or a fine or both to imprisonment for 10 years or a fine or both.  Any imprisonment for offences under this legislation is regarded as excessive and certainly so in regard to imprisonment of 10 years.
21. We are conscious that there may be other legislation such as the Promotion of Access to Information Act which could have an affect on the application of this Bill. We believe these possible effects should be investigated though we place on record that we have not done so.
22. Finally we thank the Portfolio Committee on Communications for giving us the opportunity to present these and further views on this legislation orally.
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