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INTRODUCTORY OVERVIEW

1.1. Following the Public Hearings, I, as the Minister of State Security requested the Chairperson of the Ad-Hoc Committee on the Protection of Information Bill, Mr. CV BURGESS, for some time to consider and respond to the issues raised to help facilitate the work of Parliament through this Ad-Hoc Committee. 

1.2. The responses by members of the public have come from various organs of civil society, such as, individuals, media, academic and research institutions and have mainly sought to support or strengthen the provisions of the Bill. This is a historic and welcomed development as it is for the first time in the history of the democratic dispensation that such a robust debate and public interest has been shown on matters pertaining national security and intelligence. This is a sign of our maturing democracy. It is our hope that such interest would not wane but instead would be more robust, more honest, more focused and address the real challenges facing South Africa, our beloved country.

1.3. Notable as this development is, it is common-cause that some of the submissions are in principle opposed to any form of limitation of the right of access to information as provided for in our Constitution, the African Charter on Human and Peoples’ Rights and the International Covenant of Human Rights. Despite this most of the issues raised during the Public Hearings were very constructive, forward-looking and would help strengthen our dispensation.  I note that some believe that “protecting state information from unlawful disclosure, destruction, alteration and loss serves an important purpose and thus far, South Africa lacks a coherent regime to classify and declassify information appropriately and effectively”.
1.4. Furthermore, some have “recognized that a degree of confidentiality and secrecy will be required in order to advance legitimate national security goals, and that certain information may be exempt from disclosure by the state, despite the broad constitutional right of access to information”. 

1.5. Some have also pointed out that “…the broadness and vagueness of [some sections] the Bill potentially interferes with the realization, accessibility and enforceability of the right of access to information”. In addition, it has been advised that “the Bill must be careful to avoid making it more difficult for citizens seeking to obtain information from government departments and other organs”.

1.6. Importantly it has been concluded by some submissions that: “The Bill has the potential to play a significant role in transforming our society from a culture of secrecy and repression to one of transparency, accountability and responsiveness and to become a leading precedent for open and democratic governments the world over. To achieve these goals and the desirable objectives it articulates, the Bill must properly respect openness, free speech, and access to information…”
1.7. On the basis of, inter alia, these submissions, this presentation will focus on the reasons for the enactment of the Bill, summarise some of the main concerns raised in the Bill and recommends the way forward for consideration by the Ad-Hoc Committee in their quest to finalise the Bill.

2. BACKGROUND TO THE PROTECTION OF INFORMATION BILL
2.1. Since 1994, various Ministerial Intelligence Review Committees have focused on the way the intelligence services dispensation operated. Many of these reviews have sought to improve the internal processes including the management of information. Importantly, the reviews noted the uneasy fit of the Protection of Information Act of 1982, the lack of a coherent system of protecting information, its classification and declassification, its review after a lapse of a given period and the granting of access to the general public for daily use, research, scientific enquiry and for advancing their rights as provided for in the Constitution.
2.2. From some of the reviews various issues have arisen which called for a serious reflection on the classification and declassification system that has been obtaining. Some of the reviews recommended, amongst others, that principles and guidelines contained in their reports should “form the basis for a uniform system of classification and declassification, as well as the custody of sensitive information, and should be included in a National Information Security Policy (NSIP) for South Africa”. This aspect has in part informed the section of the Bill dealing with guiding principles and guidelines for protecting information.

2.3. Other notable recommendations from the reviews included that:
2.4. “The Protection of Information Act, 1982 should be replaced by secrecy legislation compatible with PAIA [Promotion of Access to information Act, 2000] and the Constitution.

2.5. The heads of institutions should appoint internal review mechanisms, comprising senior staff representing the different functional areas of responsibility”.

2.6. The reviews also suggested that critical data-bases be protected by the government. 
2.7. This is the background that has led to the enactment of the Protection of Information Bills by successive Ministers for Intelligence Services. It is therefore not at all connected to the Media Appeals Tribunal whose origins can be traced to the 2007 Polokwane Resolution of the African National Congress. The Bill predates this resolution and should not and would therefore not, at any level, be linked. 
2.8. Importantly, the Media Appeals Tribunal remains work in progress even within the African National Congress and is not yet government policy.  To mix the two is to deliberately confuse issues and to create an undue conspiracy.

3.  REASONS FOR THE ENACTMENT OF THE BILL

3.1. Other than this historical background that has necessitated the Bill, there are several other clear and present dangers that call for the enactment of a law that would help protect the national security of South Africa. These emanate from outside and inside this country and include, inter alia, espionage, information peddling, alteration of critical data-bases as was recommended by various review Committees. 
3.2. The Bill also provides opportunities for advancing the existing space for openness as it:

3.3. decreases the four levels of classification to three; 
3.4. criminalises the abuse of the classification system for ulterior motives such as hiding corruption, maladministration, incompetence and inefficiency in the public service; 
3.5. improves access to information through a coherent review and declassification system; and

3.6. creates additional avenues for accessing classified information by providing a procedure for requesting such access. 
3.7.  The briefing will now further elaborate on these provisions in the Bill. 
3.7.1. The Increasing Threat of Espionage

3.7.1.1. Following the demise of apartheid, counter-Intelligence  reports have continued to indicate  that  foreign  intelligence  services  are  hard  at  work formulating  targets  of  information  collection.  The onset of democracy also saw many countries move their main Embassies from other countries in the Southern Africa to South Africa. Some of these Embassies increased phenomenally the numbers of staff to increase their collection capacities. 
3.7.1.2. Some of their collection targets include  profiles  of  senior  government  leaders,  such as  the  President,  the  Deputy President,  Ministers  and  Deputy  Ministers  and  the  leadership  of  the  ruling and opposition parties. These efforts are  to  ensure  that  they  can  unduly  influence  the  evolution  of  politics  and  future  plans  of  South Africa. Espionage continues to be real in our midst and South Africa cannot afford to underestimate this threat.  South Africa must therefore take the necessary steps to protect the information at its disposal instead of giving ease of access to rivalries that are bent on having an edge over us.

3.7.2. Economic Competitiveness 
3.7.2.1. The main focus of most intelligence services in the world, has shifted from the traditional threats to new frontiers such as advancing economic security interest of their countries. They include carving themselves a role as a result of climate change in enhancing their food security. They do this by obtaining, by any means necessary, trade secrets of hostile and friendly countries, blunting the competitive edge of their rivals and competitors. 
3.7.2.2. South Africa, although it remains a world leader in medical isotope research continues to face challenges as many countries seek to catch up with it and to use its scientific research capacity to advance their own interests.

3.7.2.3. As an example, South Africa has been a major producer of medical vaccines in the world, but due to the failure of the country in protecting these vaccines, some of the country’s capacity has been lost to rivals from whom we now buy vaccines we used to export. This has impacted negatively on our food security and the farming community is a daily witness to these challenges. Our people who would today be food secure are victims of poverty due to our failure to protect this capacity. Protect what we are developing presently for the future generations we must!

3.8. Information Peddling: A clear and present danger 
3.8.1. Information Peddling has, since the inception of the new South Africa, not only been victimizing the country but we have witnessed information peddlers from South Africa undermine democratic processes in some of our neighboring countries. Information  peddlers  are  seeking, at every available opportunity, to  fuel  instability,  mistrust  and  conflict  in  the  country  and  the  continent.

3.8.2. Information peddlers generate documents  alleging  conspiracies,  plots  and  coups’  based  on  snippets,  inferences,  innuendos,  gossip  and  rumours.  As an example, South Africans would recall that President Nelson Mandela was given a “fantastic” report by the then Chief of the SA National Defence Force, General G Meiring, alleging a coup plot by leading members of the ANC and the late Michael Jackson. This information had been garnered from an information peddler that had been a dismissed source of the police. 
3.8.3. Whilst General Meiring lost his job, information peddling did not end, as various peddled Reports such as the Bheki Jacobs Conspiracy and the Browse Mole Consolidated Reports have since seen the light of day. All the subsequent reports also  alleged  conspiracies  involving  prominent  members  of  the  African National Congress (ANC), Congress of South African Trade Unions (COSATU) and the South African Communist Party (SACP) seeking  to  overthrow “their government”. Consequently, these peddled claims have caused untold disruptions and divisions within the government system, ruling Party and its Allies and have negatively affected the project of democratisation in the country. 

3.9. Alteration, Destruction and Loss of information in critical databases
3.9.1. The newspapers are full of many saddening stories about the experiences of South Africans whose information contained in critical state data bases has been either altered, lost or destroyed by public servants who sometimes collaborate with criminal syndicates. Here are some examples that many South African can relate to:

3.9.2. Many young women have found themselves married to foreigners they have never met and whose ill-gotten marriages were an act of a corrupt public servant in the Department of Home Affairs. 
3.9.3. Many a company owner are presently going through court processes to reclaim their companies that have been hijacked by individuals who have bought corrupt public servants in the Department of Trade and Industry to alter critical data bases.

3.9.4. Many a family has suffered at the hands of inexperienced drivers that bought fraudulent drivers licenses from corrupt public servants in the Department of Transport, who falsify exams, create fake files for learners’ driver licenses and the road tests. 
3.9.5. Many a company has been robbed by syndicates who create twin companies that are closed corporations bearing names of more familiar brands and then cash their cheques. 

3.9.6. Many families in the Northern Cape, following endless deceit by corrupt public servants have been kept out of the social security net with their details having been altered in the databases the consequence of which is poverty and hunger visited upon them.

3.9.7. More recently, some syndicates have targeted SARS, where with the cooperation of corrupt SARS employees’ cheques meant for these companies were changed with huge financial losses suffered by these companies.

3.9.8. In addition, hostile individuals where they cannot gain the cooperation of public servants, resort to cybercrime and hack their way into unprotected government data-bases where they create fictitious information to advance their criminal intentions.

3.10. The above are real life examples of the challenges posed by these unauthorized alterations of government databases and sometimes destruction of information contained therein.  A similar threat would face the justice system, as we migrate from hard copy to electronic case dockets. You can imagine how the deleting of the electronic case dockets would still create havoc in the system, which we have experienced with the theft and destruction of hard copy dockets. These experiences are still fresh in our minds. Protect these databases we must!
3.11. Clearly, South Africans would agree that the unauthorized alteration, destruction and the loss of information has far reaching consequences for citizens and residents alike. Their ability to live free from fear and free from want is impeded, as this information is the lifeblood that drives state processes. Those who passed away after committing suicide following frustration by public servants when seeking to legitimately get their documents are a permanent reminder of how critical this information is. 
3.12. Protect these data-bases, we all must! If we fail to do so, please answer me when I ask: What would the constitutional right of access to information mean if there are no documents or there are inaccurate documents in the possession of the state which do not facilitate the quest of our people to exercise their rights? 

3.13. Building a secure, prosperous and open society
3.13.1. Contrary to those who claim that the Protection of Information Bill seeks to close public discourse and impinge on the freedom of expression, association, the free exchange of ideas and deny the young democracy of the oxygen it depends on to live, the Bill supports openness in various ways.  For example, it lowers the classification categories from four to three. It provides for a framework for declassification of information and for the review of classified information. Importantly, it adds to existing avenues of accessing classified information by establishing a procedure for requesting access to such information. These are clearly noble, internationally accepted and democratically inspired objectives. 

3.13.2. By criminalizing the abuse of the classification system to advance ulterior motives such as hiding corruption, incompetence and maladministration, the Bill seeks to ensure that South Africa continues to be an open, accountable and democratic society our hard fought for Constitution enjoins the country to be. By providing stringent sentences, the Bill seeks to ensure that these serve as deterrence whilst protecting those who err in the quest of doing their jobs. Indeed, this Bill can never be seen as a throwback to the apartheid era and is nothing like what the racist apartheid regime could have dreamt of. 
3.13.3. Consequently, we concur with those who submitted that: “Having considered the Protection of Information Bill we support its objectives to the extent that these are intended to introduce a new dispensation that is more consistent with our constitution, and which would reflect a shift away from apartheid-style secrecy in relation to access to information. In particular we support the long overdue proposed repeal of the current Protection of Information Act of 1982”. 

3.13.4. Contrary to this throwback claim, others have also added their voices during the public hearings by observing that “the drafters of the Bill deserve credit for crafting proposed legislation that is radically different to the apartheid era Protection of Information Act 84 of 1982 and that in large measure strives to accommodate conflicting Constitutional interests and rights of the public and the state, in a balanced and equitable manner”. None would have said this if the Bill was a real throwback to apartheid. 

3.13.5. More importantly, the ANC fought for these rights and spearheaded the writing of this Constitution. The ruling Party would be the last to want to revert to the dark old days of apartheid especially because the pains, the strokes of the harshness of that period and the inhumanity with which we and our people were despised are still fresh in our psyche. As the ANC Government, we have vowed that never and never again shall we see the return to the apartheid days of this land. 
3.13.6. It is worth repeating that before sensitive information can be classified, an onerous (heavy) responsibility rests with the Head of Department concerned to make sure that there is a clear, justifiable and legitimate need to do so, and that there is also a demonstrable need to protect such information. This is to ensure that South Africa keeps its secrets safe whilst at the same time it remains an open, accountable and democratic society marked by the free exchange of information and ideas.

3.13.7. From the foregoing, various reasons justifying the need for the protection of information have been advanced whilst referring to the provisions in the Bill. Having clarified the background and rationale for this Bill, we would now move to look at the critique of the Bill and to provide a response to the said submissions.

4. CRITIQUE OF THE BILL FROM PUBLIC HEARINGS

4.1. It is now a matter of public record that the Ad-Hoc Committee on Protection of Information Bill conducted public hearings on 21 and 22 July 2010 to afford South Africans an opportunity to make submissions on the Bill.  Side by side these public hearings, was a public  debate, driven by the electronic and print media,  on  the  meaning  and  impact  of the  Bill  on  the democratic order.  

4.2. In this section, we reflect on some of the main criticisms of the Bill which we summarise briefly. The comments include amongst others the following:

4.2.1. The overbroad definitions in the Bill make the Bill to be inconsistent with the constitution. In this regard some have submitted that “We note with concern that key provisions of the Bill are overly broad and vague, and that it provides for a wide criteria enabling information to be classified…These provisions…seriously undermine transparency and accountability in governance as envisaged in Section 2 of the Bill”.
4.2.2.  Some of the submissions have welcomed the general principles of state information. In their own words they said that “By and large, the principles of classification are sound and reasonable” but have requested the exclusion of the national security interest override. The argument being that this national security override compromises the utility of the general principles.

4.2.3. Regarding the provision on departmental policies and procedures for classifying information, it has been argued that heads of organs of state should not classify categories of information in the interest of consistency, and transparency. This prerogative must be confined to the Minister for State Security. As a motivation, some have added that “Secrecy must be seen not as an ordinary, everyday means to protect the national interest, but as something extra-ordinary and unusual”.
4.2.4. Pertaining to commercial information a number of submissions called for the inclusion of a public interest override provision. Furthermore, it has been submitted that some sections of the Bill were not in line with the Protection of Disclosures Act and a certain section of the Companies Act, 2008 and the Promotion of Access to Information Act, 2000.The Bill is faulted as restricting the disclosure of information that has been classified even if such disclosure is in furthering rights of the wronged and or whistle-blowing.
4.2.5. On the classifying authority some of the submissions argued that the Bill grants administrators extensive powers to limit constitutional rights without independent supervision or checks and balances.

4.2.6. In relation to the Appeal Process, it has been argued that the time frames are unduly long and must be reviewed and that an independent appeal process, excluding the Minister as an interested party, must be established to deal with all the appeals.

4.2.7. As far as monitoring is concerned, it has been argued that the State Security Agency was geared towards the protection and safeguarding of information rather than dissemination of information. An impartial independent body was suggested to undertake the monitoring function. In addition, the lack of offences for failing to report as obliged in this section was seen as a challenge that needs redress in the Bill.
4.2.8. In some of the submissions there were concerns about the fact that the penalties were too harsh especially for unauthorised disclosure of information. It was feared that this might be used as a substitute for prudent ordinary departmental safeguards to secure information and prevent unauthorized disclosure.

4.2.9. There was a call for the inclusion of a public interest defence clause in the Bill. This means that the state must permit anyone to leak or solicit classified information for public disclosure and then be allowed in court to prove that the leak was done so as to advance public interest.
4.2.10. On the need to protect information that is before the Courts, this provision was seen as failing to give proper effect to the principle of open justice covered in our Constitution.
4.3. Having applied my mind on these matters, it is critical that I should now provide the Ad-Hoc Committee with my considered response.

5. RESPONSES TO THE CONCERNS FROM PUBLIC HEARINGS

5.1. Most of the commentators and submissions have argued that the some definitions in the Bill are overbroad and vague and therefore unconstitutional. This is one of the main reasons that have been advanced, for the alleged return to the apartheid era style of operating. It is critical that this issue be fully addressed.

5.2. First, the Bill is clear in its quest to balance secrecy and openness and has provided principles that should inform the protection and classification of information. It has created checks and balances for the limitations that have been included in it. On the balance, the scales are in favour of additional avenues for accessing information and criminalizing the abuse of the classification system. Importantly, as a procedural matter, no Bill is tabled in Parliament without having been rigorously and thoroughly reviewed by the State Law Advisors who certify it as being Constitutional. This has been done.
5.3. The above steps notwithstanding, we have looked at the points raised by members of the public and have accepted that to be true to the objects of the Bill, some of the definitions must be revisited and the Ministry staff would avail our input in this regard. However, I would like towards the end to return to some of these issues during this submission. I believe that it would help the work of the Committee with the objective of reworking and narrowing down some of the definitions to make the Bill clearer, leaner and more user-friendly. 

5.4. Whilst some of the submissions welcomed the principles and guidelines, they objected to the “national security override”. This is hard to understand because the International Covenant on Human Rights and African Charter on Human and Peoples’ Rights and Johannesburg Principles on National Security and Access to Information all provide for the limitation of rights of access to information on the basis of national security. Our considered view is that the minimum must be to ensure the balancing of competing rights of openness and national security as provided for in international best practice.
5.5. On departmental policies and procedures for classifying information, it has been argued that heads of organs of state should not classify categories of information in the interest of consistency, and transparency. This prerogative must be confined to the Minister of State Security. It should be noted that on this issue there are many varied voices. Having considered all of them, we believe that this is a huge task and there is a need for each of the heads of organs of state to assume administrative responsibility as the buck stops with them, administratively speaking. They should therefore shoulder this responsibility under the political guidance and superintendence of the responsible Ministers.
5.6. Regarding commercial information, a number of submissions called for the inclusion of a public interest override provision. We believe that this definition can be dropped and a tighter alignment with the Promotion of Access to Information Act. This would also call for the review of the current definition of national security. South Africa needs to note that economic espionage is a reality and that we have lost a number of our leading inventions and scientific breakthroughs due to our inability to protect these. Examples in this regard are too many to mention.
5.7. On the Appeal Process, I have considered the submission and believe that in keeping with the provisions in the Intelligence Services Act 2002, it is critical that this power be retained by the Minister of State Security with the provision that he or she may be able to establish a board to advise and assist him or her in the consideration of the appeals. This system works well in all government departments where it obtains. I believe that there is no need to deviate from it.
5.8. In some of the submissions there were concerns about the fact that the penalties were too harsh especially for unauthorised disclosure. The severity of the sentences is deliberate, as the penalties are proportionate to the damage the unauthorized disclosure would cause and the harm they are likely to do. In addition, these severe penalties serve as a deterrent to unauthorised disclosure. Many advanced democracies provide for more severe sentences compared to what obtains in this Bill and can range to life imprisonment. However, there is a need to ensure that those who over-classify are equally subjected to the severe sentences. We would welcome that the Committee ensures the balance in the Bill especially in this area. 
5.9. There was a call for the inclusion of a public interest defence clause in the Bill. It should be noted that the first country to amend its legislation to provide for public interest defence is the United Kingdom in an amendment to its Official Secrets Act of 1889. 
5.10. This provision in light of its unintended consequences has since been repealed from its laws despite the continuing pressure being applied to it. Even in those dispensations where it is applicable, it is restricted to people who are permanently under secrecy. These people are expected not to take the information to those who may be able to publish it, rather to senior officers who can in a regulated and authorized manner bring it to the attention of the general public. 
5.11. Provisions in this Bill are sufficient to address some of the founded fears that this provision seeks to address but to include it as a defence clause would be to undermine the very objects of this Bill as the information would always be in the public domain without following due process. 
5.12. In seeking remedy from the Courts, those who may be affected by this unauthorized disclosure may not get remedy even if the Courts found that the disclosure was not in the public interest. The disclosed information would not be retrieved and harm would have been done irreparably. 
5.13. We welcome, however, the use of public interest override to apply for access to classified information. This is one of our aims with this Bill – provide due process in this regard.
5.14. On the need to protect information that is before the Courts, it is important to reiterate that our courts are experienced in dealing with these challenges and there is already a body of jurisprudence that serves as a guide in this regard. It is quite short-sighted to bare the secrets of the nation without due regard to our national security, international relations and confidences and possible harm that may befall an individual or group of individuals by so doing. 
5.15. For this reason, the courts remain the sole decision-makers on whether to hold hearings in camera or in the open having applied their minds to the veracity of the situation. But, protect sensitive information whose mass distribution could create situations too too ghastly to contemplate, we must! It is the oil that lubricates our democracy and we have no intention – not today, not ever- to undermine the freedom we struggled and sacrificed for all these years.
5.16. Let me return to the definitions deemed to be overbroad. We agree that there is a need to narrow some of the definitions such as commercial information and national interest as they seek to define what information needs to be protected from unauthorised disclosure. To this end, we propose that these be deleted. 
5.16.1. The information we are protecting is that which needs to be protected in terms of sections 34-44 of the Promotion of Access to Information Act and that which may not be disclosed in terms of the same Act when conditions are not met for its disclosure. The second category is state security related information which is elaborated herein below.
5.16.2. The Canadian approach of listing issues of concern to national security seems to be advisable in our considered opinion. This approach ensures that the definition’s reach is clear and limited. 
5.16.3. In keeping with this approach, South Africa seeks to:

5.16.3.1. protect legitimate national intelligence structures sources; 
5.16.3.2. legitimate operational methods, doctrine, facilities and personnel of security structures; 
5.16.3.3. sensitive confidences in international relations; 
5.16.3.4. ongoing investigations of state security structures; 
5.16.3.5. details of criminal investigations and legitimate police and law enforcement methods; 
5.16.3.6. economic, scientific or technological secrets vital to the Republic’s stability, security, integrity and development.
5.16.4. We also seek in national security to:

5.16.4.1. negate hostile acts of foreign intervention; 
5.16.4.2. terrorist and related activities; 
5.16.4.3. information peddling;
5.16.4.4. espionage; and 
5.16.4.5. unlawful acts against the constitutional order. 
5.17. These changes in some of the definitions are meaningful steps aimed at closing the gap between those who are genuinely concerned about some of the overbroad and vague definitions in the Bill and achieving a secure, open and prosperous society – free from fear and free from want!
6. CONCLUDING REMARKS

6.1. Once more, Chairperson, we would like to thank you and members of the Ad-Hoc Committee for providing us with the opportunity to share our reflections on the submissions. We reiterate our commitment to work with the Committee and to support its work.
6.2.  Our gratitude also goes to the members of the public who made submissions and participated in the public hearings and/or the ongoing debate. Furthermore, to those who serve silently, we take our hats off, to the staff in the Ministry, State Law Advisors’ Office and all those who have, individually and collectively, made this entire process a success to date. 
6.3. It is no exaggeration that this is just the beginning of long and challenging process aimed at finalizing a law that would be equal to the challenges facing our country, South Africa. The hard work still lies ahead of the Committee and we wish you well in your work. We are by your side, ready to answer your call and to provide whatever support is expected of us. 

Thank you, one and all!
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