Ministerial Review Commission on Intelligence

MEMORANDUM ON THE PROTECTION OF INFORMATION BILL

25 April 2008

1.  Introduction 

The Ministerial Review Commission on Intelligence has prepared this memorandum on the Protection of Information Bill (hereafter “the Bill”) for the consideration of the Minister of Intelligence, the Honourable Ronnie Kasrils. The Bill was issued by Minister Kasrils and was approved by Cabinet on 5 March 2008. 
The Commission was established by Minister Kasrils in 2006. Its members are Joe Matthews (Chairperson), Dr Frene Ginwala and Laurie Nathan. The aim of the Commission’s review is to strengthen mechanisms of control of the civilian intelligence structures in order to ensure full compliance and alignment with the Constitution, constitutional principles and the rule of law, and particularly to minimise the potential for illegal conduct and abuse of power. The Commission’s terms of reference and website can be viewed at www.intelligence.gov.za/commission
The memorandum outlines the relevant constitutional and governance principles on access to information, summarises the positive features of the Bill and presents the Commission’s main concerns and recommendations.

In summary, the Bill recognises the importance of transparency and the free flow of information and has many provisions that aim to prevent inappropriate and excessive restrictions on access to information. Yet the Bill also has a number of provisions that are likely to encourage secrecy. In particular, the Bill’s approach to ‘secrecy in the national interest’ is reminiscent of apartheid-era legislation and is in conflict with the constitutional right of access to information.

A second major problem with the Bill is that the criteria and principles governing the disclosure and non-disclosure of information are too complicated and will be extremely difficult to apply in practice. The principles and criteria should be simplified in order to facilitate consistent and sound decision-making by government officials.
A third major problem is that the Bill gives the National Intelligence Agency (NIA) sole responsibility for advising, supporting and monitoring organs of state in the implementation of the protection of information rules. NIA can play a valuable role because it specialises in protecting sensitive information. Precisely for this reason, however, it is not oriented towards promoting the constitutional right of access to information. We therefore recommend that the Bill also provide for the involvement of the Human Rights Commission in the implementation of the new law.
2.  Constitutional and governance principles

The point of departure for any discussion on draft legislation dealing with protection of information must be the Constitution, which is supreme law and the foundation of our democratic order.  
Section 32(1) of the Constitution contains the following emphatic assertion on access to information: everyone has the right of access to a) any information held by the state; and b) any information that is held by another person and that is required for the exercise or protection of any rights. Section 32(2) provides that national legislation must be enacted to give effect to this right and may provide for reasonable measures to alleviate the administrative and financial burden on the state. The relevant legislation is the Promotion of Access to Information Act No. 2 of 2000.
The Promotion of Access to Information Act seeks to foster a culture of transparency and accountability in public and private bodies by giving effect to the right of access to information.
 The Act applies to the exclusion of any provision of other legislation that a) prohibits or restricts the disclosure of a record of a public or private body; and b) is materially inconsistent with an object or provision of the Act.

Moreover, the right of access to information may only be limited in terms of the constitutional provisions on limitation of rights. Section 36(1) of the Constitution provides the following in this regard:

The rights in the Bill of Rights may be limited only in terms of law of general application to the extent that the limitation is reasonable and justifiable in an open and democratic society based on human dignity, equality and freedom, taking into account all relevant factors, including a) the nature of the right; b) the importance of the purpose of the limitation; c) the nature and extent of the limitation; d) the relation between the limitation and its purpose; and e) less restrictive means to achieve the purpose. 

In addition to providing for the right of access to information, the Constitution emphasises the principles of transparency, openness and accountability as fundamental tenets of governance.
 The right of access to information lies at the heart of transparent governance and provides a basis for democratic accountability and an open and free society. 
The right of access to information also serves to advance human rights. Parliament enacted the Promotion of Access to Information Act in order to “actively promote a society in which the people of South Africa have effective access to information to enable them to more fully exercise and protect all of their rights”.
 Conversely, restrictions on access to information can undermine human rights. According to the Promotion of Access to Information Act, “the system of government in South Africa before 27 April 1994, amongst others, resulted in a secretive and unresponsive culture in public and private bodies which often led to an abuse of power and human rights violations”.

There are legitimate grounds for protecting certain information from public disclosure. Such information might relate, for example, to sensitive diplomatic activities; to aspects of military, police and intelligence operations; and to the private medical and financial records of individuals. Nevertheless, the protection of information must be mindful of the dangers inherent in secrecy; it must be exceptional and not routine; it must take place according to criteria and rules approved by Parliament; and it must be consistent with the constitutional provisions outlined above. 

3.  Positive features of the Bill

Before presenting our concerns with the Bill, we wish to note its positive features:

· The Bill states that information that is accessible to all is the basis of a transparent, open and democratic society; that access to information is a basic human right; that accessible information promotes human dignity, freedom and the achievement of equality; that the free flow of information promotes openness, responsiveness, informed debate, accountability and good governance; and that the free flow of information can promote safety and security (section 7).
· The officials who classify information must provide a written justification for each classification decision (section 21(5)). They must also determine the duration of the classification (section 25(1)(a)).
· The classification of information may not be used to conceal an unlawful act or omission, incompetence, inefficiency or administrative error; restrict access to information in order to limit scrutiny and thereby avoid criticism; or prevent embarrassment to a person, organisation or organ of state (section 22(1)(b)). The Bill goes so far as to make it a criminal offence to classify information for the purpose of concealing breaches of law; furthering an unlawful act; hiding inefficiency or administrative error; preventing embarrassment to a person, organisation or agency; or any other purpose ulterior to the Act (section 54).

· The Bill states that the classification of information is an exceptional measure and should be used sparingly (section 22(1)(c)).

· The Bill provides for the automatic declassification of classified information after a specified period unless steps are taken to reclassify the information under the new Act (section 26).

· All information currently classified as ‘restricted’ will automatically be declassified (section 26(c)), save where the Minister of Intelligence by notice in the Gazette makes an exemption in this regard (section 3(2)(d)).

· The Bill provides for regular reviews of the status of classified information (section 34(1)). Organs of state must inform the public of the results of these reviews (section 34(5)).

· The Bill sets out procedures whereby interested non-governmental parties and individuals may request an organ of state to declassify classified information and may appeal against a decision to retain the classified status of the information (sections 35-37).

· The Bill provides for the release of declassified information to the public (sections 39-41).

· The Bill provides that where classified information is placed before a court, the decision on whether or not to disclose the information lies with the court (section 57(1)).

· The Bill provides that NIA must report annually to Parliament on the monitoring it has undertaken in relation to the implementation of the Act (section 58(3)).

In the rest of this memorandum we present our concerns with various provisions of the Bill. These provisions detract from, and in some instances negate, the positive features listed above. 
4.  Acknowledging the constitutional right of access to information

Section 7 of the Bill deals with “General principles of state information”. Sub-section 7(i)(i) [sic] states that “measures effected in terms of this Act must have regard to the freedom of expression and the other rights and freedoms enshrined in the Bill of Rights”. 

Recommendation 1: This sub-section should refer additionally, and primarily, to the constitutional right of access to information.

5.  Ministerial discretion regarding exemptions

Section 3(2) of the Bill provides that the Minister of Intelligence, “on good cause shown”, may by notice in the Gazette exempt an organ of state or a group or class of organs of state from certain aspects of the application of the Act. For example, the Minister may exempt an organ of state from establishing departmental standards and procedures and from the duty to report to Parliament (section 3(2)(a)); from the automatic declassification of all information previously classified as ‘restricted’ (section 3(2)(d)); and from the provisions of the Bill that authorise NIA to carry out on-site inspections and reviews for monitoring purposes (section 3(2)(f)).

The Bill does not indicate the grounds on which the Minister can make such exemptions. Although the Minister must make the exemptions “on good cause shown”, he or she has been given too wide a discretion on matters that relate to the constitutional right of access to information. 

Recommendation 2: The Bill should indicate the grounds on which the Minister can issue exemptions from the application of the Act.

Recommendation 3: Because exemptions from the application of the Act relate to the constitutional right of access to information, the Bill should state that any exemptions deemed necessary by the Minister will be submitted to Parliament for comment. 

6.  Categories determined by the Minister

Section 9(1)(a) of the Bill states that the Minister of Intelligence shall, within 12 months of the commencement of the Act, prescribe broad categories of information that may be classified, declassified or protected against destruction, alteration and loss. By way of example, the Minister could decide that all minutes of government meetings may be classified as ‘confidential’ or ‘secret’.

Section 9(3) states that the Minister shall publish in the Gazette a notice of these categories and provide an opportunity for organs of state and interested persons to submit comment. Section 9(4) provides that the Minister may take into account such comments before establishing categories of information in terms of section 9(1)(a).

Recommendation 4: The establishment of broad categories of information that can be classified is a matter of great constitutional and political import. The Bill should therefore provide that Parliament must have an opportunity to comment on the categories that the Minister wishes to establish.

Recommendation 5: Section 9(4) of the Bill should provide that the Minister must, rather than may, take into account the submitted comments before finalising the categories of information that may be classified, declassified or protected. The Minister would not be obliged to agree with these comments but he or she should be obliged to take account of them. 

7.  Sensitive information and the national interest

Sections 14 and 15 are the most problematic sections of the Bill. They provide so general and sweeping a basis for non-disclosure of information that they are reminiscent of apartheid-era secrecy legislation and are in conflict with the constitutional right of access to information.
Section 14 states that “sensitive information is information which must be protected from disclosure in order to prevent the national interest of the Republic from being endangered”.

Section 15(1) defines the ‘national interest of the Republic’ so broadly that the term encompasses almost everything: 
· it “includes all those things of benefit to the Republic and its people”;

· it is “concerned with or applicable to matters important to the nation”;

· it “includes all matters relating to the advancement of the public good”; and 
· it includes “all matters relating to the protection and preservation of all things owned or maintained for the public by the State”. 

The national interest also encompasses “the survival and security of the state and the people of South Africa” and “the pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations” (section 15(2)).

There are six problems with this overly broad definition of the ‘national interest of the Republic’:

a. The definition will be extremely difficult to apply in practice. In all organs of state, government officials will have to decide whether the disclosure of particular information might endanger ‘any matter relating to the advancement of the public good’ or ‘any thing of benefit to the Republic and its people’. These phrases are capable of many interpretations and it is therefore inevitable that there will be significant inconsistencies between the classifications made by different officials. 

b. Because the definition of the ‘national interest’ is so broad, it could lead to a chronic over-classification of state information. The overly broad definition and an over-classification of information are inconsistent with a democratic dispensation and the Constitution’s emphasis on access to information. Even if the disclosure of certain state information does endanger some aspect of the national interest, from a constitutional perspective it might often be the case that non-disclosure poses a greater danger to the national interest. 
c. Sections 14 and 15 flow from the belief that “secrecy exists to protect the national interest” (section 22(1)(a)). This is constitutionally unsound. Since the ‘national interest’ includes openness, accountability and the pursuit of democracy, as stated in section 15, it is not secrecy but rather transparency and access to information that protect the national interest.
d. Sections 14 and 15 are inconsistent with the “General principles of state information” contained in section 7 of the Bill. These principles emphasise transparency, access to information and minimal restrictions on the flow of information.

e. Section 14 is not consistent with section 20 of the Bill, which deals with the actual classification of information. Whereas section 14 provides that sensitive information must be protected from disclosure in order to prevent the national interest of the Republic from being endangered, section 20 provides for classification levels and makes no reference whatsoever to the ‘national interest of the Republic’. 

f. The term “endanger” is too vague. By contrast, the Bill elsewhere uses the clearer and more precise term of “identifiable damage” (section 27(1)(b)), which is defined as “significant and demonstrable harm” (section 1). This kind of clarity and precision is necessary if government officials are to make sound decisions when deciding whether or not to classify information. 

In summary, sections 14 and 15 are inconsistent with the emphasis on access to information that appears elsewhere in the Bill and that is enshrined in the Constitution.

There appears to be no good reason to retain sections 14 and 15 on the ‘national interest’. Section 20 of the Bill provides criteria for classifying information as ‘confidential’, ‘secret’ or ‘top secret’, and it does so without referring to the ‘national interest’. There is consequently no need for the Bill to include the imprecise catch-all notion of the ‘national interest’. 

Recommendation 6: Sections 14 and 15, and all other references in the Bill to the ‘national interest’, should be deleted. Alternatively, the term should be defined and used in a manner that is consistent with the constitutional right of access to information. 
8.  Overly complicated criteria and principles

The general principles on disclosure and non-disclosure of information are dispersed throughout the Bill, they are repetitive and in many cases difficult to apply, and they are not fully consistent with each other (see sections 5, 7, 8 and 22). Taken collectively, as illustrated below, the principles and the criteria for classification create a challenging and confusing terrain for government officials.
When an official has to decide whether a particular item of information should be classified, he or she must attend to the criteria for classifying information (section 20); take account of the definition of ‘sensitive information’, which refers to the ‘national interest’ (section 14); heed the lengthy definition of the ‘national interest’ (sections 15(1)-(3)); make a judgement regarding the values that guide the ‘national interest’ (section 15(4)); consider all of this in light of the general principles of classification (section 22) and the general principles of state information (section 7); and apply the various elements of the ‘intrinsic value approach’ (section 8). The official must also take account of the national standards issued by the Minister of Intelligence (section 9); departmental policies issued by the head of the relevant organ of state (section 10); and any regulations issued by the Minister of Intelligence (section 59). This complex array of principles, criteria and guidelines is not conducive to sound decision-making by government officials. 
Recommendation 7: The principles and criteria regarding the disclosure and non-disclosure of information should be greatly simplified. They should be organised and written in a fashion that facilitates sound and consistent decision-making by government officials.
9.  Criteria for classification
Section 20 deals with the classification of information and is therefore one of the most important sections of the Bill. It specifies the criteria for classifying information as ‘confidential’, ‘secret’ or ‘top secret’. 
Some of the criteria are imprecise and do not indicate a sufficient degree of harm and certainty to justify non-disclosure. For example, state information may be classified as ‘confidential’ if “the information is sensitive information, the disclosure of which may be harmful to the security or interests of the state or could prejudice the Republic in its international relations” (section 20(1)(a)). The notions of ‘prejudicing the Republic in its international relations’ and ‘harming the interests of the state’ are overly broad catch-alls. In a democratic society some prejudice and harm arising from the disclosure of information has to be tolerated in the greater interests of freedom, accountability and transparent governance.

By contrast, section 33 of the Bill, which deals with the continuation or discontinuation of classifications, uses terms that are more narrow and precise, such as “significant and demonstrable harm”, “clearly and demonstrably impair the ability of government to protect officials”, and “seriously and demonstrably undermine ongoing diplomatic activities of South Africa” (section 33(2)). This kind of precision should be used throughout the Bill.
Recommendation 8: The criteria for classifying information should be precise, indicating clearly the degree of harm and certainty required for classifying information as ‘confidential’, ‘secret’ or ‘top secret’.
10.  Authority to classify information

Section 21 deals with authority to classify information. This authority lies with the head of each organ of state (section 21(1)). Section 21(6) provides that “categories of state information may be determined as classified in advance”. All individual items of information falling within a classified category are automatically deemed to be classified (section 21(7)).
Because section 21(6) is written in the passive tense, it is not clear who has the authority to classify categories of state information in advance. The context suggests that this authority lies with the heads of organs of state. This would be problematic for two reasons. First, it is bound to result in a great deal of inconsistency between the category classifications made by different officials. Second, whereas the Minister of Intelligence must publish in the Gazette a notice of the categories of information that he or she wishes to classify and must provide an opportunity for organs of state and interested persons to submit comment (section 9(3)), the heads of organs of state are under no such obligation when they classify categories of information.
Recommendation 9: The Bill should not allow the heads of organs of state to classify categories of information. This prerogative should be confined to the Minister of Intelligence, subject to public notice and an opportunity for comment by Parliament and interested parties. 
11.  Partial classification of a document
The Bill focuses on the classification of information rather than the classification of documents. It can therefore be assumed that government officials may classify sensitive information in a document without classifying the entire document. This point is sufficiently important to be made explicit in the Bill. If not, it is possible that the officials might classify whole documents in cases where it is only necessary to classify some part of the documents.
Recommendation 10: The Bill should state that government officials must only classify those parts of a document that require classification and must leave the rest of the document unclassified.
12. Personal information

In relation to information concerning an identifiable natural person, the Bill provides for non-disclosure of information only in those circumstances where disclosure could reasonably be expected to endanger the life or physical safety of an individual (sections 17, 20(2) and 20(3)).

The Bill does not provide for non-disclosure of information about a person where the disclosure of information would violate that person’s constitutional right to privacy. Such information would include, for example, a person’s financial records that are held by SARS and their medical records that are held by a hospital. 

Recommendation 11: Although the Promotion of Access to Information Act of 2000 deals with non-disclosure of personal information,
 consideration should be given to also covering this matter in the Bill. 
13.  Designation of information

Chapter 7 of the Bill deals with the designation of state information which must be protected from unauthorised disclosure but which is not in a material or record form. Designation is thus equivalent to classifying a document or other material record. 

The Bill does not recognise the impracticality of designating information that is not in a material form. Whereas a classified document can be marked ‘confidential’, ‘secret’ or ‘top secret’, designated non-material information cannot be marked. How then can designated information be identified and how are people to know that the information may not be disclosed? These difficulties can only be overcome where a category of information is automatically deemed to be designated (section 29(2)). Such categories might include, for example, the identity of intelligence sources.

Recommendation 12: In the interests of practicality and enforceability, Chapter 7 should be redrafted so as to limit the protection of non-material information to identified categories of information that are automatically deemed to be designated. As recommended previously, such categories should be subject to comment by Parliament and interested parties.
14. Criteria for the continued classification or designation of information

Section 33 contains criteria for deciding whether or not to continue the classification or designation of information. These criteria are not the same as the criteria that must be used for the initial classification or designation of information (see section 20). 
This approach is not logical or sound. If the reasons for the initial classification of information still apply at the stage of deciding whether or not to continue the classification, then the information must remain classified. On the other hand, if there are no reasons for retaining the classification, then the information must be declassified. The different criteria are bound to give rise to inconsistent decision-making by government officials.

Recommendation 13: The same criteria should be used when deciding whether to classify, designate or retain or discontinue the classification or designation of information. 

15. Requests for status reviews of classified and designated information
Section 35(1) provides that interested non-governmental parties and individuals may request the head of an organ of state to declassify information that has been classified. Such requests must be in furtherance of a genuine research interest or a legitimate public interest (section 35(2)).

However, requests of this kind can only be made if the interested parties or individuals are aware that the information in question has been classified. In many cases they might not be aware of this. 
Recommendation 14: The Bill should state that where a person or organisation requests information from an organ of state and the request is denied on the grounds that the information is classified, the organ of state must inform the person making the request of the reasons for the non-disclosure, the duration of the classification and right to request that the information be declassified.

Section 35(6) provides that “in response to a request for the review of the classified status of information in terms of this Act, an organ of state may refuse to confirm or deny the existence or non-existence of information whenever the fact of its existence or non-existence is itself classified”. This Orwellian provision should be limited to exceptional cases.
Recommendation 15: The Bill should state that ‘classifying the fact of the existence or non-existence of information’ may only be done in respect of information that is ‘top secret’. Alternatively, section 35(6) should be deleted.
16.  Appeals against status review decisions

The Bill provides that where the head of an organ of state denies a request for declassification, the person making the request may appeal against the decision to the Minister of the organ of state in question (section 37(1)). The right of appeal on a matter fundamental to democracy is thus limited to the Executive.
Recommendation 16: The Bill should provide that where a request for declassification is denied by the head of an organ of state, the person making the request may seek an advisory opinion from the Human Rights Commission before submitting an appeal to the Minister.

Recommendation 17: The Bill should also provide that where a Minister rejects the appeal of a person or organisation whose request for declassification has been denied, the person making the request may appeal against the Minister’s decision to a Court. 
17.  Establishment of a National Declassification Database

Section 41(1) provides for the establishment of a National Declassification Database, which will contain declassified information and be available to the public. However, the section has a proviso that states that no declassified information may be placed in the Database if access to such information may be refused in terms of the Promotion of Access to Information Act of 2000.

The proviso is unsound. If the information has been declassified, then it should surely be available to the public. 

Recommendation 18: The proviso in section 41(1) should be deleted.

18.  Responsibilities of NIA

Section 42 provides that NIA will be responsible for monitoring the national protection information policies and programmes carried out by organs of state. NIA will conduct on-site inspections and reviews for the purpose of monitoring the protection of information programmes. It will also provide expert support and advice to organs of state on the classification and declassification of information; on requests to review the classification of information; and on the development of education material and running of training and awareness programmes. NIA must report annually to Parliament on the monitoring it carries out in terms of the Act (section 58(3)). 

Given its mandate and expertise, NIA can provide useful technical and other advice to government officials in relation to the protection of sensitive information. However, it would be inappropriate for NIA to be overly involved or solely involved in advising organs of state on whether or not information should be classified. Precisely because one of NIA’s major functions is the protection of information, the Agency is not oriented towards the promotion of access to information. As required by the Constitution and the Bill, this is the orientation that should guide decision-making on classification of information.
The Bill should therefore provide for the involvement of the Human Rights Commission in the implementation of the Act. The Commission’s constitutional functions include promoting respect for human rights and a culture of human rights; promoting the protection, development and attainment of human rights; and monitoring and assessing the observance of human rights in South Africa (section 184(1) of the Constitution). The Commission has a number of important functions in relation to the promotion and implementation of the Promotion of Access to Information Act of 2000.

Recommendation 19: The Bill should state that the Human Rights Commission will provide advisory and training support to organs of state in relation to the implementation of the Act, play a monitoring role and report annually to Parliament in this regard.
Section 43 of the Bill provides that if disputes between NIA and an organ of state arise in relation to any of the section 42 responsibilities of NIA, the head of the organ of state or NIA may refer the matter to the Minister of Intelligence for resolution. Here, too, the problem is that the Minister of Intelligence has a functional interest in the protection of information rather than the promotion of access to information.

Recommendation 20: The Bill should state that disputes between NIA and any organ of state must be referred to the Minister of Justice for resolution.

19.  Section 44 and 45 offences

Sections 44 and 45 deal with “espionage offences” and “hostile activity offences”. They describe the types of information whose disclosure is prohibited and specify the accompanying penalties for disclosure. For example, it is an offence punishable by imprisonment for up to twenty-five years to communicate state information with the intention of prejudicing the state where, if the information is sensitive information, its disclosure may cause serious or irreparable harm to the security or interests of the state or may cause other states to sever diplomatic relations with the Republic (section 45(1)(a)). 

These provisions require a difficult assessment of the possible outcomes of disclosing particular information. In many instances there would be no way of knowing whether the disclosure might cause other states to sever relations with South Africa. The difficulty of such assessments precludes certainty regarding the offences.
The section 44 and section 45 descriptions of sensitive information correspond exactly to the section 20 definitions of ‘confidential’, ‘secret’ and ‘top secret’ information. However, sections 44 and 45 make no reference to the classification of the information in question. An offence might consequently arise even if the information has not been classified. This is unreasonable. 

Recommendation 21: Sections 44 and 45 should not refer to the possible outcomes of disclosing sensitive information. Instead, they should refer more clearly and simply to information that has been classified or designated ‘confidential’, ‘secret’ or ‘top secret’.

20.  Protection of information in courts

Section 57 covers the manner in which courts should deal with the disclosure or non-disclosure of classified information in the course of legal proceedings. Section 57(9) provides that the head of an organ of state may apply to a court for an order restricting the disclosure of unclassified state information whose disclosure would undermine the national interest. This is unsound. If the information requires protection from disclosure, then it should be classified.
Recommendation 22: Section 57(9) on restricting the disclosure of unclassified information in the course of legal proceedings should be deleted.

21.  Definition of intelligence

Section 1 of the Bill defines “intelligence” to mean “any information, obtained by any means, for the purpose of crime prevention, investigation and combating or for the purpose of informing any government decision- or policy-making process carried out in order to protect national security or to further the national interest and includes the definitions of counter-intelligence, crime intelligence… as set out in section 1 of the National Strategic Intelligence Act, 1994 (Act No. 34 of 1994)”.

This definition of intelligence – which includes any information obtained by any means for the purpose of informing any government decision- or policy-making process that is carried out to further the national interest – is much too broad. It covers virtually all the information that is held by the state. The definition also covers the research and advocacy activities that are undertaken by civil society bodies with the aim of informing government decision-making or policy-making processes in order to further the national interest.

It is unclear why the Bill requires a definition of “intelligence”. The Bill does not in fact refer to “intelligence” per se. Instead, it refers to “intelligence agents” (which might require a definition), “national intelligence structures”, “intelligence services”, “intelligence functions” and “intelligence methods”. There is an important provision on non-disclosure of intelligence methods (section 33(2)(a)), but the Bill’s definition of intelligence is entirely unhelpful in this regard. 

Recommendation 23: The definition of ‘intelligence’ should either be deleted or be replaced by a more succinct and appropriate definition. 

22.  Technical issues

In addition to the substantive concerns raised above, the Bill appears to have a number of technical flaws that require redrafting:

a. Section 8 deals with the “Intrinsic value approach”. It describes what this approach entails but does not define the term. A definition is required because the meaning of the term is not self-evident. Section 1 of the Bill, which deals with “Definitions and interpretation”, does not define the term but simply refers the reader to section 8 of the Bill.

b. Section 15(4) states that “the national interest of the state must at all times be guided by the values upon which the South African state is founded…”. Possibly what is meant here is that the determination of the national interest must at all times be guided by the values etc.

c. It appears that the term “sensitive information” refers only to sensitive state information and not to sensitive commercial information or sensitive personal information (see Chapter 5 and section 20). It might therefore be clearer if the term “sensitive information” were replaced by the term “sensitive state information”.

d. Section 25(1) provides that information is declassified on “expiration of a maximum time frame for the duration of classification as determined by the original classification authority, which must be less than the initial protection period”. The maximum time frame must surely be greater than the initial protection period. Further, it is unclear what the term “initial protection period” means.

e. Section 30(2) provides that designated information may only be communicated to persons who have a legitimate need to know in order to fulfil their official duties or contractual responsibilities; persons with a need to know must have a security clearance (section 1). Section 30(3), on the other hand, provides that designated information can be released in accordance with the policies of organs of state, legislative requirements, directives of government and the orders of courts. Sections 30(2) and 30(3) thus appear to be inconsistent, the former limiting communication of designated information to persons with a security clearance and the latter allowing for broader release of designated information. The apparent inconsistency could be resolved with a clearer formulation.

� Preamble to the Promotion of Access to Information Act No. 2 of 2000.


� Section 5 of the Promotion of Access to Information Act.


� See, for example, the Preamble, section 1(d), section 41(1)(c) and section 199(8) of the Constitution.


� Preamble to the Promotion of Access to Information Act.


� Preamble to the Promotion of Access to Information Act.


� See section 63 of the Promotion of Access to Information Act.


� See sections 83 – 85 of the Promotion of Access to Information Act
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