Submission by the South African National Editors' Forum (Sanef)

on the

Protection of Information Bill

When the Protection of Information Bill was withdrawn last year it was stated that too much work needed to be done on the Bill and the time left in the parliamentary term was insufficient to enable this to be achieved.

However, the new version of the Bill that has been presented to parliament does not reflect that a large amount of work has been done in effecting change to the substance of the Bill. 
Amendments have been made but the essential elements that Sanef and other civil society institutions objected to relating to the Bill's extremely broad range of coverage enabling state protection of information to extend widely into the country's affairs and the concentration on national interest instead of national security as a basic consideration for classification of information as requiring protection have not undergone much, if any, change to meet those criticisms. Indeed, we wish to stress that our objections to these aspects of the legislation are underscored in this submission because they are reintroduced virtually unchanged.

If anything, Sanef believes that many of the changes that have been made have tightened the state's grip on maintaining the secrecy of information and have extended the powers of politicians over the classifying of information. They have also removed the few softening features of the original version. While some of these softening Sections were overridden by other Sections in the original legislation, they nevertheless provided a brake on indiscriminate classification and gave those with the authority to classify information and documents pause to reconsider.

Indeed, Sanef is deeply disappointed that the ethos of transparency and open government in the country's Constitution has again been ignored with a construct leaning heavily towards control of information.

Sanef recognises that there are certain types of information relating to national security which must be protected but a country professing to be a democracy with an open society should focus attention on the framing of legislation governing this aspect of the country's activities as narrowly as possible so that Constitutional values are promoted rather than obstructed and negated.

In our original objections we complained about the lack of consultation in framing the Bill and we emphasise that complaint again. After the Bill was withdrawn no attempt was made to consult with Sanef or other civil society organisations which had raised objections to the legislation.

Among the ``softening'' Sections that have been removed from the new Bill are the following:

In the original Bill under the broad heading of Nature and General Principles of Information, sub-heading State Information, it was stated in Section 5 (2) -- ``State information is not automatically protected against disclosure'' -- and (3) -- ``State information should be made available to the public unless there are good reasons to withhold it''. These have been excised from the new Bill. Sections such as these encourage civil servants to consider more closely their obligations to an open society when dealing with government information; their removal means that these injunctions relating to open governance have disappeared leaving no prospect of their content impacting on the minds of civil servants. In the new Bill the opposite injunction remains (under Section 4) which states, ``State information may, in terms of this Act, be protected against unlawful disclosure, destruction, alteration or loss''. This overly emphasises the need for information to be protected.

This emphasis is given added weight in Section 6 (Section 7 in the original Bill) which after outlining in a series of sub-Sections the open society Constitutional principles relating to accessibility to information and the advantages to society of the free flow of information has an additional sub-section (j) which states that all the foregoing sub-sections ``are subject to the security of the Republic, in that the national security of the Republic may not be compromised''. This last Section provides stimulates a mindset directed towards classification and maintaining secrecy.  
Sanef with its basic objection to the Bill's wide-ranging reach into all aspects of society and the communities in South Africa notes that the changes in the Bill -- which though they appear to be minor -- increase the restrictive scope of the proposed legislation.

The new Bill switches to the Definitions Section 1 the content of the original Bill's Section 14 which states, ``Sensitive information is information which must be protected from disclosure in order to prevent the national interest of the Republic from being harmed''. It merely adds that disclosure must be unlawful which has a slightly narrows the kind of disclosure. This was objected to because it imposed the much broader national interest as a guiding principle in classifying information over the narrower concept of national security. The same criticism applies to the new Bill. Indeed, it is noted that the compass of the Section is substantially enlarged in the new Bill which retains the old Section 15 (Section 11 in the new Bill), covering the same point in more detail and expanding the interpretation of national interest by adding to Section 11 (1) the phrase, ``but not limited to''. This now reads: ``The national interest of the Republic includes, but is not limited to --''.  What follows is a comprehensive description of the subject of national interest.

In addition, this Section’s reach is broadened further by the addition of a new sub-section (g) which expands the issues requiring protection to those outlined in Sections 34 to 42 of the Promotion of Access to Information Act. One questions the inclusion of this Section because it deals with information that is already protected by this Act and which, apart from Section 41, appears to have no connection with national security. 
The original Bill contained in Section 14 sub-section (4) which requires that classification officials must ensure that declassification instructions are marked on classified information. This is omitted in Section 14 of the new Bill, again signifying tighter control on classification and removing readily available information promoting declassification.

The new Section 16 under the heading of Authority to Classify Information removes a safeguard in classifying information contained in the original Bill in Section 21 (5). This states, ``Original classifiers must provide a written justification for each initial classification decision''. The removal of this safeguard means that the application of classification can be abused as there is no record of the reasons subject to oversight by a senior official.

The new Section 17 (1) (e) removes another safeguard by changing the wording of the original version's Section 22 (c) which admonishes that classification is ``an exceptional measure and should be used sparingly'' to classification being ``an exceptional measure'' to be used in accordance with previously laid down principles relating to the national interest and classification levels outlined in two other sections of the Bill. The elimination of the word ``sparingly'' removes cautionary advice.

Another change has been made in the original version under Section 22 (e) which follows the journalistic principle of ``when in doubt leave out''. The original version states ``if there is significant doubt as to whether information requires protection it should not be classified''. Under the new version's Section 17 (e), ``it should not be classified'' is replaced with ``the matter must be referred to the Minister (the President or the Minister of State Security) for a decision''. This introduces political decision-making to what should be a decision based on proper and factual criteria. Instead it overrides doubt.

The new version also removes two important sections devoted to automatic declassification of classified information -- Sections 25 and 26 in the original version.

The two sections are:

Automatic declassification

25 (1) Automatic declassification is the immediate and self-executing

declassification of information based on the --

 (a) occurrence of a specific date or event as determined by the original

classification authority upon which the information will no longer need

protection;

 (b) expiration of a maximum time-frame for the duration of the classification determined by the original classification authority; or

 (c) expiration of a maximum time-frame for classification in terms of this Act.

 (2) Classified information may not be protected for longer than the protected periods referred to in Section 27 (in the new version this is Section 20).

Automatic declassification of all classified information

26 When this Act takes effect, all classified information which --

 (a) was classified on or before 10 May 1994 is automatically declassified, unless such information is classified in terms of this Act;

 (b) is more than 20 years old from the date of original classification is automatically declassified, unless such information is classified in terms of this Act; or

 (c) was formerly classified as ``restricted'' is automatically declassified, except as provided for in section 3(2)(d).

While some of the points made in these two sections are contained in the new versions' Sections 19 and 20, it removes the automatic declassification of material classified before May 10 1994. It also removes the general concept of automatic declassification except in relation to the 20 year period.

A concerning feature of the amendments to old version Section 28 (new version Section 21) under the heading of Criteria for Continued Classification of Information occurs under sub-section (1) where declassification of information may harm the country's ``national interests''. Apart from the fact that again the broad interests of the country are being brought in – improperly in our view -- to ensure continued secrecy, the fact that such a consideration should be predicated to narrow national security interests are ignored. Also sub-section (2) (a) raises the concept of special considerations being taken into account in making a classification decision that relates to disclosure of information of ``an intelligence or law enforcement investigative method''. The concerns here are the undesirability of maintaining secrecy over investigative methods and the fact that maintaining secrecy over such activity may give rise to abuse such as covering up torture as an investigative method especially as it is predicated to protecting the national interest.

This section also encompasses protection for a confidential source -- and media has a special sensitivity to such a requirement.

It is noted that this section extends protection to South Africa's relations with a foreign government but it is difficult to understand the need for this protection to extend to SA's relations with an ``international institution'' (sub-section (2) (e)). The new version adds ``international institution'' to this sub-section and again it raises questions of the potential for abuse.

Sanef also expresses concern that another sub-section has been added to the Bill under Section 21, extending the powers of the Minister of State Security. Sub-section (3) states the Minister may, after taking into consideration all aspects of the survival and security of the state and the pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations together with the consideration of the benefits of secrecy and the aspects of information protection and disclosure authorise the classification or declassification of any category or class of classified information.

Sanef's concerns relates to the excessive powers this section devolves on the minister which virtually transcends all other aspects in the Bill. It questions whether in such a sensitive area a political person should be able to wield such power. It should also be borne in mind that the scope the Bill gives the minister is extremely wide, relating to the national interest which itself covers almost every facet of activity in South Africa. In effect it is authorising the minister to decide what information on almost every conceivable subject should be withheld from South Africans and by using his powers of declassification what selected information should be allowed to become public property. 
Sanef also notes the manner in which penalties have been increased in Section 32 by the addition to already heavy sentences minimum sentences of between 15 and three years for certain categories of offences.

In addition to the foregoing, Sanef includes the comments its legal representative made when the Bill first came before parliament basing this on the fact that the basic content of the Bill is the same as the original, document and the comments applied to that version of the Bill are applicable to this latest version.
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Annexure: Legal comments on Bill.


