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Constitutional Emphasis on Openness

The point of departure for any discussion on transparency and secrecy must be the Constitution, which is supreme law and the foundation of our democratic order.  Section 32(1) of the Constitution contains the following emphatic assertion on access to information: “Everyone has the right of access to any information held by the state and to any information that is held by another person and that is required for the exercise or protection of any rights”. Section 32(2) provides that national legislation must be enacted to give effect to this right. The relevant legislation is the Promotion of Access to Information Act No. 2 of 2000 (hereafter “PAIA”).

PAIA aims to foster a culture of transparency and accountability in public and private bodies by giving effect to the right of access to information. Preamble to the Promotion of Access to Information Act No. 2 of 2000. It applies to the exclusion of any provision of other legislation that prohibits or restricts the disclosure of a record of a public or private body and that is materially inconsistent with an object or provision of the Act. Section 5 of the Promotion of Access to Information Act. The Protection of Information Bill must therefore consistent with PAIA. If this is not the case, discrepancies will arise in the application of the two acts and the public’s right of access to information will be compromised.  

Furthermore, any limitation of the right of access to information must be consistent with the constitutional provisions on limitation of rights. Section 36(1) of the Constitution provides: “The rights in the Bill of Rights may be limited only in terms of law of general application to the extent that the limitation is reasonable and justifiable in an open and democratic society based on human dignity, equality and freedom, taking into account all relevant factors, including a) the nature of the right; b) the importance of the purpose of the limitation; c) the nature and extent of the limitation; d) the relation between the limitation and its purpose; and e) less restrictive means to achieve the purpose”. 

In addition to providing for the right of access to information, the Constitution emphasises the principles of transparency, openness and accountability as fundamental tenets of governance. See, for example, the Preamble and sections 1(d), 36(1), 39(1), 41(1)(c), 59 and 199(8) of the Constitution. It declares that the founding values of the Constitution include “universal adult suffrage, a national common voters roll, regular elections and a multi-party system of democratic government, to ensure accountability, responsiveness and openness”. Section 1(d) of the Constitution. The right of access to information lies at the heart of transparent governance and provides a basis for democratic accountability and an open and free society.

There are legitimate grounds for protecting certain information from disclosure. Such information might relate, for example, to sensitive diplomatic activities, aspects of military, police and intelligence operations, and the private medical and financial records of individuals. Nevertheless, the protection of information must be mindful of the dangers inherent in secrecy; it must be exceptional and not routine; it must be balanced against the public interest in disclosure; it must take place according to criteria and rules approved by Parliament; and it must be consistent with the Constitution. 

In light of the above, secrecy should not rest on the broad concepts of ‘national security’ and ‘national interest’. Instead, it should be motivated with reference to specified and significant harm that might arise from the disclosure of particular information. The harm might relate to the lives and safety of individuals, the state or the country as a whole. Depending on the circumstances, however, the harm might have to be weighed against a strong public interest in disclosure. It must be stressed here that the government cannot seek to avoid all possible harm that might arise from the disclosure of sensitive information. Some risk of harm has to be tolerated in a democracy because the dangers posed by secrecy – lack of accountability, abuse of power, infringements of human rights and a culture of impunity – can imperil the democratic order itself.

Section 7: Categories Determined by the Minister

Section 7(1)(a) of the Bill states that the Minister for Intelligence Services must, within 12 months of the commencement of the Act, prescribe broad categories and sub-categories of information that may be classified, declassified and protected. Section 7(3)(a) states that the Minister shall publish in the Gazette a notice of these categories and provide an opportunity for organs of state and interested persons to submit comment. Section 7(3)(b) provides that the Minister may take into account such comments before establishing categories of information.

Recommendation 1. The establishment of broad categories of information that can be classified is a matter of great constitutional and political import. The Bill should therefore provide that Parliament must have an opportunity to comment on the categories that the Minister wishes to establish.

Recommendation 2. The Bill should provide that the Minister must, rather than may, take into account the submitted comments before finalising the categories of information that may be classified, declassified or protected.  

Section 8: Departmental Policies and Procedures

Section 8(1) states that the head of each organ of state must establish departmental policies, directives and categories for classifying and declassifying information. This is problematic for two reasons. First, it is bound to result in a great deal of inconsistency between the decisions made by different heads. Second, whereas the Minister for Intelligence Services must publish in the Gazette a notice of the categories of information that he or she wishes to classify and must provide an opportunity for organs of state and interested persons to submit comment (section 7(3)), the heads of organs of state are under no such obligation when they classify categories of information.

Recommendation 3. The Bill should not allow the heads of organs of state to classify categories of information. In the interests of consistency and transparency, this prerogative should be confined to the Minister for Intelligence Services, subject to public notice in the Gazette and an opportunity for comment by Parliament and interested parties. 

Sections 11 and 15: Sensitive Information and the National Interest

Sections 11 and 15 are the most problematic sections of the Bill. They provide so general and sweeping a basis for non-disclosure of information that they are reminiscent of apartheid-era secrecy legislation, inconsistent with PAIA and in conflict with the constitutional right of access to information.

Section 15 provides for the classification of sensitive information as “confidential”, “secret” or “top secret”. Section 1 defines ‘sensitive information’ as “information which must be protected from disclosure in order to prevent the national interest of the Republic from being harmed”. Section 11, headed “sensitive information”, defines the ‘national interest’ so broadly that the term encompasses almost everything: it includes “all matters relating to the advancement of the public good” and “all matters relating to the protection and preservation of all things owned or maintained for the public by the State” (section 11(1)). The ‘national interest’ also encompasses “the survival and security of the state and the people of South Africa” and “the pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations” (section 11(2)).

The definition of ‘national security’ is similarly broad, covering not only the physical protection of people from violence but also, as in the Constitution, “the resolve of South Africans, as individuals and as a nation, to live as equals, to live in peace and harmony, to be free from fear and want and to seek a better life” (section 1).

There are five problems with these overly broad definitions as a basis for secrecy:

	The definitions will be extremely difficult to apply in practice. In all organs of state, officials will have to decide whether the disclosure of particular information might harm “any matter relating to the advancement of the public good” or the “pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations”. These phrases are capable of many interpretations and it is therefore inevitable that there will be significant inconsistencies between the classifications made by different officials. 


	Because the definitions of ‘national interest’ and ‘national security’ are so broad, they are likely to lead to a chronic over-classification of state information, reminiscent of the apartheid era and inconsistent with the Constitution’s emphasis on transparency and access to information. 


	Sections 11 and 15 flow from the belief that “secrecy exists to protect the national interest” (section 17(1)(a)). This line of thinking is constitutionally unsound. Since the ‘national interest’ includes the pursuit of justice and democracy, as stated in section 11, it is not secrecy but rather transparency and access to information that protect the national interest. Similarly, the Bill suggests that the constitutional provisions on openness and access to information are “subject to the security of the Republic, in that the national security of the Republic may not be compromised” (section 6(j)). This is also a fundamental misunderstanding of the Constitution, whose approach to security requires openness and access to information.  


	The criteria for classifying information are too broad and vague. For example, sensitive information must be classified as ‘confidential’ if the unlawful disclosure of that information “may be harmful to the security or national interest of the Republic or could prejudice the Republic in its international relations” (section 15(1)(a)). The notions of ‘prejudicing the Republic in its international relations’ and ‘harming the national interest’ are overly broad catch-alls. In a democratic society some prejudice and risk of harm arising from the disclosure of information has to be tolerated in the greater interests of freedom, accountability and transparent governance.


	The Bill uses different concepts and criteria from those that appear in PAIA, which broadly speaking has the same subject matter as the Bill, namely the public’s right of access to information and the grounds on which such access can be denied. The Bill should be consistent with PAIA so as to ensure consistent application by officials. 


Recommendation 4. References to the ‘national interest’ and ‘national security’ should either be deleted from the Bill or made more concrete, narrow, specific and consistent with the constitutional right of access to information. Sections 11(3) and 21(2) provide examples of the kind of terminology that ought to be used. Alternatively, and preferably, the Bill should be amended so that it employs the same criteria and concepts as PAIA.

Section 23: Request for Status Review of Classified Information

Section 23(1) provides that interested non-governmental parties and individuals may request the head of an organ of state to declassify information that has been classified. Such requests must be in furtherance of a genuine research interest or legitimate public interest (section 23(2)). In practice, however, requests of this kind can only be made if the interested parties or individuals are aware that the information in question has been classified. In many cases they might not be aware of this. 

Recommendation 5. The Bill should state that where a person or organisation requests information from an organ of state and the request is denied on the grounds that the information is classified, the organ of state must inform the person making the request of the reasons for the non-disclosure, the duration of the classification and right to request that the information be declassified.

Section 29: Establishment of a National Declassification Database

Section 29 provides for the establishment of a National Declassification Database, which will contain declassified information and be available to the public. However, the section has a proviso which states that no declassified information may be placed in the Database if access to such information may be refused in terms of PAIA (section 29(7)). This proviso is unsound. If the information has been declassified, then it should surely be available to the public. 

Recommendation 6. The proviso in section 29(7) should be deleted.

Section 30:  Responsibilities of NIA

Section 30 provides that NIA will be responsible for monitoring the national protection information policies and programmes carried out by organs of state. NIA will conduct on-site inspections and reviews for the purpose of monitoring these programmes. It will also provide expert support and advice to organs of state on the classification and declassification of information; on requests to review the classification of information; and on the development of education material and running of training and awareness programmes.  

Given its mandate and expertise, NIA can provide useful advice to government officials in relation to the protection of sensitive information. However, it would be inappropriate for NIA to be overly involved or solely involved in advising organs of state on whether or not information should be classified. Precisely because one of NIA’s major functions is the protection of information, the Agency is not oriented towards the promotion of access to information. As required by the Constitution and the Bill, this is the orientation that should guide decision-making on classification of information.

The Bill should therefore provide for the involvement of the South African Human Rights Commission (SAHRC) in the implementation of the Act. The SAHRC already has a number of important functions in relation to the promotion and implementation of PAIA, including monitoring compliance with the Act, making recommendations and facilitating realisation of the right of access to information. See sections 83 – 85 of the Promotion of Access to Information Act.

Recommendation 7. The Bill should state that the SAHRC will provide advisory and training support to organs of state in relation to the implementation of the Protection of Information Act, play a monitoring role and report annually to Parliament in this regard.

Section 31: Dispute Resolution
 
Section 31 of the Bill provides that if disputes between NIA and an organ of state arise in relation to any of the section 30 responsibilities of NIA, the head of the organ of state or NIA may refer the matter to the Minister for Intelligence Services for resolution. Here, too, the problem is that the Minister for Intelligence Services has a functional interest in the protection of information rather than the promotion of access to information.

Recommendation 8. The Bill should state that disputes between NIA and any organ of state must be referred to the Minister of Justice for resolution.

Section 46: Protection of State Information before Courts

Section 46 covers the manner in which courts should deal with the disclosure or non-disclosure of classified information in the course of legal proceedings. Section 46(9)(a) provides that the head of an organ of state may apply to a court for an order restricting the disclosure of unclassified state information whose disclosure would undermine the national interest. This is blatantly unsound. If the information requires protection from disclosure, then it should be classified.

Recommendation 9. Section 46(9)(a) on restricting the disclosure of unclassified information in the course of legal proceedings should be deleted. 

