COSATU SUBMISSION ON THE PROTECTION OF INFORMATION BILL [B6‑2010]
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1. INTRODUCTION
COSATU is appreciative of the opportunity afforded by the Ad Hoc Committee on Protection of Information Legislation to submit comments on the Protection of Information Bill [B 6‑2010], hereafter referred to as the “Protection of Information Bill / Bill”. Having considered the Protection of Information Bill we support its objectives to the extent that these are intended to introduce a new dispensation that is more consistent with our Constitution, and which would reflect a shift away from apartheid-style secrecy in relation to access to information.  In particular we support the long overdue proposed repeal of the current Protection of Information Act 84 of 1982.  We believe that legislation aimed at protection of information must strike a balance between the security interest of the Republic against the need to ensure full protection of the rights of the public to knowledge and access to information as guaranteed in our Constitution. 
We believe that there should be guaranteed mechanisms for the access to and disclosure of information relevant to the protection of human rights from violations especially within the context of workers rights, public health, environmental rights, as well as other information pertaining to the broader public and social interest. 
Notwithstanding our support for the Bill in removing apartheid legislation from our statute books, we have a number of concerns with the Bill in its current form. We note with concern that key provisions of the Bill are overly broad and vague, and that it provides for wide criteria enabling information to be classified as “confidential”, “secret” and “top secret”. These provisions, as we will outline in this submission, seriously undermine transparency and accountability in governance as envisaged in section 2 of the Bill. 

The Bill seeks to regulate the classification of information associated with commercial contracts entered into by Government Departments, State-Owned Enterprises (SOEs) and other state entities.  It also includes instances where the State has contracted with private entities. We are gravely concerned by the unintended consequences that may result if the Bill is not revised to curb likely abuse of its provisions, as we have elaborated in this submission.

When one considers this Bill with other pieces of legislation such as the Protected Disclosure Act
, the Promotion of Access to Information Act
 (PAIA) and The Companies Act
. It is evident that this Bill is not in sync with their objectives and may erode the gains made in the arena of access to information by workers and the poor.  This would make it difficult to obtain information and even harder for whistle blowers to disclose information about irregularities, corruption and illegalities within government, SOEs and private companies.

We believe that the review and appeal mechanisms contained in the Bill are inadequate, especially since the Bill would grant excessive power to the relevant administrative heads of organs of state and the Minister under whom the institution would fall.  Further we have concerns about the overly wide powers to delegate the authority to classify information without ensuring adequate mechanisms to counter abuse. 
2. SPECIFIC CONCERNS WITH THE PROTECTION OF INFORMATION BILL
2.1. Definition of Organ of State

The definition of an “organ of state” in section 1 of the Bill extends beyond what is envisaged in the Constitution
 and the Public Finance Management Act (PFMA), as paragraph (b)includes “ any facility or installation declared as a National Key Point” in terms of the 1980 National Key Points Act.  As this would deem those private entities are National Key Points as organs of state, we are concerned about the powers that this would grant to CEOs and other senior executives to classify information, thereby restricting or even precluding its access and dissemination.  Many environmental and community-based organisations have long complained of instances where information regarding serious public health and environmental violations has been suppressed under the pretext of protecting security-related concerns.  The provisions of the Bill will create further opportunities for private entities to act with impunity.  
Accordingly we are calling for the deletion of paragraph (b) under the definition of an “organ of state”. The definition in the Constitution and the PFMA suffice and are broad enough to include all government departments, state-owned enterprises and various other state institutions. 
CHAPTER 5
2.2.  National Interest of the Republic.
Section 11 of the Bill outlines the meaning of the “national interest of the Republic”, thereby laying the basis for determining which information may be “classified” and subject to restricted access and dissemination.  We accept that protection of state information is important for the purposes of protecting the security of the Republic and its citizens, and that national
 and International law
 can be invoked as a ground to impose restrictions on freedom of access to information. However, it is of paramount importance that state information that is eligible for classification is narrowly defined so as to ensure that any restrictions are limited to information that is absolutely necessary for protecting national defence, security, international relations and where such disclosure would expose the Republic to an identifiable and serious threat.
The overly broad reach of the Bill’s provisions is reflected in subsection 11(1)(b), which states that the “national interest” includes “ all matters related to advancement of the public good”.  This is capable of being construed as including virtually all activities of government.  This provision is overly broad and is likely to lead to ambiguity.  As such it runs counter to the fundamental principle of legality, which requires that all law be clear and ascertainable, and that consequences of breach be foreseeable.   Accordingly it raises concerns that it may be subject to constitutional litigation if passed in its current form.
Further subsections 11(1)(b), 11(2) and (3) identify various other factors that similarly define “national interest” overly broadly to include, amongst others, the “pursuit of ....economic growth, free trade, a stable monetary system, ...sound international relations and .... political and economic relations with international organisations and foreign governments”.  While on the face of it many of these factors are correctly described as relating to “national interest”, it is problematic within this context since it would have the effect of restricting access to related information.
Section 36 of the Constitution requires that the limitation of the constitutional right must be required by law and secondly this law must have general application. Whereas the current definitions in the Bill would enable a broader classification of information than would justifiable in terms of the Constitution.    Further, even where a limitation has a justifiable objective, the least restrictive means of achieving this objective should be employed.  However, the Bill as whole reflects the opposite approach of permitting overly-wide powers.

Therefore legislation granting discretionary powers to administrators to restrict rights must of necessity furnish guidelines on the proper exercise of that discretion.  This would require that the definition of “national interest” should be significantly revised to incorporate this.
This view is reflected in the European Convention for the Protection of Human Rights and Fundamental Freedoms; Article 10(2), which states:

 “The exercise of these freedoms, since it carries with it duties and responsibilities, may be subjected to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interest of national security, territorial integrity or public safety, for the prevention of disorder or crime, for the protection of health or moral, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary”.
2.3. Commercial Information

Section 12 regulates the classification of information associated with commercial contracts entered into by Government Departments, state-owned enterprises, and other state entities, and thereby includes where the State has contracted with private entities. To illustrate our concerns, if the Bill is to be passed in its current form, pertinent commercial contracts and tender processes associated with the 2010 Fifa World Cup would be capable of being declared “classified information” in the name of national interest. The special pricing arrangements applicable to Eskom’s supply of electricity to aluminium smelters owned by BHP Billiton would also be regulated in terms of this Bill.
The Protected Disclosures Act provides for protection of individuals making disclosures about serious abuses and irregularities particularly in the workplace.  Further we note section 159(4) of the Companies Act , which states:
“A shareholder, director, company secretary, prescribed officer or employee of a company, a registered trade union that represents employees of that company, or an employee of such a supplier, who makes a disclosure contemplated in this section- 

(a) has qualified privilege in respect of the disclosure: and

(b) is immune from any civil, criminal or administrative liability for that disclosure.”
Section 12 of the Bill has the effect of seriously undermining the objectives of both the Protection of Disclosures Act and section 159(4) of the Companies Act.  A major concern for COSATU are the implications that the Bill has for workers, who may be restricted from disclosing information that has been classified in terms of the Bill even if this is in furtherance of their rights or it is necessary to blow the whistle on irregularities. In particular in terms of subsection 12(2)(a) “commercial information” is described as that “which may prejudice the commercial, business or industrial interest of an organisation or individual if disclosed  This provision goes on to list, types of “commercial information” that includes amongst others information that may result in “ loss or competitive or reputational injury to the organisation or individual concerned”. 
This provision is overly broad and will potentially lead to serious abuse..  Whilst disclosures relating to exploitation of workers, poor working conditions and violations of public health and environmental standards will embarrass and cause reputational injury, such disclosures are necessarily in the public interest. The fact that its suppliers, competitors and clients will view the company differently and in a manner that is not be favourable to its business interest  is not an adequate justification to enable the suppression of the disclosure of information.
It is our submission that commercial information be removed from this Bill as this adequately dealt with in terms of the common law, company law and other legislation. 
3. CHAPTER 6
4.1
Classification Levels 

Section 15 enables the categorisation of information into various “classification levels”.  These are as listed below in order of increasing levels of sensitivity:

· Confidential;

· Secret; and

· Top Secret.

In particular subsections 15(1)(b)and (2)(b) deal with the disclosure of commercial information which may cause financial loss to an entity or may prejudice the entity with its clients, competitors, contractors and suppliers. We are calling for the deletion of all references to commercial information in the Bill in line with our submission above.
4.2
Authority to classify information
Section 16 grants any head of an organ of state the authority to classify information and that authority can be delegated to a subordinate staff member. 
It is of serious concern that the Bill proposes to grant administrators extensive powers to limit a constitutional right and that it does so without any independent supervision or checks and balances.  Further the administrator will have the discretion to determine whether information poses a threat to the “national interest”, which as we have already indicated is defined in an overly broad and vague manner in the Bill.
We have noted that section 7 in the Bill states that the Minister must prescribe national standards and procedures within 12 months after the Bill has been passed and brought into operation.  These would act as a guide for administrators in implementing its provisions.

Further section 8 requires that organs of state establish their policies and procedures to ensure implementation of the Bill once passed within 18 months.  We are concerned about the feasibility of this being achieved within the time stipulated, taking into account our experience of poor compliance with PAIA provisions by government departments.Such discretionary powers resemble those of the current Protection of Information Act that was passed in 1982, despite the fact that this Bill is in repealing it should signal a different approach emphasising greater transparency.
It is also alarming that the Bill is silent on the relevant skills or expertise required of the administrator empowered to make decisions and determine the classification of information.  The Bill must set out clear criteria and guidelines as to what is required for the classification of information and regulating the disclosure thereof.. 
We are calling for the establishment of an oversight body that will be responsible for reviewing the decisions made by the administrators on request and on its own accord as part of its functions. We are also calling for the Bill to provide guidelines on the skills and training /that relevant officials must undergo in order to implement the Bill once passed.
4.3
Report and Return of Classified Records 
Section 18 requires that a person who is in possession of a classified record, and who is aware that such information has been made available unlawfully,, should report such possession and return the record to a SAPS member or the State Security Agency. This is of concern as workers often gain access to information in the course of their employment..  This information may at times be relevant for the exercise of their rights and would normally be communicated to trade union representatives for the purposes of advice.  However, the Bill does not envisage any protection for such a disclosure, and specifically not to trade union representatives.
Section 18, read with section 38, criminalises the disclosure of such information and in so doing effectively annuls the provisions contained in sections 5 to 9 of the Protected Disclosure Act, which protect workers who have disclosed in the manner prescribed in the Act. Instead if the Bill is passed in its current form, such information will have to be reported to the State Security Agency or SAPS and no further disclosure may be made without risking criminal prosecution and imprisonment. It would be more appropriate to enact legislation that encourages transparency  and good corporate governance.
We are calling for a specific provision to be introduced to ensure protection for whistleblowers and a public interest provision where such information may be disclosed to the public if the public interest outweighs the national interest.  Further it should be made explicit that the Bill will not override the provisions of the Protected Disclosures Act and should be aligned with PAIA in its implementation.
4.4
Declassification of Information
Section 19 grants the very same institutional head that classified the information the authority to declassify the information.  In so far as this is limited to the long-term scheduled review of information classification, this provision is not necessarily problematic.  However, it raises serious concern when this power is extended to considering requests for a “review” of his/her own decision to classify specific information, particularly in relation to the question of conflict of interest.  This Bill in essence fails to reflect the general principles  in section 6, especially under paragraphs (i) and (j) , which require that measures to protect state information should not infringe unduly upon personal rights and liberties.  Further human rights and liberties should not be unduly dependent on administrative decisions and relevant measures must have regard to freedom of expression, the right to access information and other rights and freedoms enshrined in the Bill of Rights.
This confirms our position that we are indeed in need of an independent authority to be tasked with the duty of declassifying information. We are therefore calling on the Committee to consider the establishment of such an independent body that would ideally work in co-operation with the State Security Agency.
5.     CHAPTER 7

5.1 
Regular Review of Classified Information, Requests for Status Review of Classified Information and Appeal Procedure

Sections 22, 23, 24, and 25 respectively deal with the request for review, status review procedure and the appeal procedure applicable to the declassification or downgrading of a classification level. Collectively these provisions empower relevant heads of organs of state or other senior administrators to classify information, and thereafter consider requests to review their own decisions with no regard to the potential conflict of interest that it gives rise to.  Appeals against an administrator’s decision on a request for review must be submitted to the Minister under which the organ of state falls.  In certain instances it may not be appropriate to lodge an appeal to the Minister.  However, the Bill does not envisage any further or alternate recourse of action.  
Failing this, although the Bill is silent on the matter, it is clear that an applicant requesting declassification of specific information would have no other option but to launch a court application.  The Bill seems to insensitive to the cost implications that this would have especially for South Africans who are poor. Currently there are numerous PAIA requests lodged with government departments and other institutions that have not been processed despite the legal time limits placed on delays by government institutions in complying with PAIA requests.. We believe that the process envisaged in the Bill will create obstacles for poor people and workers who will not be able to exercise their rights. 

Section 23(2) requires that the request for review of classified information must be “in furtherance of a genuine research interest or legitimate public interest”. This provision is not consistent with section 9 of PAIA and section 32 of the Constitution, which states that everyone has the right of access to any information held by the State. Both Acts provide for an unqualified right to access to information in State hands. on the premise that the State holds information  on behalf of its people as a custodian. Accordingly we are calling for the current qualification to be removed from section 23(2).
The specific meaning and content of freedom of information finds its basis in a number of authoritative sources.  The 2000 Annual Report of the UN Special Rapporteur on Freedom of Opinion and Expression to the Commission on Human Rights elaborates on a number of key principles, including:

· the principle of maximum disclosure,
· the obligation to publish,
· the promotion of open government, and
· the limited scope of exceptions.
The Report also reiterates that any requests for information should be processed speedily and requesting persons should not be deterred from making requests for information by excessive costs. We believe that this Bill would place formidable obstacles in the way of the ordinary working class people who want to exercise their right to access to information.  It is also inconsistent with therecommendations arising from  UN Special Rapporteur Annual Report on Freedom of Opinion and Expression to the Commission on Human Rights.
We are calling for an independent body that will act as an opinion giving and advisory body on matters of classified information security. We are calling for the Bill to be revised to vest comprehensive oversight powers such an oversight body, including the powers to review classified information, review the decision of the administrators and to hear appeals and to order the declassification of information. This oversight body should enjoy unimpeded access to classified information and work side-by-side with the State Security Agency.
 6.
CONCLUSION
It is worth noting the fact that we come from a past that upheld secrecy, a mechanism for enforcing serious human rights violations and general oppression.  The rights of access information may only be limited to the extent that the limitation is reasonable and justifiable in an open and democratic society one that is based on human dignity, equality and freedom.

Legislation such as PAIA amongst others were enacted to foster a culture of transparency and accountability.  Further active citizenship in governance is promoted through access to information to enable the citizens the ability to exercise and protect their rights meaningfully in line with the founding values of our constitution. This Bill seeks to undo many of the advances made and if passed in its current form will take us a step back as a country and especially as a democratic state. It is therefore our submission to the Ad Hoc Committee to seriously consider the possibility of subjecting the Bill to significant redrafting. South Africa boasts of one of the most progressive Constitutions in the world and it is in that light that we should ensure that the legislation that is eventually enacted is not only in line with our Constitution, but is also progressive in furthering the realisation of the civil and political rights enshrined in our Constitution. 

.
� Act 26 of 2000


� Act 2 of 2000


� Act 71 of 2008 Section 159


� Section 239 Act 108 of 1996


� Promotion of Access to Information Act 2 of 2000; Chapter 4; Section 34 to 42


� International Covenant on Civil and Political Rights (ICCPR); Article 19(3) “The exercise of the rights provided for in this article carries with it special duties and responsibilities. It may therefore be subject to certain restrictions, but these shall only be as are provided by law and are necessary: (a) For respect of rights or reputations of others; (b) for the protection of national security or of public order’ or public health or morals”.
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