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30 May 2010
Att: Vhonani Ramaano
The Secretary

PC: Justice & Constitutional Development 
W/S 3/080
90 Plein Street
Cape Town, 8000

Dear Sirs

The protection of personal information is one of the many requirements of the King III Code of Corporate Governance in South Africa. Our company, the IT Governance Network, is a leading provider of IT governance services and therefore we are specifically interested in the improvement of the protection of personal information. We are active internationally and have colleagues in Switzerland and Germany who have been assisting their clients in this area for many years. Below is set out our submission for changes to the current draft of the Protection of Personal Information Bill. 

Limiting the impact and expense on public and private bodies

To enable easy access to information, the PAIA requires the appointed information officers or deputy information officers of public bodies and the heads of private bodies to prepare a manual of information processed by their organisation. In the PPI Act the information officer or deputy information officer of a public body and the head of a private body or any person duly authorised by the head, is identified as the information protection officer.

It can be expected that many data subjects will approach either the deputy information officer of a public body or the person authorised by the head of the private body, if any, to request information about the processing of personal information.

Any party, including the Regulator, requiring information should therefore be directed to approach the information protection officer named in the register maintained by the Regulator. All notifications to public and private bodies should be served on the information protection officer.

Data subjects will use either the PAIA manual or the PPI Regulator’s register to identify the information officer or information protection officer. This will assist data subjects in making requests and serve to reduce the impact that data subjects’ requests will have on public and private bodies. Requests for information must be directed to the specific individuals identified as information protection officers, and not randomly and inappropriately across the organisation (who then would require further systems to gather these requests).

The role of the information protection officer is important to the body as this is the person selected and authorised by the head of the body to interact with the Regulator and to data subjects. Consequently, this role should be clearly and unambiguously defined.
It is important to note that the Regulator cannot engage responsible parties directly. Every organisation will have a number of people identified as responsible parties, none of whom will be authorised by their respective organisations to communicate directly with external parties. Before the Regulator can engage with a responsible party, he or she must approach the point of contact indentified by the public or private body – the information protection officer.   

Reducing the workload of the Regulator

With well over 100 000 public and private bodies required to register their processing of personal information with the Regulator, and with the Regulator being required to effectively control the processing of personal information in many different environments, the resources of the Regulator are likely to be over-whelmed. Therefore it is proposed that there be two exemptions to the registering of processing of personal information with the Regulator:

· Bodies with less than nine employees, and who only process personal information for internal purposes, be exempt from registering with the Regulator if they register with a suitably experienced and skilled,  independent information protection officer 

· Bodies with more than nine staff, and who do process personal information for both internal and external purposes, are given a choice to register their processing of personal information with a suitably experienced and skilled, independent information protection officer; if that independent information protection officer is granted by the body, the powers defined for the Regulator in sections 43a to 43d; and on condition that the Regulator continues to be satisfied with the activities of the independent information protection officer. 

These and other suggested amendments are detailed below in order of the sections of the draft document.

Section 1

“categories” is not defined in section 1

“reasonably practical” is not defined in section 1 

Section 4A. (2) requires the addition of

f. domestic and international standards for information security management

to be part of the consideration when settling a dispute regarding “adequate safeguards”.

Section 14. option (1) requires the addition of 

(iii)
is not processed for any other purposes or used in support of measures or decisions regarding any particular individual
to protect the individual’s right.

Section 16. (1) would be more easily understood if the common term 

implement an effective system of internal control 
replaced the vague “take reasonably practical steps”.
Section 18 should be amended as follows

18.
(1)
A responsible party must secure the integrity of personal information in its possession or under its control by taking appropriate, reasonable technical and organisational measures to prevent—

(a)
prevent misuse, loss of, damage or unauthorised destruction of personal information; and
(b)
prevent unlawful access to, disclosure or processing of personal information; and

(c)
to ensure that data is reliable for its intended use, accurate, complete, and current.
as this more fully describes “integrity”

Section 21. (4) (c)  should be amended to require the notice to be placed on the Regulator’s web site in addition to, or rather than the responsible party, otherwise it would be burdensome for data subjects to monitor many organisations’ websites for this information.

(c)
placed in a prominent position on the website of the responsible party Regulator;

Section 25A – both options - could be improved to better safeguard individual rights by inserting after f(iii)

(f)
processing is for historical, statistical or scientific research purposes to the extent that─
(i)
the research serves a public interest;
(ii)
the processing is necessary for the research concerned;
(iii)
it appears to be impossible or would involve a disproportionate effort to ask for express consent; 

(iv)
is not processed for any other purposes or used in support of measures or decisions regarding any particular individual and
(iv)
sufficient guarantees are provided for to ensure that the processing does not adversely affect the individual privacy of the data subject to a disproportionate extent; or
Section 36. (1) (b) (ii) requires clarity by amending as follows

(ii) the remainder of whom must be appointed on account of their any other qualifications, expertise and experience relating to the objects of the Regulator and 

the required level of specialised knowledge as would be required for the scope of information processing carried out by all responsible parties and the protection requirements of the personal information collected or used by responsible parties.
Section 36. (1) (c) requires a stronger statement of independence and in particular must not be under anyone’s authority or direction, and therefore we suggest:
(c)
The Chairperson of the Regulator must perform his or her functions under the Act and the Promotion of Access to Information Act
 in a full-time capacity and must not be employed in any other capacity may not perform or undertake to perform any other remunerative work whether gainful or not, seek or take instructions from anybody, during the period in which he or she holds office as Chairperson.

Section 36. (1) (e) is in conflict with good corporate governance requirements as a Chairperson does not direct work (this is the responsibility of the CEO), but the Chairperson directs the outcome, and therefore this should be changed to read

The Chairperson must direct the outcomes achieved by the Regulator

Section 36 (5) (a) (i) grounds for dismissal do not include lack of independence and therefore we suggest

 (i)
the grounds of not acting in complete independence in the performance of his or her duties, misconduct, incapacity or incompetence;

Section 38. (1) (a) Good corporate governance requires the CEO to be accountable for the efficient and effective manner in which the work gets done and results achieved, therefore we suggest the following

(a)
a suitably qualified and experienced person as chief executive officer of the Regulator for the purpose of assisting directing the work of the Regulator, ....
Section 38. (1) (b) requires the CEO’s attention to be drawn to the core activities as defined in section 43 and therefore the following is suggested

(b)
such other staff as the Regulator may deem necessary to assist the Regulator and the chief executive officer, as the case may be, with all such work as may arise through the performance of its functions including but not limited to those defined in section 43 .
Section 43. (1) should also address advising data subjects about their rights and therefore the following should be added as (iv) 

(iv)
give advice to data subjects in the exercise of their rights;

Section 43. (1) (a) requires further details about the Regulator’s duties regarding maintaining a register of information protection officers – to match section 48 (2):

Insert  new:  “maintain a complete, accurate and valid register of information protection officers and to ensure it is available on the Regulator’s website” 

Section 43. (1) (a) requires further details about the Regulator’s duties regarding maintain a register of processing of personal information – to match section 53 (1):

Insert   “maintain a complete, accurate and valid register containing all notifications of processing of personal information by public and private bodies and to ensure it is available on the Regulator’s website”
Section 43. (1) (b) requires further details about the Regulator’s duties regarding monitoring and enforcing compliance based on the registration of processing of personal information:

new(v)
receive and process applications from public and private bodies to register the processing of personal information – to match to section 50 (1)

new(vi)
 review and only accept registrations from public and private bodies if the processing of personal information complies with the conditions for the lawful processing of personal information in sections 7 – 24. The Regulator is to inform public and private bodies of the Regulator’s acceptance or rejection of the application to process personal information. – to match to section 50 (1)
new(vii) move 55 “Processing subject to prior investigation” to here

new(v)
receive, review and respond to requests to transfer personal information to a third party who is in a foreign country from responsible parties within public and private bodies  – to match to section 69.

new(v)
to obtain access to any premises in which a responsible party or public or private body carries on its activities when there are reasonable grounds for presuming that an activity covered by this Act is being carried out there.
 Section 43. (1) (b) (v) requires further details about the Regulator’s duties when conducting an audit, including that the audit methodology must follow generally accepted practices and that the Regulator must work with the information protection officer – to match to section 48. (1) (c) 

(v)
conducting an audit in accordance with generally accepted information system auditing practices, when requested to do so by on his or her own initiative, after inspecting the register of processing personal information  of a public or private body, to conduct an audit in respect of personal information maintained by that body for the purpose of ascertaining whether or not the information is maintained according to the information protection principles conditions for the lawful processing of personal information by communicating directly with the registered information protection officer.

Section 43. (1) (b) requires further details about the Regulator’s duties when handling complaints

to handle complaints by—
(p)
(i)
receiving and investigating to receive and investigate complaints about alleged violations of the protection of personal information of data subjects and in respect thereof make reports to complainants within a reasonable time;

(q)
(ii)
gathering to gather such information as in the Regulator's opinion will assist the Regulator in discharging the duties and carrying out the Regulator's functions under this Act from a public or private body’s registered information protection officer;

(r)
(iii)
attempting to attempt to resolve complaints by means of dispute resolution mechanisms such as mediation and conciliation; 

(iv-a)
order that requests to exercise certain rights in relation to data be complied with where such requests have been in breach of the conditions for lawful processing of personal inforation;

(iv-b) 
warn or admonish responsible parties of public an private bodies;

(iv-c) 
order the rectification, blocking, erasure or destruction of all data when they have been processed in breach of the conditions for the lawful proessing of personal information;

(iv-d) 
impose a temporary or definitive ban on processing; and

(s)
(iv-e)
serving to serve any notices in terms of this Act and further promote the resolution of disputes in accordance with the prescripts of this Act;

Section 48. (1) requires further detail about the information protection officer’s responsibility, to keep it in line with the PAIA and be clear about the role and responsibilities and therefore submit:

48.
(1)
An information protection officer’s responsibilities include—

(a)
the encouragement of compliance, by the body, with the information protection principles conditions for the lawful processing of personal information by-
(i) providing education and motivation regarding the conditions for the lawful processing of personal information

(ii) providing advice and making recommendations to responsible parties about the lawful processing of personal information and the protection applied

(iii) monitoring the processing and protection of personal information by the body

(iv) reviewing the body’s risk management and compliance activities pertaining to the processing of personal information

(b)
dealing with requests made to the body pursuant to this Act;

(i) handling queries or complaints from data subjects

(ii) handling requests for information or assistance from the Regulator

(c)
working with the Regulator in relation to investigations conducted pursuant to Chapter 6 in relation to the body, seeking co-operation from the responsible parties; and

(i) obtaining a reply which includes a description of the measures taken, if any, in response to the remarks of the Regulator;

(ii) assisting the Regulator to investigate the appropriateness of technical and organisational measures taken by the body to ensure a level of security appropriate to the risks represented by the processing and the nature of the personal data to be protected

(iii) administering information processing notifications received from the Regulator

(iv) preparing reports, at least annually, to update the registers maintained by the Regulator;

(d)
otherwise ensuring compliance by the body with the provisions of this Act.

(i) collecting information processing inventories

(ii) submitting the notifications prepared by responsible parties about the processing of personal information by the body to the Regulator.

Section 49.  requires the clarification and emphasis of the independence of the information protection officer. Therefore we suggest:

New 49a. 
In selecting an information protection officer or deputy information protection officer, the officer must be a natural person, who shall not have conflict of interests between his or her duty as an information protection officer and any other official duties



(2)
Officers must take up their duties in terms of this Act only after the responsible party has registered them with the Regulator,


(3)
With respect to the performance of his or her duties, the information protection officer may not receive any instructions from anybody.

Section 53 should be followed by section 56, followed by section 54, which should be merged with 57.

Section 54 should be followed by the two exemptions to register the processing of personal information with the Regulator:

New 58. 
(1)
The provisions of section 50 shall not apply if the body has appointed an independent information protection officer 

(i) who has the required level of specialised knowledge, determined according to the scope of data processing carried out by the responsible parties concerned and the protection requirements of the personal data collected or used by the responsible parties concerned; and

(ii) who does not receive any instructions from anybody about the performance of his or her duties. 



(2)
the body collects, processes or uses personal information for its own purposes, provided that a maximum of nine employees are concerned with the collection, processing or use of personal data and 



(3)
either consent has been obtained from the data subject or the collection, processing or use serves the purposes of a contract or a quasi-contractual fiduciary relationship with the data subject.

New 59. 
(1)
The provisions of section 50 shall not apply if the body has appointed an independent information protection officer 

(i) who has the required level of specialised knowledge, determined according to the scope of data processing carried out by the responsible parties concerned and the protection requirements of the personal data collected or used by the responsible parties concerned; and

(ii) who does not receive any instructions from anybody about the performance of his or her duties. 



(2)
the information protection officer maintains an up-to-date register of the information processing notified to him or her, and whose register must contain, as a minimum, the information provided in accordance with section 51(1).



(3)
the information protection officer has the powers similar to those of the Regulator defined in section 14 (1) a  to 14 (1) d, including the unobstructed power to:

(i) enter premises,

(ii) demand information from responsible parties; and

(iii) require the inspection of personal information and documents;



(4)
the information protection officer must draw up an annual report on his or her work and findings from supervising both public and private bodies



(5)
the Regulator is satisfied with the independence and competence of the information protection officer and has consented to his or her appointment. 

Section 73. (3) If the PAIA requires there to be an information officer if a public body or a person appointed by the head if a private body (known in this Act as the information protection officer) then this person must be the primary point of contact, and therefore the following change is suggested:

(3)
The Regulator must, as soon as is reasonably practicable, advise the complainant, the information protection officer and the responsible party to whom the complaint relates of the course of action that the Regulator proposes to adopt under subsection (1).
Section 77. (b) Since the PAIA requires there to be an information officer if a public body or a person appointed by the head if a private body (known in this Act as the information protection officer) then this person must be the primary point of contact, and therefore the following change is suggested:

(b)
the information protection officer  and responsible party to whom the investigation relates of the—

Section 88. (1) (b) Since the PAIA requires there to be an information officer if a public body or a person appointed by the head if a private body (known in this Act as the information protection officer) then this person must be the primary point of contact. Further, as the information protection officer should be independent of the responsible party and since the information protection officer is to work with the Regulator (section 48. (1) (c)), then it is the information protection officer who must provide the Regulator with the report and therefore the following change is suggested:

Section 88 (1) (b) . . . . . the Regulator may serve the responsible party information protection officer with an information notice requiring the responsible party to furnish the Regulator, within a specified period, in a form specified in the notice, with an independent auditor’s a report prepared by the information protection officer indicating that the processing is taking place in compliance with the provisions of the Act, or with such information relating to the request or to compliance with the Act as is so specified.
Should you have any queries please do not hesitate to contact us. 

Yours sincerely

Peter Hill































































































































