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HdDSRightsB(PPIRedraftPC)
DATA SUBJECT RIGHTS:  PROPOSED OPTIONS
1.
The Technical Committee raised the question whether all provisions dealing with the rights of data subjects in terms of the Bill should not be inserted as the first few clauses in the Bill.  The request was based, among others, on the format of the Data Protection Act, 1998 (“the 1998-Act”), of the UK. 

2.
It appears as if two options are available if the emphasis in the format of the Bill should be placed on data subject rights, namely, to move all provisions directly applicable to data subject rights to the front of the Bill (option 1) or to insert provisions that highlight data subject rights in clause 3A of the Bill, dealing with the interpretation of the Bill, the “roadmap” provision (option 2).
3.1
Option 1:  As far as option 1 is concerned it should be noted that─

(a)
section 4 of the UK 1998-Act, preceding Part II, refers to the data protection principles and the application thereof that are stipulated in Schedules 1 and 2 to that Act;

(b)
Part II of the 1998-Act regulates the rights of data subjects and deals with─

(i)
access to personal data (section 7); 
(ii)
supplementary provisions to section 7 (section 8);
(iii)
application of section 7 where data controller is a credit reference agency (section 9);
(iv)
the prevention of processing that is likely to cause damage or distress (section 10); 
(v)
the prevention of processing for purposes of direct marketing (section 11); 
(vi)
rights in relation to automated decision-taking (section 12); 
(vii)
compensation (section 13);
(viii)
rectification, blocking, erasure and destruction (section 14); and 
(ix)
jurisdiction and procedure (section 15).
3.2
Option 1 requires a reshuffling of the clauses of the Bill as follows: 
CHAPTER 3

CONDITIONS FOR LAWFUL PROCESSING OF PERSONAL INFORMATION

Part A
Conditions for lawful processing of personal information
Data Rights subject participation
22.7.
Access to personal information 
23.8.
Correction of personal information 

24.9.
Manner of access
CHAPTER 8

Rights of data subjects regarding unsolicited electronic communications and automated decision making

66.10.
Unsolicited electronic communications

67.11.
Directories

68.12.
Automated decision making
Accountability

7.13.
Responsible party to give effect to principles ensure conditions for lawful processing 
Processing limitation

8.14.
Lawfulness of processing 
9.15.
Minimality 

10.16.
Consent, justification and objection 

11.17.
Collection directly from data subject 

Purpose specification

12.18.
Collection for specific purpose 
13.19.
Data subject aware of purpose of collection of information 

14.20.
Retention of records

Further processing limitation

15.21.
Further processing to be compatible with purpose of collection 
Information quality

16.22.
Quality of information 
Openness

17.23.
Notification to Regulator and to data subject
Security safeguards

18.24.
Security measures on integrity of personal information 
19.25.
Information processed by operator or person acting under authority 

20.26.
Security measures regarding information processed by operator 

21.27.
Notification of security compromises 

Principle 8

Data subject participation

22.
Access to personal information 
23.
Correction of personal information 

24.
Manner of access 

3.3
The concern with option 1 is that, among others, it─

(a)
diverts the emphasis from the obligation of responsible parties to comply with the conditions for lawful processing in contrast to the 1998-Act which deals with the responsibilities of data controllers first in that Act; and
(b)
may require a redrafting of the provisions of the Bill.

4.
Option 2:  A more appropriate option may be to insert provisions that highlight data subject rights in clause 3A of the Bill, dealing with the interpretation of the Bill, the “roadmap” provision (option 2).  The following draft may be considered:
Interpretation of Act and Rights of Data Subjects
3A.
(1)
A data subject has the right to have his, her or its personal information processed by or for a responsible party in accordance with the conditions for the lawful processing of personal information as referred to in subsection (2), including the right─
(a)
to object, under certain circumstances, to the processing of his, her or its personal information as provided for in terms of section 10;

(b)
to be notified that─

(i)
personal information about him, her or it is being collected as provided for in terms of section 17A; or

(ii)
his, her or its personal information has been accessed or acquired by an unauthorised person as provided for in terms of section 21;

(c)
to establish whether a responsible party holds personal information of that data subject and to request access to his or her personal information as provided for in terms of section 22; 

(d)
to request, where necessary, the correction of that personal information as provided for in terms of section 23;
(e)
???to refuse to the processing of his, her or its personal information for the purpose of direct marketing by means of unsolicited electronic communications as provided for in terms of section 66???; 
(f)
???not to be subject to a decision which is based solely on the basis of the automated processing of his, her or its personal information as provided for in terms of section 68???;
(g)
???to submit a complaint to the Regulator regarding alleged interference with the protection of his, her or its personal information or to submit a complaint to the Regulator in respect of a determination of an adjudicator as provided for in terms of section 71???; and

(h)
???to institute civil proceedings regarding the alleged interference with the protection of his, her or its personal information as provided for in section 94???.

(2)
(a) 
The conditions for the lawful processing of personal information in general by or for a responsible party are, subject to subsection (3), the following:

(i)
Accountability, as referred to in section 7; 

(ii)
Processing limitation, as referred to in sections 8 to 11;

(iii)
Purpose specification, as referred to in sections 12 to 14;

(iv)
Further processing limitation, as referred to in section 15;

(v)
Information quality, as referred to in section 16;

(vi)
Openness, as referred to in section 17;

(vii)
Security safeguards, as referred to in sections 18 to 21; and

(viii)
Data subject participation, as referred to in sections 22 to 24.





(b)
The conditions for the lawful processing of—

(i)
the personal information of a child, referred to in section 25(1), by or for a responsible party are, in addition to the requirements referred to in paragraph (a)(i) to (viii), but subject to subsection (3), set out in section 25(1) and 25A; and

(ii)
the special personal information of a data subject, other than a child referred to in subparagraph (i), by or for a responsible party are, in addition to the requirements referred to in paragraph (a)(i) to (viii), but subject to subsection (3), set out in sections 25(2) to 32.

(3)
The conditions, as referred to in subsection (2)(a) or (b), are not applicable to the processing of personal information or special personal information, as the case may be, to the extent that—

(a)
such processing is excluded, in terms of section 4, from the operation of this Act; or

(b)
the Regulator has granted an exemption, in terms of Chapter 4, from one or more of the conditions concerned in relation to such processing.

(4)
The conditions for the lawful processing of personal information by or for a responsible party for the purpose of direct marketing are reflected─

(a)
in the conditions referred to in subsection (2)(a)(i) to (viii) (h); and

(b)
insofar as marketing by means of unsolicited electronic communications are concerned, in the provisions of section 66.

(5)
Sections 57 to 65 provide for the development, in appropriate circumstances, of codes of conduct for purposes of clarifying how the conditions, referred to in subsection (2)(a) or (b) are to be applied, or are to be complied with within a particular sector.
