OFFENCES AND PENALTIES
· Espionage offences
· Hostile activity offences 
· Harbouring or concealing persons
· Interception of or interference with classified information
· Registration of intelligence agents and related offences
· Attempt, conspiracy and inducement
· Disclosure of classified or related information
· Failure to report possession of classified information
· Provision of false information to national intelligence structure
· Destruction of valuable information
· Improper classification of information

· Prohibition of disclosure of a state security matter
Espionage offences

· It is an offence to unlawfully communicate, deliver or make available state information classified top secret, secret or confidential, which such a person knows or ought reasonably to have known or suspected will directly or indirectly benefit another state; or

· to unlawfully make, obtain, collect, capture or copy a record containing state information classified top secret which such a person knows or ought reasonably to have known or suspected will directly or indirectly benefit another state.

Minimum Sentences:

Punishable on conviction by imprisonment:
Top Secret for a period not less than 15 years but not exceeding 25 years;

Secret for a period not less than 10 years but not exceeding 15 years; and

Confidential for a period not less than 3 years but not exceeding 5 years 

Hostile activity offences

· It is an offence to unlawfully communicate, deliver or make available state information classified top secret, secret or confidential ,  which such a person knows or ought reasonably to have known or suspected will directly or indirectly prejudice the state; or

· to unlawfully make, obtain, collect, capture or copy a record containing state information classified top secret which such a person knows or ought reasonably to have known or suspected will directly or indirectly prejudice the state.

Minimum Sentence
Punishable on conviction by imprisonment:
Top Secret for a period not less than 15 years but not exceeding 25 years;

Secret for a period not less than 10 years but not exceeding 15 years; and

Confidential for a period not less than 3 years but not exceeding 5 years 

Harbouring or concealing persons

· Any person who harbours or conceals a person whom he or she knows, or has reasonable grounds to believe or suspect, has committed, or is about to commit, an offence related to espionage and or hostile activities, is guilty of an offence .

Minimum Sentence
Punishable on conviction by imprisonment:
For a period not less than 5 years but not exceeding 10 years

Interception of or interference with classified information

· There are various offences that relate to the unlawful and illegal Interception of or interference with classified information which carry a mandatory minimum sentence. The minimum sentences range from 2 to 10 years. See section 35 in this regard.
Registration of Intelligence Agents and Related Offences

· Any person who is in the Republic and who is—
· Employed or operating as an agent for a foreign intelligence or security service; or 
· Not employed or operating as an agent for a foreign intelligence or security service but  is in the Republic with the expectation or potential of activation or re-activation as an agent of such an intelligence or security service,
Must  register with the Agency.
Any person who fails to register as an agent in accordance with this section is guilty of an offence.
Minimum Sentence

Punishable on conviction by imprisonment:
For a period not less than 3 years but not exceeding 5 years

Attempt, conspiracy and inducing another person to commit offence
· Any person who attempts, conspires with any other person, or aids, abets, induces, instigates, instructs or commands, counsels or procures another person to commit an offence in terms of this Act, is guilty of an offence and liable on conviction to the punishment to which a person convicted of actually committing that offence would be liable.
 

Disclosure of Classified and Related Information
 Any person who discloses classified information or information referred to in this 
Act outside of the manner and purposes of this Act except where such disclosure is for a purpose and in a manner authorised by law, is guilty of an offence.

Minimum Sentence

Punishable on conviction by imprisonment:
For a period not less than 3 years but not exceeding 5 years.

Failure to report possession of classified information
· Any person who fails to comply with section 18 is guilty of an offence.
Minimum Sentence

liable to a fine or
      punishable on conviction by imprisonment for a period not less than 3 years but not     exceeding 5 years or both.

 
Provision of false information to national intelligence structure
· Any person who provides information to a national intelligence structure that is false or fabricated, knowing that it is false or has been fabricated is guilty of an offence.
 Minimum Sentence

Punishable on conviction by imprisonment:
For a period not less than 3 years but not exceeding 5 years.
Destruction or alteration of valuable information
· Any person who unlawfully destroys or alters valuable information is guilty of an offence.
Minimum Sentence

      liable to a fine or
     punishable on conviction by imprisonment for a period not less than 3 years.

Improper Classification 
· Any person who knowingly classifies information in order to achieve any purpose ulterior to this Act, including the classification of information in order to—
· conceal breaches of the law; 
· promote or further an unlawful act, inefficiency, or administrative error; 
·  prevent embarrassment to a person, organisation, or agency; or 
·  give undue advantage to anyone within a competitive bidding process, 
Minimum Sentence

      liable to a fine or
     punishable on conviction by imprisonment for a period not less than 3 years.

Prohibition of disclosure of a state security matter

· Any person who has in his or her possession or under his or her control or at his or her disposal information which he or she knows or reasonably should know is a state security matter, and who-

· discloses such information to any person other than a person to whom he or she is authorized to disclose it or to whom it may lawfully be disclosed;
· publishes or uses such information in any manner or for any purpose which is prejudicial to the security or interests of the State;
· retains such information when he or she has no right to retain it or when it is contrary to his or her duty to retain it, or neglects of fails to comply with any directions issued by lawful authority with regard to the return of disposal thereof; or 
· neglects or fails to take proper care of such information, or so to conduct himself or herself as not to endanger the safety thereof,
shall be guilty of an offence and liable on conviction to imprisonment for:

· a period not less than 5 years but not exceeding 10 years, or

·  if it is proved that the publication of disclosure of such information took place for the purpose of its being disclosed to a foreign state to imprisonment for a period not less than 10 years but not exceeding 15 years.
PROTECTION OF INFORMATION IN COURTS 
Protection of state information before courts
· Classified information that is placed before a court may not be disclosed to persons not authorised to receive such information unless a court in the interests of justice and upon considering issues of national security, national interest of the Republic and any other law, orders full or limited disclosure, with or without conditions.  
· Unless a court orders the disclosure of classified information or orders the limited or conditional disclosure of classified information, the court must issue directions for the proper protection of such information during the course of legal proceedings, which may include, but not limited to:
· The holding of proceedings, or part thereof, in camera;
· The protection from disclosure and publication of those portions of the record containing the classified information; or
· The implementation of measures to confine disclosure to those specifically authorised to receive the information. 
· A court may not order the disclosure of classified information without taking reasonable steps in the prescribed manner to obtain the written or oral submissions of the classification authority that made the classifications in question or alternatively to obtain the submissions of the Director-General of the Agency.
· The submissions referred to in above may not be publicly disclosed and any hearing held in relation to the determination must be held in camera and any person not authorised to receive such information may not attend such hearings unless authorised by a court.
· A court may, if it considers it appropriate, seek the written or oral submissions of interested parties, persons and organisations but may not disclose the actual classified information to such persons or parties prior to its order to disclose the information.
· A classification authority, or the Director-General of the Agency in consultation with its Minister as the case may be, must declassify information required in legal proceedings, either in whole or in part, unless it is strictly necessary to maintain the classification in terms of this Act.
· Any person who discloses or publishes any classified information in contravention of an order or direction issued by a court in terms of this section is guilty of an offence and liable on conviction to imprisonment for a period not exceeding 10 years.
· The head of an organ of state may apply to a court for an order restricting the disclosure of unclassified state information that is part of, or is intended to be part of an open court record, which, if publicly disclosed or published, may undermine the national interest.  
           A court hearing such an application may determine its own procedures and may impose limitations on the disclosure of the information in question pending its decision. 
· A court which acts in terms of this section must endeavour to accommodate the principle of open justice to as great an extent as possible without risking or compromising the national interest.

· At any court hearing relating to this Act it is mandatory that a minimum of three judicial officers preside over the matter.
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