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CHAPTER 1

DEFINITIONS AND PURPOSE

Definitions

1.
In this Act, unless the context indicates otherwise—
"biometric" means a technique of personal identification that is based on physical characteristics including fingerprinting, DNA analysis, retinal scanning and voice recognition;

"child" means a natural person under the age of 18 years;

"consent" means any voluntary, specific and informed expression of will in terms of which a data subject agrees to the processing of personal information relating to him or her;

"data subject" means the person to whom personal information relates;

"parent" includes either the parent of a child or the child’s legal guardian;

"parental consent" means any voluntary, specific and informed expression of will in terms of which the parent of a child agrees to the processing of personal information relating to that child;

"person" means a natural person or a juristic person;

"personal information" means information relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic person, including, but not limited to—

(a)
information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language and birth of the person;

(b)
information relating to the education or the medical, financial, criminal or employment history of the person;

(c)
any identifying number, symbol, e-mail address, physical address, telephone number or other particular assignment to the person;

(d)
the blood type or any other biometric information of the person;

(e)
the personal opinions, views or preferences of the person;

(f)
correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the contents of the original correspondence;

(g)
the views or opinions of another individual about the person; and

(h)
the name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal information about the person;

"processing" means any operation or activity or any set of operations, whether or not by automatic means, concerning personal information, including— 
(a)
the collection, receipt, recording, organisation, collation, storage, updating or modification, retrieval, alteration, consultation or use;

(b)
dissemination by means of transmission, distribution or making available in any other form; or

(c)
merging, linking, as well as blocking, degradation, erasure or destruction of information;

"record" means any recorded information—

(a)
regardless of form or medium, including any of the following:
(i)
Writing on any material;

(ii)
information produced, recorded or stored by means of any tape-recorder, computer equipment, whether hardware or software or both, or other device, and any material subsequently derived from information so produced, recorded or stored;

(iii)
label, marking or other writing that identifies or describes any thing of which it forms part, or to which it is attached by any means;

(iv)
book, map, plan, graph or drawing;

(v)
photograph, film, negative, tape or other device in which one or more visual images are embodied so as to be capable, with or without the aid of some other equipment, of being reproduced;

(b)
in the possession or under the control of a responsible party;

(c)
whether or not it was created by a responsible party; and

(d)
regardless of when it came into existence;

"responsible party" means a public or private body or any other person which, alone or in conjunction with others, determines the purpose of and means for processing personal information;

CHAPTER 3

CONDITIONS FOR LAWFUL PROCESSING OF PERSONAL INFORMATION 
Part B

Processing of special personal information

Prohibition on processing of special personal information

25.
Unless specifically permitted by this Part section 25A or sections 26 to 31, as the case may be, a responsible party may not process personal information concerning a—

(a)
child who is subject to parental control in terms of the law; or

(b)
data subject’s religious or philosophical beliefs, race or ethnic origin, trade union membership, political opinions, health, including genetic data, sexual life or criminal behaviour.

Option:

(1)
A responsible party may, subject to section 25A, not process personal information concerning a child who is subject to parental control in terms of the law.


(2)
A responsible party may, subject to section 25A or sections 26 to 31, as the case may be, not process personal information concerning the religious or philosophical beliefs, race or ethnic origin, trade union membership, political opinions, health, including genetic data, sexual life or criminal behaviour of a data subject, other than a child referred to in subsection (1).
General exemption concerning special personal information

25A.
Without prejudice to sections 26 to 31, the The prohibition on processing personal information, as referred to in section 25, does not apply if— 

(a)
processing is carried out with prior parental consent where the data subject is a child and is subject to parental control in terms of the law;

(b)
processing is necessary for the establishment, exercise or defence of a right or obligation in law;

(c)
processing is necessary to comply with an obligation of international public law; 

(d)
the Regulator has granted authority in terms of section 34 for processing in the public interest, and appropriate guarantees have been put in place in law to protect the data subject’s privacy; or
(e)
insofar as section 25(b) is concerned if—

(i)
processing is carried out with the consent of the data subject; or

(ii)
the information has deliberately been made public by the data subject;
(f)
processing is for historical, statistical or scientific research purposes to the extent that─
(i)
the research serves a public interest;
(ii)
the processing is necessary for the research concerned;
(iii)
it appears to be impossible or would involve a disproportionate effort to ask for express consent; and
(iv)
sufficient guarantees are provided for to ensure that the processing does not adversely affect the individual privacy of the data subject to a disproportionate extent; or

(g)
the provisions of sections 26 to 31 are, as the case may  be, complied with.

Option:
25A.
The prohibition on processing personal information, as referred to in section 25(1) or (2), does not apply if processing is carried out with— 

(a)
prior parental consent in respect of a child referred to in section 25(1);
(b)
the consent of a data subject referred to in section 25(2);
(c)
processing is necessary for the establishment, exercise or defence of a right or obligation in law;
(d)
processing is necessary to comply with an obligation of international public law;
(e)
the Regulator has granted authority in terms of section 34 for processing in the public interest, and appropriate guarantees have been put in place in law to protect the child’s or data subject’s privacy;
(f)
processing is for historical, statistical or scientific research purposes to the extent that─
(i)
the research serves a public interest;
(ii)
the processing is necessary for the research concerned;
(iii)
it appears to be impossible or would involve a disproportionate effort to ask for express consent; and
(iv)
sufficient guarantees are provided for to ensure that the processing does not adversely affect the individual privacy of the data subject to a disproportionate extent; or
(g)
insofar as section 25(2) is concerned, if—

(i)
the information has deliberately been made public by the data subject; or

(ii)
the provisions of sections 26 to 31 are, as the case may be, complied with.
Exemption concerning data subject’s religious or philosophical beliefs

26.
(1)
The prohibition on processing personal information concerning a data subject’s religious or philosophical beliefs, as referred to in section 25, does not apply if the processing is carried out by—

(a)
spiritual or religious organisations, or independent sections of those organisations:  Provided that if─
(i)
the information concerns data subjects belonging to those organisations; or
(ii)
it is necessary to achieve their aims and principles;

(b)
institutions founded on religious or philosophical principles with respect to their members or employees or other persons belonging to the institution, if it is necessary to achieve their aims and principles; or

(c)
other institutions:  Provided that the processing is necessary to protect the spiritual welfare of the data subjects, unless they have indicated that they object to the processing.

(2)
In the cases referred to in subsection (1)(a), the prohibition does not apply to processing of personal information concerning the religion or philosophy of life of family members of the data subjects, if—

(a)
the association concerned maintains regular contact with those family members in connection with its aims; and

(b)
the family members have not objected in writing to the processing.

(3)
In the cases referred to in subsections (1) and (2), personal information concerning a data subject’s religious or philosophical beliefs may not be supplied to third parties without the consent of the data subject.

Exemption concerning data subject’s race

27.
The prohibition on processing personal information concerning a data subject’s race, as referred to in section 25, does not apply if the processing is carried out to—

(a)
identify data subjects and only when this is essential for that purpose; and

(b)
comply with laws and other measures designed to protect or advance persons, or categories of persons, disadvantaged by unfair discrimination.

Exemption concerning data subject’s trade union membership

28.
(1)
The prohibition on processing personal information concerning a data subject’s trade union membership, as referred to in section 25, does not apply to the processing by the trade union to which the data subject belongs or the trade union federation to which that trade union belongs, if such processing is necessary to achieve the aims of the trade union or trade union federation.

(2)
In the cases referred to under subsection (1), no personal information may be supplied to third parties without the consent of the data subject.
Exemption concerning data subject’s political persuasion 

29.
(1)
The prohibition on processing personal information concerning a data subject’s political persuasion, as referred to in section 25, does not apply to processing by an institution founded on political principles, of the personal information of their members or employees or other persons belonging to the institution, if such processing is necessary to achieve the aims or principles of the institutions.

(2)
In the cases referred to under subsection (1), no personal information may be supplied to third parties without the consent of the data subject.

Option 1:
29.
(1)
The prohibition on processing personal information concerning a data subject’s political persuasion, as referred to in section 25, does not apply to processing by or for an institution founded on political principles of the personal information of─
(a)
their its members or employees or other persons belonging to the institution, if such processing is necessary to achieve the aims or principles of the institutions; or
(b)
a data subject if such processing is necessary for the purposes of─

(i)
forming a political party;
(ii)
participating in the activities of, or engaging in the recruitment of members for, a political party with the view to─

(aa)
an election of the National Assembly or the provincial legislature as regulated in terms of the Electoral Act, 1998 (Act No. 73 of 1998);

(bb)
municipal elections as regulated in terms of the Local Government:  Municipal Electoral Act, 2000 (Act No. 27 of 2000); or
(cc)
a referendum as regulated in terms of the Referendums Act, 1983 (Act No. 108 of 1983); or
(iii)
campaigning for a political party or cause.
(2)
In the cases referred to under subsection (1), no personal information may be supplied to third parties without the consent of the data subject.

Exemption concerning data subject’s health or sexual life

30.
(1)
The prohibition on processing personal information concerning a data subject’s health or sexual life, as referred to in section 25, does not apply to the processing by—

(a)
medical professionals, healthcare institutions or facilities or social services, if such processing is necessary for the proper treatment and care of the data subject, or for the administration of the institution or professional practice concerned; 

(b)
insurance companies, medical aid scheme administrators and managed healthcare organisations, if such processing is necessary for—

(i)
assessing the risk to be insured by the insurance company or covered by the medical aid scheme and the data subject has not objected to the processing;

(ii)
the performance of an insurance or medical aid agreement; or

(iii)
the enforcement of any contractual rights and obligations;

(c)
schools, if such processing is necessary to provide special support for pupils or making special arrangements in connection with their health or sexual life;

(d)
institutions of probation, child protection or guardianship, if such processing is necessary for the performance of their legal duties;

(e)
the Minister and the Minister of Correctional Services, if such processing is necessary in connection with the implementation of prison sentences or detention measures; or

(f)
administrative bodies, pension funds, employers or institutions working for them, if such processing is necessary for—

(i)
the implementation of the provisions of laws, pension regulations or collective agreements which create rights dependent on the health or sexual life of the data subject; or

(ii)
the reintegration of or support for workers or persons entitled to benefit in connection with sickness or work incapacity.

(2)
In the cases referred to under subsection (1), the information may only be processed by responsible parties subject to an obligation of confidentiality by virtue of office, employment, profession or legal provision, or established by a written agreement between the responsible party and the data subject.

(3)
A responsible party that is permitted to process information concerning a data subject’s health or sexual life in terms of this section and is not subject to an obligation of confidentiality by virtue of office, profession or legal provision, must treat the information as confidential, unless the responsible party is required by law or in connection with their duties to communicate the information to other parties who are authorised to process such information in accordance with subsection (1).

(4)
The prohibition on processing any of the categories of personal information referred to in section 25, does not apply if it is necessary to supplement the processing of personal information concerning a data subject’s health, as referred to under subsection (1)(a), with a view to the proper treatment or care of the data subject.

(5)
Personal information concerning inherited characteristics may not be processed in respect of a data subject from whom the information concerned has been obtained, unless—

(a)
a serious medical interest prevails; or

(b)
the processing is necessary for the purpose of scientific research or statistics.

(6)
More detailed rules may be prescribed concerning the application of subsection (1)(b) and (f).

Exemption concerning data subject’s criminal behaviour

31.
(1)
The prohibition on processing personal information concerning a data subject’s criminal behaviour, as referred to in section 25, does not apply if the processing is carried out by bodies charged by law with applying criminal law or by responsible parties who have obtained that information in accordance with the law.

(2)
The prohibition does not apply to responsible parties who process the information for their own lawful purposes to—

(a)
assess an application by a data subject in order to take a decision about, or provide a service to, that data subject; or

(b)
protect their legitimate interests in relation to criminal offences which have been, or can reasonably be expected to be, committed against them or against persons in their service.

(3)
The processing of information concerning personnel in the service of the responsible party must take place in accordance with the rules established in compliance with labour legislation.

(4)
The prohibition on processing any of the categories of personnel information referred to in section 26 does not apply if such processing is necessary to supplement the processing of information on criminal behaviour permitted by this section.
(5)
“Criminal behaviour” means, for purposes of this section, the commission or alleged commission by a data subject of any offence or any proceedings in respect of any offence committed or allegedly committed by a data subject, the disposal of such proceedings or any sentence that has been imposed by a court in such proceedings.

General exemption concerning special personal information
32.
Without prejudice to sections 26 to 31, the prohibition on processing personal information, as referred to in section 25, does not apply if— 

(a)
processing is carried out with prior parental consent where the data subject is a child and is subject to parental control in terms of the law;
(b)
processing is necessary for the establishment, exercise or defence of a right or obligation in law;
(c)
processing is necessary to comply with an obligation of international public law; 
(d)
the Regulator has granted authority in terms of section 34 for processing in the public interest, and appropriate guarantees have been put in place in law to protect the data subject’s privacy; or
(e)
insofar as section 25(b) is concerned if—
(i)
processing is carried out with the consent of the data subject; or
(ii)
the information has deliberately been made public by the data subject.
Option 2:
Part B
Processing of special personal information

Prohibition on processing of special personal information

25.
Unless specifically permitted by this Part, a A responsible party may, subject to section 26, not process personal information concerning a—

(a)
child who is subject to parental control in terms of the law; or

(b)
data subject’s religious or philosophical beliefs, race or ethnic origin, trade union membership, political opinions, health, including genetic data, sexual life or criminal behaviour.

Exemption on processing of special personal information

26.
(1)
A responsible party may, notwithstanding the prohibition referred to in section 25, process special personal information of a data subject if─
(a)
the processing is carried out with─

(i)
prior parental consent where the data subject is a child as referred to in section 25(a); or
(ii)
the consent of the data subject;
(b)
the processing is necessary to comply with an obligation under any law;
(c)
the processing is necessary to prevent or reduce a serious and imminent threat to the life or health of any person, where the person whom the information concerns─

(i)
is physically or legally incapable of giving consent to the processing; or

(ii)
physically cannot communicate consent to the processing;
(d)
the processing takes place in the course of the activities of an organisation that has only political, religious, philosophical, professional, trade or trade union aims to the extent that─
(i)
the information relates solely to the members of the organisation or to individuals who have regular contact with it in connection with its activities;
(ii)
at or before the time of collecting the information, the organisation undertakes to the data subject that the organisation will not disclose the information without the data subject’s consent; or
(e)
the processing is necessary for the establishment, exercise or defence of a right.


(2)
A responsible party may, in addition to the provisions of subsection (1)(c), process information concerning a data subject’s health if─
(a)
the information is necessary to provide a health service to the data subject; and
(b)
the information is processed as required or authorised by or under the law or in accordance with the rules established by a competent health or medical body that deal with obligations of professional confidentiality which bind the responsible party.
(3)
A responsible party may, in addition to the provisions of subsection (1)(c) and subsection (2), process information concerning a data subject’s health if─
(a)
the processing is necessary to─

(i)
conduct research that is relevant to public health or public safety;

(ii)
compile or analyse statistics relevant to public health or public safety; or

(iii)
manage, fund or monitor a health service;
(b)
the purpose referred to in paragraph (a) cannot be served by the processing of de-identified information;
(c)
it is not practical for the responsible party to obtain the data subject’s consent for such processing; and
(d)
the information is processed─

(i)
as required by law;
(ii)
in accordance with rules established by a competent health or medical body that deal with obligations of professional confidentiality which binds that responsible party; or
(iii)
in accordance with an authority that has been granted by the Regulator in terms of section 34 for purposes of such processing.


(4)
If a responsible party processes information concerning a data subject’s health, the responsible party must take reasonable steps to permanently de-identify the information before that responsible party discloses that information.
� 	Option 1 is based on section 7C of the Australian Privacy Act, 1988, and aims to address concerns raised by Technical Committee re political activities (see clause 29).  Proposed amendment in clause 26 aims to address concerns raised which are similar to concerns re political activities.  Option 2 is based on section 10 of the Australian Privacy Act, 1988, and is reflected at the end of Part B.


� 	Clause is proposed in an attempt to clarify how information of a child and the special personal information of all other data subjects should be dealt with.  Proposed clause should be read with the proposed option under clause 25A.


� 	Insertion of clause 25A (clause 32 hereunder) is proposed in an attempt to provide more clarity with regard to effect of the “general exemption clause”. 


� 	The Nelson Mandela Foundation raised certain concerns regarding the provisions of clause 32 (see bottom of page 3 of Summary of submissions).  It was proposed in the response in the Summary that the concern could be addressed by inserting the above paragraph.


� 	The proposed amendment aims to extend the ambit of paragraph (a) beyond members of the organisations concerned.


� 	Article 8(4) of the EU Directive allows for additional exemptions “for reasons of substantial public interest”.  It therefore appears that the proposed amendment is in line with article 8.


� 	Subclause (5) is based on section 2(g) and (h) of the UK Act.





