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Introduction
The South African Human Rights Commission (SAHRC or the Commission) welcomes the opportunity to comment on the Protection of Information Bill (B6-2010) (the Bill or POI). The Bill marks a significant step towards transition from a State which thrived under secrecy supported by legislation like the Protection of Information Act of 1984 to the recent 2008 and current 2010 Bills.
The Bill proposes a framework through which information is classified to protect national interests and national security. In doing so a number of issues arising from the framework raise cause for concern for their potential impact on basic human rights in South Africa; in particular the right to receive and impart information, freedom of expression, the principle of openness and access to justice. The Commission echoes the concerns of civil society with regard to the Bill. It contextualizes and limits the comments and recommendations below to matters which impact on the principles and values of openness, responsiveness, accountability and the right to receive and impart information by virtue of its championing and partial custodianship of the Promotion of Access to Information Act 2 of 2000 (PAIA). This submission will address some of the Commission’s concerns regarding these principles. 
The Mandate of the SAHRC
 The mandate of the SAHRC is articulated in Section 184 of the Constitution of the Republic of South Africa Act 108 of 1996. This Section states as follows: 
“The South African Human Rights Commission
Functions of the South African Human Rights Commission
184. (1) The South African Human Rights Commission must—
(a) promote respect for human rights and a culture of human rights. 
(b) promote the protection, development and attainment of human rights; and  
(c) monitor and assess the observance of human rights in the Republic.” 
This broad mandate is further amplified in the Human Rights Commission Act 54/1994. Additional functions and duties are set out in the Promotion of Equality and Prevention of Unfair Discrimination Act 1/2000 (PEPUDA) and the Promotion of Access to Information Act 2/2000 (PAIA). The Commission is accountable to Parliament, more specifically it accounts to the Portfolio Committee on Justice and Constitutional Development in the National Assembly (PCJ&CD).  In terms of the Commission’s mandate it regularly participates in legislative processes. The submissions are based on human rights principles and law together with the experiences gained by the Commission in its daily work of interacting with various role-players and individual members of the public.  



The SAHRC Mandate in terms of PAIA
The PAIA provides the necessary legal framework to give effect to the right of access to information that is set out in Section 32 of the Constitution. The legislation imposes a number of duties and obligations on the Commission. In terms of Sections 14, 32 and 51 of PAIA, the SAHRC is directed to carry out very specific tasks. Section 83 of PAIA provides additional duties and functions for the Commission. It is through its work on PAIA that the Commission is required to engage with public bodies on a number of information management issues including records management and is able to provide both technical and practice based comments on the Bill.
Part 5 of PAIA provides for additional functions of the SAHRC: reporting to the National Assembly (Section 86) and expenditure on PAIA by the Commission (Section 85). The awareness and training component of PAIA is set out in Section 83(2) which requires the SAHRC to develop and conduct educational programmes that advance the public’s understanding in terms of exercising their rights; promote timely and effective dissemination of information by public bodies about their activities; train public officials and make recommendations to public bodies as to how to improve the administration of the Act.   
The POI Bill, PAIA and the SAHRC
The POI Bill not unlike PAIA imposes a number of obligations on organs of state. These obligations however are directed largely to the classification and management of information systems in the interests of national security. While the Commission notes significant advance in the current Bill from its predecessor, broad definitions and an unfettered concentration of power within organs of state strengthen the presumption of secrecy over one of openness and accountability.
This balance has a direct contradictory impact on progressive post apartheid legislation which has been enacted to increase information sharing and the heightening of public participation; transparency and accountability. While legislation like PAIA has been slow to take root, new legislation like the Protection of Information Bill can quickly negate gains made by reinforcing a culture of conservativism and secrecy within the public service to the detriment of our nascent democracy if classification is too easily permitted to become the reason for non disclosure of information. Over and above its negative impact on access to information rights, the Bill will have the effect of eroding and severely curtailing the right to freedom of expression, a right which is emphatically recognized by our courts as being central to our democracy.
Despite these concerns however, the Commission is alive to the fact that national security is a notion which is dynamic and subject to changes in society. It is therefore of particular significance that paternalistic and archaic definitions of national interests and national security are not entrenched into law in a democracy which eschews secrecy.
To this end the Commission strongly recommends wider consultation and robust discourse over our understanding of what the national interest at this point can justifiably mean. Such an approach requires public scrutiny and debate to ensure that the definitions of national security and national interest which provide the rationale for classification are as narrowly circumscribed as possible and are reflective of contemporary society.
The Commission’s key concern remains the disparity between the objectives of the Bill and the processes through which these objectives are sought. Similarly the disparities between the present Bill and other emerging legislation like the Protection of Personal Information Bill, and established legislation like PAIA are also of concern, since none of these appear to have been harmonized.
Beyond the broad concerns listed above the Commission submits specific concerns and recommendations on particular provisions/clauses of the Bill which it urges the erstwhile Committee to interrogate. These provisions and comments are listed below.
Responses to Specific Clauses 
National standards and procedures
Section 7
7. (1) The Minister must, within 12 months of the commencement of this Act—
(a) prescribe broad categories and subcategories of information that may be
classified, downgraded and declassified and protected against destruction,
alteration and loss;
(b) prescribe categories and subcategories of information that may not be
protected in terms of this Act; and
(c) prescribe national information security standards and procedures for the
categorisation, classification, downgrading and declassification of information.
(2) The national information security standards referred to in subsection (1)(b)
include, but are not limited to—
(a) organisation and administration of information security matters at organs of
state;
(b) personnel security, including training, awareness and security screening;
(c) information and communication technology security;
(d) physical security for the protection of information in consultation with the
Minister of Police; and
(e) continuity planning.
(3) Before the Minister prescribes any categories of information in terms of
subsection (1)(a), the Minister—
(a) must by notice in the Gazette provide an opportunity for organs of state and
other interested persons to submit comments in respect of the categorisation in
question; and
(b) may take into account any comments received as a result of the notice
contemplated in paragraph (a).
(4) Subsection (2) applies to any modification to the categories of information
prescribed in terms of subsection (1).
(5) No measure taken under this Section may impede or prevent the National Archives
or any other archive from preserving and managing public records in terms of the
National Archives and Records Service of South Africa Act, 1996 (Act No. 43 of 1996),
or other applicable law or ordinance.

The Commission submits at the outset that to a significant extent a number of the comments and recommendations which it tenders are made against the backdrop Section 7 above, which it deems the central root of a number of the flaws in the current Bill. The nub of the Commission’s concerns with Section 7 arises from its indeterminate nature. The vagueness and uncertainty it permits for in so far as categorization, classification, prescription of standards and procedures powers vested in the Minister at a future date is of grave concern.
The wide and undefined range of the Ministers power is also cause for concern, and, seen in conjunction with that of the Agency and Heads of Organs of State, present a daunting and unchecked landscape within which constitutional guarantees are very likely to suffer.  Save for the discretion of the Minister to call for and on his or her discretion take into account comments received on the issue of categorization, no other mechanism for consultation and impartiality are provided by the Bill.
The unfettered powers granted to the Minister in this regard are further compounded by the fact that the provision stipulates no process for review of decision making flowing from the Section 7 directive, thereby permitting the decision to endure unchecked for all time.  
The absence of clear and defined criteria against which the Minister prescribes categories for classification and the absence of any modes of consultation  creates a significant impediment to any substantive critical analysis of the remainder of the Bill and the Commissions submissions are therefore to this extent tendered ‘on the face value’ of the Bill.
Departmental policies and procedures
Section 8
8. (1) The head of each organ of state must establish departmental policies, directives
and categories for classifying, downgrading and declassifying information and protection against loss, destruction and unlawful disclosure of information created,
acquired or received by that organ of state.
(2) Departmental policies and directives must not be inconsistent with the national
information security standards prescribed in terms of Section 7.
(3) Each organ of state must establish departmental policies, directives and categories
in terms of subsection (1) within 18 months of the commencement of this Act.

The oversight and monitoring function of the Agency over policies, directives and internal processes of each organ of state for consistency and compliance with NISS, confers extremely broad powers on this structure and concentrates information security in the state exclusively. Coupled with the powers of the heads of each organ of state to determine policies and procedures for information security, this approach significantly weighs the balance against openness, and impartiality. The absence of a moderating independent body, therefore allows a concentration of powers over information management and protection of information in the state. Such an unchecked dominion over information and its management creates the potential for over classification and conservatism. The Commission strongly recommends that an independent oversight body or Information Commissioner is created to monitor and oversee implementation of the proposed legislation by organs of state. This recommendation is expanded on later in these submissions.


Process of determining information as valuable
 Section 9. (1) State information must be determined as valuable when that information is
identified in terms of a prescribed procedure or policy as information that should be
protected from destruction and loss.
(2) Items of valuable information and files, integral file blocks, file series or categories
of valuable information must be entered into a departmental register of valuable
information.
(3) Items of information, files, integral file blocks, file series or categories of State 
information may be determined as valuable in advance.
(4) When State information is categorised as valuable, all individual items of
information that fall within a valuable category are automatically deemed to be valuable.

The process of determination is vague and problematic. Section 9(1) prescribes that a specific identification determination has to be made to determine whether information is valuable. This provision is clear on its own. Subsection (2) however changes the conscious predetermination process to one where the determination can be made in advance and én masse’ over potentially large bodies of information.
Subsection 3 widens the parameters for a determination even further by permitting automatic classification of equally significant volumes of information (entire file block, series or categories of files). Such automatic classification of large volumes of information permits unnecessary classification of information which may in terms of various other legislation like PAIA be completely harmless and therefore in no need of restriction.
Given the presumption in favour of openness, transparency and democracy, such wide parameters for classification and broad powers which impact restrictively on what can potentially be non sensitive information, defeats the openness objectives significantly.
Nature of Commercial Information
Section 12 
12. (1) Commercial information becomes the subject matter of possible protection
from disclosure under the following circumstances:
(a) Commercial information of an organ of state or information which has been
given by an organisation, firm or individual to an organ of state or an official
representing the State, on request or invitation or in terms of a statutory or
regulatory provision, the disclosure of which would prejudice the commercial,
business, financial or industrial interests of the organ of state,
organisation or individual concerned;
(b) information that could endanger the national interest of the Republic.
(2) Commercial information which may prejudice the commercial, business or
industrial interests of an organisation or individual, if disclosed, includes—
(a) commercial information that is not in the public domain, which if released
publicly would cause financial loss or competitive or reputational injury to the
organisation or individual concerned;
(b) trade secrets, including all confidential processes, operations, styles of work,
apparatus, and the identity, amount or source of income, profits, losses or
expenditures of any person, firm, partnership, corporation or association.
(3) Only commercial information which the State is not otherwise authorised by law
to release may be protected against disclosure.
(4) Government-prepared reports should be protected from disclosure to the extent
they restate classified commercial information.

The breath of these provisions undermine the PAIA provisions, to the extent that non disclosure on the basis of commercial or financial interests cannot be overridden by the public interest provided for explicitly in Section 46 of PAIA. It is the view of the Commission that the protections offered for such categories of information are more than amply covered by PAIA and no increased protection is warranted for such a potentially wide range of commercial and trade based information.
Section 12 also makes no clear provision for a public interest override. Section 12 (2) should include a specific override provision or draw reference to the PAIA override provisions.
The Commission submits that the absence of a broad public interest override in general, creates a strong presumption of uncontested and complete secrecy. In excluding a general public interest override clause the Bill falls foul of a number of basic human rights commitments entrenched in the Bill of Rights of the Constitution. Both the public right to know, the principle of openness and freedom of expression are negated by its absence.
Given the concentration of power in the state over all processes and enquiries, Section 12 creates fertile grounds for the abuse of classification powers by public officials. The broad wording of the provision in effect allows any corrupt senior official to ensure that classification can be used as a tool to mask illegal activities. Despite provisions in the Bill which make such action unlawful, members of the public and the media will be extremely frustrated in attempting to prove or establish such illegality by virtue of the very provisions of the Bill in the absence of a public interest override.
Section 12 (4) places further restrictions on the right to access information by permitting the non disclosure of “Government prepared reports …to the extent where they restate classified commercial information”. This provision flies in the face of PAIA provisions which permit for protected or sensitive to be redacted from records in order to fulfill the constitutional obligation favouring the release of information which would otherwise be subject to a refusal of access, 
Nature of classified information 
Section 13(c)…
13(c) may be made accessible only to those holding an appropriate security
clearance and who have a legitimate need to access the information in order to
fulfill their official duties or contractual responsibilities
…

Authority to classify information 
Section 16(4)
…
(4) Classification decisions must be taken at a sufficiently senior level to ensure that
only that information which genuinely requires protection is classified.
…
The provisions relating to delegations of authority in this Bill are among a number which emphasize the need for the Bill to be harmonized with existing legislation like PAIA and other pieces of pending legislation. While the need for delegations to be made to appropriate ‘senior officials’ is recognized, the inconsistency with delegations in existing law like PAIA will result in conflicts in application and unfairly impact requestors intending to assert their right to access information.
All Deputy Information Officers (DIOs) as delegated in PAIA should be granted the equivalent security clearance of officials charged with classification and special clearance access. Such access to records and information by PAIA DIO’s will enable the latter to satisfy themselves that the classification is valid and non disclosure based on classification justifications are consistent with the Access to Information Act. Given that DIO’s are also public officials, this situation is not ideal, but broadens the scope of scrutiny to which classification decisions maybe subjected and reviewed.
Similarly the delegation of classification powers to ‘senior officials’ in the public service is inconsistent with delegations conferred on public officials in terms of the PAIA. In introducing such a hierarchy, the effect is that is that DIO’s tasked with PAIA requests will be less inclined to contest or query classification decisions where these  are the result of decisions from persons with an official senior rank and authority over them.

Directions for classification
  
Section 17(1)
17. (1) For the purposes of classification, classification decisions must be guided by
Section 21 and the following:
(a) Secrecy exists to protect the national interest;

The Commission is of the view that these provisions are in themselves in contradiction to the objectives and intent of the Bill itself and the countries commitment to an open and democratic state which eschews secrecy.

Section 17 brings into sharp focus the breath of the proposed legislation particularly since national interest and state security remain terms which are particularly broadly framed. In this regard the Bill clearly favours a restriction of information and reinforces the presumption of state secrecy as opposed to a presumption of openness. 
There is an urgent need for further discourse on the issues of state security and national interest. Indeed this need was also expressed by the Minister of State Security, Dr SC Cwele, in his address on the occasion of the State Security budge vote. The erstwhile Minister expressed the following sentiments on the issue:
“The main purpose of the strategy is to build an understanding and national consciousness around the security challenges we face as a nation. Furthermore, the strategy will provide a long-term framework for managing the security threats facing our country. 
To realise this important objective, we must, as a nation, develop a common understanding on what constitutes national security, as well as the foundation upon which it will be based. 
I would like to emphasize that the strategy requires that we take collective ownership. It will therefore be essential to engage with members of the public on this matter. We hope the JSCI will take this challenge once the draft is tabled.” 
In issuing such a call, the very Head of State Security appears to accept that the current ambit of national interest and state security as it appears in the Bill are inaccurate and the result of the perspective and interests of the cluster of security agencies instead. The Commission is of the view that the discourse called for is vital for consensus and a broader understanding of the concepts. At present the range of interests which can constitute both the national interest and or state security are overly broad and potentially impact negatively on the rights of individuals and the public to know as envisaged in the Constitution, together with the potential for negative impact on a range of other human rights given the penalty sanctions of the Bill.
The Commission also recommends that the phrase, “benefits of secrecy” in Section 17(1)(a) be deleted  and that the word “ought” in Section 17(1)(i) be changed to “must”.
Maximum protection periods
Section 20
20. In accordance with Section 11(2) of the National Archives of South Africa Act,
1996 (Act No. 43 of 1996), information may not remain classified for longer than a
20-year period unless the head of the organ of state that classified the information,
certifies to the satisfaction of his or her Minister, having regard to the criteria contained
in Chapter 8, that the continued protection of the information from unlawful disclosure
is—
(a) crucial to the safeguarding of the national security of the Republic;
(b) necessary to prevent significant and demonstrable damage to the national
interest; or
(c) necessary to prevent demonstrable physical or life-threatening harm to a
person or persons.

In the course of its work with the monitoring of PAIA, the Commission has often had reason to assess the adherence to records management best practice and compliance with the National Archives Act. It has become very apparent over the past 10 years that information and records management is plagued by poor and inconsistent implementation, poor training and resources. These factors are endemic within multiple levels of government and in other public bodies as well. Records management is further frustrated by backlogs at both the National and Provincial Archives.
The Commission therefore strongly recommends that automatic declassification is not limited to records which have been transferred to the National Archives but apply to all relevant records and information which are within the control of respective organs of state. 

Regular reviews of classified information 

Section 22
22. (1) At least once every 10 years, the head of an organ of state must review the
classified status of all classified information held or possessed in that organ of state.
(2) The first 10-year period referred to in subsection (1) commences on the effective
date of this Act.
(3) The status of classified information must be reviewed when there is a need or
proposal to use that information in a public forum such as in a court or tribunal
proceedings.
(4) When conducting a review, the head of an organ of state must apply the criteria for
the continued classification of information contemplated in this Chapter.
(5) Organs of state must inform the Minister and the public of the results of the regular reviews.

The proposed 10 year review period for classification mirrors clause 34(1) of its predecessor without change. The Commission submits once more that this period is unduly lengthy both practically and in terms of necessity of review. The practical difficulty with the review time frame is that within this ten year span heads of organs of state would have changed at least twice, requiring reviews by new heads of classification undertaken by predecessors twice removed. 
The 10 year minimum review period also fails to place a definitive obligation on the head of an organ of state to consider external developments which may warrant more frequent reviews of classification.
The Commission supports the obligation placed on organs of state to inform the public of the results of the regular reviews conducted in terms of Section 22(5). In this regard the Commission submits that the provision be expanded to oblige public bodies to publish lists of all categories of declassified files/information in the manual public bodies are obliged to submit to the Commission in terms of Section 14 of PAIA.

Request for status review of classified information 

Section 23
23. (1) A request for the declassification of classified information may be submitted to
the head of an organ of state by an interested non-governmental party or person.
(2) Such a request must be in furtherance of a genuine research interest or a legitimate
public interest.
(3) In conducting such a review the head of an organ of state must take into account
the considerations for the continued classification of information as contemplated in this
Chapter.
(4) Heads of organs of state must, in the departmental standards and procedures—
(a) develop procedures to process requests for the review of the classified status
of specified information; and
(b) provide for the notification to the requester of the right to appeal a decision as
provided for in Section 25.
(5) The procedures referred to in subsection (4)(a) must be implemented within 18
months of the date on which this Act takes effect.
(6) In response to a request for the review of the classified status of information in
terms of this Act the head of an organ of state may refuse to confirm or deny the
existence or non-existence of information whenever the fact of its existence or
non-existence is itself classified as top secret.

Section 23 places the power of review of classified information on request for review, with the head of the organ of state. Apart from the fact that no independent scrutiny or consideration is brought to bear on the actual process of review, the head of the organ of state is in terms of Section 23(6) able to rely on the ‘double blind’ provision – not admitting or denying the existence of the top secret information.
This power can be used without the necessary checks and balances and is the exclusive prerogative of the head of the organ of state. Such provisions can unnecessarily prevent investigative enquiry and frustrate the ability of persons who wish to access information from information holders by forcing requestors through the courts. Read together with Section 24 (1) it would be extremely difficult for an individual who merely has knowledge of the existence of a record or information to meet the requirements of 24 (1), and persevere with a request particularly where its very existence is not admitted.
In this regard the judgment of the Constitutional Court in Biowatch Trust v Registrar, Genetic Resources and Others is apposite.  Responding to the issue of widely framed requests and the difficulty inherent in expecting requestors to have clear prior knowledge and the ability to clearly describe records, Justice Sachs in part endorsed the reasoning of the high court on this specific issue. His consideration of the framing of the request and its justification as a ground of refusal of access to information; and as a basis for punitive costs are reflected in selected excerpts from the Constitutional Court judgment and are detailed below:
“One of the defensive arguments raised by the state and Monsanto was that the catch-all requests of Biowatch to the Registrar, and the notice of motion based on these requests, were clearly vexatious and oppressive. …..
…The Court later stated, however:
Requests for access to information under section 32 of the Constitution should obviously not be formulated in too general a manner. But requesters for information under section 32 of the Constitution – or for that matter under Promotion of Access to Information Act (PAIA) – would not always have knowledge of the precise description of the record in which the information sought, is contained. …. The request still needs to be considered objectively (our emphasis). But what is important about the Registrar’s viewpoint is this, namely, that if he had any doubt about the nature and or validity of Biowatch’s requests he was, in my view, enjoined to establish precisely what it was seeking and to assist it in its endeavors to achieve that. The Registrar was not entitled to adopt a passive role in the regard. If, after having engaged Biowatch, he had any doubt about the bona fides of its requests and that he genuinely opined that it was vexatious and oppressive or unintelligible he could and should have refused it on that ground…..
….Despite the obvious merit in some of the submissions made on behalf of all the respondents in connection with the overbreath of Biowatch’s requests for information, I do not believe that the interests of justice will be served if Biowatch were to be non-suited on that ground alone”.

The court returned to the issue of the formulation of requests later in the judgment where Justice Sachs states:

“The lack of precision and the sweeping character of the requests for information as well as of the claims made in the notice of motion had not prevented the High Court from being able to give a thorough and well-substantiated judgment on the merits. Far from being frivolous or vexatious, the application raised important constitutional issues and achieved considerable success….The root cause of the dispute had been the persistent failure of the governmental authorities to provide legitimately-sought information. They were obliged to pass on information in their possession,…
…
It was the state’s duty to grasp the nettle and draw an appropriate line between information to be disclosed and information to be withheld. Its failure to make any initial determination provoked the litigation. …. the fact that it was vexed by Biowatch’s application did not mean that the application was vexatious – it entered the forensic fray because the governmental authorities had failed to exercise their constitutional and statutory obligations to separate the confidential wheat from the non-confidential chaff
…
The lack of precision in the pre-litigation requests for information …. Whatever ineptitude there might have been in the manner in which the requests were framed fell far short of the kind of misconduct that would have justified the Court in refusing to follow the general rule, namely that, where an applicant succeeds substantially in a constitutional suit against the government (our emphasis), the government should pay the applicant’s costs.”

Our courts therefore are alive to the fact that in certain instances requests of necessity have to be broadly framed and the governing legislation PAIA responds to this eventuality by obliging DIO’s to provide as much assistance to the requestor in lodging the request as is necessary.

Section 23 (2)

One of the requirements dictated by Section 23 (2) for review imposes the “genuine research interest or a legitimate public interest” qualifier on requests for declassification.  Such qualifiers are inconsistent with the constitutional right to receive and impart information and are in contradiction to the process of accessing information in terms of PAIA which does not require that requestors provide any reasons for a request.  The logical exception to the unqualified exercise of the right to access information is limited in PAIA only in instances where the public interest override is invoked.

The Commission submits further that both qualifiers are as they stand extremely vague, open to subjective interpretation and largely unenforceable concepts. It is extremely difficult to establish conclusively in the absence of clear criteria what constitutes a “legitimate public interest” or “genuine research”, without having recourse to the courts.

Status review procedure
Section 24 
24. (1 )A request for a review of the classified status of information must describe the
document or materials containing the information or describe the category or subject
matter of information with sufficient clarity to enable the head of an organ of state to
locate it with ease.
(2) The head of an organ of state receiving a request in the prescribed manner for a
review of the status of classified information must make a determination and in the case
of a refusal provide reasons within 90 days of the date of receipt of such request.

Appeal procedure
Section 25
25. (1) If the head of an organ of state denies a request for declassification or the
lifting of the status of information to a member of the public or a non-governmental
organisation or entity, such person or body may appeal such decision to the Minister of
the organ of state in question.
(2) Any appeal referred to in subsection (1) must be lodged within 30 days of receipt
of the decision and reasons therefore.
(3) Upon receipt of an appeal, the Minister of an organ of state must make a finding
and in the case of refusal provide reasons within 90 days of the date of receipt of such
request.

The time frames prescribed for response to a status review and for appeals are unduly lengthy. These time frames are completely inconsistent with PAIA provisions governing request response times and appeal timeframes.
 The significance of timeframes on issues relating to information were considered at length in the Constitutional Court judgement in the Case of Brummer v Minister of Social Development and Others where the court found that a period of 60 days within which to reach a court for the determination of a refusal of access to information on appeal was insufficient and contrary to the access to justice provisions of the constitution.
Such considerations apply with equal force with regard to accessing and classification review requests in the proposed Bill. In instances where a refusal has been tendered on the 90th day, and the appeal is lodged on the 29th day, and the Minister denies the request for declassification a further 89 days later, the total time for the completion of the entire process is a total of 108 days. These time frames are unduly lengthy and are contrary to a number of frameworks which recognize the premium of time on information. They are likely to frustrate investigative journalism and requests for access to information in the public interest, adversely affecting the utility of the information if obtained.
While the Commission notes that PAIA requests are to be treated in terms of PAIA, it notes with particular concern the fact that the processes of status reviews and appeals are contrary to the provisions of PAIA. The timeframes plotted above provide a PAIA requestor with approximately 70 odd days within which to reach a court and prepare a case in the instance where a requestor intends resort to the courts.  The timeframes proposed by the Bill are therefore far more onerous on requestors than those contained in the original PAIA provisions which have since been declared unconstitutional by the Constitutional Court. The time frames as they stand will pose grave impediments to individuals who wish to have their disputes fairly resolved.
Beyond the submissions tendered above the Commission flags a further glaring inconsistency between the Bill and PAIA, in so far as Section 28 is concerned. The Bill proposes that the Agency assumes control over information of all defunct organs of state but fails to acknowledge that the Agency itself is exempt from the provisions of PAIA. The Section therefore does not adequately detail the access rights of individuals to exempted organs of state in this instance.
Similar challenges to PAIA requestors are noted in the application of the Act whereby the Minister is given power to make a determination that an organ of state is to be regarded as part of another organ of state by notice in the Gazette. Such an application removes the element of predictability through which ordinary individuals are able to direct their requests. One of the results of such changes is that PAIA requests will invariably be the subject of interdepartmental transfers and delay, adversely and unnecessarily impacting the right to access information. 
The Commission therefore strongly recommends that both the application for a status review and the response on appeal timeframes be considerably shortened and harmonized with PAIA to give full effect to the right to know.
Release of declassified information to public
Section 27
…  
Section 27 (3)
(3) When an organ of state receives a request for records in its possession that contain
information that was originally classified by another organ of state, it must refer the
request and the pertinent records to that other organ of state for processing and may, after
consultation with the other organ of state, inform the requester of the referral.
…
The Commission strongly recommends a change in the wording of Section 27(3) from the discretionary ‘may’ to a mandatory ‘must’ for the purposes of notifying a requester that a referral to the organ of state which had originally classified the record or the Agency where that organ no longer exists had taken place.
Establishment of National Declassification Database
Section 29
…
Section 29 (7)
(7) No declassified information may be placed in the National Declassification
Database if access to such information may be refused in terms of the Promotion of
Access to Information Act.
…

With regard to fee impositions, the Commission recommends that fee impositions be waived in so far as requests for access to the National Declassification Database are concerned. Such an approach would be consistent with PAIA and the Database should be freely and automatically available.
The Commission recommends further that in the event fee impositions are retained, they should be waived in so far as the indigent are concerned.
Reports 
Section 47 
47 (1) Each head of an organ of state must, by no later than 31 December of each
year, submit a report to his or her Minister, and forward a copy of such report to the
Minister and the Agency, that describes the application of the protection of information
policies and procedures, and in particular the application of the classification and
declassification standards and procedures of that organ of state during the preceding
year.
(2) The Agency must by no later than 31 December of each year submit an annual
report to the Minister on the execution of its responsibilities in terms of this Act.
(3) The Agency must report annually to Parliament on the monitoring carried out in
terms of this Act and on the status of the protection of information practices by all organs
of state.
(4) When the Agency submits its report to Parliament, the Agency must forward
copies of the report to every head of an organ of state.

The Commission recommends that the monitoring function of the Agency be conferred on the independent body in the form of the Information Commissioner or DPR instead. The Commission also notes the absence of penalties for non compliance with reporting obligations and flags the absence with concern. Public bodies bear similar reporting obligations to the Commission in terms of PAIA. However over a 10 year period of monitoring the Commission continues to record extremely poor levels of compliance with mandatory reporting obligations by public bodies. 
The Commissions view is therefore that the absence of penalties for non compliance with reporting obligations perpetuates non compliance, and is one of the factors contributing to public bodies not fully committing to proper implementation of legislation like the PAIA. Similar resistance could occur with POI where public bodies regard implementation and reporting obligations with impunity.

The Recommendation for an Independent Intermediary Body
The Commission notes that the current Bill unlike its predecessor does not make provision for an intermediary adjudicatory body nor has it considered the potential benefits of an Office of an Information Commissioner as has been previously recommended by the Commission. The recommendation for an independent intermediary or Ombudsman formed a common thread in submissions from civil society to the erstwhile Committee in 2008 and it is strongly endorsed once more.  It is the view of the Commission that this omission is one of two central flaws in the Bill and one which would have provided a necessary check and balance to the unmitigated concentration of power placed entirely in the hands of the state with regard to information security and access to such information at present.
The Commission is acutely mindful of the fact that the absence of such a structure will force recourse by ordinary individuals wishing to challenge classification or asserting their access to information rights to the courts. This approach has been singled out repeatedly for its impact on access to justice rights by a number of stakeholders including the Commission over a period of time. The constraints presented in terms of complexity of litigation, costs, time and other social barriers to traditional adjudicatory mechanisms for ordinary individuals have long been the rationale for such an independent intermediary to be created in terms of PAIA. In the present case these barriers are exacerbated by the power imbalances inherent between organs of state and ordinary individuals as well.
While a cogent case for an intermediary body in so far as PAIA disputes are concerned has been previously made, it is the submission of the Commission that the recommendation is strengthened by recent legislative developments in the form of the Protection of Information Bill and the present Bill.
Given the proposal for a Data Protection Regulator (DPR) in the Protection of Personal Information Bill before the Justice Portfolio Committee at present, this Committee is urged to consider an expansion of the mandate, powers, obligations and duties of the proposed DPR structure to include aspects of the Protection of Information as well. It is submitted that the sheer scale of interventions required of the Agency proposed by the current Bill, in terms of mediating disputes, assuming control over the records of defunct organs of states; monitoring compliance, promoting and educating organs of state is both impractical and inappropriate. 
Many of the above functions, particularly those which centre on review, monitoring and dispute resolution are better suited to an independent, impartial intermediary.  The expansion of the mandate of an independent DPR to include protection of information matters will also cure the present Bill of its second key flaw, namely the undue concentration of power in organs of state in so far as the protection of information is concerned. A classic example of some of the difficulties which will ensue are made clear from provisions like Section 31 which provides that a dispute between an organ of state and the Agency be referred to the Minister for resolution! Such provisions raise concern for impartiality of dispute resolution and occur frequently in the present Bill. 
The PAIA legislation is already in force and has been the subject of contestation before the courts resulting in costly and protracted proceedings over time. It is therefore of vital importance that the structure recommended by the Commission is swiftly put into place to ensure that all disputes arising from legislation like PAIA, the present envisaged legislation and the Protection of Personal Information Bill are dealt with cohesively and expeditiously. The Commission however cautions the Committee to ensure that the envisaged structure is adequately resourced and empowered to effectively deliver on the proposed mandate. The present discordant matrix of frameworks governing information is also unwieldy and creates the landscape for highly fragmented responses to information matters. Resultant disputes will therefore be unnecessarily costly and protracted simply on issues of jurisdiction and application before substance and resolution. Such delays are globally accepted as being a denial of justice. 



