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PROVISIONS OF LAW
APPLICABLE TO 
ALL ROLEDEX. OUTLOOK OR CELLPHONES
UNLESS THEIR OWNER IS NOT ECONOMICALLY ACTIVE

EVEN WHEN
EXEMPTED FROM NOTIFICATION REQUIREMENTS
AND
UNDER PAIN OF INCARCERATION

7.
The responsible party must ensure that the principles set out in this Chapter and all the measures that give effect to the principles are complied with.

8.
Personal information must be processed—

(a)
lawfully; and

(b)
in a reasonable manner that does not infringe the privacy of the data subject.

9.
Personal information may only be processed if, given the purpose for which it is processed, it is adequate, relevant and not excessive. 
10.
(1)
Personal information may only be processed if—

(a)
the data subject consents to the processing;

(b)
processing is necessary to carry out actions for the conclusion or performance of a contract to which the data subject is party;

(c)
processing complies with an obligation imposed by law on the responsible party;

(d)
processing protects a legitimate interest of the data subject;

(e)
processing is necessary for the proper performance of a public law duty by a public body; or

(f)
processing is necessary for pursuing the legitimate interests of the responsible party or of a third party to whom the information is supplied.

11.
(1)
Personal information must be collected directly from the data subject, except as otherwise provided for in subsection (2).

12.
Personal information must be collected for a specific, explicitly defined and lawful purpose related to a function or activity of the responsible party.

13.
Steps must be taken in accordance with section 17(2) to ensure that the data subject is aware of the purpose of the collection of the information as referred to in section 12.

14.
(1)
Subject to subsections (2) and (3), records of personal information must not be retained any longer than is necessary for achieving the purpose for which the information was collected or subsequently processed, 

(2)
Records of personal information may be retained for periods in excess of those contemplated in subsection (1) for historical, statistical or research purposes if the responsible party has established appropriate safeguards against the records being used for any other purposes.

(3)
A responsible party that has used a record of personal information of a data subject to make a decision about the data subject, must—

(a)
retain the record for such period as may be required or prescribed by law or a code of conduct; or

(b)
if there is no law or code of conduct prescribing a retention period, retain the record for a period which will afford the data subject a reasonable opportunity, taking all considerations relating to the use of the personal information into account, to request access to the record.

(4)
A responsible party must destroy or delete a record of personal information or de-identify it as soon as reasonably practicable after the responsible party is no longer authorised to retain the record in terms of subsection (1) or (2).

(5)
The destruction or deletion of a record of personal information in terms of subsection (4) must be done in a manner that prevents its reconstruction in an intelligible form.

15.
(1)
Further processing of personal information must be compatible with the purpose for which it was collected in terms of principle 3.

(2)
To assess whether further processing is compatible with the purpose of collection, the responsible party must take account of—

(a)
the relationship between the purpose of the intended further processing and the purpose for which the information has been collected;

(b)
the nature of the information concerned;

(c)
the consequences of the intended further processing for the data subject;

(d)
the manner in which the information has been collected; and

(e)
any contractual rights and obligations between the parties.

(3)
The further processing of personal information is compatible with the purpose of collection if—

(a)
the data subject has consented to the further processing of the information;

(b)


16.
(1)The responsible party must take reasonably practicable steps to ensure that the  personal information is complete, accurate, not misleading and updated where necessary.



(2)
In taking the steps referred to in subsection (1), the responsible party must have regard to the purpose for which personal information is collected or further processed.
17.
(1)
Personal information may only be processed by a responsible party that has notified the Regulator in terms of Chapter 6. [may be exempted in terms of section 52]
(2)
If personal information is collected, the responsible party must take reasonably practicable steps to ensure that the data subject is aware of—

(a)
the information being collected;

(b)
the name and address of the responsible party;

(c)
the purpose for which the information is being collected;

(d)
whether or not the supply of the information by that data subject is voluntary or mandatory;

(e)
the consequences of failure to provide the information;

(f)
any particular law authorising or requiring the collection of the information; and

(g)
any further information such as the—

(i)
recipient or category of recipients of the information;

(ii)
nature or category of the information; and

(iii)
existence of the right of access to and the right to rectify the information collected,

which is necessary, having regard to the specific circumstances in which the information is or is not to be processed, to enable processing in respect of the data subject to be reasonable.

(3)
The steps referred to in subsection (2) must be taken—

(a)
if the personal information is collected directly from the data subject, before the information is collected, unless the data subject is already aware of the information referred to in that subsection; or

(b)
in any other case, before the information is collected or as soon as reasonably practicable after it has been collected.

(4)
A responsible party that compiles or has compiled a manual and made it available in terms of section 14 or 51 of the Promotion of Access to Information Act, does not have to comply with subsection (1) if all the particulars referred to in section 51 of this Act are contained in the manual.

(5)
A responsible party that has previously taken the steps referred to in subsection (2) complies with subsection (2) in relation to the subsequent collection from the data subject of the same information or information of the same kind if the purpose of collection of the information is unchanged.

(6)
It is not necessary for a responsible party to comply with subsection (2) if—

(a)
the data subject has provided consent for the non-compliance;

(b)

(e)
compliance is not reasonably practicable in the circumstances of the particular case; or

(f)


18.
(1)
A responsible party must secure the integrity of personal information in its possession or under its control by taking appropriate, reasonable technical and organisational measures to prevent—

(a)
loss of, damage to or unauthorised destruction of personal information; and

(b)
unlawful access to or processing of personal information.

(2)
In order to give effect to subsection (1), the responsible party must take reasonable measures to—

(a)
identify all reasonably foreseeable internal and external risks to personal information in its possession or under its control;

(b)
establish and maintain appropriate safeguards against the risks identified;

(c)
regularly verify that the safeguards are effectively implemented; and

(d)
ensure that the safeguards are continually updated in response to new risks or deficiencies in previously implemented safeguards.

(3)
The responsible party must have due regard to generally accepted information security practices and procedures which may apply to it generally or be required in terms of specific industry or professional rules and regulations.

19.
An operator or anyone processing personal information on behalf of a responsible party or an operator, must—

(a)
process such information only with the knowledge or authorisation of the responsible party; and

(b)
treat personal information which comes to their knowledge as confidential and must not disclose it,

unless required by law or in the course of the proper performance of their duties. 

20.
(1)
A responsible party must ensure that an operator which processes personal information for the responsible party establishes and maintains the security measures referred to in section 18.

(2)
The processing of personal information for a responsible party by an operator on behalf of the responsible party must be governed by a written contract between the operator and the responsible party, which requires the operator to establish and maintain confidentiality and security measures to ensure the integrity of the personal information.

21.
(1)
Where there are reasonable grounds to believe that the personal information of a data subject has been accessed or acquired by any unauthorised person, the responsible party, or any third party processing personal information under the authority of a responsible party, must notify the—

(a)
Regulator; and
(b)
data subject, unless the identity of such data subject cannot be established.

(2)
The notification referred to in subsection (1) must be made as soon as reasonably possible after the discovery of the compromise, taking into account the legitimate needs of law enforcement or any measures reasonably necessary to determine the scope of the compromise and to restore the integrity of the responsible party’s information system.

 (4)
The notification to a data subject referred to in subsection (1) must be in writing and communicated to the data subject in at least one of the following ways:
(a)
Mailed to the data subject’s last known physical or postal address;

(b)
sent by e-mail to the data subject’s last known e-mail address;

(c)
placed in a prominent position on the website of the responsible party;

(d)
published in the news media; or

(e)
as may be directed by the Regulator.

(5)
A notification must provide sufficient information to allow the data subject to take protective measures against the potential consequences of the compromise, including, if known to the responsible party, the identity of the unauthorised person who may have accessed or acquired the personal information.

(6)
The Regulator may direct a responsible party to publicise, in any manner specified, the fact of any compromise to the integrity or confidentiality of personal information, if the Regulator has reasonable grounds to believe that such publicity would protect a data subject who may be affected by the compromise.

22.
(1)
A data subject, having provided adequate proof of identity, has the right to—

(a)
request a responsible party to confirm, free of charge, whether or not the responsible party holds personal information about the data subject; and

(b)
request from a responsible party, a description of the personal information about the data subject held by the responsible party, including information about the identity of all third parties, or categories of third parties, who have, or have had, access to the information—

(i)
within a reasonable time;

(ii)
at a prescribed fee, if any, that is not excessive;

(iii)
in a reasonable manner and format; and

(iv)
in a form that is generally understandable.

(2)
If, in accordance with subsection (1)(b), personal information is communicated to a data subject, the data subject must be advised of the right in terms of section 23 to request the correction of information.

(3)
If a data subject is required by a responsible party to pay a fee for services provided to the data subject in terms of subsection (1)(b) to enable the responsible party to respond to a request, the responsible party—

(a)
must give the applicant a written estimate of the fee before providing the services; and

(b)
may require the applicant to pay a deposit for all or part of the fee.

(4)
A responsible party may or must refuse, as the case may be, to disclose any information requested in terms of subsection (1) to which the grounds for refusal of access to records set out in the applicable sections of Chapter 4 of Part 2 and Chapter 4 of Part 3 of the Promotion of Access to Information Act apply.

(5)
If a request for access to personal information is made to a responsible party and part of that information may or must be refused in terms of subsection (4), every other part must be disclosed.

23.
(1)
A data subject may request a responsible party to—

(a)
correct or delete personal information about the data subject in its possession or under its control that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained unlawfully; or

(b)
destroy or delete a record of personal information about the data subject that the responsible party is no longer authorised to retain in terms of section 14.

(2)
On receipt of a request in terms of subsection (1) a responsible party must—

(a)
correct the information;

(b)
destroy or delete the information;

(c)
provide the data subject, to his or her satisfaction, with credible evidence in support of the information; or

(d)
where agreement cannot be reached between the responsible party and the data subject, and if the data subject so requests, take such steps as are reasonable in the circumstances, to attach to the information in such a manner that it will always be read with the information, an indication that a correction of the information has been requested but has not been made.

(3)
If the responsible party has taken steps under subsection (2) that result in a change to the information and the changed information has an impact on decisions that have been or will be taken in respect of the data subject in question, the responsible party must, if reasonably practicable, inform each person or body or responsible party to whom the personal information has been disclosed of those steps.

(4)
The responsible party must notify a data subject, who has made a request in terms of subsection (1), of the action taken as a result of the request.

24.
The provisions of sections 18 and 53 of the Promotion of Access to Information Act apply to requests made in terms of sections 22 and 23 of this Act.

25.
Unless specifically permitted by this Part, a responsible party may not process personal information concerning a—

(a)
child who is subject to parental control in terms of the law; or

(b)
data subject’s religious or philosophical beliefs, race or ethnic origin, trade union membership, political opinions, health, sexual life or criminal behaviour.

69.
A responsible party in the Republic may not transfer personal information about a data subject to a third party who is in a foreign country unless—

(a)
the recipient of the information is subject to a law, binding code of conduct or contract which—

(i)
effectively upholds principles for reasonable processing of the information that are substantially similar to the information protection principles; and

(ii)
includes provisions, that are substantially similar to this section, relating to the further transfer of personal information from the recipient to third parties who are in a foreign country;

(b)
the data subject consents to the transfer;

(c)
the transfer is necessary for the performance of a contract between the data subject and the responsible party, or for the implementation of pre-contractual measures taken in response to the data subject’s request;

(d)
the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the responsible party and a third party; or

(e)
the transfer is for the benefit of the data subject, and—

(i)
it is not reasonably practicable to obtain the consent of the data subject to that transfer; and

(ii)
if it were reasonably practicable to obtain such consent, the data subject would be likely to give it.
70.
For the purposes of this Chapter, interference with the protection of the personal information of a data subject consists, in relation to that data subject, of—

(a)
any breach of the information protection principles set out in Chapter 3;

(b)
non-compliance with section 21, 47, 66, 67, 68 or 69; or   

71.
Any person may submit a complaint to the Regulator in the prescribed manner and form—

(a)
alleging interference with the protection of the personal information of a data subject; or

(b)
in terms of section 61(3) if the data subject is aggrieved by the determination of an adjudicator.
72.
(1)
A complaint to the Regulator may be made either orally or in writing.

(2)
A complaint made orally must be put in writing as soon as reasonably practicable.

(3)
The Regulator must give such reasonable assistance as is necessary in the circumstances to enable a person, who wishes to make a complaint to the Regulator, to put the complaint in writing.

73.
(1)
The Regulator, after receipt of a complaint made in terms of section 71, must—

(a)
investigate any alleged interference with the protection of the personal information of a data subject in the prescribed manner;

(b)
act, where appropriate, as conciliator in relation to any such interference in the prescribed manner; and

(c)
take such further action as is contemplated by this Chapter.

(2)
The Regulator may, on its own initiative, commence an investigation under subsection (1).
74.
(1)
On receiving a complaint in terms of section 71, the Regulator may—

(a)
investigate the complaint; or

(b)
decide, in accordance with section 75, to take no action on the complaint.

(2)
The Regulator must, as soon as is reasonably practicable, advise the complainant and the responsible party to whom the complaint relates of the course of action that the Regulator proposes to adopt under subsection (1).

75.
(1)
The Regulator, after investigating a complaint received in terms of section 71, may decide to take no action or, as the case may be, require no further action in respect of the complaint if, in the Regulator’s opinion—

(a)
the length of time that has elapsed between the date when the subject matter of the complaint arose and the date when the complaint was made is such that an investigation of the complaint is no longer practicable or desirable;

(b)
the subject matter of the complaint is trivial;

(c)
the complaint is frivolous or vexatious or is not made in good faith;

(d)
the complainant does not desire that action be taken or, as the case may be, continued;

(e)
the complainant does not have a sufficient personal interest in the subject matter of the complaint; or

(f)
in cases where the complaint relates to a matter in respect of which a code of conduct is in force and the code of conduct makes provision for a complaints procedure, the complainant has failed to pursue, or to pursue fully, an avenue of redress available under that complaints procedure that it would be reasonable for the complainant to pursue.

(2)
Notwithstanding anything in subsection (1), the Regulator may in its discretion decide not to take any further action on a complaint if, in the course of the investigation of the complaint, it appears to the Regulator that, having regard to all the circumstances of the case, any further action is unnecessary or inappropriate.

(3)
In any case where the Regulator decides to take no action, or no further action, on a complaint, the Regulator must inform the complainant of that decision and the reasons for it.

76.
(1)
If, on receiving a complaint in terms of section 71, the Regulator considers that the complaint relates, in whole or in part, to a matter that is more properly within the jurisdiction of another regulatory body, the Regulator must forthwith determine whether the complaint should be dealt with, in whole or in part, under this Act after consultation with the body concerned.

(2)
If the Regulator determines that the complaint should be dealt with by another body, the Regulator must forthwith refer the complaint to that body to be dealt with accordingly and must notify the complainant of the referral.

77.
Before proceeding to investigate any matter in terms of this Chapter, the Regulator must, in the prescribed manner, inform—

(a)
the complainant, the data subject to whom the investigation relates (if not the complainant) and any person alleged to be aggrieved (if not the complainant), of the Regulator’s intention to conduct the investigation; and

(b)
the responsible party to whom the investigation relates of the—

(i)
details of the complaint or, as the case may be, the subject matter of the investigation; and

(ii)
right of that responsible party to submit to the Regulator, within a reasonable period, a written response in relation to the complaint or, as the case may be, the subject-matter of the investigation.

78.
If it appears from a complaint, or any written response made in relation to a complaint under section 77(b)(ii), that it may be possible to secure—

(a)
 a settlement between any of the parties concerned; and
(b)
if appropriate, a satisfactory assurance against the repetition of any action that is the subject matter of the complaint or the doing of further actions of a similar kind by the person concerned,
the Regulator may, without investigating the complaint or, as the case may be, investigating the complaint further, in the prescribed manner, use its best endeavours to secure such a settlement and assurance.

79.
For the purposes of the investigation of a complaint the Regulator may—

(a)
summon and enforce the appearance of persons before the Regulator and compel them to give oral or written evidence on oath and [to] produce any records and things that the Regulator considers necessary to investigate the complaint, in the same manner and to the same extent as the High Court; 
(b)
administer oaths;

(c)
receive and accept any evidence and other information, whether on oath, by affidavit or otherwise, that the Regulator sees fit, whether or not it is or would be admissible in a court of law;

(d)
at any reasonable time, subject to section 80, enter and search any premises occupied by a responsible party;

(e)
converse in private with any person in any premises entered under section 82 subject to section 80; and

(f)
[otherwise carry out in those premises any inquiries that the Regulator sees fit in terms of section 80.
80.
(1)
A judge of the High Court, a regional magistrate or a magistrate, if satisfied by information on oath supplied by the Regulator that there are reasonable for suspecting that—

(a)
a responsible party is interfering with the protection of the personal information of a data subject; or

(b)
an offence under this Act has been or is being committed,

and that evidence of the contravention or of the commission of the offence is to be found on any premises specified in the information, that are within the jurisdiction of that judge or magistrate, may, subject to subsection (2), grant a warrant to enter and search such premises.

(2)
A warrant issued under subsection (1) authorises the Regulator or any of its officers or staff, subject to section 82, at any time within seven days of the date of the warrant to enter the premises as identified in the warrant, to search them, to inspect, examine, operate and test any equipment found there which is used or intended to be used for the processing of personal information and to inspect and seize any record, other material or equipment found there which may be such evidence as is mentioned in that subsection.

81.
(1)
A judge or magistrate must not issue a warrant under section 80 unless satisfied that —

(a)
the Regulator has given seven days’ notice in writing to the occupier of the premises in question demanding access to the premises;

(b)
either—

(i)
access was demanded at a reasonable hour and was unreasonably refused; or

(ii)
although entry to the premises was granted, the occupier unreasonably refused to comply with a request by any of the Regulator’s members or officers or staff to permit the members or the officer or member of staff to do any of the things referred to in section 80(2); and
(c)
that the occupier, has, after the refusal, been notified by the Regulator of the application for the warrant and has had an opportunity of being heard on the question whether the warrant should be issued.

(2)
Subsection (1) does not apply if the judge or magistrate is satisfied that the case is one of urgency or that compliance with that subsection would defeat the object of the entry.

(3)
A judge or magistrate who issues a warrant under section 80 must also issue two copies of it and certify them clearly as copies.

82.
(1)
A police officer who is assisting a person authorised to conduct an entry and search in terms of a warrant issued under section 80 may overcome resistance to the entry and search by using such force as is reasonably necessary.
(2)
A warrant issued under this section must be executed at a reasonable hour unless it appears to the person executing it that there are reasonable grounds for suspecting that the evidence in question would not be found if it were so executed.

(3)
If the person who occupies the premises in respect of which a warrant is issued under section 80 is present when the warrant is executed, he or she must be shown the warrant and supplied with a copy of it, and if that person is not present a copy of the warrant must be left in a prominent place on the premises.

(4)
A person seizing anything in pursuance of a warrant under section 80 must give a receipt to the occupier or leave the receipt on the premises.

(5)
Anything so seized may be retained for as long as is necessary in all circumstances but the person in occupation of the premises in question must be given a copy of any documentation that is seized if he or she so requests and the person executing the warrant considers that it can be done without undue delay.

(6)
A person authorised to conduct an entry and search in terms of section 80 must be accompanied and assisted by a police officer.

(7)
A person who enters and searches any premises under this section must conduct the entry and search with strict regard for decency and order, and with regard to each person’s right to dignity, freedom, security and privacy.

(8)
A person who enters and searches premises under this section must before questioning any person—

(a)
advise that person of the right to be assisted at the time by an advocate or attorney; and

(b)
allow that person to exercise that right.



(9)
No self-incriminating answer given or statement made to a person who conducts a search in terms of a warrant issued under section 80 is admissible as evidence against the person who gave the answer or made the statement in criminal proceedings, except in criminal proceedings for perjury or in which that person is tried for an offence contemplated in section 97 and then only to the extent that the answer or statement is relevant to prove the offence charged.

83.
If the Regulator has authorised the processing of personal information in terms of section 34, that information is not subject to search and seizure empowered by a warrant issued under section 80.
84.
(1)
Subject to the provisions of this section, the powers of search and seizure conferred by a warrant issued under section 80 must not be exercised in respect of—

(a)
any communication between a professional legal adviser and his or her client in connection with the giving of legal advice to the client with respect to his or her obligations, liabilities or rights; or

(b)
any communication between a professional legal adviser and his or her client, or between such an adviser or his or her client and any other person, made in connection with or in contemplation of proceedings under or arising out of this Act, including proceedings before a court, and for the purposes of such proceedings.

(2)
Subsection (1) applies also to—

(a)
any copy or other record of any such communication as is mentioned therein; and

(b)
any document or article enclosed with or referred to in any such communication if made in connection with the giving of any advice or, as the case may be, in connection with or in contemplation of and for the purposes of such proceedings as are mentioned therein.
85.
If the person in occupation of any premises in respect of which a warrant is issued under this Act objects to the inspection or seizure under the warrant of any material on the ground that it—

(a)
contains privileged information and refuses the inspection or removal of such article or document, the person executing the warrant or search must, if he or she is of the opinion that the article or document contains information that has a bearing on the investigation and that such information is necessary for the investigation, request the Registrar of the High Court which has jurisdiction or his or her delegate, to attach and remove that article or document for safe custody until a court of law has made a ruling on the question whether the information concerned is privileged or not; or

(b)
consists partly of matters in respect of which those powers are not exercised, he or she must, if the person executing the warrant so requests, furnish that person with a copy of so much of the material as is not exempt from those powers.

86.
A warrant issued under section 80 must be returned to the court from which it was issued—

(a)
after being executed; or

(b)
if not executed within the time authorised for its execution,

and the person who has executed the warrant must make an endorsement on it stating what powers have been exercised by him or her under the warrant.

87.
(1)
The Regulator, on its own initiative, or at the request by or on behalf of the responsible party, data subject or any other person must make an assessment in the manner prescribed of whether an  instance of processing of personal information complies with the provisions of this Act.

(2)
The Regulator must make the assessment if it appears to be appropriate, unless, where the assessment is made on request, the Regulator has not been supplied with such information as it may reasonably require in order to—

(a)
satisfy itself as to the identity of the person making the request; and

(b)
enable it to identify the action in question.

(3)
The matters to which the Regulator may have regard in determining whether it is appropriate to make an assessment include the extent to which the request appears to it to raise a matter of substance, and if the assessment is made on request—

(a)
any undue delay in making the request; and

(b)
whether or not the person making the request is entitled to make an application,

under Principle 8 in respect of the personal information in question.

(4)
If the Regulator has received a request under this section it must notify the requester—

(a)
whether it has made an assessment as a result of the request; and

(b)
to the extent that it considers appropriate, having regard in particular to any exemption from Principle 8 applying in relation to the personal information concerned, of any view formed or action taken as a result of the request.

88.
(1)
If the Regulator—

(a)
has received a request under section 87 in respect of any processing of personal information; or

(b)
reasonably requires any information for the purpose of determining whether the responsible party has interfered or is interfering with the personal information of a data subject,

the Regulator may serve the responsible party with an information notice requiring the responsible party to furnish the Regulator, within a specified period, in a form specified in the notice, with an independent auditor’s report indicating that the processing is taking place in compliance with the provisions of the Act, or with such information relating to the request or to compliance with the Act as is so specified.

(2)
An information notice must contain particulars of the right of appeal conferred by section 92, and—

(a)
in a case falling within subsection (1)(a), a statement that the Regulator has received a request under section 87 in relation to the specified processing; or

(b)
in a case falling within subsection (1)(b), a statement that the Regulator regards the specified information as relevant for the purpose of determining whether the responsible party has complied, or is complying, with the information protection principles and the reasons for regarding it as relevant for that purpose.

(3)
Subject to subsection (5), the period specified in an information notice must not expire before the end of the period within which an appeal can be brought against the notice and, if such an appeal is brought, the information need not be furnished pending the determination or withdrawal of the appeal.



(4)
If the Regulator considers that the information is required as a matter of urgency, it may include in the notice a statement to that effect and a statement of its reasons for reaching that conclusion, and in that event subsection (3) does not apply.



(5)
A notice in terms of subsection (4) may not require the information to be furnished before the end of a period of three days beginning with the day on which the notice is served.



(6)
An information notice may not require a responsible party to furnish the Regulator with any communication between a—

(a)
professional legal adviser and his or her client in connection with the giving of legal advice on the client’s obligations, liabilities or rights under this Act; or

(b)
professional legal adviser and his or her client, or between such an adviser or his or her client and any other person, made in connection with or in contemplation of proceedings under or arising out of this Act (including proceedings before a court) and for the purposes of such proceedings.



(7)
In subsection (6) references to the client of a professional legal adviser include any person representing such a client.



(8)
An information notice may not require a responsible party to furnish the Regulator with information that would, by revealing evidence of the commission of any offence other than an offence under this Act, expose the responsible party to criminal proceedings.



(9)
The Regulator may cancel an information notice by written notice to the responsible party on whom it was served.



(10)
After completing the assessment referred to in section 87 the Regulator—

(a)
must report to the responsible party the results of the assessment and any recommendations that the Regulator considers appropriate; and

(b)
may, in appropriate cases, require the responsible party, within a specified time, to inform the Regulator of any action taken or proposed to be taken to implement the recommendations contained in the report or reasons why no such action has been or is proposed to be taken.



(11)
The Regulator may make public any information relating to the personal information management practices of a responsible party that has been the subject of an assessment under this section if the Regulator considers it in the public interest to do so.



(12)
A report made by the Regulator under subsection (10) is deemed to be the equivalent of an enforcement notice in terms of section 90.


89.
If an investigation is made following a complaint, and—

(a)
the Regulator believes that no interference with the protection of the personal information of a data subject has taken place and therefore does not serve an enforcement notice;

(b)
an enforcement notice is served in terms of section 90;

(c)
a served enforcement notice is cancelled in terms of section 91;

(d)
an appeal is lodged against the enforcement notice for cancellation or variation of the notice in terms of section 92; or

(e)
an appeal against an enforcement notice is allowed, the notice is substituted or the appeal is dismissed in terms of section 93,

the Regulator must inform the complainant and the responsible party, as soon as reasonably practicable, in the manner prescribed of any development mentioned in paragraphs (a) to (e) and the result of the investigation.


90.
(1)
If the Regulator is satisfied that a responsible party has interfered or is interfering with the protection of the personal information of a data subject, the Regulator may serve the responsible party with an enforcement notice requiring the responsible party to do either or both of the following:
(a)
To take specified steps within a period specified in the notice, or to refrain from taking such steps; or

(b)
to stop processing personal information specified in the notice, or to stop processing personal information for a purpose or in a manner specified in the notice within a period specified in the notice.



(2)
An enforcement notice must contain—

(a)
a statement indicating the nature of the interference with the protection of the personal information of the data subject and the reasons for reaching that conclusion; and

(b)
particulars of the rights of appeal conferred by section 92.



(3)
Subject to subsection (4), an enforcement notice may not require any of the provisions of the notice to be complied with before the end of the period within which an appeal may be brought against the notice and, if such an appeal is brought, the notice need not be complied with pending the determination or withdrawal of the appeal.



(4)
If the Regulator considers that an enforcement notice should be complied with as a matter or urgency it may include in the notice a statement to that effect and a statement of its reasons for reaching that conclusion, and in that event subsection (3) does not apply.



(5)
A notice in terms of subsection (4) may not require any of the provisions of the notice to be complied with before the end of a period of three days beginning with the day on which the notice is served.


91.
(1)
A responsible party on whom an enforcement notice has been served may, at any time after the expiry of the period during which an appeal may be brought against that notice, apply in writing to the Regulator for the cancellation or variation of that notice on the ground that, by reason of a change of circumstances, all or any of the provisions of that notice need not be complied with in order to ensure compliance with the information protection principles.



(2)
If the Regulator considers that all or any of the provisions of an enforcement notice need not be complied with in order to ensure compliance with the information protection principle or principles to which it relates, it may cancel or vary the notice by written notice to the responsible party on whom it was served.


92.
(1)
A responsible party on whom an information or enforcement notice has been served may, within 30 days of receiving the notice, appeal to the High Court having jurisdiction for the setting aside or variation of the notice.



(2)
A complainant, who has been informed of the result of the investigation in terms of section 75(3) or 91, may, within 30 days of receiving the result, appeal to the High Court having jurisdiction against the result.


93.
(1)
If in an appeal under section 92 the court considers—

(a)
that the notice against which the appeal is brought is not in accordance with the law; or

(b)
that the notice involved an exercise of discretion by the Regulator that ought to have been exercised differently,

the court must allow the appeal and may set aside the notice or substitute such other notice or decision as should have been served or made by the Regulator.



(2)
In such an appeal, the court may review any determination of fact on which the notice in question was based.


94.
(1)
A data subject or, at the request of the data subject, the Regulator, may institute a civil action for damages in a court having jurisdiction against a responsible party for breach of any provision of this Act referred to in section 70, whether or not there is intent or negligence on the part of the responsible party.



(2)
In the event of a breach the responsible party may raise any of the following defences against an action for damages: 
(a)
Vis maior; 
(b)
consent of the plaintiff;

(c)
fault on the part of the plaintiff;

(d)
compliance was not reasonably practicable in the circumstances of the particular case; or

(e)
the Regulator authorised the breach in terms of section 34.



(3)
A court hearing proceedings in terms of subsection (1) may award an amount that is just and equitable, including—

(a)
payment of damages as compensation for patrimonial and non-patrimonial loss suffered by a data subject as a result of breach of the provisions of this Act;

(b)
aggravated damages, in a sum determined in the discretion of the Court;

(c)
interest; and

(d)
costs of suit on such scale as may be determined by the Court.



(4)
Any amount awarded to the Regulator in terms of subsection (3) must be dealt with in the following manner:
(a)
the full amount must be deposited into a specifically designated trust account established by the Regulator with an appropriate financial institution;

(b)
as a first charge against the amount, the Regulator may recover all reasonable expenses incurred in bringing proceedings at the request of a data subject in terms of subsection (1) and in administering the distributions made to the data subject in terms of subsection (5); and
(c)
the balance, if any (in this section referred to as the “distributable balance”), must be distributed by the Regulator to the data subject at whose request the proceedings were brought.



(5)
Any amount not distributed within three years from the date of the first distribution of payments in terms of subsection (2), accrue to the Regulator in the Regulator’s official capacity.



(6)
The distributable balance must be distributed on a pro rata basis to the data subject referred to in subsection (1).



(7)
A Court issuing any order under this section must order it to be published in the Gazette and by such other appropriate public media announcement as the Court considers appropriate.



(8)
Any civil action instituted under this section may be withdrawn, abandoned or compromised, but any agreement or compromise must be made an order of Court.



(9)
If civil action has not been instituted, any agreement or settlement, if any, may, on application to the Court by the Regulator after due notice to the other party, be made an order of Court and must be published in the Gazette and by such other public media announcement as the Court considers appropriate.


95.
Any person who hinders, obstructs or unlawfully influences the Regulator or any person acting on behalf of or under the direction of the Regulator in the performance of the Regulator’s duties and functions under this Act, is guilty of an offence.


97.
Any person who—

(a)
intentionally obstructs a person in the execution of a warrant issued under section 80; or

(b)
fails without reasonable excuse to give any person executing such a warrant such assistance as he or she may reasonably require for the execution of the warrant,

is guilty of an offence.


98.
(1)
A responsible party which fails to comply with an enforcement notice served in terms of section 90, is guilty of an offence.



(2)
A responsible party which, in purported compliance with an information notice—

(a)
makes a statement knowing it to be false; or

(b)
recklessly makes a statement which is false, in a material respect,
is guilty of an offence.


99.
Any person convicted of an offence in terms of this Act, is liable—

(a)
in the case of a contravention of section 95, to a fine or to imprisonment for a period not exceeding 10 years, or to both a fine and imprisonment; or

(b)
in any other case, to a fine or to imprisonment for a period not exceeding 12 months, or to both a fine and imprisonment.

