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1. Goal
1. The goal of this information note is to provide the Police Portfolio Committee with an initial assessment of the impact on current systems and broad estimates of timescales and anticipated costs arising from the promulgation of the proposed criminal law forensic services amendment bill.
1. As submissions have already been made in respect of other related departmental implementation costs, this submission will focus on more on direct system related costs arising from the promulgation of the proposed Bill.
2. Background
2. The Integrated Justice System Board (IJSB) together with the Justice Crime Prevention and Security (JCPS) cluster departments have for a number of years been engaged in the development of interdepartmental information sharing systems as part of the cluster's modernization drive. The development thereof continues to be focussed on three main areas development, namely:

2. Departmental business process modernization and enablement focussed on the Case, Person and Person Identification, Exhibit and Property Management capabilities;

2. Information exchange through the IJS Transversal Hub systems, where all information is normalised into a common language (SAJXML) and exchanged between departments; and

2. The development ultimately of a cluster-wide business performance management system (IJS-BI/GIS) and supporting services based on the single end-to-end view of the criminal justice system enabled by the information exchanges passing through the IJS Transversal infrastructure.

2. In addressing the issues related person identification and management thereof, thought has had to be given to a number of considerations that have informed the formulation of the proposed IJS strategy as will be outlined herein. The committee should note that much of the IJS Programmes work to date has been focused on establishing the core building blocks to support an integrated cluster-wide person investigative and management capability as will be evident herein.
2. In respect of the sharing of identity information between the SAPS, DHA and DOT, the IJS facilitated a two day initial requirements workshop on 23-24 March 2009 between the parties and representatives of the Office of Criminal Justice Reform (OCJSR).  This workshop helped clarify a number of requirements and system limitations that needed to be considered in devising an appropriate information sharing strategy. As this was only an exploratory discussion, no detailed analysis and solution formulation was conducted.

2. This document will discuss address the issues from two main perspectives namely: (i) the immediate impact of the promulgation of the proposed Bill on the departments identified within the Bill, and (ii) provide a bigger picture view of how the Bill fits into the IJSB’s broader vision for an integrated approach to the management of Persons and the related identification and investigative matters.

3. Impact of the Bill on departments

3. SAPS:

3. From a SAPS perspective, the promulgation of the Bill will impact operations from two main areas, namely (i) the increased operational requirements due to the need to capture fingerprints and photographs of suspects in all categories of crime (sec 36B refers), and (ii) the benefit that SAPS can obtain from the removal of historic barriers to information sharing (sec 15B refers).

3. The operational impact in respect of the mandatory capture of fingerprints and photographs of all suspects by SAPS is as follows:

3. Capture of all fingerprints of suspects - this can be reasonably achieved using the existing ink-roll paper based techniques (once a National Instruction to that effect has been issued).  The capture of all suspects will represent an increase in of approximately one million additional SAPS76 / 91a fingerprint scans per annum. From a CRC perspective this will translate to the generation of an additional 2,700 AFIS searches per day.  The challenge will be in terms of the processing of the additional paper based record load which is currently constrained by CRC personnel and AFIS system capacity which is already being used to the maximum.  Initially, this will potentially produce some degree of backlog from a processing perspective until these capacity constraints are alleviated in the medium term. (The planned scaling of AFIS capacity is discussed in section 5).

3. Capture of suspect photographs - the ability to capture photographs of suspects is not yet available at all SAPS stations.  This is being addressed through the rollout of the National Photographic Image System (NPIS) project in conjunction with the electronic Fingerprint Enrolment System (FES).  The current focus is on the 159 SAPS priority sites and the 14 Presidential sites.  Due to capital costs for equipment, the need to establish appropriate provincial and local operational support resource capacity and the dependency on the SAPS network upgrade programme, it will still be a number of years before these capabilities will become available at all 1,160 police stations across the country.  Discussions have been entered into with National Treasury to secure funding for the further rollout of these capabilities.

3. Information sharing - from this perspective, a number of immediate benefits can be obtained through the promulgation of the Bill as will be described in this document.  Work on the electronic exchange of information has already been initiated under the IJS Programme and will be discussed in more detail of section 6 of this document,  together with an overview of the high-level technical considerations, timescales and budgetary considerations.
3. Although the electronic enablement of information sharing will occur on a phased based as is highlighted in the implementation strategy (section 6), this does not, however, imply that SAPS cannot immediately benefit from the promulgation of the Bill in this regard as the paper based enquiry processes are already in place (although historically subject to stricter governances in respect of prior access to information requirements).  SAPS, in this case, would merely need to modify existing national instructions and standing orders to provide procedural guidance on how the new manual process would be carried out.

3. In regard to information sharing, the promulgation of the Bill will have more of an effect on the information providing departments, as the SAPS starts to exercise its newly acquired rights under the new Bill rather than on SAPS itself.  As SAPS systems will need to be modified to cater for the storage of information before an automated information gathering process is implemented, it is suggested that SAPS would initially generate paper based enquires on information provider departments on a case by case basis as an interim short-term response to the requirements of the Bill.

3. Department of Home Affairs (DHA):

3. DHA has historically been able to provide information to SAPS under certain conditions.  With the lifting of these conditions, DHA will be able to carry on supporting these requests, provided that the requests do not unduly burden their current personnel capacity.

3. From a systems perspective (see section 5 table 1) excess verification and identification test capacity does exist on HANIS, which can be utilised to support these additional requests.  It should be noted from the outset that HANIS is not equipped to provide for latent (crime scene) searches.

3. The implementation of electronic access to HANIS in the short and medium term is discussed in more detail in section 6.

3. Department of Transport (DOT):

3. Manual requests for information using an SA-ID number on the eNATIS database can be provided by DOT.

3. Currently fingerprint based searches are not possible on the eNATIS system as this information is used in the driver's license card processing facility and is not directly accessible. Given that these fingerprints are envisaged to only be used for verification of drivers in the issue of licensing, this information would not be of immediate usefulness to SAPS as the latest suspect photograph and registered address information would be accessible through the SA-ID number.

3. Department of Correctional Services (DCS):

3. DCS is currently busy with the development of a fingerprint and photographic enrolment module for both their current Admissions & Release System (A&R) and for the future Remand Detainee Offender Management System (RDOMS).

3. In the short-term, DCS is rolling this enrolment module out to their 17 Awaiting Trail Detainee (ATD) facilities nationally.  Although these modules will be deployed in the actual facilities and the enrolment information stored locally, a 24 hour centralised synchronisation service will roll up this information to the head office system, where an information dump of fingerprints and associated photographs could be provided to SAPS upon request.  The completion of the deployment of this capability to the ATD facilities is forecast by the end of March 2010.

3. In the medium term, RDOMS, together the enrolment module is scheduled to begin pilot testing at Johannesburg Central and the Johannesburg DCS offices in May, 2010.  RDOMS will ultimately be rolled out nationally to all facilities and will start providing information in respect of sentenced in mates as it is deployed.  It too, will support a centralised synchronisation service to allow for the roll up of information to the head office system.

3. Timescales for the electronic integration of search queries in respect of RDOMS are discussed in the medium term implementation plan in section 6. 

3. In summary, the immediate system impacts that will result from the implementation of the Bill are largely in the area of the SAPS AFIS system as it is already running at full capacity. These capacity constraints are being addressed (see section 5) and should not prevent the Bill from being promulgated.

3. In respect of the capture of all categories of suspect information, the intent of the Bill is recognised and SAPS could respond fully at the fingerprint level using the existing (manual) processes.  As the SAPS is desirous to obtain the other related non-fingerprint information, a phased approach of these other capabilities should be catered for in the Bill to be implemented as and when funding and departmental dependencies permit.

3. Research on the use of other body-prints is an ongoing activity within SAPS and IJS. In particular, recent industry developments in the areas of facial recognition and iris technology indicate that technology advances and standards development are at such a level as to be of interest to law enforcement.  These and other technologies will continue to be evaluated and adoption will be considered as the business cases become favourable.

3. The remainder of this document will focus primarily on responding to the fingerprint related issues and will focus on the system development and deployment related issues to be considered in the automation of the very aspects of the Bill in the short, medium and long term.  Where appropriate, reference will also be made to the issues of photographic capability enhancement (NPIS and Digital Capture Booths).
4. Fingerprint identification considerations
4. For a more detailed understanding of the rationale behind the recommendations provided in section 5 and 6, it is necessary to provide a high-level overview of a number of factors that determine the capabilities of fingerprint identification systems in general.  A conceptual understanding of these factors will provide more of an insight into the potential benefits of the Bill in respect of fingerprints analysis and the sharing of information and provide the principles upon which the various system implementation recommendations have been made in section 5 and 6.

4. Two methods of fingerprint matching are generally employed, namely one-to-one searching (verification) or one-to-many (identification) searching.

4. One-to-one matching is very quick and decisions can be made by a computer.  This method typically relies on a fingerprint being associated with a binary index (such as an ID number).  The system test uses the ID number to conduct a search of its database based on this number to find the fingerprint required for test and compares it on a one-to-one basis with the sample supplied.  This is known as a Verification Test.

4. Identification or blind searching is used when no other referencing or indexing (such as an ID number) is associated with the fingerprint under test.  Identification relies on a complex set of computer based algorithms to provide a set of the best possible matches which are then inspected by a fingerprint expert to confirm which of the computer identified matches is the identified person.  As fingerprints are not computer-matched on a binary yes/no or match/no-match level of certainty, a fingerprint identification system needs to be seen more as a tool in the hands of the professional fingerprint expert than a replacement of their skills.

4. As fingerprints images and their associated minutiae do not inherently provide natural indices, there is no means to use index based search methods to speed up the search.  To improve the search and matching performance, fingerprint identification systems typically spread their database information across a number of computers, which are then tasked in parallel to search their respective data subsets before returning likely matches to the search request management system.  The top most likely sets of matching fingerprints are then returned to the fingerprint expert's client application, where the expert can make modifications to the minutiae sampling points on the test sample image to refine the search or alternatively accept the results. 

4. As a further refinement, fingerprint identification systems are optimized for either criminal (e.g. SAPS AFIS) or civil search (DHA HANIS) purposes.  Criminal search systems typically carry significantly more information in their record sets than a civil system as the business problem being addressed is fundamentally different to that of a civil system.  In the criminal system, the searches are made for prints of persons who do not wish to be identified and must therefore provide more robust search algorithms to enable searches of latent (crime scene) images where the quality of the samples under test are highly variable.  Civil systems, however, do not typically provide for searches of latent images as these systems are designed to match a fingerprint set which is assumed to have been obtained in a controlled environment and is of similar quality to that stored on the civilian fingerprint database.

4. It also needs to be noted that the performance of fingerprint identification systems is also affected by:

4. The number of records and the record detail in the dataset as a search is always conducted on the entire set of records before matches can be provided - essentially the more the number of records, the longer the search time required.  Furthermore, searches of larger databases require more information in the test sample to provide a useful result.  For example, a reasonable match of a single fingerprint is quite possible against a record set of 100,000 fingers, but a 4-finger match may be required to obtain the same degree of match accuracy when compared against a set of 1 million fingers.

4. The number of concurrent searches to be conducted.  As the entire system must be used for each search, fingerprint search systems have a finite search capacity which is based on the system's design.  Unless the system itself is upgraded in terms of processing power and memory, queries applied in excess of this limit will be backlogged until such time as processing capacity becomes available.

4. The previously discussed factors also translate into cost drivers of a fingerprint identification system.  The system cost is primarily driven by:

4. The size of the database.  To cater for a larger database, each server in the fingerprint identification system server must be provided with more online memory (RAM) as the entire database is maintained in computer memory to increase search speeds.  This is not solved by simply adding more hard drive storage capacity to a system.

4. The number of concurrent searches required.  Effectively each server in the system's server farm is limited by the number of concurrent search tasks that it can manage.  To increase a fingerprint identity system's search capacity typically requires the replacement of all the computers in the search farm with higher performance processing hardware.

4. In this light it should be noted that the cost of a fingerprint identity system tends to increase on a more exponential basis as a function of its database size and required search capacity.  Furthermore, if the number of records on a system is increased beyond its design limits without increasing its computational power, a rapid decrease in performance will result with the risk of total system failure due to online memory overflow issues.

5. Integration alternatives

5. A number of integration concepts have been considered in the light of the Bill's requirements.  These include approaches such the potential to merge databases and alternatively to add information from other departmental systems to the SAPS AFIS.

	
	A.

FACTOR
	B.

SAPS - AFIS
	C.

DHA - HANIS
	D.

DOT - eNATIS
	E.

DCS - RDOMS

	1
	System Type
	Criminal
	Civil 
	Civil
	Civil (in development - see para. 3.4)

	2
	Search Types
	Verification (FP numbers),  Identification & latent search capabilities
	Verification & Identification (10-P search). No latent search capability
	Verification
	Verification 

	3
	Record Type
	Full set (SAPS76) includes tips, slaps, palms and hand edges
	10 fingerprint tips only.  4 tips online (thumb & index) for searching
	10 fingerprint tips (see comments)
	10 fingerprint tips

	4
	Database size
	6.4m records in the database.

Maximum searchable capacity of 7m records.
	35m records in the database.

Maximum searchable capacity of 70m records
	6.5m records in the database.

No fingerprint search capability. Search on eNATIS uses SA-ID number as search key.
	Number not available.  Fingerprint enrolment being rolled out to 17 Awaiting Trial Detainee facilities (completion March 2010).

Enrolment system rollout to offender centres to begin in May 2010.

	5
	Verification search capacity
	Capability exists to verify the fingerprint record using the FP number.
	120,000 searches per day (20% currently utilised) 
	Searches records currently only based on SA-ID number.
	Varies per facility requirement.

	6
	Identification search capacity
	8,750 10-P searches per day

1,950 latent searches per day.

AFIS is currently used at the limits of its design capacity.
	1000 priority 10-P searches per day.

30,000 normal 10-P searches per day.
	None
	None.

	7
	Comments in respect of the impact of the Bill.
	AFIS hardware upgrade planned to be completed by August 2010. Increase 10-P search capacity to 12,000 searches/day.

The promulgation of the Bill is anticipated to drive the 10-P search demand to 16,000 searches/day. 
	No latent search capabilities currently exist on HANIS. 

HANIS does have a hot standby system which could provide additional 10-P search capacity of required.

The introduction of latent search capacity will require a major and costly upgrade of the current system. 
	NOTE: The fingerprint database has been established on the drivers license card production system and is not accessible through eNATIS at this stage.
	Fingerprints are synchronised with the central head office based system every 24 hours.




Table 1 - Comparison of Government Fingerprint System Capabilities
5. This section of the document will briefly consider these alternatives in the light of the individual departmental system capabilities.  The factors determining system performance and capabilities previously discussed in section 4 are used as the basis of comparison in this part of the discussion and a summary of these individual system capabilities is provided in table 1 for reference.

5. In consideration of the proposed Bill from an IJS perspective in the light of above discussion, the following general recommendations should be considered:

5. Verification methods can provide quick-win benefits and they can be implemented with little impact on existing system infrastructure as will be shown in the short terms strategic recommendations.  The implementation of these techniques and the anticipated benefits to the cluster form the basis of the short term strategy as discussed in section 6.

5. The idea of copying the contents of the civilian (HANIS) database into AFIS is not possible in the short term from both an AFIS database size and identification processing capacity perspective. Although the AFIS system is currently being upgraded to deal with current demand, a further upgrade to support increased  requirement generated by the Bill will still be required before even considering adding the HANIS database to the AFIS system (paragraph 3.1.2.1 and table 1 refer).  Investigations would suggest that this would translate into a complete replacement of the current AFIS if this was to be achievable. Furthermore, in the light of the fact that DHA currently only captures the fingerprint tips, no benefit in terms of the searching of latent prints from the remainder of the finger, palm or hand edge would be realisable without the entire population being required to re-enrol on HANIS with expanded print sets.  
5. It should also be noted that the current upgrade of the AFIS system to be concluded in August 2010 will only address the SAPS criminal requirement and some of the demand arising from Firearm Control Act.  The National Register of Sexual Offences, the Child Protection Register and Old Persons Abuse Register requirements are not covered in this upgrade and the additional requirements arising from the increased search frequency arising from the Bill will need to be added to the forecasted capacity requirement.  Discussions are currently ongoing with National Treasury in respect of funding to cater for these new requirements. 
5. Given that a civilian 10 fingerprint identification (10-P search) capability already exists in HANIS, a more cost effective and viable short to medium term approach would be to rather utilise this capacity.  Instead of further loading the already strained AFIS capacity, the alternative would be for SAPS extract the 10 fingerprint tips from the SAPS76 and forward these to HANIS to provide population register based identification information to the SAPS.  This could enrich the SAPS information on circulated (wanted) persons and link identification information to criminal records without the further complications of performance impacts and database synchronisation issues on between AFIS and HANIS.  Latent searches will not, however, be possible on HANIS in its current form.

5. In the long term the trade-offs between a “super AFIS approach” or upgrading HANIS with criminal search capabilities and the effort required to acquire additional palm registration information from citizens will need to be considered carefully.  At this time, the cost and operational considerations are yet to be quantified.
6. Implementation Strategy
6. In the light of the previously discussed considerations and recommendations, a number of projects have been identified and initiated as part of the cluster's short, medium and long term strategies to address the identified needs.  It should be noted that the implied timescales are linked to when the benefit is expected to become available in SAPS.  Work on all three strategies has been ongoing under the IJS Programme for some time as will be clarified in the status discussion in this document.

6. Short Term Strategy:

6. Person Identity Verification Application (PIVA) 
6. Establish a service integrated to the Department of Home Affairs' HANIS, where IJS participating departments can confirm the details of an SA-ID number holder.
6. The headline benefit of PIVA to the cluster departments will the introduction of a SA-ID ownership test capability for use in the ID document verification of firearm owners and license applicants and the confirmation of identity suspects, complainants, bail payees, visitors to correctional facilities and other applicants for various permits and civilian clearances (e.g. NRSO, CPR, OPAR), etc.

6. This project has already been initiated and the client side application development completed and is ready for testing.  Integration specifications are in the process of being finalised with DHA to establish the integration between the IJS transversal hub and the HANIS verification capability to complete the development of this project.  DHA has committed under the Cabinet Programme of Action to complete this integration by December 2009.

6. From a rollout perspective, SAPS has already procured a number of biometric readers under its identity management programme which will be reused in the deployment of PIVA.  Other JCPS cluster departments who wish to use this capability will only required to procure biometric readers and the optional barcode scanners to implement this capability.

6. Budget costs for the development and integration were covered under the current IJS Programme budget.  Departmental CAPEX costs for the biometric reader and optional scanner are approximately R5,000 per installation as the client software will be made available by the IJS at no additional cost.

6. A budget of R 32.09m will be required to install an average of 5 PIVA clients in each of the 1,116 police stations nationwide.

6. From a departmental deployment perspective it should be noted that although the individual PIVA client has minimal impact on the network, the cumulative effects of widespread rollout and the frequency of use may have a some impact on the overall departmental wide area network cost which will be determined once the utilization forecasts have been completed.

6. Extension of PIVA service to test SA-ID verification on Circulations (Wanteds) & CRIM
6. Once the envisaged Bill has been promulgated, the underlying PIVA service can be extended to confirm ID numbers associated with circulated (wanted) individuals on the SAPS Circulation System.  Once these ID numbers have be verified, it is envisaged that the ID number will be used to access information on the DHA Population Register system.  This will provide SAPS with access to information such as the last known address, photographs and other relevant data for tracing purposes, which will be a great value in particular to tracing teams in their responsibility of executing warrants of arrest as well as proving additional profiling information to investigators. Verified SA-ID numbers that are linked to fingerprints and photographs can be used to improve circulation of persons’ information through stop lists and movement control.  Furthermore, verified SA-ID numbers are also beneficial in providing links for investigators to search for other suspect related information, such as financial records, next of kin relationships, etc...

6. This additional capability will be built using the services created in the PIVA project.  Required updates to the circulation and CRIM systems will reuse the IJS Transversal integrations with the HANIS services developed in support of PIVA.

6. Development on this element will be initiated upon the completion of the requirements analysis and budget approval by SAPS. The completion of the development of this work is also dependent on the expansion of the SAPS SIBus infrastructure which will provide the means to integrate the remainder of the core crime systems into the IJS.  The SIBus expansion project will require a CAPEX of R32m to establish the infrastructure to integrate the remaining SAPS crime systems with the IJS.

6. SAPS rollout costs should be minimal as it is anticipated that this process will be driven centrally with minimal additional operational costs. A centralised approach to this project will also reduce the dependency on the cost and timescales of the SAPS network upgrade project.

6. eNATIS Integration
6. Tracing teams could also be further empowered through using the DHA verified SA-ID number to search the Department of Transports eNATIS system for additional relevant information.  In this case, address information is expected to possibly be more up to date than that provided by DHA as persons generally tend to update their vehicle information more readily than their personal information with DHA. Furthermore, the SA-ID query on e-NATIS could be used to search for vehicle registrations owned by the suspect and these registrations could be circulated effectively increasing the SAPS and Metro search net for these suspects.

6. An ID number based search capability triggered from HANIS verified SA-ID numbers on circulations and CRIM could be used to electronically retrieve information from eNATIS. Where suspects are in possession of a drivers license, more up to date photographs obtained from eNATIS could be of further benefit.  Suspects vehicle ownership information could also be circulated to improve the arrest rate of wanted individuals.

6. Discussions have been held with DOT in this regard and the development costs and timescales are in the process of being identified.  As these queries could be run on a "lights-out" basis, no additional operational costs (apart from the establishment of network connectivity between the IJS Transversal and DOT) are expected. the cost of a 2MB/s line for this purpose should cost approximately R14,000/month.

6. Modifications to Circulations and CRIM would be conducted at the same time as the development for the integration with the PIVA service discussed previously.
6. Medium Term Strategy:

6. A&R and RDOMS Integration
6. As discussed under paragraph 3.4, a means to import information from the Admissions & Release (A&R) system (for awaiting trial detainees) and later the Remand Detainee Offender Management System (RDOMS) will be considered.

6. Fingerprint sets and associated photographs on these system could be transmitted to SAPS as the records are updated in the Head Office system to enable confirmation of sentencing information, person holding location and to confirm case closure. This information can also be used to close any previously undetected warrants of arrest for suspects that are have now been remained in custody.
6. As this integration will require AFIS to match the DCS supplied information to the associated wanted list on circulation and the criminal record information on CRIM, it is recommended that this integration be developed once the AFIS upgrade project has been completed and additional search capacity has been provided (estimated August 2010).

6. Costing and timescales will be confirmed once the analysis and planning work for this project has been completed in 2010.  This project will not be dependent on the SAPS network upgrade project as linkages between the SAPS and DCS central data processing areas has already been established through the IJS Transversal Infrastructure.

6. FES / FSMS Development
6. In SAPS, the medium term strategy is to complete the rollout of the Fingerprint Enrolment Systems (FES)
 and Digital Capture Booths to improve the quality of the enrolment of detainee fingerprints and enable the capturing of suspect "mug-shot" photographs on the National Photo Image System (NPIS).  The principle benefit of FES is the substantial improvement in the quality of the SAPS76 and the elimination of rejections of unreadable SAPS76 and SAPS 91a fingerprint sets by the LCRC.  The retaking of fingerprint sets is practically impossible as in most cases the requirement is only identified after the suspect has been released after the 48 hour period. 

6. The FES software quality control system associated that SAPS76 and SAPS91a forms are not generated unless the prerequisite quality standards are complied with.

6. The DCB, FES and NPIS components form the basic building blocks required to create an automated AFIS fingerprint submission system (FSMS) and establish an integrated booking and person tracking capability as envisaged in the long term strategy (as discussed in section 6.1.4).

6. Once the development of the Fingerprint Search Management System (FSMS) is complete, electronic submission of the fingerprints captured by FES will become possible, substantially improving the time taken to obtain a return from the LCRC in respect of a SAPS76 search.
6. The FES solution has been developed and is in the process of being deployed to the 169 SAPS Priority stations and 14 Presidential stations nationally.  The NPIS system together with the Digital Capture Booth (DCB) has also been developed and is in rollout to the same FES related priority stations as permitted by the SAPS network upgrade project.

6. To date 55 standalone FES units have been deployed nationally.  In addition, a total of 46 Digital Capture Booths (with combined NPIS and FES capabilities) have also been deployed.

6. A capital cost of approximately R1.547bn is required to complete the rollout to 1,116 police stations.

6. Network upgrade in support of the national rollout for the FSMS and NPIS capabilities is estimated at approximately R1.3bn over 5 years.
6. Critical consideration will be the need to ramp up provincial and local personnel capacity to provide ongoing operational support for these systems – cost forecast for these additional resources is currently under review.

6. Automated 10-P searches on HANIS
6. The next step in respect of information sharing will be enhance the circulation and CRIM systems to launch ten fingerprint (10-P) searches on HANIS to obtain SA-ID number for all the records that have not yet been linked to an ID number in the short term strategy and to obtain the additional information for tracing and investigative purposes as envisaged in the short term strategy (paragraph 6.1.2).  As HANIS in its current form does not provide for forensic type searches (i.e. latent searches), this aspect will be addressed as part of the long term strategy.

6. Long Term Strategy:

6. In the longer term a number of important projects have been identified and are currently under investigation.  This includes the development of a unified booking process, which is based on developing a unique person identifier
 at the time a suspect is detained for the first time.  Due to the long turnaround time with fingerprints, this has not historically been possible and has resulted in fingerprint sets being taken each the same suspect is detained.  These so-called "splits" then have to be detected on AFIS and removed after the fact.  With the introduction of multiple biometrics at the point of detention, it is proposed to use multi-modal biometric techniques based on iris scan and facial recognition technologies to index the fingerprint set in a manner that a near real-time response can be obtained at the time a detainee is registered.  A number of substantial benefits will be realised through this approach, such as:

6. Reduce the workload on the LCRC personnel and AFIS required to detect "splits";

6. Where an individual has been previously booked under this process, the all information pertaining to that suspect, such as their criminal record (SAPS69), previous conditions and places of arrest, pending cases to which they are linked, outstanding warrants, etc. will be immediately available at the time the person is detained;

6. Provide a foundation through the development of the unique person object number to ensure all person related management systems such as SAPS Detention Management (electronic cell registers), RDOMS, JDAS (bail management), Court Scheduling and the envisaged Cluster-wide Person Tracking system etc., use the same unique person identifier and biometric based tests for to management the movement and custody of person in the care of the criminal justice system (CJS).  This will result in reducing the risk of identity theft by detainees as a means to evade or escape from the CJS.  This in turn will also contribute to the reduction of case backlogs and wasted manpower tracing wanted persons who may already be in the custody of the CJS. 

6. Inclusive in the unified booking process will be the inclusion of linking the photographs and non-intimate samples taken at the time of booking to the unique person identifier.  Will the Bill opening the door to allow the retention of records of non-convicted suspects, a unified person object management system persisting the  various attributes of person against a unique person identifier will be of great investigate value to the entire cluster.
6. In the long term some discussion has centred on the creation of National Identification Strategy which envisages the creation of "super AFIS" capability.  Although, this would clearly be useful from an investigative perspective, a number of headline factors would have to be considered, such as:

6. Cost - as previously stated, system costs grow nearly exponentially based on the database size and the search frequency required.  Capacity planning will also need to be based on forecast population growth over the useful life of the technology and will need to consider the "hidden" operational costs for data take-on, networking, deployment of digital capture booth (DCB) enrolment technology nationally and the cost of personnel and facilities;

6. Data take-on - to be truly useful, the entire population over 16 years of age will need to be reregistered to capture other biometric features such as palm prints and full fingers.  Considerations should also be give to the taking of photographs of such quality that will support facial recognition and iris scanning methods to enable multi-modal searching techniques.

6. Implementation timescales - the longest lead time item will be driven by the time taken to procure and deploy the DCB technology (supported by a suitable national network infrastructure which could way exceed the total capacity envisaged in SITA's Next Generation Network Programme) and enrol the entire population.  
7. Conclusion
7. From an IJS Board perspective, the Portfolio Committee is requested to note and consider the following:

7. The general information sharing principles embodied in Bill are welcomed and will serve to remove the barriers that to date have prevented the proposed strategy from being implemented.

7. Although the requirement of taking fingerprints of all detainees can be achieved using traditional ink-roll techniques, it needs to be noted that factors such as the rollout of FES/FSMS and the associated network upgrades implementations and the AFIS capacity will determine the time taken for these fingerprints to be captured directly into the SAPS AFIS system.  The current rollout plan for the FES project has been prioritised in accordance with the identified 169 SAPS Priority and 14 Presidential stations. 

7. At the simplest level, a degree of information sharing can be achieved initially through the use of paper based processes, while the improvements envisaged through systems automation can be properly planned, budgeted and implemented.

7. Short term integration and information benefits can be obtained through the promulgation of the Bill, funding of which is already available on the IJS Programme budget from a SAPS perspective.  This has not, however, been confirmed from a DHA or DOT perspective.

7. Although the discussion has primarily focused on the benefits to SAPS in respect of investigation, it should be noted that the benefits of the Bill will also translate into crime prevention benefits for all the cluster departments.  One such example would be the use of PIVA to detect identity fraud associated with social grant payments. 
7. In the longer term, a fully integrated person management strategy has already been envisaged for the cluster through the IJS programme, which will rely substantially on the removal of the legislative impediments to information sharing as contemplated in the proposed Bill.

7. It is, however, unclear whether the changes of responsibilities in SAPS as provided under chapter 5A, section 15C (3) (a) and (b) will (i) result in a change of strategic direction in respect of what has been proposed herein; and/or (ii) affect the commitments of the modernisation programme under the Cabinet Programme of Action currently mandated to the IJS Board. At worst, sub part (3) (b) could imply a legislative mandate for the creation of a second information systems management component within the Division: Criminal Record and Forensic Science Services.  The effect thereof would be to entrench unnecessary cost duplication within SAPS and potentially create intractable confusion in the lines of accountability to the National Commissioner.

7. Given that (i) benefits can be derived in the short term from the promulgation of the Bill regardless of the granting of additional funding, and (ii) the upgrade costs of AFIS will need to be considered regardless of whether the proposed Bill is promulgated or not, would suggest that the promulgation of the Bill should not be delayed by reason of budget constraints, provided that a phased rollout approach can be accommodated.

_____________________________ 

Ms S Thomas

Chairperson - Integrated Justice System

and 

Government Information Technology Officer 

Department of Justice and Constitutional Development
Annex A: Acronyms and Abbreviations

	A&R
	Admission and Release System (DCS)

	AS IS
	The current state; As it exists today

	AFIS
	Automated Fingerprint Identification System (SAPS)

	ATD
	Awaiting Trial Detainee

	BI
	Business Intelligence

	BRS
	Business Requirements Specification

	CAS
	Crime Administration System (SAPS)

	CAPEX
	Capital Expenditure

	CDM
	Conceptual Data Model

	CIRC
	Circulations System (SAPS)

	COMCOR
	Community Corrections (DCS)

	COTS
	Commercial of the Shelf

	CPM
	Conceptual Process Model

	CPA
	Criminal Procedures Act

	CRIM
	Criminal History System (SAPS)

	CRC
	Criminal Record Centre (SAPS)

	DCS
	Department of Correctional Services

	DHA
	Department of Home Affairs

	DOJCD
	Department of Justice & Constitutional Development

	DSD
	Department of Social Development

	DOT
	Department of Transport

	FCS
	Firearm Control System (SAPS)

	eNATIS
	(electronic) National Transport Information System (DOT)

	FES
	Fingerprint Enrolment System (SAPS)

	ICT
	Information and Communications Technology

	FSMS
	Fingerprint Search Management System (SAPS)

	HANIS
	Home Affairs National Identity System

	GIS
	Geographic Information System

	IJS
	Integrated Justice System

	IS
	Information Systems

	IT
	Information Technology

	ITI
	Information Technology Infrastructure

	JCPS
	Justice, Crime Prevention and Security Cluster

	JDAS
	Justice Deposit Account System (DOJCD)

	KPA
	Key Performance Area

	LCRC
	Local Criminal Record Centre (SAPS)

	MISS
	Minimum Information Security Standards

	MOA
	Memorandum of Agreement

	NCPS
	National Crime Prevention Strategy

	NPA
	National Prosecuting Authority

	OCJSR
	Office of Criminal Justice System Reform

	QA
	Quality Assessment

	PIVA
	Person Identity Verification Application (IJS)

	RDBMS
	Relational Database Management System

	SAPS
	South African Police Service

	RDOMS
	Remand Detainee Offender Management System (DCS)

	SAJXML
	South African Justice XML

	SOW
	Statement of Work

	SITA
	State Information Technology Agency

	SLA
	Service Level Agreement

	SME
	Subject Matter Expert

	TBD
	To Be Determined

	VPN
	Virtual Private Network

	WAN
	Wide Area Network

	XML
	eXtensible Markup Language

	
	

	
	

	
	


National Prosecuting Authority








Department of Justice and Constitutional Development





Department of Social Development 








Department of Correctional Services 








South African Police Service








� The Fingerprint Enrolment System (FES) comprises of a LiveScan fingerprint capture block that can capture all the prints required to electronically complete a SAPS76, together with a high resolution printer and computer application to automatically control the quality of fingerprint capture and provide a hard copy print out of the SAPS76 for archive purposes and paper based submission to the Local Criminal Record Centre (LCRC).  Under the Fingerprint Search Management System (FSMS) project, the FES component will be upgraded to provide electronic communication of the SAPS76 submission to the FSMS for electronic submission to AFIS.


� The unique person identifier or person object number will not be based on the SA-ID or passport number as the population of suspects include persons not previously known to DHA.  These include illegal aliens, persons not registered by means of fingerprints in the populations register, etc.
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