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1. Introduction
More than 50 countries have legislation that protects the processing of personal information. Legislating for the protection of personal information can take various forms. Frequently, several (sometimes all) models are used simultaneously:

· Comprehensive laws (EU countries). A general law governs the collection, use and dissemination of personal information by both the public and private sector. An oversight body ensures compliance.

· Co-regulatory model (Australia and Canada). The co-regulatory model sees industry developing rules for the protection of personal information, which it enforces, and is overseen by the oversight body. 

· Sectoral laws (United States). There is no general law. Instead sector specific laws govern, for example, video rental records and financial privacy. Enforcement is achieved by a range of mechanisms. 

· Self-regulation is another way to protect information privacy. This is done mostly through Codes, which attempt to set rules governing the way in which business or professions, etc, conduct their activities. Unfortunately, self regulation is limited by its voluntary nature and is weak in terms of enforcement. This approach is also ‘piecemeal’, which mean that there is no uniform or consistent approach to information privacy.

The Protection of Personal Information Bill [B9-2009] is comprehensive in its scope (it is ‘omnibus’ legislation), with some co-regulatory features (in the case of journalists even self-regulatory). It is procedural rather than substantive. Broadly, the Bill sets out its purpose and application; asserts 8 information protection principles; establishes an information protection regulator to supervise compliance, and gives various enforcement mechanisms where a Data Subject’s rights are interfered with.
This document gives an overview of the key provisions the Bill’s contents. It is not an analytical document, other than attempting to make sense of what it is the Bill is trying to achieve. Specific issues that arise from the Bill’s contents are dealt with separately.
2. Purpose
Generally, the Bill’s purposes appear twofold: (1) to protect personal information at the national level; and (2) to ensure a free flow of information/data within SA and between countries. Specifically, the Bill aims, set out in clause 2, are to:
· Give effect to an aspect of the right of privacy, by ensuring that personal information is protected. This right, found in section 14 of our Constitution, is balanced against other rights, particularly the rights of access to information and freedom of expression. 

· Facilitate the free flow of information both within SA and across borders.
· Establish minimum thresholds, which are in line with international standards, to regulate processing of personal information (the Information Protection Principles).
The Bill also transfers all responsibilities of the SA Human Rights Commission to the Information Protection Regulator.
2.1. Attaining EU adequacy rating

An important consideration is the need for South Africa to attain ‘EU adequacy rating’. To avoid transfer of personal information to countries where personal information is not protected (data havens), Article 25 of the EU Directive provides that data transfers to a third country (not an EU member) can only take place if that country ensures an adequate level of protection. Practically, this creates all sorts of difficulties whenever information needs to be passed across borders (for example, the transfer of passenger information from EU countries to South Africa ahead of 2010). 
To attain an adequacy rating, adequate (not equivalent) the measures are required. This implies a reasonably high standard of protection, although the precise dictates of the Directive need not be followed. The Directive establishes principles/rules setting out the rights of Data Subjects, which are enforced by an independent enforcement body. Whether a country has adequate protection requires an assessment of (1) the content of the rules applicable (the extent to which they encompass the core information protection principles) and (2) the means of assessing their effective application. 
3. Application (Chapter 2, clauses 3-6)

The Bill has wide application. Its approach is to provide a framework for the lawful processing of personal information. It sets out general ‘rules’, which are then sculpted or shaped by exclusions, exemptions and qualifications. The Bill is full of terms such as ‘reasonably practicable’, ‘to the extent applicable’, etc, which will require interpretation by the Regulator or the courts. 
3.1. Who does it apply to?

· The Bill is comprehensive, not sector specific. It applies to both the public and private sector

· It covers the processing of recorded personal information belonging to both natural and juristic persons by/on behalf of the responsible party.

· Processing covers all aspects of the information cycle - from collection to destruction/deletion/de-identification.

· It applies to personal information belonging to all persons, whether natural or juristic/legal persons (to the extent applicable). 
· It includes information relating to:

· A wide range of personal characteristics - race, gender, sex, marital status, national, ethnic or social origin; colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language, and birth, etc.
· Educational and medical, financial, criminal, or employment history.

· Identification number and contact details, blood type or other biometric data; opinion information; personal correspondence; the name of the person (if with other personal information). 

· Recorded information includes:

· Automated and manual files; existing and future databases; sound and image information; professional information; and public records. 
3.2. Exclusions and exemptions
Despite the wide ambit of the Bill suggested by various definitions (particularly ‘personal information’; ‘processing’; ‘record’; responsible party), application is limited by exclusions (where the Bill is altogether not applicable), as well as exemptions (from the Principles). The Principles, themselves, are not absolute, containing exceptions that limit the obligations imposed.
3.2.1. Exclusions (Clause 4)

· Not household activity; anonymous/de-indentified information; cabinet and committees, judicial functions of courts. 
· Not critical/classified information provided that adequate safeguards have been established in specific legislation for the protection of personal information).

· Also limited application to journalistic, artistic and literary purposes.

3.2.2. Exemptions (Clause 33-34)

· Regulator can also exempt compliance with Principles for public interest reasons or for protection of Data Subject or others.

3.3.3  Prohibition on processing of special personal information (clause 25, 26-31)
· Processing of sensitive/special personal information is prohibited. 

· Special personal information applies to children subject to parental control; religious and philosophical beliefs; race; trade union membership; political persuasion; health or sexual life; and criminal behaviour.
· The prohibition is not absolute and exemptions apply (see clauses 26-31). (For example, processing personal information about a Data Subject’s race is not prohibited if the processing is carried out solely to identify Data Subjects or is necessary to comply with laws/measures to protect/advance previously disadvantaged persons; information about a Data Subject’s health/sexual life is permitted if processed by a medical professional to ensure that the Data Subject receives proper treatment/care).
4.1. Information Protection Principles (Chapter 3, clauses 7-24)

4.1.1. Internationally, there is broad agreement about a core set of data protection principles: 

· The processing must be fair and lawful.

· Personal information must be processed for a specified and lawful purpose. It should not be processed further in ways that are incompatible with that purpose.

· The amount of personal data collected should be limited to what is necessary to achieve the purpose for which it is collected and further processed (minimality). It should also not be kept for longer than necessary to achieve the purpose for which it was originally collected.

· Personal information collected should be relevant, accurate and up to date (quality). 
· There should be a general policy of openness about developments, practices and policies in respect of personal data (openness/transparency). 

· Data Subjects should be able to participate in and have some influence over the processing of personal data relating to them (Data Subject participation).
· Personal data should be protected by reasonable security safeguards.

· The data controller/responsible party should be accountable for compliance with measures giving effect to the information protection principles (accountability).
· An additional ‘principle’ is that of sensitivity. Some personal information is especially sensitive and should be subject to more stringent controls (sensitivity).
4.1.2.  Information Protection Principles
The Bill incorporates these internationally accepted principles in eight Information Protection Principles. The statement of a Principle is sometimes found in its heading; the body of the provision gives the detail of what a Responsible Party must do to comply, as well as exceptions.

· Principle 1 Accountability (clause 7) 
The Responsible Party is accountable for ensuring that the Principles are complied with. There are no exceptions to this Principle.
· Principle 2 Processing limitation (clauses 8-11)
· The processing must be lawful, and must be processed in a reasonable manner that does not infringe the Data Subject’s privacy (fair and lawful processing) (clause 8).
· Minimality (clause 9). Given the purpose for which the personal information is being processed, is it adequate, relevant and not excessive?
· The Data Subject’s consent is desirable, but is not always necessary. There are a number of limitations/qualifications (For example, consent is not necessary if the processing protects the Data Subject’s legitimate interests, or is necessary for the responsible party or third party to pursue a legitimate interest; or processing is necessary for a public body to fulfil a legal duty. But in these 3 cases, the Data Subject can still object to the processing (opt out)) (clause 10). 
· The personal information should be collected directly from the Data Subject if possible. There are a number of exceptions (For example, where the information is contained in a public record or where the Data Subject has deliberately made the information public; the Data Subject has consented to the personal information being collected from another source; or where collection from another source is necessary (clause 11).

· Principle 3 Purpose specification (clauses 12-14)
· The information must be collected for a specific, explicitly defined, and lawful purpose related to the Responsible Party’s functions/activities (clause 12).
· The purpose must be declared/apparent. The Responsible Party must take steps to make the Data Subject aware of the purpose for which the information was collected (clause 13). 

· Personal information must not keep longer than necessary for the declared purpose. Once it is no longer needed, the record must be destroyed or de-identified. There are a number of exceptions: Where retention is required or permitted by law; if a Responsible Party needs to hold on to the record for lawful purposes related to its functions/activities; or for historical, statistical or research purposes (provided that there are appropriate safeguards to secure the information) (clause 14).
· Principle 4 Further processing limitation (clause 15)
· Further use of personal information must be in line with the purpose for which it was originally collected.
· Principle 5 Information quality (clause 16)
The Responsible Party must take reasonable steps to ensure the quality of the personal information collected. This includes updating the information where necessary. Again the Responsible Party must bear in mind the purpose for which the information was collected or further processed.

· Principle 6 Openness (transparency) (clause 17)
· Processing may only happen if the Responsible Party has notified the Regulator. 
· When collecting personal information, the Responsible Party must take reasonable practicable steps to ensure that the Data Subject is aware that: The personal information is being collected; the Responsible Party’s name and contact details; the purpose for which the information is being collected; whether the supply of information is voluntary/mandatory?; what will happen if the information is not supplied; any laws authoring/requiring that the information is collected; and any other relevant information to allow for reasonable processing in respect of the Data Subject. 
· Various exceptions relieve the Responsible Party of the need to comply. For example, where a Responsible Party has compiled a manual in terms of section 14 or 51 of PAIA; the Data Subject has consented to non compliance with this Principle; for reasons of national security; or making the Data Subject aware would prejudice the lawful purpose of collecting the information, etc.
· Principle 7 Security Safeguard (clauses 18-21)
· A Responsible Party must take appropriate, reasonably technical and organisational measures to secure data (clause 18)
· Covers where the personal information is processed by an operator or person acting under authority (clauses 19 & 21).
· Also sets out what a Responsible Party needs to do if the information has been accessed or acquired by an unauthorised person– notify the Regulator and inform the Data Subject so that he/she/it can take protective measures (clause 21).
· Principle 8 Data Subject participation (clause 22-23)
Data Subjects have the right to request access to their personal information and to request that their personal information is corrected. 
4.1.3. Processing special personal information (sensitive information) (clauses 25-32)

The following is identified as special personal information (clause 25):

· Children’s personal information (children under 18 years subject to parental control).
· Data Subjects’ religious or philosophical beliefs; race; trade union membership; political persuasion; health or sexual life; criminal behaviour.

· See also paragraph 3.3.3.

4.1.4. General exemptions from Principles (clauses 33-34)

· The Regulator can authorise processing even where there is a breach of one or more Principles in certain circumstances (broadly, where it is in the public interest or necessary for the protection of the Data Subject or others).
5. Supervision (Chapter 5, clauses 35-47)

Supervision is carried out by (1) a Regulator and (2) Information Protection Officers. The Bill also provides for a degree of co-regulation in the form of industry Codes of Conduct (Chapter 7)
5.1. Information Protection Regulator
· Establishes a Regulator as an independent, statutory body. 

· The Regulator has a commission-like structure, made up of a Chairperson (full-time) and four (part-time) persons. 
· Members must be appropriately qualified; and fit and proper because of their experience as a qualified attorney/advocate, professor of law, or other related qualification.
· Members are appointed by the President, after Parliament has approved. The Minister advertises, inviting interested parties to propose candidates, for Parliament to consider.

· The Bill allows the President to remove Members from office on the request of Parliament, only on grounds of inability to discharge the functions of office or for misbehaviour.

· The Regulator has wide ranging duties that include promotion; public education; advice; assistance; monitoring of compliance, examining the effect of proposed legislation/policy on the protection of personal information; investigation of complaints; issuing enforcement notices; issuing and making guidelines to assist bodies to develop codes of conduct; reviewing an adjudicator’s decision under a code. 

· The Bill also transfers the administration of PAIA from the SAHRC to the Regulator.

5.2. Information Protection Officer

· Deals with requests made to a public or private body. 
· To ensure compliance with legislation. 
· Is designated in terms of section 17 of PAIA.
6. Codes of Conduct (Chapter 7, clauses 57-65)

· If the Regulator has issued a Code of Conduct, failure to comply amounts to breach of Information Protection Principle.

· The Regulator can either issue a Code on own initiative in consultation with affected stakeholders or if sufficiently representative on application by a sufficiently representative body. 
7. Notification requirements (Chapter 6, clauses 50-56) (See also Principle Openness)
· A Responsible Party must notify the Regulator of planned processing of personal information. 

· The notification should contain the Responsible Party’s name and address; the purpose of the processing; a description of the category(ies) of Data Subjects and information to be processed; intended recipients; planned trans-border information flows; a preliminary description to allow for an assessment of the suitability of the intended security measures for confidentiality, integrity and availability of the information. 

· But notice need only be given once. 
· The Regulator may by notice exempt certain categories of information processing that are unlikely to infringe on the Data Subjects’ legitimate interests.
· Not applicable to public registers or to information supplied to a public body where there is a legal obligation to do so.

· Also, a Responsible Party needn’t comply if he/she/it has been exempted from the provisions found in sections 14 and 51 of PAIA.

· The Regulator must keep a register of information processing.

8. Prior investigation (clause 55-56)
The Regulator must conduct a prior investigation if a Responsible Party plans to process personal information:
· Containing an identifying number for a purpose other than the one for which the number is intended with the aim of linking that information with information processed by other responsible parties.
· On criminal behaviour.

· For credit reporting.

· Transferring special personal information to foreign countries that do not have adequate information protection laws.

9. Unsolicited electronic communication; directories; automated decision-making-rights (Chapter 8, clauses 66-68). 
· Regulates ‘direct marketing’. 
· Adopts an ‘opt in’ platform whereby processing for the purposes of direct marketing is prohibited unless the Data Subject has consented or is a customer.

· Also deals with directories and automated decision making.

10. Transfer of cross border information flows (Chapter 9, clause 69) (necessary for EU adequacy rating)
The clause prohibits the transfer of personal information across borders unless:
· The recipient is subject to a law, binding code of conduct, or contract that encapsulates the information protection principles and ensures that personal information cannot be sent to data havens. 

The Bill also gives other the circumstances where trans-border flows of information can take place: For example:

· If the Data Subject consents; 

· The transfer is necessary for contractual reasons; 

· The transfer is to the Data Subject’s benefit and it is not reasonable practicable to obtain his/her/its consent, or even if it is reasonably practicable, the Data Subject would most likely consent.
11. Enforcement of rights (Chapter 10 and 11, clauses 70-100)

11.1. Enforcement mechanisms and remedies (Chapter 10, clauses 70-94)

· A Data Subject can complain to the Regulator about an alleged interference with his/her/its rights, or where the Data Subject is unhappy about the decision of an adjudicator (the Regulator acts as an appeal body).

· The Regulator must investigate; act as conciliator (where appropriate); and take further action.

· The Regulator can also begin an investigation on own initiative.

· In certain circumstances, the Regulator may take no further action on a complaint (this is after an investigation). For example, the Regulator may feel that the complainant doesn’t have sufficient personal interest in the complaint or has not exhausted the processes provided for under a Code of Conduct.

· Reasons must be given should the Regulator decide to take no action.

· The Regulator can also refer the matter to another regulatory body.

· Investigations. The Regulator has various powers – summons; administer oaths; collect evidence, including search and seizure, information notice, etc.

· Information notice. The Regulator can be requested to or on own initiative make an assessment of whether an instance of processing complies, or may need information to see whether there has been interference. The Regulator is empowered to issue an information notice that requires the responsible party to provide an independent auditor’s report of compliance. 

· Enforcement notice. If there has been interference, the Regulator can serve notice on Responsible Party to take specified steps within given timeframes (or not take steps) or stop processing.

· Either a Responsible Party on whom an information or enforcement order has been served or Complainant (on whose matter the Regulator has declined to take action) can appeal to the High Court to set aside the notice or vary its contents.
· A Data Subject also has civil remedies (in Court with jurisdiction):

· Brought by Data Subject or Regulator on his/her/its behalf.

· Strict liability.

· The Responsible Party has the following defences – vis maior; plaintiff’s consent; plaintiff’s fault; compliance was not reasonably practicable in the circumstances; and the Regulator authorised the breach.
· Provides for compensation; also aggravated damages; interest and costs.

11.2. Offences and penalties (Chapter 11, clauses 95-100):

11.2.1. The Bill provides for the following offences:

· Obstruction.
· Breach of confidentiality.

· Failure to comply with information/enforcement notices is a criminal offence.

11.2.2. Penalties

· The penalty for obstructing the Regulator is a fine or imprisonment (no more than 10 years), or both.

· In other cases, a fine or imprisonment (no more than 12 months) or both.

· A Magistrate’s Court has jurisdiction to impose the above penalties. 

12. General (Chapter 12, clauses 101-104)

· Regulations; Transitional provisions; and Commencement.
13. Schedule
· The Regulator is given the responsibilities presently assigned to the SAHRC in terms of PAIA.

· Includes consequential amendments to the Electronic Communications Act.
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