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The NAB Submission to the Portfolio Committee on Justice and Constitutional Development on the Protection of Personal Information Bill [B9-2009] 
07 October 2009 
1. INTRODUCTION
1.1 The National Association of Broadcasters (NAB) thanks the Department of Justice and Constitutional Development  (the Department) for the opportunity to make written submissions to the Department on the Protection of Personal Information Bill [B9 2009] (the Bill).  
1.2 The NAB wishes to place it on record that it would like to be given the opportunity to make oral representations should the Department deem it fit to hold oral representations with regards to the Notice.

1.3 The NAB is the leading representative of South Africa’s Broadcasting Industry. The NAB aims to further the interests of the broadcasting industry in South Africa by contributing to its development.  The NAB membership includes:

· Three television public broadcasting services, and eighteen sound public broadcasting services, of the South African Broadcasting Corporation of South Africa (“the SABC”);

· All the commercial television and sound broadcasting licensees;

· Both the licenced Electronic Communications network Operators, namely Sentech and Orbicom; 

· Over thirty community sound broadcasting licensees, and one community television broadcasting licensee, Trinity Broadcasting Network (TBN)

2. BACKGROUND

2.1. The Department published in Government Gazette 32495, its intention to introduce the Bill, and the explanatory summary of the Bill in the National Assembly on 14 August 2009, in accordance with Rule 241(1)(c) of the Rules of the National Assembly.  The Bill was subsequently introduced into Parliament on 25 August 2009. 

2.2. The Bill is the end product of a lengthy and thorough consultation process undertaken by the South African Law Reform Commission (the Commission).
  

2.3. The Commission has consistently recommended that privacy and information protection should be regulated by a general information protection statute, which will be supplemented by codes of conduct for various sectors, and which will apply to both the public and the private sectors.  

2.4. The Commission has undertaken extensive research and the Bill draws extensively on international best practice, and largely follows the approach adopted in the European Union (EU), where privacy and data protection is very highly regulated.  

2.5. The Bill seeks to protect the right to privacy by regulating the "processing" of data, with reference to data protection principles.  "Processing" is defined very widely to include, inter alia, the collection, receipt, use, storage, retrieval, modification and disclosure of, and related conduct in relation to, personal information.  

2.6. The Bill provides for the establishment of a statutory authority, the Information Protection Regulator (the Regulator), to monitor and regulate compliance by public and private bodies with the provisions of the Bill.  The Regulator will have extremely wide investigative and enforcement powers.
   

2.7. The Parliamentary Portfolio Committee on Justice and Constitutional Development has invited stakeholders and interested persons to submit written submissions on the Bill by no later than 7 October 2009.  Public hearings will be held in Parliament on 13 and 14 October 2009.  

3. COMMENTS ON THE BILL

4. The Bill's most critical provisions are summarised briefly below. 
5.  DEFINITION OF "ELECTRONIC COMMUNICATIONS NETWORK" AND "ELECTRONIC COMMUNICATIONS SERVICE"
5.1. In Chapter 8 of the Bill, reference is made to “electronic communications network” and “electronic communications service”, however, the Bill does not define these two terms.  
5.2. The NAB recommends that when defining these  two terms the Department must define these terms according to how they are defined in the Electronic Communication Act 36 of 2005 (the EC Act).
6. THE BILL ADOPTS A VERY HEAVY HANDED APPROACH TO THE REGULATION OF THE PROTECTION OF PERSONAL INFORMATION

6.1. Once passed, the Bill will have a fundamental impact on the way in which all companies, including broadcasters, operate.  It will restrict and regulate their activities as regards the "processing" of personal information far more than is currently permissible.  The new privacy and data protection regime will impose an additional heavy regulatory and compliance burden on broadcasters over and above their existing regulatory and compliance requirements.  

6.2. The Bill ought to regulate no more than is necessary.  Parliament should avoid imposing measures that will unduly stifle commercial activities and unduly burden industry.  
6.3. We note that the Bill's approach is similar to that in the EU, which has adopted a comprehensive and extremely complex legislative approach to privacy and data protection.    

6.4. The highly regulated approach adopted in the EU has been criticised on the basis that it is unduly centralised, bureaucratic, rigid and expensive to implement.  Commentators have also questioned whether it is capable of being enforced, particularly in a global environment and with technological change occurring so rapidly.  

6.5. Parliament should avoid an overly prescriptive approach to the regulation of privacy, and support the  Commission’s intention to balance opposing interests:  

"In protecting a person's personal information consideration should, therefore, also be given to competing interests such as the administering of national social programmes, maintaining law and order, and protecting the rights, freedoms and interests of others, including the commercial interests of industry sectors such as banking, insurance, direct marketing, health care, pharmaceuticals and travel services.  The task of balancing these opposing interests is a delicate one."
  

6.6
The South African government ought to legislate to protect privacy and data protection only to the extent that this is absolutely necessary to protect privacy, and this legislation should be light touch.  The legislation should impose the fewest possible burdens on the private sector, and administrative burdens and compliance and enforcement costs ought to be kept to the minimum.  

7. NOTIFICATION TO, AND INVESTIGATION BY, INFORMATION PROTECTION REGULATOR ARE PARTICULARLY BURDENSOME AND INEFFECTIVE

7.1. The Bill seeks to establish the Information Protection Regulator (the Regulator). However, the NAB is concerned about the proposals in the Bill requiring the notification to, and the investigation by, the Regulator of data processing activities. 
7.2. When introducing the Regulator, the Department must be cognizant of the fact that certain industries are already regulated by their respective Regulatory Authorities, in particular, the broadcasting industry is regulated by the Independent Communications Authority of South Africa (ICASA). As a result, the Department must guard against burdening the Regulator, with duties and obligations that can easily be carried out by the already existing Regulatory Authorities. Furthermore the Department must guard against issues of concurrent jurisdiction, whereby duties will be duplicated with those of already existing Regulatory Authorities.
7.3. Section 17(1) of the Bill provides: 

"Personal information may only be processed by a responsible party that has notified the Regulator in terms of Chapter 6."

7.4
Section 50 of the Bill provides:

"(1) 
A responsible party must notify the Regulator before commencing the —

(a) 
fully or partly automated processing of personal information or categories of personal information intended to serve a single purpose or different related purposes; and

(b)   
non-automated processing of personal information intended to serve a single purpose or different related purposes, must be notified if this is subject to a prior investigation.

(2) 
The notification referred to in subsection (1) must be noted in a register kept by the Regulator for this purpose."

7.5
Section 54(1) provides: 

"If section 50(1) is contravened, the responsible party is guilty of an offence and liable to a penalty as set out in section 99."

7.6
The requirements for notification to the Regulator, and the requirement for the Regulator to investigate notified information processing, are excessive.  They impose an extremely heavy burden on industry, whilst their effectiveness in protecting personal information has not been established.  

7.7
The Bill should not contain notification and investigation requirements (to and by the Regulator).  In particular, it should not be necessary to notify the Regulator, or for the Regulator to conduct an investigation, if the information processing is done in terms of an industry code of conduct in terms of Chapter 7 of the Bill.  

8. INDUSTRY CODES OF CONDUCT
8.1. Chapter 7 of the Bill provides for industry codes of conduct. The Commission has recommended that: 

"A flexible approach should be followed in which industries will develop their own codes of conduct (in accordance with the principles set out in the legislation) which will be overseen by the regulatory agency. Codes of conduct for individual sectors may be drawn up for specific sectors on the initiative of the specific sector or of the Regulator itself. This will include the possibility of making provision for an adjudicator to be responsible for the supervision of information protection activities in the sector. The Regulator will, however, retain oversight authority. Although the codes will accurately reflect the information protection principles as set out in the Act, it should furthermore assist in the practical application of the rules in a specific sector."

8.2
The NAB proposes that the Department should uphold the recommendation by the Commission.  As opposed to over-burdening the Regulator with drafting sector specific codes of conduct, the duty to draft the codes must be vested with the respective  Regulatory Authorities or industry bodies such as the NAB to draft  codes of conduct for their industries and submit it to the Regulator for consideration.  
9.
CONCLUSION

9.1
The NAB would once again like to thank the Department for the opportunity of making its written submission.

9.2
The NAB hopes that its inputs will add value to the finalisation of the Bill by the Department. The NAB will also gladly provide further information or clarity in relation to this submission, should the department require it.
� In 2003 the Commission published an Issue Paper on privacy and data protection for public comment (Issue Paper 24, September 2003).  In 2005 the Commission published a Discussion Paper and draft Bill (Discussion Paper 109, Project 124, October 2005).  On 25 August 2009, following a thorough consultation process, the Commission finalised its investigation and published an 860 page report (South African Law Reform Commission (Project 124) Privacy and Data Protection Report, 2009)


� Chapter 10 of the Bill 


� 	South African Law Reform Commission (Project 124) Privacy and Data Protection Report, 2009, at page vi


� 	South African Law Reform Commission (Project 124) Privacy and Data Protection Report, 2009, pg vi
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