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                                                               5 October 2009



FIRSTRAND BANK LIMITED

PARLIAMENTARY SUBMISSION ON THE PROTECTION OF PERSONAL INFORMATION BILL (BILL B9 – 2009)

1. Introduction

This document will address certain issues that are wider and of a more fundamental scope before making detailed comments on the individual provisions.

2. General Comments

Care must be taken to ensure that the provisions of the Protection of Personal Information Bill B9 of 2009 (“Bill”), the National Credit Act 34 of 2005 (“NCA”) and the Consumer Protection Act 68 of 2008 (“CPA”) do not conflict or unnecessarily overlap. All of this legislation places a heavy compliance burden on all business entities due to the wide scope of the Acts and the Bill.

The stated aim of the Bill is to urgently ensure that the free flow of information, including personal information over national borders is not hampered by inadequate protective measures. Under the pressure of data protection legislation in Europe a host of countries worldwide, have adopted data protection legislation which prevents personal data from being sent cross-border if the receiving country does not have similar protective legislation. The Bill states that it needs to comply with minimum standards, but in certain instances such as the inclusion of juristic persons in the protective scope of the Bill and the excessive civil liability provisions, it far exceeds the minimum international standards.

It is recognised that the introduction of the data protection measures is not only necessitated by international requirements, but also under the influence of section 14 of the Constitution of South Africa, Act 2006.

2.1.
Inclusion of juristic persons as “data subjects” 

We regard the inclusion of juristic persons in the definition of ‘persons’ as controversial and problematic for the following reasons:

(a) The inclusion of juristic persons will cause concerns about the transfer of the personal data of juristic persons cross-border because very few countries provide for similar protection (to our knowledge only Austria, Italy and Switzerland have such provisions; none of our major trading partners - See Law Reform Commission Report p 74- 84). It would therefore prima facie infringe the provisions of s 69(a)(i) which requires that the receiving country must have provisions that are ‘substantially similar’. If there are no protective measures in the foreign country the measures cannot be ‘substantially similar’. This would have the further unfortunate effect that the personal information of juristic persons would in effect be better protected than those of individuals. For instance the bank would be fully entitled to transmit the personal information of individuals to Germany, but would not be entitled to do so with the information of juristic persons. And it is the transmission of personal information of juristic persons, especially larger juristic persons that is important in international trade. The provision would therefore unnecessarily hamper the free flow of information internationally. This fact could also negatively impact on the competitiveness of local businesses with those in the immediate region.

(b)
From our assessment, knowledge and experience with the consumer protection provisions in the other consumer legislation (the “NCA” and “CPA”), the inclusion of juristic persons causes serious difficulties for the implementation of the consumer protection mechanisms provided for in the legislation. It is difficult and expensive for business entities to provide for natural persons and juristic persons within the same frameworks.
We recognise that the inclusion of juristic persons in the protective scope of the Bill has been prompted mainly as a result of the argument that the exclusion of juristic persons could be unconstitutional (Neethling 2008 THRHR 500 ff. See also Law Reform Commission Report p 83-84) as the juristic persons also have personality rights worthy of protection (Investigating Directorate: Serious Economic Offences v Huyndai Motor Distributors (Pty) Ltd  2001 1 SA 545 (CC)).  Neethling’s main arguments why data protection provisions should also protect juristic persons is that ‘credit bureaux for instance would be in a position to process (collect and use) information on the creditworthiness of companies without any constraints – except perhaps subject to the totally inadequate, traditional common law data protection principles’. 

We reject this argument as it fails to adequately take into account the protective measures that already exist in respect of small juristic persons in the NCA.

The exclusion of large juristic persons from the scope of the NCA has already been held to be justifiable under constitutional law in for instance Standard Bank of South Africa Ltd v Hunkydory Investments 188 (Pty) Ltd and Others (15427/08) [2009] ZAWCHC 81 (1 June 2009) (WCC). In a previous unreported case, leave to appeal on the point of the constitutionality of the exclusion of large juristic persons from the NCA was refused by both the Supreme Court of Appeal and the Constitutional Court (see par [3] of the Hunkydory case). In our view there is therefore no constitutional impediment in limiting the protection of the Bill to natural persons as has been done traditionally in other jurisdictions where data protection legislation was pioneered such as the European Union.

2.2
Extension of the common law damages claims

The Bill contains a limited number, but important infringements that could lead to fines and even imprisonment of the transgressor. The most important offences are:

· Obstruction of the Regulator;

· Obstruction of the execution of a warrant; and 

· Failure to comply with the Regulator’s enforcement and information notices.

The Bill therefore already adequately provides for the enforcement of and compliance with the provisions of the Bill. If the legislature wants to further punish infringements of the data principles with criminal sanctions it should do so with further overt criminal sanctions and not covert civil. However, that runs counter to the spirit of the present Bill where the emphasis is on the regulatory enforcement of compliance and not criminal sanctions. The Bill should attempt to reach its aims without a heavy emphasis on criminal sanctions, similar to the approach in the NCA and CPA.

Consequently the inclusion of the punitive damages provision is strange and counter to the overall spirit of the Bill. In our view the civil remedies provisions in s 94 are excessive and depart from the common law position in too radical a manner, which is not necessary when taking into account the full regulatory scope of the Bill. The approach and underlying spirit of the Bill is directed more at ensuring compliance by regulatory means than by punishing transgressors with criminal sanctions; and in our view this should also be the case as far as the civil remedies are concerned (See par (d) of the Law Reform Commission report on p ix) . There is no adequate reason why such a drastic extension of the civil remedies as provided for here should be adopted. The reasons for our views are as follows:

(a) In terms of the common law an infringement of personality rights only leads to civil liability if the infringement was caused intentionally, ie the infringing party aimed at causing the injury or acted with wanton disregard whether such injury would occur or not. The Bill makes provision not only for liability where there is negligence, which in itself is already a major departure from common law, but for faultless liability, which is an even more drastic departure.

(b) There are very few instances in South African law where a party can be held liable even though there is no fault (intent or negligence) on the part of that party. In our view there is no need for this departure from the common law.

(c) S 94(3)(b) makes provision for the award of ‘aggravated damages’. The term ‘aggravated damages’ or ‘punitive damages’ is one that is not only foreign to the South African law of delict, but is in fact a concept that goes against the fundamental principles of  law of delict which is compensatory in nature and not penal in nature. It is the claim for punitive damages that has led to excessive damages claims being awarded by juries in the United States, where the infringing party is penalized for wilful conduct. Introducing this concept by way of this Bill is wholly unacceptable. 

(d) In common law a court will calculate an award for non-patrimonial damages according to the seriousness of the infringement and accordingly the hurt feelings or outrage experienced by the injured party. This allows sufficient scope for a court to take aggravating circumstances into account when calculating the amount to be awarded. Taking aggravating circumstances into account is something courts have traditionally been doing and is nothing foreign, but is something wholly different in nature from awarding aggravated or punitive damages. In fact the legislature previously has adopted measures to protect South Africans and South African businesses from the effects of the pernicious punitive damages claims in the Protection of Businesses Act 99 of 1978.

We therefore recommend that those parts of s 94 which provides for faultless liability be scrapped as a whole. 

If there is good reason in favour of extending the civil liability, it should only be extended to negligent conduct as well. The reasons put forward in the Law Reform Commissions Report (p 596) are, with respect, unconvincing to make such a serious departure from ordinary delictual principles. Strict liability (liability without fault) is also not a general feature of data protection legislation internationally, although it does exist in some jurisdictions. 

We also recommend that s 94(3)(b) be scrapped as a whole or be replaced with wording that expresses the common law position in regard to aggravating circumstances.
2.3
Conflicting roles of the Regulator

The Bill casts the Regulator into three different and conflicting roles which in our view will lead to untenable situations and should be avoided.

(a)
Regulatory role: It is the primary duty of the Regulator to fulfil a regulatory role, fulfilling certain administrative duties such as keeping a register of data processing activity and data protection officers; fulfilling a regulatory role in issuing codes of conduct, monitoring compliance and enforcing compliance through enforcement notices. Although the Bill does not explicitly make provision for the Regulator to enforce the criminal sanctions, it probably goes without saying that the Regulator will instigate criminal investigations where appropriate when a responsible party has contravened the penal provisions of the Bill.
(b) Investigative role: The Bill provides for the Regulator to receive and investigate consumer complaints and to take appropriate action.  In our view it is inappropriate that the Regulator should also fulfil a mediation or conciliation role where it is the investigating authority. These are clearly conflicting roles as the mediator or conciliator should be an impartial third party to be effective and not a party involved in the investigation of a potential infringement.
(c) Appeal body. The Bill makes provision for the reference of a data subject’s complaints to an industry adjudicator. Where the data subject is not content with the adjudicator’s decision, it can have a second bite at the cherry by referring the decision to the Regulator who can investigate the complaint again and who may then issue a different decision. This casts the Regulator into the role of an appeal body, but one who lacks the necessary impartiality. This process flies in the face of the underlying principle involved in the referral to the adjudicator, namely that of a process which is akin to arbitration, where the decision of the arbitrator is final and binding and not subject to appeal, but only review for misconduct. The process here should be similar. We suggest that the sections (sections 41(3)(x);  61(3) and (4); 71(b)) providing for this unacceptable appeal (though section 41(3)(x) actually refers to “review”) process, should be scrapped and that the decision of the adjudicator should be final and binding on both parties, not just one of the parties, as is the case now.
We recommend that the role of the Regulator should be limited to those administrative, regulatory and monitoring roles which should be the core functions of that office. 
2.4
Insufficient time frames

The Bill contains two time frames which are problematic, namely the provision for the transitional period of one year and the time limit of 30 days for appeals against an enforcement notice.

The Constitutional Court recently in Brummer v Minister for Social Development CCT 25/09 [2009] ZACC 21 (13 Aug 2009) has extended to 180 days the 30 day period provided for in s 78(2) of the Promotion of Access to Information Act within which a requester who has been aggrieved by the decision of a public or private body to decline a request for access to information may lodge a court application.
The time limit of one year that is provided for responsible parties to get their data house in order is unrealistically short judged by past experience and the problems encountered specifically by our industry with the introduction of the Financial Intelligence Centre Act, 2001 (FICA) compliance requirements. The chaotic and untenable situations created by those provisions should not be duplicated here. Although the Bill makes provision for the Minister to extend the period to three years, we recommend that this period should be three years from the outset which provides larger organisations sufficient time to change their processes and communicate with their clients to become compliant with the regulatory requirements of the Bill.

The time limit for appeals to the High Court of 30 days from the date of receipt of an enforcement notice is unacceptably short and probably unconstitutional as it effectively deprives responsible parties from effective access to the courts. The nature of these appeals is that of a substantive court application, which may involve the drafting of sometimes extensive affidavits by specific parties who may not be available at short notice. We recommend that the appeal period should be extended to at least 180 days and that the court be afforded a discretion to condone filing after that date for good reason (similar to the provisions found in s 96 of the Customs and Excise Act 91 of 1964).

We are conscious of the fact that (as we understand it) certain airline passenger information for purposes the 2010 Soccer World Cup required by Customs & Excise cannot be provided by foreign airlines unless adequate data protection laws exist. However, the Bill can be phased in over time to apply to only those responsible parties as designated by notice in the Gazette. That way those parties responsible for processing personal information of international passengers could already be made subject to the Bill prior to the soccer world cup whilst giving other responsible parties (not dealing with passenger information) sufficient time to prepare for implementation. 

2.5
Establishment and use of sectoral codes

The Bill makes provision for the establishment of sectoral codes of conduct, including the appointment of an independent adjudicator to receive and adjudicate consumer complaints. Some sectors such as the financial sector already have established Ombudsmen services that could be used to fulfil this new role.  However, the establishment of a self-regulatory ombudsman scheme is a complex process, requiring time and significant resources. Government and the Regulator would need to consider this in its timeframes for the implementation of the Bill (the current 3 years time-limit in the transitional provisions for the development of the code, and thereafter of an ombudsman facility may not be sufficient time).
3.
Detailed Comments
We are aware of the many detailed comments contained within the submissions of the Banking Association South Africa and consequently we will only state our views and recommendations where amplification is considered necessary or in respect of points not covered by those submissions.
3.1.
Preamble

The Preamble states that the Bill seeks to achieve “harmony with international standards”. This objective is important for South Africa to achieve in order to maintain effective international trade relations, but there is no need for the Bill to exceed those minimum standards unless it is warranted by good reason. As has already been indicated some aspects of the Bill exceed these minimum requirements in an unacceptable manner.
3.2.
Section 87 – Assessment

Subsection 87(1) requires a mandatory (“must”) assessment of every complaint. This places too heavy a burden on the Regulator. We suggest that the Regulator be given a discretion which it must exercise in every instance by replacing the word “must” by “may”.

3.3.
Section 93 – Consideration of appeal

As discussed above it is regarded that the period of 30 days to lodge the appeal is unreasonably short and probably unconstitutional. We suggest that the period be amended to 120 days and the court be given a discretion to condone late filing on good grounds provided.

3.4.
Section 94 – Civil remedies

(a)
The difficulties and unacceptable extension of the civil law remedies to faultless liability has already been discussed above. We have also referred to the unacceptable introduction of essentially penal or punitive remedies in s 94(3)(b). We accordingly recommend that the words “whether or not there is intent or negligence on the part of the responsible party” be scrapped as well as s 94(3)(b).
(b)
It is not clear why such orders should be published in the Government Gazette. If the idea of such publication is to inform and protect consumers, there are more effective ways of publishing such orders. We recommend that this provision be replaced by a section making provision of reporting such decisions to the Regulator who can then publish such decisions in an appropriate place such as its website, and newspapers. The Government Gazette is not a publication generally read by consumers.
3.5 Repeal of parts of the Electronic Communications and Transactions Act 25 of 2002

The definition of “personal information”, “data subject” and “data controller” in the ECT Act have become redundant due to the repeal of section 50 ad 51 and should be removed.

4.
Conclusion   

Overall the Bill strikes a good balance between the rights of data subjects and the obligations of responsible parties. It also strikes a good balance between the protective measures and the need for the free flow of information. There are however a number of problem areas with the Bill in its present format as we have pointed out. We support the introduction of the Bill subject to the comments and amendments suggested by us.
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