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Submission on Protection of Personal Information Bill: 
1. Introduction:

We welcome the opportunity afforded to ourselves to make a submission on this piece of legislation. 
We would like to however record our unhappiness with the short time frame afforded for a submission in respect to such an important piece of legislation which deals with the fundamental rights of our members. Given the short time frame, we have not been able to consult as extensively as we wished to regarding this issue and its implications for all of our members. 
This submission therefore does not provide a comprehensive analysis of the Bill owing to the time constraints.
2. Overall Concerns related to Biometric data collection: 

The South African Constitution guarantees everyone the right to privacy:

Section 14. Privacy
Everyone has the right to privacy, which includes the right not to have ​ 

(a) their person or home searched; 
(b) their property searched; 
(c) their possessions seized; or 
(d) the privacy of their communications infringed
The aforementioned list of rights is not a closed list as is evidenced by the use of the word ‘includes’ and hence the right to privacy is interpreted in a much broader sense than set out in Section 14. As such although none of the aforementioned rights listed explicitly relate to the collection of personal data, the right to privacy remains directly applicable.
It is on the basis of this right to privacy that we will raise our concerns to this Bill. We would also like to point out the current practice being implemented in the City of Cape Town which raises key concerns related to worker’s rights:
SAMWU (The South African Municipal Workers Union) has raised concerns about a process recently initiated in the City of Cape Town entailing the implementation of a finger printing system in place of the traditional “clocking” system used to measure the hours worked for remuneration purposes.  Apart from technical problems experienced in implementing the system where people have not been paid in error because of technical glitches, SAMWU has raised concerns related to constitutionality and the invasion of their their rights to privacy especially in relation to the storage and further distribution of the finger print data.  The system was implemented without consulting SAMWU and many workers were forced to submit to the system under the threat that they would not be paid.  The system has already been rolled out in some districts with the City of Cape Town looking to extend it to other districts. 

Our concern is that if this situation is not addressed, it could become a problem in other municipalities across provinces.

 

3. Our Major Concerns
· Biometric technology makes privacy violations easier and more damaging: Privacy mechanisms must be designed into these systems from the beginning, as it is difficult to fix a problem related to privacy later.  

· Biometric identification is often overkill for the task at hand: It is not necessary to identify a person (and to create a record of their presence at a certain place and time) if all you really want to know is whether they're entitled to do something or be somewhere.  

· Biometric systems' accuracy is impossible to assess before deployment: Accuracy and error rates published by biometric technology vendors are not trustworthy.  
If workers are monitored they should be informed in advance of the reasons for monitoring, the time schedule, the methods and techniques used and the data to be collected, and the employer must minimize the intrusion on the privacy of workers. This leads one to another key issue, which is what the information will be used for and the issues related to consent by individuals. 

According to Michelle Jankanish, co-author of the ILO's workers' privacy report: "Companies like to engage in such monitoring, even though many admit that the practice elicits little or no useful information." She points to a survey of 393 firms in Canada, Europe and the United States in which firms were asked about the use and effectiveness of various surveillance practices. More than two-thirds of all firms said that searches and electronic monitoring are ineffective or counterproductive."



 

	ILO summarises the objections of workers or workers' organisations to obtrusive computer monitoring in the workplace as: 

• Their use is a violation of basic human rights and dignity, and is often carried out without adequate consideration for such interests; 
• Computer data banks and telephone and video monitoring make prying into the private lives of workers easier to perform and more difficult to detect than ever before; 
• Monitoring and surveillance give employees the feeling that they are not to be trusted, fostering a divisive mentality which is destructive to both workers and employers; 
• Such practices can be used to discriminate or retaliate against workers, which may be difficult for workers to discover; 
• Monitoring and surveillance involve both issues of exercising control over workers and control over data relating to specific workers.


The aforementioned concerns present very real threats to the rights of workers, as is evidenced by the example provided above regarding municipal workers. Any biometric data capturing system needs to take account of individual’s rights to privacy, accompanied by a detailed explanation of what information will be required and for what purpose?  Further it needs to be established that it is absolutely necessary, which we would strongly argue is not the case in relation to the City of Cape Town’s reliance on biometric data for clocking of hours worked.
4. International Examples:
The potential for the collection and misuse of sensitive information by employers is a primary concern internationally. Second, testing may reveal to the employer conditions that are unknown to the individual. In the absence of information privacy protection, an employee has little means of knowing or establishing how and whether such sensitive information is used, retained or disclosed, and for what purpose. It is therefore imperative to ensure that when biometric data is captured, the process and purpose must be explained in detail to workers. 
 

The Australian Law Reform Commission dealt extensively with this issue and proposed that individuals should be notified where there has been unauthorised access to personal information that could lead to a real risk of harm to any affected individual.

 
In contrast to Australia and the US, Europe has a strong tradition of the recognition and protection of individual privacy. Various countries, including Spain, Belgium, the UK and Austria, also have national laws in place that cover the collection, storage and processing of employee data in the private sector. These laws have been introduced to conform with the standards of the European Data Protection Directive 95/46/EC, which was adopted in 1995 and applies to all member countries. This Directive protects individual rights, particularly the right to privacy and the processing of personal data, but is not specific to labour relations.

The ILO has also developed a code of practice for the protection of workers' personal data. The ILO code of practice, whilst not designed to replace national laws or regulations, does provide guidance for countries such as Australia, who are still in the early stages of developing satisfactory and comprehensive approaches to the protection of employee records.  
More specifically, the ILO sets out the following as guidelines for the role of trade unions or collective bargaining:

  All negotiations concerning the processing of workers’ personal data should be guided and bound by the principles in this code that protect the individual worker’s right to know and decide which personal data concerning that worker should be used, under which conditions, and for which purposes.
The workers’ representatives, where they exist, and in conformity with

national law and practice, should be informed and consulted:
(a) concerning the introduction or modification of automated systems that 
       process worker’s personal data;
(b) before the introduction of any electronic monitoring of workers’

       behavior in the workplace;
(c) about the purpose, contents and the manner of administering and

       interpreting any questionnaires and tests concerning the personal data    

      of the workers.

It is important to Cosatu to ensure that not only is the right to privacy of workers protected in this Bill, but to ensure that trade unions are consulted and informed in all matters pertaining to worker’s rights.

5. Specific Provisions in the Bill:
Chapter 3 Section 10: Consent, justification and objection:

10. (1) Personal information may only be processed if—

(a)  the data subject consents to the processing;

In relation to sub-section 10(1) (a) above, we are of the view that consent needs to be defined in a broader sense to include consent without coercion or duress. Employees, by virtue of the uneven power relationship which exists between employer and employee, may be required to consent to something due to fear of not receiving their salaries for instance. Consent in this instance needs further clarification and needs to ensure that the consent is not received under duress or coercion.

The ILO provides guidance as follows regarding consent: Informed and explicit consent

The issue of consent is of fundamental importance. Informed and explicit consent is

referred to in several provisions. The basic reason is to ensure that, when a worker is

asked to consent to the gathering or release of certain data, he or she has sufficient

information on which to make a decision. Explicit consent would normally mean written

consent. If there is no written consent, this must be justified. For example, there are

circumstances where written notice or consent would not be sufficient or appropriate,

since a worker might be illiterate or not understand a given language. In such cases,

information and consent may have to be given verbally.

Further obtaining individual worker consent must take into account the protection of collective rights of workers, especially in relation to its ability to counter uneven power relations inherent in the employment contract.  Accordingly such individual consent should only be obtained AFTER an employer has consulted with registered trade unions taking into relevant collective bargaining processes and requirements as provided for in the Labour Relations Act of 2005.
Furthermore if the worker is asked to sign a statement authorizing the employer or any other person or organization to collect or disclose information about the worker, the statement should be in plain language and specific as to the person, institution or organization to be addressed, the personal data to be disclosed, the purpose for which the personal data will be collected and the period of time which the statement will be used.

In addition, it would be important to ensure that adequate information is disseminated to workers in order that they make an informed decision prior to giving their consent to the data collection. The section therefore needs to be extended to ensure that a process of information dissemination precedes the consent from the employee. Workers and their trade union representatives should be kept informed of any data collection process in the workplace, the rules that govern that process, and their rights.
Retention of Records:
Section 14 (1): Subject to subsections (2) and (3), records of personal information must not be
retained any longer than is necessary for achieving the purpose for which the

information was collected or subsequently processed, unless—

(a) retention of the record is required or authorised by law;

(b) the responsible party reasonably requires the record for lawful purposes

related to its functions or activities;

(c) retention of the record is required by a contract between the parties thereto; or

(d) the data subject has consented to the retention of the record.

(2) Records of personal information may be retained for periods in excess of those

contemplated in subsection (1) for historical, statistical or research purposes if the

responsible party has established appropriate safeguards against the records being used

for any other purposes.

(3)Aresponsible party that has used a record of personal information of a data subject

to make a decision about the data subject, must—

(a) retain the record for such period as may be required or prescribed by law or a

code of conduct; or

(b) if there is no law or code of conduct prescribing a retention period, retain the

record for a period which will afford the data subject a reasonable opportunity,

taking all considerations relating to the use of the personal information into

account, to request access to the record.

Subject to subsections (2) and (3):
This is an important section as it relates closely to the retention of personal information and this is subject to abuse – it would be imperative to ensure that any personal information which is gathered is held only for the purposes for which it was initially intended and as explained to the data subject. 
As with the our proposals on the consenting to collection of biometric data, the retention of records and its use and purpose should be done subject to the consulting with registered trade unions through relevant collective bargaining structures..

Principle 4: Section 15: Further processing to be compatible with purpose of collection:

15. (1) Further processing of personal information must be compatible with the

purpose for which it was collected in terms of principle 3.

(2) To assess whether further processing is compatible with the purpose of collection,

the responsible party must take account of—

(a) the relationship between the purpose of the intended further processing and

the purpose for which the information has been collected;

(b) the nature of the information concerned;

(c) the consequences of the intended further processing for the data subject;

(d) the manner in which the information has been collected; and

(e) any contractual rights and obligations between the parties.

(3) The further processing of personal information is compatible with the purpose of

collection if—

(a) the data subject has consented to the further processing of the information;

(b) the information is available in a public record or has deliberately been made

public by the data subject;

(c) further processing is necessary—

(i) to avoid prejudice to the maintenance of the law by any public body

including the prevention, detection, investigation, prosecution and

punishment of offences;

(ii) to enforce a law imposing a pecuniary penalty;

(iii) to enforce legislation concerning the collection of revenue as defined in

section 1 of the South African Revenue Service Act, 1997 (Act No. 34 of

1997);

(iv) for the conduct of proceedings in any court or tribunal that have

commenced or are reasonably contemplated; or

(v) in the legitimate interests of national security;

(d) the further processing of the information is necessary to prevent or mitigate a

serious and imminent threat to—

(i) public health or public safety; or

(ii) the life or health of the data subject or another individual;

(e) the information is used for historical, statistical or research purposes and the

responsible party ensures that the further processing is carried out solely for

such purposes and will not be published in an identified form; or

(f) the further processing of the information is in accordance with an authority

granted under section 34.
The ILO provides the following guidelines in respect to regulating the processing of information:

Any new use of data is restricted in the following way:

· That the new use be compatible with the original purpose, and that the employer take all the measures necessary to avoid any distortion of the information due to the change of context.

· Processing should be limited by the comparison between the original purpose and the intended new aim.

· Data must be processed solely for the purpose for which the monitoring was installed.

· Information provided by processing must be situated in a context that allows the data to be evaluated correctly.

· Employers should regularly review the security and organizational measures taken in connection with the processing of personal data.

· Workers whose personal data are processed should be informed and made aware of the rules governing the data collection process and their rights in relation to the process.
· Persons involved in processing should receive regular training about the importance and the consequences of the processing. The principle of non-discrimination must be emphasized in any training.

The processing of any personal data, including further dissemination, should also to be subject to consultation with registered trade unions through relevant collective bargaining processes.
Section 18: Security Safeguards:
18. (1) A responsible party must secure the integrity of personal information in its

possession or under its control by taking appropriate, reasonable technical and

organisational measures to prevent—

(a) loss of, damage to or unauthorised destruction of personal information; and

(b) unlawful access to or processing of personal information.

(2) In order to give effect to subsection (1), the responsible party must take reasonable

measures to—

(a) identify all reasonably foreseeable internal and external risks to personal

information in its possession or under its control;

(b) establish and maintain appropriate safeguards against the risks identified;

(c) regularly verify that the safeguards are effectively implemented; and

(d) ensure that the safeguards are continually updated in response to new risks or

deficiencies in previously implemented safeguards.

(3) The responsible party must have due regard to generally accepted information

security practices and procedures which may apply to it generally or be required in terms

of specific industry or professional rules and regulations.
This section should include wording related to ‘appropriate confidentiality training should be conducted with security personnel and those operating or processing personal information of individuals’. The security of personal information of individuals needs to be prioritized by all relevant parties acting on behalf of the employer. Trade unions should be consulted and involved in any and all training initiatives with security personnel.
Section 21: Notification of security compromises

21. (1) Where there are reasonable grounds to believe that the personal information of

a data subject has been accessed or acquired by any unauthorised person, the responsible

party, or any third party processing personal information under the authority of a

responsible party, must notify the—

(a) Regulator; and

(b) data subject, unless the identity of such data subject cannot be established.

 (4) The notification to a data subject referred to in subsection (1) must be in writing

and communicated to the data subject in at least one of the following ways:

(a) Mailed to the data subject’s last known physical or postal address;

(b) sent by e-mail to the data subject’s last known e-mail address;

(c) placed in a prominent position on the website of the responsible party;

(d) published in the news media; or

(e) as may be directed by the Regulator.

Section 21 (1) (b) We submit that the wording of this section is confusing – it makes no sense to be taking information from a data subject who is unknown to the employer – this would speak to serious security violations. Security and the collection of information needs to be of the utmost importance in and data collection process. 

Section 21 (4): 
The list provided herein should take account of illiteracy levels and language. The current list of communication is aimed at literate individuals. Communication should be inclusive in various forms and languages.
Any information which is disseminated, should be disseminated to the registered trade unions as well.

Section 25: Prohibition on processing of special personal information:
25. Unless specifically permitted by this Part, a responsible party may not process

personal information concerning a—

(a) child who is subject to parental control in terms of the law; or

(b) data subject’s religious or philosophical beliefs, race or ethnic origin, trade

union membership, political opinions, health, sexual life or criminal

behaviour.

It is submitted that the list included in subsection (b) should include ‘medical illness or history or anything to which the data subject objects to.’ Medical illness and records are highly confidential and any information pertaining to an employee’s medical records are privileged and should not be disclosed without a confidential discussion with the employee concerned.
Section 34: Regulator may authorize processing of personal information:

34. (1) The Regulator may authorise a responsible party to process personal

information, even if that processing is in breach of an information protection principle

if the Regulator is satisfied that, in the circumstances of the case—

(a) the public interest in the processing outweighs, to a substantial degree, any

interference with the privacy of the data subject that could result from such

processing; or

(b) the processing involves a clear benefit to the data subject or a third party that

outweighs, to a substantial degree, any interference with the privacy of the

data subject or third party that could result from such processing.

(2) The public interest referred to in subsection (1) includes—

(a) the legitimate interests of State security;

(b) the prevention, detection and prosecution of offences;

(c) important economic and financial interests of the State or a public body;

(d) fostering compliance with legal provisions established in the interests referred

to under paragraphs (b) and (c); or

(e) historical, statistical or research activity.

(3) The Regulator may impose reasonable conditions in respect of any authorisation

granted under subsection (1).
It is submitted that this section is very broad and that interests of a public nature should be weighed up against the personal rights of individuals to protection of privacy of information. To this end, our recommendation is that the regulator may only authorize the processing of personal information, after an application to court has been made. The application will set out the circumstances under which the authorization is recommended and the court will decide on whether the circumstances justify the authorization. We recommend that this application be made via the High Court. 
6. Recommended insertion of provision into Bill:

Given the clear guidelines provided by the ILO, we recommend that a section be inserted into the bill to make the development of a code of good practice, according to the ILO guidelines, mandatory in every workplace in which this Bill will find application. The code should be developed by taking into account input from all relevant parties including employers, trade unions, employees and security personnel and other relevant parties who may have any interest in the implementation of this legislation, and specifically should be tabled for negotiation through NEDLAC.
7. Conclusion:

Our primary concern which we have highlighted herein is to ensure that worker’s rights to privacy are protected and to ensure that any mechanism which is implemented to collect private information contains sufficient safeguards to ensure that personal information obtained from employees is not utilized for other purposes. It is also important to ensure that the system being implemented does not infringe on the confidential rights of workers as guaranteed by the South African Constitution.

 

� � HYPERLINK "http://www.hazards.org/privacy/index.htm" �www.hazards.org/privacy/index.htm�, accessed 6 October 2009.


� � HYPERLINK "http://www.thefreelibrary.com/Information+privacy+and+employee+records+in+Australia:+which+way...a0180969798" �www.thefreelibrary.com/Information+privacy+and+employee+records+in+Australia:+which+way...a0180969798�, accessed 6 October 2009.


� www.ilo.org/public/english/protection/condtrav/pdf/wc-code-97.pdf.


� www.ilo.org/public/english/protection/contrav/pdf/wc-code-97.pdf.
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