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Introduction

1. The Centre for Constitutional Rights (CFCR) welcomes the opportunity to make submissions before the Portfolio Committee on Justice & Constitutional Development on the Protection of Personal Information Bill (the Bill). The CFCR seeks to promote the values, rights and principles in the Constitution; monitor developments including draft legislation that might affect the Constitution; inform people and organizations of their constitutional rights; and to assist people and organizations to claim their rights.

2. Over the past years the CFCR has made submissions to the Portfolio Committee on Justice and Constitutional Development and is pleased to note that certain of the recommendations were taken into account. The CFRC wishes to congratulate the legislature and  record its support to the legislature for introducing this Bill which seeks to balance conflicting rights in a manner which is essentially constitutionally compliant.

3. However, despite the fact that the overall provisions of the Bill would pass constitutional muster, the CFCR is concerned that because of the extraordinarily truncated period for submissions, any legislation that may eventually be passed, will be vulnerable to a constitutional challenge on the basis of inadequate public participation. In Doctors for Life International v Speaker of the National Assembly and Others
, the Constitutional Court confirmed that the Constitution contemplated that the public should be given a reasonable opportunity to participate in the law-making process.  It further confirmed that the duty to facilitate public involvement was not only consistent with the type of participatory democracy, contemplated in the founding provisions of our Constitution, but was also consistent with the international right to political participation. The CFCR would thus urge that the period within which to make submissions be extended and that the public hearings currently scheduled for 13 and 14 October be postponed.

4. In the interim, the CFCR makes submissions on the Bill both generally and in respect of certain specific clauses of concern. The CFCR makes submissions in relation to:

i. South Africa’s constitutional obligations.

ii. The disclosure of victim’s names in court cases.

iii. Disclosure of medical records, HIV status and sexual orientation.

iv. Certain specific provisions of the Bill. 
The South African Constitution:

5. This Bill is based on the founding values of human dignity, openness and accountability in our constitutional democracy. Although the Bill does not seek to amend the Constitution, the Constitution, as the supreme law of the land, is the context within which the Bill should be considered. 

6. The fundamental right to have one’s dignity respected and protected is guaranteed  by section 10 of the Constitution which provides: 

“10. 
Dignity 

Everyone has inherent dignity and the right to have their dignity respected and protected.”
7.   Section 14 of the Constitution guarantees the right to privacy. 
“14 Privacy

Everyone has the right to privacy, which includes the right not to have ​ 

(a) their person or home searched; 

(b) their property searched; 

(c) their possessions seized; or 

(d) the privacy of their communications infringed.” 
8. Protection of human dignity has been given a privileged status by our Constitutional Court. In S v Makwanyane and Another
, Justice O’ Regan stated that:
 “The importance of dignity as a founding value of the new Constitution cannot be over emphasized.
 Recognising a right to dignity is an acknowledgement of the intrinsic worth of human beings: human beings are entitled to be treated as worthy of respect and concern.” 
9. The state has a duty to “respect, protect, promote and fulfill” all the rights guaranteed in the Constitution
. This Bill seeks to enhance and advance the right to have one’s inherent dignity respected and protected. It is for this reason that the CFCR supports the Bill. The Bill also enhances the right to privacy. 
10. There is a single interest at the heart of the right to privacy, namely human dignity.
 In the case of National Coalition for Gay and Lesbian Equality and Another v Minister of Justice and Others
, the Constitutional Court held that:
 “Privacy recognises that we all have a right to a sphere of private intimacy and autonomy which allows us to establish and nurture human relationships without interference from the outside community. The way in which we give expression to our sexuality is at the core of this area of private intimacy.” 
11. Article 8 of the European Convention provides that everyone has a right to have his/her family lives, homes and correspondence respected. The right to privacy consists essentially in the right to live one’s own life with minimum interference. It concerns private, family and home life, physical and moral integrity, honour and reputation, avoidance of being placed in a false light, non revelation of irrelevant and embarrassing facts, unauthorized publication of private photographs and protection from disclosure of information given or received by the individual confidentially.

The disclosure of victim’s names in sexual assault cases:

12. The Bill in its current form does not address the issue of disclosure of victim’s names in sexual assault cases. We submit that this falls short of what the Bill seeks to achieve which is to regulate, in harmony with international standards, the processing of personal information by public and private bodies in a manner that gives effect to the right to privacy, subject to justifiable limitations that are aimed at protecting other rights and important interests. 

13. Section 335 A of the Criminal Procedure Act prohibits publication of the identity of the person towards or in connection with whom certain offences have been committed. The section provides that:  

“ No person shall with regard to any offence referred to in section 153 (3) (a) and (b) as from date on which the offence in question was committed or allegedly committed, until the prohibition in terms of section 154(2)(b) of the publication of information which might reveal the identity of the person towards or in connection with whom the offence was committed, except with the authorisation of a magistrate granted on application in chambers, with due regard to the wishes of the person towards or in connection with whom the offence was committed.” 
14. This section only protects victims in criminal proceedings. In contrast, there is no such protection for victims who wish to sue offenders in civil cases. In civil proceedings, once the papers are filed in court, they become accessible to the public. Any person can uplift the file and make copies and write about such case in any newspaper or publish such information in any form of media. This is a deterrent to claimants who wish to pursue a damages claim against their assailants in sexual assault cases. It is suggested that the section that deals with prohibition of such disclosure be under Part B of the Bill. 
Disclosure of medical records, HIV status and sexual orientation.

15. The CFCR supports section 25 in the Bill in so far as it prohibits processing of personal information on health and sexual life. In South Africa there have been a number of cases in which the media has disclosed people’s HIV status and names without their consent. Given the stigma that still attaches to HIV and AIDS, the people whose status has been disclosed often suffer harm and violence because of such disclosure. This was illustrated in the case of NM and Others v Charlene Smith, Patricia De Lille and New Africa Books (Pty) Ltd
. In this case three women instituted legal action against the defendants after they had published their full names and HIV status without their consent in the biography of De Lille, written by Smith and published by New Africa Books. 

16. The women correctly argued that the disclosure of their names and HIV status in the book was an invasion of their rights to privacy, the protection and respect for their dignity, psychological integrity and mental and intellectual well being. After the publication of their names, the woman lived in a state of constant fear and anxiety because of the publication of the book. Their families and the community did not know their status and only found out after the book was published. In the case of one the plaintiffs, (whose boyfriend learned of her HIV status through friends who had read the book) their relationship deteriorated and he subsequently burned down their house. HIV and AIDS still carry a lot of stigma in our society and people living with HIV are still discriminated against. It is illegal for one’s medical status to be disclosed without his or her consent. 
17. In the recent Judicial Services Commission hearings, a judge was questioned about her sexual orientation by a member of the legal fraternity. Such information is indeed not public information. Everyone’s sexual orientation is personal information and no one has the right to question one’s sexual orientation in public hearings such as those of the Judicial Services Commission. If this Bill becomes law such incidents, which are an embarrassment and a disgrace to our country with its liberal and progressive constitution and its reputation for respecting the rights of the minority groups, would be eliminated. Any person whose privacy was violated by such disclosure would be entitled to seek redress for any unlawful disclosure of private information relating to their sexual life.  
Specific provisions of the Bill

Preamble:

18. It is suggested that in addition to its affirmation of the right to privacy recognised by the Constitution, the preamble should also set out that:

Recognising that – 

· Section 10 of the Constitution of the Republic of South Africa, 1996, provides that everyone has a right to have their dignity respected and protected. 

19.  Section 20 (3): In order to ensure that an operator not domiciled in the Republic establishes and maintains security measures compatible with those required of operators domiciled here, the CFCR believes that more is required than simply that such operator merely complies with the laws, if any, relating to the protection of personal information, as applicable in the territory in which the operator is domiciled. A provision should be provided in the contract governing the processing for the operation of our laws.
20. Section 25(a) and 32(a): These sections deal with personal information of children who are under parental control. The Bill defines a child as any natural person who is under the age of 18. This definition accords with the constitutional definition of a child. However, in accordance with our international obligations the legislature has,  acknowledged that children under the age of 18 should, in certain circumstances, be given the opportunity to consent for themselves. This obligation arises from a number of  international charters, conventions and best practice materials, which all affirm the fact that children should have the power to make, or give input on, decisions that directly affect their lives; that these decisions should be respected and that children are “not simply a passive, powerless target group to be aided”.
  

21. The Convention of the Rights of the Child, which South Africa ratified in 1995, affirms the principle that children should be involved in decision-making processes and be empowered to make decisions about their lives. Article 12 of the Convention provides:

“1. States Parties shall assure to the child who is capable of forming his or her own views the right to express those views freely in all matters affecting the child, the views of the child being given due weight in accordance with the age and maturity of the child.”

22. Similar sentiments were echoed in article three of the “Children’s Charter of South Africa” which provides:

“
All children have the right to express their own opinions and the right to be heard in all matters that affect his / her rights and protection and welfare.”
23. South Africa’s “Patient’s Rights Charter” sets out the duties and rights of patients and health care workers in line with South Africa’s Constitution.  The formulation of “every citizen” and “everyone” clearly denotes all users of the health system in South Africa and includes children.  The following provision are applicable to this submission:

“Participation in decision-making

Every citizen has the right to participate in the development of health policies and everyone has the right to participate in decision-making on matters affecting one’s health”.
24.  In addition certain legislation differentiates between children of different ages.  Section 133 of the Children’s Act 38 of 2005 provides that :


“(1) No person may disclose the fact that a child is HIV-positive without consent given in terms of subsection (2), except-

(a)     within the scope of that person's powers and duties in terms of this Act or any other law;

(b)     when necessary for the purpose of carrying out the provisions of this Act;

(c)     for the purpose of legal proceedings; or

(d)     in terms of an order of a court.


 (2) Consent to disclose the fact that a child is HIV-positive may be given by- 

(a)     the child, if the child is- 

(i)    12 years of age or older; or 

(ii)     under the age of 12 years and is of sufficient maturity to understand the benefits, risks and social implications of such a disclosure; (emphasis added???)
(b)     the parent or care-giver, if the child is under the age of 12 years and is not of sufficient maturity to understand the benefits, risks and social implications of such a disclosure; 

(c)     a designated child protection organisation arranging the placement of the child, if the child is under the age of 12 years and is not of sufficient maturity to understand the benefits, risks and social implications of such a disclosure; 

          

(d)     the superintendent or person in charge of a hospital, if- 

(i)     the child is under the age of 12 years and is not of sufficient maturity to understand the benefits, risks and social implications of such a disclosure; and 

(ii)     the child has no parent or care-giver and there is no designated child protection organisation arranging the placement of the child; or 

       

(e)     a children's court, if- 

(i)     consent in terms of paragraph (a) , (b) , (c) or (d) is unreasonably withheld and disclosure is in the best interests of the child; or 

(ii)     the child or the parent or care-giver of the child is incapable of giving consent. 
25. This principle was recently confirmed in a High Court case of the De Groots relating to a variation of a custody order agreement. In this case the Eastern Cape High Court was obliged, by virtue of sections 10 and 31 of the Children’s Act,  to give “due consideration to the views of children” in  light of the fact that they were “of an age and level of maturity to make an informed decision.”

26.  Likewise, Section 15 and 16 of the Criminal Law (Sexual Offences and Related Matters) Amendment
 provide that: 

“15.(1) A person (‘‘A’’) who commits an act of sexual penetration with a child (‘‘B’’)

is, despite the consent of B to the commission of such an act, guilty of the offence of having committed an act of consensual sexual penetration with a child.

(2) (a) The institution of a prosecution for an offence referred to in subsection (1)

must be authorised in writing by the National Director of Public Prosecutions if both Aand B were children at the time of the alleged commission of the offence: Provided that,

in the event that the National Director of Public Prosecutions authorises the institution

of a prosecution, both A and B must be charged with contravening subsection (1).

(b) The National Director of Public Prosecutions may not delegate his or her power to decide whether a prosecution in terms of this section should be instituted or not.”
Acts of consensual sexual violation with certain children (statutory sexual assault)

“16. (1) A person (‘‘A’’) who commits an act of sexual violation with a child (‘‘B’’) is, despite the consent of B to the commission of such an act, guilty of the offence of having committed an act of consensual sexual violation with a child.

(2) (a) The institution of a prosecution for an offence referred to in subsection (1) must be authorised in writing by the relevant Director of Public Prosecutions if both A and B were children at the time of the alleged commission of the offence: Provided that, in the event that the Director of Public Prosecutions concerned authorises the institution of a prosecution, both A and B must be charged with contravening subsection (1).

(b) The Director of Public Prosecutions concerned may not delegate his or her power to decide whether a prosecution in terms of this section should be instituted or not.”

27. According to the definition section of the Act, a child here refers to a person 12 years or older but under the age of 16 years. The fact that a discretion to prosecute when the act of sexual offence is committed by children is given to the National Director of Prosecutions and to the Director of Prosecutions is a tacit acknowledgement that children under the age of 18 (between 12 and 16) can consent to certain acts, depending on the level of their maturity.   

28. The Bill in its current form does not make the distinction which is made in the Children’s Act and the Sexual Offences Act. The CFCR accordingly suggests that the Bill be brought in line with the Children’s Act and the Sexual Offences Act. The latter, by way of example, provides that a sixteen year old may, in certain circumstances, consent to sexual intercourse. In contrast, sexual intercourse with a child under the age of 16, albeit with consent, would constitute an act of consensual sexual penetration as the child is deemed incapable of consenting. 

29. Likewise, a 16 year old child may not want his or her parents to disclose his or her medical information such as his or her HIV status or the fact that she had a termination of pregnancy. Alternatively, the same child may well want to live openly with the fact that he or she is HIV positive or had terminated a pregnancy and the parent may refuse to give consent for such information to be revealed. It is thus important to make the distinction made in the Children’s Act and Sexual Offences Act. 

30. In the Phaswane Case
 the Constitutional Court cautioned against treating children of different ages the same. This was because the level of maturity differs from one child to another. The Court held that: “What must be stressed here is that every child is unique and has his or her own individual dignity, special needs and interests.  And a child has a right to be treated with dignity and compassion.  This means that the child must “be treated in a caring and sensitive manner.” This requires “taking into account [the child’s] personal situation, and immediate needs, age, gender, disability and level of maturity”.  In short, “[e]very child should be treated as an individual with his or her own individual needs, wishes and feelings.”  Sensitivity requires the child’s individual needs and views to be taken into account.” 
 
31. Section 25(b): Section 42 of the Criminal Law Sexual Offences and Related Matters Amendment Act
 provides for the establishment of a register of people who committed sexual offences against children and mentally disabled people. Section 25 of the Bill protects personal information of the data subject’s criminal behavior. The CFCR submits that this is in contravention of the Sexual Offences Act; criminal behavior should not be protected by the Bill. Public interest in such information out weights the right to privacy of a convicted criminal. This information should be made public for the safety of the public. Obviously a distinction should be drawn between a convicted criminal and a suspected criminal. 

32. Section 55: The CFCR supports section 55 of the Bill. The CFCR wishes to emphasise the significance of adequate institutional capacity. Examples abound of the negative impact on service delivery occasioned by lack of skills and infractural capacity.  Accordingly, the CFCR suggests that before parliament passes this Bill, it ensures that there are sufficient human and financial resources to make operation of this section both efficient and viable. For example, a television programme broadcasting a live show on a data subject’s criminal behavior or on unlawful or objectionable conduct on behalf of third parties on an urgent basis, should be able to reach the office of the Regulator and such office should be able to conduct the required investigation urgently to enable timeous  processing of such information.

33. Section 92: Right of Appeal: It is submitted that the 30 day period in which an appeal should be lodged to the relevant High Court is not reasonable as it is too short. This was recently confirmed by the Constitutional Court in the case of Brümmer v Minister of Social Development.
 The court declared section 78(2) of the Promotion of Access to Information Act (PAIA) unconstitutional. Section 78(2) of PAIA stipulates that in the event that an internal appeal is denied, litigation has to be instigated within 30 days of notification as to outcome of the internal appeal being received. 

34. The Constitutional Court ruled that 30 days is an inadequate amount of time to consult lawyers, raise the necessary funds and, in the case of NGO's, attain board approval to litigate. The Court ruled further that by being unrealistically brief, the section served to deprive people of their rights to information as well as of access to the courts. The Court ordered that the government is required to amend the section in question within 18 months. In the mean time, until the government makes the required amendment, the Court granted PAIA users 180 days in which to initiate litigation, subsequent to being informed of the outcome of an internal appeal. We suggest an amendment to this section to include a similar 180 period, as suggested by the Constitutional Court in its interim order. 

Conclusion 
Although the CFCR believes that the hearings schedules for 13 and 14 October 2009 are premature, should the committee decide to proceed with them, we would be more than happy to supplement these submissions with oral submissions. 
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