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Comment:  draft protection of personal information Bill (bill B9 – 2009)
1. Introduction

This document provides general and specific comments on the draft Protection of Personal Information Bill for consideration by the Portfolio Committee on Justice and Constitutional Development. 

2. General Comments

The most important issue with respect to this Bill is that it is urgently needed to bring the South African personal privacy legislation up to the minimum standard required by other major standard-setting organisations, in particular the European Union.  Such conformance with a minimum standard is critical for multi-national institutions doing business (as service providers or customers) across international borders.  It also stands to reason that domestic citizens need a clearly understood, appropriate statutory framework setting out personal privacy rights as well, as opposed to the differing requirements in a range of other pieces of legislation.

The draft Bill positions the new information Regulator with three distinct roles:
· Regulator, including supervision, monitoring, and enforcement; this is the primary role and demands a particular relationship between regulator and those being regulated
· consumer complaints investigation bureau, including mediation and conciliation; the perception of the “bureau” as neutral in its orientation to responsible parties vs. data subjects is critical; this role will presumably only be applicable where certain sectors do not have their own independent adjudicators
· review mechanism for the determinations of independent adjudicators/ ombudsmen (although certain sections of the Bill seem to extend this to an appeal function).

To the best of our understanding no other regulator in the country has such wide and potentially conflicting roles.  It will be important that the provision for the Regulator to also receive and investigate consumer complaints, and to be a review (appeal) mechanism, be handled by the Regulator with absolute impartiality, in order to ensure the credibility of the Regulator with all parties, and to prevent permanent conflict with the regulated parties (there is ample evidence of such conflict between ombudsmen and their constituent entities).
2.1. We remain concerned about the inclusion of juristic entities within the scope of the Bill (i.e. the definition of “person”), not because juristic entities do not require the protection of their commercial information, but mainly because of the impact of juristic persons on all the consumer protection mechanisms provided for in the Bill, and the difficulties of ensuring an appropriate compliance environment.  We know from other regulatory frameworks that it is extremely difficult and expensive to provide appropriate consumer protection codes and resource procedures for both individuals and the full range of juristic persons (e.g. the ongoing disputes in the FAIS Act, capping of the scope of legal entities in voluntary codes of conduct, and in the National Credit Act). The definition of “personal information”, including the statute amendments in the schedule to the Bill, focus entirely on personal information, with scant consideration if any for juristic person information. More importantly, very few foreign jurisdictions include legal or juristic entities in their personal privacy protection legislation (we are informed that this may be as low as 10 countries), and it is significant that the European Union that is driving the international personal privacy agenda does not include legal or juristic entities in its standards or requirements.  If, however, the Bill is to retain juristic persons in its scope we recommend certain essential amendments (detailed below) to ensure that any unintended compliance consequences are eliminated or reduced.
The Bill provides for a range of possible sectoral codes of conduct, each making provision for an independent adjudicator to hear consumer complaints.  Certain sectors (in particular the financial sector) already have established Ombudsmen services that could be empowered to cover this new requirement.  However, the establishment of a code of conduct and a self-regulatory ombudsman scheme is a complex process, especially when considering vested interests and the funding of such resource.  Government and the Regulator would need to consider this in the timeframes for the implementation of the Bill (i.e. the current 3 years maximum for the creation of the Regulatory infrastructure, the gazetting of regulations, development of the codes of conduct and ombuds facilities, and only thereafter implementation in the institutions, may not be sufficient time). It is recommended that the Bill make provision for definite implementation phases (e.g. Regulatory infrastructure, codes of conduct and ombuds facilities within 18 months of the promulgation of the Act, followed by a further minimum of 18 months for implementation by responsible parties).
3. Detailed Comments

3.1. Preamble

The Preamble notes that the Bill seeks to achieve “harmony with international standards”.  This objective is significant for South Africa to achieve in order to maintain effective international trade relations. In this context it is important to consider harmony with both individuals and juristic entities if the latter are included.
Section 1 – Definitions
The definition of “biometric” notes certain physical characteristics; it is recommended that for legal certainty the definition be amended to read “including, but not limited to, fingerprinting, DNA …”
The definition of “person” includes both natural and juristic persons.  The whole concept of “personal” or “data” privacy relates to information about individuals.  This is confirmed by the extensive definition of “personal information” which, with the exclusion of address-related information, all relates to individuals.  The inclusion of juristic persons will over-extend the statutory protection of personal information to entities that are, we believe, adequately protected by the common law and their own resources.  In this context the Bill is also at odds with other recent consumer/individual protection legislation which is either restricted to individuals or small juristics (e.g. the National Credit Act, Consumer Protection Act).  We recommend that the words “or a juristic person” be deleted, together with the necessary consequent amendments as required.  However, if juristic persons are included within the scope of the Bill, the definition of “private body” should be amended to include trusts.

Section 15 – Further processing to be compatible with purpose of collection

Subsection 15(3)(c)(ii) requires compliance with other law only to the extent of such law “imposing a pecuniary penalty”. We suggest that compliance with a law should not be conditional on a “pecuniary penalty”, and that the words “imposing a pecuniary penalty” be deleted.

Section 21 – Notification of security compromises

Subsection 21(6) should be amended to empower the Regulator to “direct a responsible party to publicise, in any reasonable manner specified, ….” to ensure that the media, costs and coverage of such required publication are relevant and reasonable.   
Section 22 – Access to personal information

Subsection 22(1)(b)(ii) refers to “a prescribed fee, if any, that is not excessive;” we fail to understand how any fee, prescribed by the Regulator, would be deemed to be “excessive”.

Subsection 22(3)(a) requires that in every situation where a fee for services is required the responsible party “must” give a written estimate of such fee before providing the services.  This leaves little room for discretion and would lead to an excessive and unnecessary compliance burden.  We recommend that the subsection be amended to read “must, if so requested by the applicant, give the applicant …”
Section 23 – Correction of personal information

Subsection 23(1)(2) imposes (“must”) certain mandatory actions on the responsible party per subsections (a), (b) & (c).  However, subsection 23(2)(d) then allows for alternative actions by the responsible party other than the “must” actions previously referred to.

It is recommended that the subsection be amended to read as follows:  

“(2) On receipt of a request in terms of subsection (1) a responsible party must, subject to subsection (d) – 
“(a) correct …”

Section 25 – prohibition on processing of special personal information
Section 25 prohibits processing of personal information, inter alia relating to trade union membership or political opinions. Sections 26 - 32 provide for certain exemptions in this regard. It should be noted that local and international standards for combating money laundering and the financing of terrorist activities dictate that all financial transactions must be accompanied by details of the originator and end beneficiary, i.e. if a member is paying dues to a particular trade union, church or political party such information must inevitably accompany the transaction, and be monitored by the bank/s concerned. Such requirements are not always clearly stated in law, but may be in international standards such as those set by the Financial Action Task Force (FATF) of the OECD (i.e. the general exemptions in section 32 of the Bill “obligation in law”, “obligation of international public law” may not be adequate). We recommend that appropriate provision should be made in the Bill (e.g. section 32) relating to information required in payments and customer identification systems to ensure full “know-your-client” capacity and the combating of money laundering and terrorist financing (e.g. include new subsection “32(f) processing is required to combat money laundering or the financing of terrorism”.) . 
It may also be necessary to exempt employers from the prohibition on knowing the trade union membership of their employees, as such records may be necessary to assess union representation within the employers. We suggest the following inclusion:

“32(g) processing is required to establish union representation as provided for in labour law.”   

Section 36 – Constitution and term of office of Regulator
The section (subsection 1(c)) makes provision for a full-time executive “Chairman of the Regulator”.  The concept of an executive, full-time “Chairman” goes against current corporate governance principles.  We recommend that, in line with other legislation, this full-time executive be called the “Registrar of Information”, and provision be made for the appointment of an independent Chairman of the governance structure.
Section 38 – Secretary and staff

Subsection 38(2) will introduce long time delays in the execution by the Regulator of his or her normal executive function.  It is recommended that this subsection be deleted, as undeserving of the statutory attention of 2 separate Cabinet Ministers.

Section 43 – Powers and duties of Regulator

Subsections 43(1)(a) and (b) impose consumer education and publicity duties on the Regulator.  It is important that appropriate financial resources be made available by Parliament and the government to the Regulator for it to discharge these duties.

Subsection 43(1)(e) imposes an obligation on the Regulator “to undertake research into, and to monitor developments in, information technology and computer technology …(specifically) to ensure that any adverse effects…are minimised…”  While this obligation is praiseworthy it is highly unlikely that any regulator will be able to meet it, given the confidential nature of most of such commercial developments.  The Regulator is, in any case, empowered to approve all processes and should be able to implement its protective mandate via this process.  We recommend that subsection 43(1)(e) be deleted as an explicit duty.

Subsection 43(1)(g) requires the Regulator to have taken certain actions, and to report to Parliament, on the basis of “a data subject” (emphasis added).  Any statutory duties imposed on a Regulator on the basis of a single data subject or complaint imposes impossible burdens on the Regulator, given the demands that such persons may make.  It is recommended that this section be amended by deleting the words “ of a data subject” where they appear twice.
Subsection 43(1)(h) requires the Regulator to do an audit on request of a public or private body.  It is unclear what the resource implications of this obligation will be, nor who will bear the costs of such audit. Presumably since the audit is done at the request of the body such body should be called on to pay for such audit.
Similarly subsections 43(1)(i) and (l) refer to “a data subject” (emphasis added), which as noted above, could be impossible to manage. It is recommended that these sections be amended by deleting the words “of a data subject” where they appear, and replace them with “data subjects”.
Subsection 43(1)(n) requires the Regulator to function as a dispute mediator under certain circumstances between a responsible party and a data subject.  We suggest that this is an inappropriate duty for a regulator, and that this subsection should be deleted.
Subsection 43(1)(o) obliges the Regulator to provide advice to, inter alia, regulated entities on their obligations or other matters under the Act. Unless such advice is provided publicly for the guidance of all regulated institutions the danger exists that regulatory arbitrage will develop, as different institutions will have different confidential guidance or rulings from the Regulator.  If necessary, the Regulator should issue regulations or guidelines for all parties, or public guidance notes and not confidential advice to individual entities. Note: we presume that this subsection does not refer to normal (confidential) regulatory and supervisory management processes on compliance between the Regulator and institutions, but advice on the interpretation and implementation of the Act.
Subsection 43(1)(x) sets the Regulator up as a review mechanism for the decisions of independent adjudicators (established under the Codes of Conduct).  Per definition a review is about processes and procedures, and not the merits of any particular case. However, sections 61 and 71 may in fact expand this review function into more of an appeal function, and we make certain recommendations for text amendment below to ensure consistency of statutory requirements.
Subsection 46 – Reports of Regulator

Subsection 46(1) imposes a mandatory (“must”) reporting requirement “in regard to any matter investigated by it…”, irrespective of how trivial such matters may be.  It is recommended that the subsection 46(2) report is adequate to cover “matters investigated by the Regulator”, and that subsection (1) be deleted.

Section 50 – Notification of processing

Subsection 50(1)(a) refers to “fully or partially automated processing of personal information… intended to serve a single purpose or different related purposes”.  The concepts “fully or partly automated processing of personal information“ are not defined, and it is not clear if everyone has the same understanding of them.  Similarly, the constructs “a single purpose or different related purposes” may need to be clearly described, as they are the triggers for requiring prior approval. Consideration should be given to either defining these terms, or clarifying them in the regulations to ensure appropriate compliance by all affected responsible parties.
It is unclear what Subsection 50(1)(b) means, especially “must be notified if this is subject to a prior investigation” in the context of the whole sentence.
Section 55 – Processing subject to prior investigation

Subsection 55(3) exempts certain sectors from having to comply with “part B of Chapter 6” under certain conditions.   However, subsection 56(1) requires such exempted parties to comply with the subsection.  It is recommended that subsection 55(3) be made “subject to section 56.”
Section 56 – Responsible party to notify Regulator if processing is subject to prior investigation

Presumably the reference in subsection 56(2) should read “subsection 55(1)”. If so, this may resolve point 3.13 above.
Subsection 56(5) makes provision for the Regulator to issue certain statements “concerning the lawfulness of the information processing.” Presumably some/many of such statements will be “lawful and fully compliant”. It is unclear, therefore, why subsection (7) would require such compliant statements to also be “deemed to be an enforcement notice served in terms of section 90 of this Act”. Enforcement notices carry reputational risk, and a presumption of unlawfulness. It is recommended that subsection 56(7) be amended to read “…in terms of subsection (5) may be issued as an enforcement notice in terms of section 90 of this Act where necessary”, in order to restrict the issuing of enforcement notices to those actions requiring change. 

Section 57 – Issuing of codes of conduct

It should be noted that “accountable institutions” in the Financial Intelligence Centre Act, 2001 are required to do certain processes to verify identification and other details.  It is unclear what impact subsection 57(4)(a) will have on this statutory duty.  Assurance should be sought from the Director of the Financial Intelligence Centre that this subsection will not interfere with any of the requirements under FICA or the international anti-money laundering or financing of terrorism standards.
It is unclear why a mandatory expiry date must be included in each code of conduct (subsection 57(4)(c)). There are significant costs associated with developing and implementing codes across a particular industry and amendments and changes should be done on an ongoing basis as required, rather than a fixed "expiry date". Changes in the codes will have significant implementation, training and compliance costs.
Section 61 – Procedure for dealing with complaints

It is unclear how the ”independent adjudicator” will be able to report “on the operation of the code during the financial year”, as required by subsection 61(2)(d).  This should be amended to refer to “the operation of the independent adjudicator under the code…”, as there are many other facets to a code of conduct than purely those that impact the adjudicator.

As currently provided in the Bill, the Regulator is required to investigate “complaints” by data subjects where there is no independent adjudicator. Subsection 43(1)(x) empowers the Regulator to review the determinations of the independent adjudicators. Subsection 61(3) provides for an aggrieved complainant to “lodge a complaint with the Regulator against the determination…” As we understand the intent of the Bill, the true function here is a “review” one (i.e. the processes followed), and not an appeal (i.e. the merits of the case). In this case we recommend that the words “may lodge a complaint with the Regulator” be amended to “may lodge an objection with the Regulator…” to clearly differentiate the ab initio complaints handling processes of the Regulator from the review function where a complainant objects to the outcome or determination as a result of an original complaint to an independent adjudicator. Any complainant aggrieved on the merits of an adjudicator’s determinations should appeal to the courts as in other ombudsman schemes.

Section 64 – Review of operation of approved code of conduct

Per definition an “independent adjudicator” should be exactly that – an independent arbiter.  It is unclear how the powers granted to the Regulator under subsections 64(2)(b) (“inspect the records”),(c)(“consider the outcomes of complaints”) or (d)(“interview an adjudicator”) would either impact, or be seen to impact, such independence.  It is recommended that these subsections be deleted. 

Section 68 – Automated decision making

Every significant and responsible credit granting industry in the world relies on detailed and extensive “scorecard” technology, which is based on statistical analysis and behaviour profiling.  This process is largely “automated”, as it takes the subjectivity out of credit granting decisions. The “on the ground” impact of this section on the banking sector is therefore important.

Furthermore, international and local prudential risk management procedures require advanced statistical (and automated) decision making for risk management models within banks .
In all these cases, it could be argued that standard and developing banking risk management decision-making procedures either have “attached legal consequences” for customers, or affect such customers “to a substantial degree.”
We are therefore concerned at any remote possibility that subsection 68(1) may be interpreted in any way as preventing current or future bank risk management “automated decision making” from being applied to bank customers.

We hereby request that the envisaged scope and operation of section 68 be discussed with The Banking Association to ensure clarity.

Similarly, in the case of confidential and proprietary risk management decision- making systems or processes it would be impossible for any bank official to comply with subsection 68(3)(b).  Again – further discussion and clarity is required.

Sections 69 – Transfers of personal information outside the Republic

This section, if not clearly drafted and understood, has the potential to cause significant unintended consequences with respect to the inclusion of juristic persons within the Bill. As noted previously, most foreign jurisdictions do not include juristic persons in their personal information/data privacy legislation. As currently worded in subsection 69(a) of the Bill, local entities will be constrained in their capacity to transfer “personal information about a data subject to a third party who is in a foreign country unless – (a) the recipient of the information is subject to a law, binding code of conduct or contract which (i) effectively upholds principles … that are substantially similar … and (ii) includes provisions, that are substantially similar to this provision…” 
This principle of mutual reciprocity, or equivalence of protection, is perfectly reasonable with respect to personal information (i.e. a human rights perspective). However, a strict interpretation of these requirements with respect to juristic persons would be problematic, simply because most foreign jurisdictions do not have the equivalent statutory framework envisaged by this Bill for South Africa, nor do they see the need to expand their human rights-based personal data privacy protection to include juristic persons. It could be argued, therefore, that subsection 69(a) prohibits such information transfers given the absence of ”substantially similar” protections in the foreign jurisdictions. We have been informed that this is an incorrect interpretation, nor was the subsection so intended. It was argued that, for example, the Bill would be “EU compliant” as there is no equivalent legislative framework for juristic entities in the EU. On the other hand, the absence of an equivalent anti-money laundering framework is interpreted as a prohibition on transactions. 

In order to clarify this, and put it beyond any alternative or conflicting interpretations, we recommend that subsection 69(a) be clearly ringfenced to “a data subject excluding a juristic person or private body …” The protections afforded juristic persons under the provisions of subsections (b) – (e) would still remain in effect.     

Sections 71 – 79

As noted previously the roles of the Regulator in investigating and adjudicating complaints, vs the review of such determinations by independent adjudicators, need to be clearly differentiated to avoid regulatory overlap and arbitrage. Subsection 71(b) should therefore be deleted, as the intent is covered in (revised) subsection 61(3). With this amendment the rest of sections 72 – 79 deal with the Regulator’s role as a complaints adjudicator. In this context, please note the following specific comments with respect to sections 72-79:

· It is unclear why subsection 72(1) makes provision for oral complaints when subsection 72(2) requires such oral complaint to be put in writing anyway? 

· Subsection 73(1) imposes mandatory (“must”) investigation of every “alleged interference…”.  The section should be amended to allow the Regulator to first decide on the merits of the complaint before investigating.
3.2. Section 84 – Communication between legal advisor and client exempt 

Subsection 84(1)(b) only exempts attorney-client communication in relation to “proceedings under or arising out of this Act…”.  We believe that all court-related communications between an attorney-client should remain confidential, as is provided for in subsection 84(1)(a). Subsection (1)(b) should therefore be deleted.
3.3. Section 88 – Information notice

Section 88(6)(b) refers to certain privileged attorney–client communications including court proceedings, only “under or arising out of this Act…”. As noted above in item 3.21 this breach of normal attorney-client privilege in all court cases is unacceptable, and should be deleted.
Section 92 – Right of appeal

The existing provisions for appeal processes in the Bill should be increased from 30 days to 90 days, to allow for appropriate time delays. Consideration may also be given to including a clause to allow the court to condone late submissions, if necessary.  

3.4. Section 93 – Consideration of appeal

Subsection 93(1)(b) dictates that under certain circumstances a court “must allow the appeal”.  This could be seen as an unwarranted (unconstitutional?) imposition on the court’s independence.  It is recommended that the word “must” be replaced with “may”.

Section 94 – Civil remedies

Subsection 94(1) enables civil actions against a responsible party “whether or not there is intent or negligence on the part of the responsible party”. This strict liability goes against the current jurisprudence in the country, and introduces untenable compliance risks for all responsible parties, including and in particular, for all public bodies. It is recommended that these words be deleted, and that the cause for civil remedies should remain on the existing, well-founded law of delict (i.e. gross negligence or intent). 

It is unclear why in terms of subsection 94(1), the Regulator should institute civil actions on behalf of “a data subject” (emphasis added).  Data subjects should pursue their own remedies in the courts.

The reference to “Vis Maior” in subsection 94(2)(a) is unclear and should be expressed in plain language
If as provided in subsection 94 (1) the Regulator is the plaintiff in the civil case, the defences listed in subsections 94(2)(a)-(e) may result in untenable actions or accusations against the Regulator as plaintiff.

Subsection 94(3)(b) makes provision for punitive “aggravated damages”. This is an alien concept in our civil and common law, and introduces the risk of our rational and balanced legal system moving into the extremes and excesses of the USA legal system. Subsection (3) already makes provision for compensatory damages (subsection (3)(a)), interest (subsection (3)(c)) and legal costs (subsection (3)(d)), and it is recommended that the punitive damages subsection of 94(3)(b) be deleted.  

Section 94(7) could also be seen as an unwarranted interference in the independence and discretion of the court (“must”).  The word “must” should be amended to “may”.  It is also unclear from this subsection who would actually pay for the mandatory publication of the court’s order.  The same queries/comments apply to subsection 94(9).

Section 103 – Transitional arrangements

Subsection 103 makes provision for a one year implementation time period, extendable to a maximum of three years. As noted above the private sector can only start implementing the requirements of the Act, regulations and codes of conduct once these have been finalised by the still-to-be-appointed regulatory structures. It is important that the time periods for implementation be phased to provide for this framework to be put in place (for a period of not less than 18 months), and then a follow-on implementation (for a period of not less than 18 months). Any delays in finalising the regulatory framework will therefore not be held against the private sector implementation phase.
4. Conclusion   

As noted, the enactment of an internationally acceptable personal privacy stature is important for compliance with the constitutional right to privacy, as well as the countervailing rights of other parties to access and process such information. Such legislation has the potential to impose significant compliance costs or result in unnecessary litigation if not properly drafted, or if the scope is extended unnecessarily. The comments made above will, we believe, improve the implementation of the new Bill, and optimise the cost-to-benefit impact.
We are available to discuss any of the points made in greater detail if necessary.

Stuart Grobler

6 October 2009. Version 3.
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