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Tasks. You are responsible for the following:

Launching a logistic study, the so-called LS-3, by which the requirement
and interaction with confracted Indusiry is determined to enable Industry to
draw up tha SP-3 (or 1SP-3 on products syslem lavel) in accordancea with
the requirements of the SANDF. A further object of the study is to generale
the SANDF's ILSP-3 inputs, which in turn will direct the acliviies in the
manulacturing phase.

Organizing the tracking of logislic elements not provided by Armscor in
order o ensure that the acquisition thereof does not become out or step
wilh the producls systems acquired by Armscor,

Ensuring that the syslem development keeps pace with a possible change
in the threat so that development can be steered info ancther direction
timeously or be ceased, depending on the circumstances.

Preparing the final cperational test and evaluation {(FOT&E) documentation
for those lesls the will ba conducled under complete management of the
user. This task cannol be fully completed in this phase and will thus spill
over into the industrialization and manufacturing phase. These lasls can
also be seen as part of lhe force preparation aclivity of the specific user
system and must not be confused with the manufaciurers technical lest and
evaluation(TT & E), the object of which is to prove a system acceptable for
delivery.

18.  Funclion 10 : Acquisition Plan (AF)

Wi,

b.

Description. The purpose of the acguisilion decision, which is contained, by
implication in the AP, is lo;

confirm that the requiremeants contained in the funclional user requiremeant
slalement (FURS) and the solution set out in the project sludy repoit (PSR)
will satisly Iha clients current operational requirement,

that the manufacturing data package as reflected in the "C", "D" and "E"
specifications and the drawings is complete and cormect to manufaciure the
requirad systam,

thal the proposad manulacturer is acceplable,

that the intagraled logistic suppor requirements have been delailed fully to
salisfy the required operational requirements,

that the operating parl of the life cycle cost is compalible with the planned
available operaling budgel, and

that the proposed financial and schedule aspecls are acceplable.

Tasks. You are responsible for the following:

The draflling of the AP in accordance with policy and must contain al least
the following :

JOFTAGO00Z2004 RESTRICTED " Date: September 2004
S - |1 [ TR I R PR e

RES IHIG I EL st em am

1 Introduction,
{2, Project Management Requiremenls.
{3) Technical Requiremenls,

{#4) Logistic Requirements.

(5) Financlal Requirements.

(6) Timescales. Indications for the limescales and milestones for the
industrialisation and production phases, lhe time-scales for the
\production phase if more than one generation of the syslem is (o be

"built in phases and the updaled planned date of commissioning of the
user system.

i} Security Plan.
(&) Memoranda of Agreemant.
ii. The submission of this DP for approval.
INDUSTRIALISATION PHASE
18.  Funclion 11: Industrialisation Phase

a. Description. During the industialization phase the manulacluing processes of
the Industry are developed and qualified.

b.  Tasks. You are responsible for the following:

R The exscution of the Qualification Study, which consisls of initialisation and
formal wriling of the employment doclring of the user system, Allhough the
employment doclrine is taken into accounl throughout the acquisition
process, itis usually finalized and documented at this slage.

if, The initiation and the wriling of the final operalional lest and evaluation
! documenlation (FOT & E) for the products syslem, user system, and in
exceplional cases for the combat grouping.

jii. Updating the life-cycle cosls of the user system, i.e., cost of ownership.

[Mole : Operalional Test and Evaluation. Preliminary operational test and evaluation
{POT&E) has as ils objeclive Ihe verification of operational efleclivenass, operational
survival, logislic supportability, reliability and maintainability in order to make final
adjusimenis to lhe manufacturing baseline (MBL) while final cperaticnal test and
evaluation (FOT&E) is aimed rather al avaluating modifications, 1o adapt the organisation
and o streamiine doclrine and tactics.

MANUFACTURING PHASE

20, Funclion 12 : Manufacluring Phase

a. Descriplion. During the manufacluring phase Ihe product syslem is
JOPTACRIOOD02004 _'| RESTRICTED "~ Dale: Seplembaer 2004
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draw up the SP-3 {or I3P-3 on products system level) in accordance will
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! I {1} Introduction.
¢.  Tasks. Youare respansible for the following: i |
i (2 Project Managemenl Reguiremsnls.
k Launching a logistic study, the so-calied LS-3, by which the requirement i
and interaction with contracted Industry iz determined 1o enable Indusiry to ! {2} Technical Requirements.

the requirements of the SANDF. A further object of the study is o generale
the SAMDF's ILSP-3 inputs, which in tum will direct the activities in the
manufacturing phasa,

Organizing the tracking of logistic elements not provided by Armscor in
preder o enswe that the acguisilion thereof does not become oul or slep
with tha productls systems acquired by Armscor.

Ensuring that the system developmenl keeps pace with a possible change
I the threat so that development can be sleered info another direction
timeously or be ceased, depending on the crcumslances.

Preparing the final operational test and evaluation (FOT&E) documentation
for those tests the will be conducted under complele management of the
user. This task cannot be fully camplelsd In this phase and will thus spil
over inlo 1he Industrialization and manufacturing phasa. These tesis can
also be seen as parl of the force preparation activity of the specilic user
systern and must not be confused with the manufaciurers technical test and
evaluation{TT & E), the cbject of which is to prove a system acceplable for
delivery.

{4} Logistic Requirements.

(51 Financial Requiremenls.

{6) Timescales, Indications for the timescakes and milestones for the
indusirialisation and production phases, the lme-scales _fnr the
production phase if more than one generalion of the syslem i 1o be
buiit in phases and the updated planned date of commissioning of the
user system.

] Security Flan.

{8} Memoranda of Agresment.

The submizsion of this DP for approval.

INDUSTRIALISATION PHASE

19,  Funclicn 11; Industrialisation Phase

a.  Desgription. During the industrializalion phase the manufacturing processes of

18,  Funclion 10 : Acguisition Plan (AP) the Indusiry are developed and qualified.

a, Description. The purpose of the acquisition decision, which iz contained, by b. Tasks. You are responsible for the following:

implication in the AP, is 1o;

confirm that the requirements contained in the funclional user requirement
statement (FURS) and the solution set out in the project study report (FER)
will satisfy the clients current operational requirement,

that the manufacturing dala package as reflected in the "C", "D" and "E"
specifications and the drawings is complele and corect 1o manufaciure the
required syslam,

that the proposed manulaciurer is acceplable,

The execulion of the Cualiication Study, which consists of initialisation and
formal writing of the employment docliing of the usar sysiam. Although the
employment dochine is taken inlo account throughout the acguisition
process, it is usually finalized and documented at this stage.

The initiation and the wriling of the final operational tesl and evaluation
documentation (FOT & E} for the producls system, user syslem, and in
exceplional cases for lhe combat grouping.

Updating the life-cycle costs of tha user system, i.e., cosl of ownarship.

iv. that the integrated logistic supporl requirements hava been datailed fully to Mote - 'Gb&ratinnal Tesl and Evalualion. Preliminary operational fest and evalualiun]
salisly the required operational requirements, {POTAE) has as ils objective tha verification of operational effectiveness, operational
survival, logistic supportability, reliability and maintainability in order o make linal
. that the operating part of the life cycle cost is compalible with the planned adjustments 1o the manufacluing baseline (MBL) while final operational lest and
available operaling budget, and evaluation (FOTAE) is aimed rather al evaluating modilications, to adapt the organisation
5 and to streamline doctine and lactics.
vi.  thatihe proposed linancial and schedule aspecls are acceptable. [ ; §

MANUFACTURING PHASE

b. Tasks. You are responsibke for the following: |
; ’ : | 20, Fupglion 12 : Manufacturing Phase
i. The draﬂl_ng of the AP in accordance with policy and must contain at least :
the Todlawing : | a, Descripion. During the manufacluring phase the product syslam is
JOPIACQUDDO0Z/ 2004 RESTRICTED Date: September 2004 JOPIAGHDINZIZ004 RESTRICTED Date: September 2004
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manufacturedferecledestablished by Indusiry and Armscor, and (he user
system by the SANDF and the conlracted parlies.

b. Tasks. You are responsible for the following:

[ Finalization of the Qualification Study (QS5) in order fo determine precisely in
which way the user system, including the integrated logislic support, will be
gualified. The resulls of this sludy are summarized as the qualification plan
and are used to direct the commissioning phase.

il Exscuting the doctrine study in order 1o eslablish a complete employment
dociring (ED) belore the system is declared ready for full operational
employment,

iii. Updating the life-cycle cosis of the user system.

COMMISSIONING PHASE

21,  Function 13: Commissioning Phase

a,  Description. . During the commissioning phase the SAMDF performs final
operational tesl and evaluation (FOT & E) of the syslem, measured against the
functional user requirement statement (FURS), logistic user reguirement
staternent (LURS), and operational doctrines.

b.  Tasks. You are responsible for the following:

i. Finalizing the Employmeant Doclrine (ELQY) and documenting it fully.
ii. Finalizing the Logistic Doctring (LD} and decumenting it fully.

i, Conducting the final operalional test and evaluation (FOT & E) at products
system level and higher.

. Drocumenting modifications that could not be incorporated timely in the
production items, including planning for incorporation.

. Accepling that the acquisition contract between Armscor and Indusiry has
been compleled satisfactorily. If there are only insignificant oulstanding
ilams, these items are indicaled as exceplions in the acceptance document.

Wi Finalizing the life-cycle costs of the user system (aclual data in respect of
the acquisilion phase and dala provided in respecl of the operalional
phase).

PROJECT CLOSURE

22.  Eunclion 14: Provisional Project Closure Report (PPCR)

a.  Descripion. The provisional project closure report s a summary of the resulis
produced in the commissioning phase.

b. Tasks. You are responsible for the following:

X JOPIAGQMO00ZZ004 RESTRICTED
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. & dralling of the PPCR in accordance with policy and must conlain at
.=ast tha following :

(1) Introduction.

{2} Products system(s).

(3} Usar Syslem.

(4} Generations.

{5} Handing-over Cerlilicate.

() Final Project Closure Report (FPCR).

7l Finances.

il The submission of this PPCR for approval.

OPERATIONAL PHASE

23.  Funclion 15: Operational Phase

|
a. Descriplion. During the operational phase lhe user system or combal grouping
is employed by the SANDF and supported logistically by the DOD (DAPD)
throwgh the Industry and Armscor,

b, Tasks. You are responsible lo ensure lhe soonest provision of oulstanding

logislics.
SE Y FUNCTIONS
DUTIES AND RESPONSIBILITIES

24, All other dutles and responsibililies unique Lo the directorate/section.

JDPIACQVODOOZI2004 | RESTRICTED Date: September 2004
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ANMEXURE 13
TO APFENDIX M
TOJDPACO MO 2004

PROCEDURE FOR HANDING AND TAKING OVER OF A CAPITAL ACQUISITION
PROJECT BETWEEN PROJECT OFFICERS

Reference  A: DODI ACCHE2003 Edition 2 Policy on the Acquisilion of

Armaments
B: JOP ACQY212004 Process and Pracedure for the Acquisilion of
Armaments — DAP 1000
c: Project Officer (PO) Duty Sheat
INTRODUCTION
2 Handing and taking (H&T) aver of a capital acnuisition project is a formal process

belwaan POs, Armscor and the confracton(s). It is & systemalic process and the duration of
H&T over depend on the complexity of the project, availability of the invelved parlies and the
level of competency of the incoming PO, ie does the incoming PO have any formal training
andfor experience in Project Management prior to histher transfar?

3 During H&T over of a project there are mainly three issues that need lo be
addressed:

a. Financas,
k. Timescales.
c.  Technical performance.

Al

fi. The aim of this procedure is o formalise the HAT over procedure between Lhe
incoming and oulgoing project officars.

SCOPE
5. This procedure addresses the following;

a.  Part 1: Handing over between the two POs,

b Part 2 Handing over between Armscor and the incoming PO,

€. Part3: Handing over belween lhe Main Contractar and the incoming PO.
PART 1: HANDING OVER BETWEEN PROJECT OFFICERS
B. Genaral. On arrival af the new PO there are certain general aclivities that need 1o
lake place. The puipose being lo meet counlerparts that could assist in project

management, o abtain lelephone numbers, determining the supportive funclionaries and

their location. An Integrated Project Team (IPT) and Mame list with contact b
ingluded. The PO should be briefed on: RIS e

RESTRIGTED T T e
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a  Other POs that interface with your project,
b.  The Defence Industries in the immediale vicinity.
c.  Dates, roles & funciions of all scheduled meetings and the roles thareal.

d. Tha handing and laking over of offical miitary wvehicles, Information
Technology {IT) syslems, office equipment and inventories.

T. SANDF Acquisilion Process. It is advisable to give the incoming PO an overview of
the Acquisition Process as described in Relerences A & B and Lo explain to hinvher where
exaclly {in what phase) the project is.

8. Baseling Documents. Based on the above-menlioned phase, cerlain baseline {BL)
document needs to be handed over fo the PO. This will give the PO a fair idea of the history
of the project, bul most importantly it will spell out what has been approved ilo finances,
timescales and functional perfformance. The types of documents can be categorised ito Staff
and Integrated Logistic Support (ILS) documents, Ensure that Lhe incoming PO receives a
copy of the following documents, as applicable, depending on the phase that the project is in;
a. Slaff Documents. The following documents freeze Bls and should be
understoad ilo RSA MIL-3TD-3 [hat slipulates the prerequisilas when fragzing
the applicable BL (beware of a creeping baseline!). These documenis also
provide a clear indication with regard to the slafus of the project and where it

fits in the bigger picture:

i Corps Master Plan (If applicable) and SAMDF Force Employment
Slrateqy.

ii. Required Operational Capabality {ROC) — Requirements Baseline
(RBL).

ii. Staff Requirement (SR} - Funclional Baseling {FBL).
{1) Funclional User Requirament Statement (FURS).
{2) Logistic User Requirement Statement {LLIRS),
i, Project Study Report (PSR),
. Development Plan {DF) - Allocated Baseline (ABL).
wi. Acquisition Plan (AP) — Product Baseline (PBL).
wii. Operaling Base Line - OBL.
wiil. Preliminary and Final Project Closure Report (PPCR and FPCR).
ix.  Employment Doctrine.
X Phasing oul Plan.

. Programme Managsmenl Flan.
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Termination Repod is handed over.

b, Integrated Logistic Support {ILS} Documeants

i Mission Analysis.

il. Support Policy.

fii. Support Concept.
I, Integrated Logistic Support Plan.
W, Integrated Support Plan.
v, Commissioning Flan.
vii Weapon Syslem Management Flan.
Wi, Frogramime Managemant Plan.
G, Project History, When giving an overview of the project’s history it would ba wise lo

convey the Tollowing:

a.  Tailoring of the Process - any influences that necassitate changing the course
of developmenliacguisilion,

.  Crigin of the ROC.

. Origin of the Functional and Logistic User Requiremenls as they are specified
in the FURS and LURS of the SR,

d. Risks experienced in the past wri:
i Financing the project.
ii. Technology Developrment.

iii. Keeping 1o timescales.

@

Interfaces with any Technology projects.

f. Past BL authorisations.

g.  Financial ceiling adjustment cerdificates.
10, Financlal Managemenl. A comprehensive linancial managemant briefing woukd be
raquired as this is a most imporant and complex system in both the SANDF and Armscor.

The foliowing aspecls should &t least be covered;

a.  Financial Aulhorilies (FA's)

i, Purpose of a FA,

JOP/ACDYDOOOZ/2004 |  RESTRIGIED Date: September @004
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ii The praper drafling of a FA
iii. Process and approval levels,

b. Financial Stalements/Printouts. Ensure that the lalest printout of each of the
following are obiained and discussed with the PO:

i, SAMDF Capital Acquisition Master Plan {SCAMP).
. Fed Light Reparl.
iii. FBOU311, FBOB291 and UBDD3,
¢ Monthly Reports/Cash Flow Flan.
d. Budgel Format and Cosl Analysis Sheet.
11.  Budgeling. The procedure for placing funds on budget and the means of oblaining
additional funds must be explained. The curent Business Flan for the Project including Cost
Analysis Sheels covering both Folio 01 amd 02 [unds with regard to ltem 10,15, 20, 25 and
35 should be addressed.

12, Transiarring of Funds. Explain the procedure to transfer funds bebween difierent
saries.

13, |nlernal Audit. An internal audit is one of the bast means of determining the financial
status of the projecis. It is recommended fo requasl an internal audit during handing over of
a project. On completion of each phase or at least every two fo three years an intemal audit
should also be performead.

14. Timescales. Managing fimescales and achiaving milastonesiobjectives within a given
budget is of greal imporlance, Ewvery phase of acquisition has an approved timescale and
should thiz imescale be exceaded, farmal approval of & new Umescale is required, This is
usually & class 1 change (See Reference A, par 85 for detail). The level of approval of 2 new
timescale is at the Armaments Acquisition Control Board (AACE) level.

15. Red Lights and Risks. It is impartant o realise lhe linancial, imescale and lachnical
related risks and Lhair implicalions.

16, Management Direclive. Signing of the Managemsani Diraclive (Annaxura 12] is tha
last aclivily to lake place.

PART 2: HANDING OVER BETWEEN PROJECT OFFICERS & ARMSCOR

17, Role of Armscor. The Armscor Programime Manager (PM) must explain the rola that
Armscor plays in the Acquisition of Armament process and what support could be expected
from Armscor.

18, Request For Information (RF1) /Request For Froposal (REF]. The following should be
conveyed to the PO

a The purpose of an RFI and RFP.

b.  RFVRFPs presently circulating.
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C. Content of current RFVRFFs.

14, Contract Megolialions. The PO should be informed of:

a.  The protocol during negotialing coniracis.
b.  The role of the PO during negoliations and his mandate,
20.  Conlracts. The following should be coverad with the PO;

a. Copias of all contracis presently being managed as well as the Conlract
Wariation Order (CVO) should be handed 1o the PO,

L. Detail wrl the conlent of each order llo financial implications, timescales,
Statement of Work (S0W} and deliverables,

G New conlracls being negotiated or being envizaged.

2. A-Specilication. Armscor is responsible for tranzforming the Functional and Logistical

Reguirements info technical lerms bmo an A-Specificalion. The Amscor Programme
Manager must cover Lha following aspects with the PO:

a  The layoul of an A-Spec ilo RSA-MIL-5TD 450 A,
b.  The applicable A-Spec wrt ihe approved Staff Requirement {Par 3 and 4).

2 Financial Status. The following should be conveyed and where applicable also
handed to the PO;

a. The latest printoul per serial no {repart D21V12A) of the progect’s monlldy
cash flow. This printoul should be compared with the FBCOU311 and its
purpose should be explained.

b.  The lype of financial managament informaticn available at Armscor.

ke Technical Perfformance. Based on the A-Spec and work that has been performed,
the PO should ba informed about the following:

a.  The Sysiem Breakdown Struciure,

b. The technical staflus with regard to lhe Configuration lems (Cl's) being
developed.

24, Risks and Red Lights. The following are typical risks and red flights that could be
applicable:

a, Financial risks. Roll over of lunds, delayedidelermed paymenls, shorlages,
culbacks, moratona, cash flow and penalties.

b,  Timescale risks. Delivery dales, not meeling deadlinas.

e, Technical nsks. Any problem being experienced wit meeting the Funclional
User Requiremants and Logistical User Reqguirements,

JOPIACID0I022004 I
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25, Quality Assurance (QA). The PO should mest the @A member and be informed wrt
the proceduresfslandards against which QA is perlormed, the closing of lasks and paymants.

76,  Asset Regisler Audil.  Armscor should request that an assel register audit be
performed on all assels developed andlor procured on the project.

2T, Service Level Agresments and Moll's. The incoming FO should be axplained the
delail status and Composiion of Semice Level Agreements and Molls in lerms of
Annexurell.

28,  Committess and Meelings. The detail of the following project management farums in
terms of aim, funclions, composition, rules and status should be explained 1o the PO.

a. Technical Review Board (TRB).

b.  Technical Commitiee (TC).

¢.  Logistical Commilies (LC).

d,  Project Managemen! Meetings (FM).

g. Project Confrol Board (PCB)

I Froject Steering Comimittes (FSC),
PART 3: H&T OVER BETWEEN THE PO AND CONTRACTOR
29, Oyendew. The PO should receive an overview of the company and ils stiuclure, its
business and the products being developed by the company as well as a brefing on the
hiztorical background of the project
30. Company Tour and Hardware Development. The PO should receive a four of the
company and its various business areas, view lhe hardware being developad and meet the
members working on the project.

31, Conlragls. Each confract presenlly in place should be discussed with the PO,

32.  Spegilication Tree/B-Specifications and Cls. The PO should view each Cl and the
applicable B-Spec should ba handed to him.

33, Confiquration ManagemeniUser Level Masler Record Index (MREI).  The following
should be discussed andior handed fo the PO:

a.  How Configuration Management is performed,
b.  Which docurments are under configuration management.
c.  Recsive a printout of the applicable MEIL

d. How 1o obtain document numbers, should he wish lo place a document under
configuralion management.

34.  Quality Assurance. The following should be discussed with the PO
a. How 8 is perforrmed.

~ JDFIACQUDDDZZ00E : ~ RESTRICTED
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b.  The process used o give feedback on Q4.

35 Sub-confraclors. The PO should be taken to lhe sub-contractors developing or

manufacturing the varipus Cls.

36. Data Pack. The PO should view the data pack and observe the manner in which it is
managead,

37, Financiz| Stafus. The PO should receive a briafing on the following:
4.  Flanned cash flow for Ihe applicable Financial Year (FY).
b.  Cash flow per line ilam.
c.  Work still to be performed and the financial implications thereof,

CONCLUSION

g, Tha H&T over cerlificate is the final proof of successiul HAT over between the lwo
FOs. The next document to ba signed will be the Management Directiva.
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CERTIFICATE FOR HANDING AND TAKING OVER OF A
CAPITAL ACQUISITION PROJECT

HANDING OVER PROJECT OFFICER

1. 1. no) i {rank) {name)

herely declare that the under mentioned project has been handed over lo the incoming
project officer in accordance wilth Acquisition of Armamenis Policy, Process and Procedures,
All the applicable itemfactivilies as specilied in JOP Acg/02/2004 Appendix N, Annexure 13
have been covered by myself, Armscor and the contractor to the best of our abilities in the
available lime lo our disposal and that the outstanding llemsiactivities have been duly
recorded.

TAKING OVER PRQJECT QFFICER

2 I, mo) _{rank) {mane)

hereby declare that the under mentioned project has been taken cver from the above
mentioned project officer in accordance with JOP Acq/02/2004 Appendix M, Annexure 13. |
accepl the outstanding itenvactivities of the project as recorded below.

3. | forthwith accept full responsibility for lhe financial, timescales and lechnical
management of the project amd accept the duty assignment sheet Tor fulre management.

4, Project Name : _
5, Project Description: b

. Signatories :

{Handing over FO) (Date) (Taking Qver PO)
(Date)

LIST OF QOUTSTANDING ITEMS/ACTIVITIES
i

i

JOPIAGQNODGZ004 RESTRICTED " Dale: Seplember 2004
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ANNEXURE 14
TO APPENDIX M
TO JOPFACO NO 204

GUIDELINES FOR PREPARING AND SUBMITTING A CABINET MEMORANDUM

1. The format of the actual Cabinat Memorandum (CM) lagether with the covering lellers
Is provided below, Please note that when draflling & CM the Conventions of Service Wriling
do not apply. The framework as sef out below forms the basis of a cabinet mamoandum,
Although subheadings are permissible, the prescribed main headings and the order In which
they appear should be adhered to. Additional main headings should ba avaidad,

el The length of a cabinet memorandurm shoukd be restricted to seven typed pages,
yped in a 12-point font with cne and a hall line spacing.

o For further policy guidelines regarding the handling of a Cabinet Memorandum refer to
DODVPol & PlandG4/2000 — Policy on the Procedures for the Management of Cabinet
Memoranda in the DOD (Reference F).

" JDPACRNN002/Z004 ~ RESTRICTED | Date: Seplember 3004
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EXAMPLE OF A CABINET MEMORANDUM

SECURITY CLASSIFICATION (AT LEAST “SECRET” FOR ALL CM }
MEMORANDUM
C ACQISE026UE008

Telephone : {012) 2555444
Facsimile : (012) 355-5492
Enquiries : Brig Gen X
Movember 2003

From : Chiel of Acquisilions and Procurement

To : Secretary for Delence
SUBMISSION OF CABINET MEMORANDA - PROJECT X:

4, Kindly refer to the Armamenls Acquisition Council held on 31 October 2003 al tha
Ministers Conference room.

il During the discussion on Project X the Minister instrucled that a Cabinet
Memaorandum be drawn up and distribuled as soon as possible to ensure a Cabinet decision
o] ekt

6. Az per instruction and procedure, a hard copy of the document as well as a copy on
disk is provided for your furiber allention,

{L.M. CHIEF)
CHIEF OF ACQUISITIONS AND PROCUREMENT: DDG

Enclozure : Cabinet Memorandum for Project X:

©JDPIACQNPSA004 [ v ~ RESTRIGTED Dale: Seplember 2004
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MEMORANDUM
C ACQSE02/6/113008
Telephone : (01.2) 355-5444
Facsimile : [012) 355-5452
Enquirias : Brig Gen X
Movember 2003
From : Secrelary for Defence
To : Office of tha Minisler of Defence — Attention: (Head of Ministerial Services)

SUBMISSION OF CABINET MEMORANDA — PROJECT X:

¥. Kindly refer to the Amaments Acquisition Council held on 31 October 2003 at the
Minislars Conference raam.

. During the discussion on Project X the Minister instructed that a Cabinel
Mamorandum be drawn up and distributed as soon as possible to ensure & Cabinet decision

g, As per insbruclion and procedure, a hard copy of the document as well as a COpY O
disk is provided for your [urther attention,

{l.M. SECDEF}
SECRETARY FOR DEFENCE: DIRECTOR-GEWERAL

~ JOPIACQOD00ZZ0Dd RESTRIGTED
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: CACQ : CACQICI302/6/U3008
SUBJECT
The subject of a cabinel memorandum is the fitke under which the matter will be dealt
with on the agenda and in the minutes of the Cabinel and of a commillea. A brief
description of the theme is required.
PURPOSE
Tha aim of this Memorandum is to present to Cabinet..............

SUMMARY

The summary should contain the essence of the molivation in the memorandum and
should not be longer than one typed page.

DISCUSSION

Background

If the matter has already served belore the Cabinel or working commilles, relarenca
should briefly be made to this. Quoling a previous resofution (if applicable) is
essential, Il the historical run of events is of any importance il should also be dealt
with here.

Formulation of the Problem

If the problam Lthat has given rise o the memorandum cannot be dearly deduced from
the Purpose it should be discussed briefly.

Discussion of Alternatives

Where applicable, allernative solutions 1o the problem should be mentionad and the
pras and cons of each be discussed brielly.

Motivation

The recommendations, which will follow later in the memorandum, shoukd be
motivated,

ORGANISATIONAL, PERSONNEL AND EQUIPMENT IMPLICATIONS
Should the proposed Cabingl decision imply thal —
(a) a department underlake new funclions;

T RESTRIGTED Date: Septembar 2004 ]
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(b} axisling allocated functions are re-assigned lo other depariment, institution
or body;
(ch a few inslilulion or body which is notl a depariment comes into being; or
(d) Improvements in the service conditions of any group of civil-service

parsonnal have been infroduced,

il should be indicaled whelher the public service commission was consulted and what
its view of the malter is.

Details of the nell increasefdecrease in personnel numbers should be fumnished if the
proposed Cabinel decision implies a neft increase/decrease in personnel numbers,
with an indication of the categorias, such as "Management Echelon®, *Other schaoled
personnel and “Genaral assistanls™,

Details of the nell increaseldecrease in equipment should be femished if the proposed
Cabinel decision implies a nell increasefdecrease in equipment, with an indication of
the impact on the Military Strategy and Force Employment Strategy.

FINANCIAL IMPLICATIONS

The effect that the revenue and expandilure flowing from the recommendalions will
hawve on the State in the current financial year must be indicaled,

Costs carried forward to the next financial yvear should be indicated,
Proposad funding of the expenditure must be indicated.
COMMUNICATION IMPLICATIONS

Here it should be indicated whether the -

(&) communicalivnimedia-implications of the matler were conslderad;
ik implicalions require a communicaticn/media plan; and
{c) fhe Government Communicalion and Information System (GCIS) has been

or should be consulled with regard 1o the communication implications.
RESPONSES OF OTHER DEPARTMENTSICOMMITTEES/BODIES CONSULTED

Prior clearance should be oblained from all departments and bodies concerned Tor the
recommendalions contained in a cabinel memorandum.  Under this heading, the
names of the department/bodies consulled are mentioned,  Should any of the badies
concemed disagree fundamentally with the recommendation, it should be briefly
meanticned hera.

RECOMMENDATIONS

Here, the desired decision should be accuralely slaled. The wording should
correspond, as (ar as possible, with the wording of the Cabine! resalution required. In
cases in which a memorandum merely serves for information purposes, the
recommeandalions may resd: "That the Cabinet note _._.__",
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CONTACT PERSONS

As it 5 somelimes necessary 1o oblain more detall or clarify some aspects of a
memorandum in a relative short period of fime, the name, rank and telephone number
of a person that could be contacled (preferably the author of the memorandum)
should be provided.

AUTHORISATION FOR PROCESSING THE MEMORANDUM
The name and designation of the person authorised by the Minister lo distibule the

cabinel memaorandum should be included. It should preferably be limiled 1o either the
Minister, Head of the Minisiry or the Administrative Secretary,
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ANMEAURE 15
TO APPENDIX N
TO JDPIACT NC 204

GUIDELINES FOR THE COMPILATION OF A SECURITY & MEDIA PLAN

When applicable, a projecl Security & Media Plan must be compiled in accordance with
Seclion 1, Chapter & and submitted with the appropriate milestons decumeantation. Following
iz an example of Secuwiily Plan that can be used as a guideline,

PROJECT SECURITY FLH.N: PROJECT X300
Appendix A Media Plan
PROGRAM SECURITY MANAGEMEMNT TEAM

i SAMDF Project Officer.
a. Project Officer

Force Mumber

10 NMumber
Surname

Initials

Rank

Talephone
Security Clearance:

. Armscor Program Manager

Control Mumber:

1D Mumber

Surname

Initials

Rank

Telephone ;
Security Clearance;

c.  Armscor Project Security Consultant

Contral Mumber:

10 Number

sSurmnarme

Initials

Rank

Telephone 7

Security Clearance;
Al

2 The aim m_lhics project securily pan is 1o implement and maintain securily guidelines to
protect project aclivities during the enfire life cycle of Project X3¢ and to contribule o the
successiul commissioning of the systam.
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PROJECT DE! IPTION
3. Project X000 addresses the acquisition of a ook syslem, for use by
EeniealBinzion]; compRieg. O e i U it v s i e fogether  with

associaled logislic support, personnel and fraining.
SECGURITY CLASSIFICATION

4, Project X0 X iz a cardinalinon-cardinal project which is  cassified as
CONFIDENTIALISECRET elc.

a3, The following malters will be classified as RESTRICTED:

a. The invitation af tlenders, including the advertisamant of the lenders.
b, Tender documentation.
C. Contract and order documentation.

(i The foflowing maltlers will be classilied as CONFIDENTIAL:

a. Financial aspeacts.

b. Murmbers,

. Time scale,

d. Tender information.

e, Liaison with the successful contenders who passed the critical criteria
evaluation.

I Conlract with the successiul contender,

7. The following mallers will be classilied as SECRET:

a.  The missions profile.
k. Employment of the system.
c.  The scope of the operational capabilities.

d.  The lechnological capabilities of local componants and sub-syslems that might
be integrated wilth syslems from abroad.

PROJECT STATUS

i, Tha project X200xX Project Stedy Report (PSR) dated ........... was approved by the
AMSE on ..., and presanlly the projecl is in the Project .......... Fhase.

SCOPE OF PROJECT
. The future scopa of Projact 200000 entails the following:

a.  Completion of the Acquisilion Plan for Project Xe00000

s

JOPACQMND 000DHZO0
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b.  Procurement/Integration of a variety of produclsfsub-syslems as a complela
product system.

¢.  Integration of this system inlo Service/Division as part of the operaticnal
systam amd capability.

PARTIES INVOLVED
10. Slate the organisations involved.

1. The seope of the whole project shall anly be known 1o the program management team.

THREAT

12.  This Security Plan is based on the promolion of regional security as stated in the
Minister's Direclive lo Sec Def and C SAMOF, daled 08 Sep 02 and Lha Military Sirategy.

AREAS OF PROTECTION

13 In order to ensure sound security management and protection of the Department of
Defence’s interesls, the following shall be protected as classified SECRET as parl of Project
OO0

8  The scope of the operational capabiliies of the ... system.

b The lechrological capabilities of local components and sub-syslems that might
be integrated with systems from abroad.

SECURITY GUIDELINES

14. A security workgroup shall be established Lo manage the securily elements classified
higher than Conlidential of the project. The SANDF/Armscor Security Committes {SASC) shall
formutate industrial securily policy andior be the final decision making body i any work is
performed locally by indusiry,

APPLICABLE DOCUMENTS
15. Tha following documents will apply:
a. SANDFOVINT DIVG29T.
b, A-POL-8000 dated 19 January 199!3!..
c.  Armscor Security Manual daled September 2001 (A-UMAN-014),

d. Minimum Information Securily Slandards. (MISS) (As spproved by Cabinel on
4 December 1996,

BREACHES OF SECURITY

16, Al known or suspected breaches of secwily, acls endangering security or non-

compliance with security procedures shall be reporlad fo Armscor Security Divizion (AS0) or
Defence Intalligence,

: RESTRICTED Dale: Sepfember 2004
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INFORMATION SECURITY

1l Information Security shall be applied in accordance wilh chapter five (5) of A-POL-
8000 and chapler four (4) of the Armscor Security Manual (ASM]).

18.  Documentation Security shall include the Tollowing:

a. Classified docurmenls shall bae idenfified, marked, protected, securely
cormmunicated, distributed and destroyed in a controlled manner.

b, Classified pholographs and models of the project may not be displayed in
offices andior work areas without the approval of the project management.

c.  Taking of photographs may only lake place after wiitten approval by the project
rmanagement team.

d.  Storage and devslopment of photographs and videos shall lake place in
accordance with the policy for handling and storage of classified
documentation.

e. Mo pamphleis ar broches with reference o this project may be published
andfor circulated without written approval of the project management leam,

f. Al program documenlation shall be sent along the formal channels. Cinly
approved communication channels, eg Encryplad lelex, telephone, fax and
computers may be used. In exceplional cases documentation may be laken
aleng when travefling, but in such cases the documents shall go through the
prescribed registration process and with the explicit approval of the Armscor
Project Security Consultant.

g. I redundant all documentation relevant to the project shall be destroyed by
means of the prescribed shiedding method. Redundant documents classified
SECRET and higher, shall be treated in one of the following ways:

i Be sent back la the compiler.

ii. Be destroyed after which a carlificale in this regard shall be senl la the
compilar.

PERSOMMEL SECURITY

14, Personnel securily procedures shall be applied in accordance with chapler 6 of the
ASM and chapler 5 of A-POL-8000. This entails the following:

a8, Securily clearances of employees shall be in accordance with curent policies.

b.  Personnel, who cannot obtain the necessary securily clearance in terms of
chapler 6 of the ASM, shall be placed/employed in such a way that they will nol
ke exposed io the whole project or sensilive parls thereof. However, in
exceplional cases the contraclor may, in conjunclion wilh Anmscor, accept
responsibility for the securily aspect of such a person. ASD will, on completion
of tha velling process, advise on the desirability of responsibility acceplance.

c. Companies rendering lechnieal support from abroad shall ensure and confirm
thal all personnel involved in the project shall nol posa any sacurily risk.

JOPIAGGNe = "N2i2004
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d.  Incase of resignaliondiransfersiretrenchments of any personnel, e prescribed
procedura shall be followed 1o de-sensilise lhalilhose person(s).

e.  The need-to-know principle shall be strictly adhered fo.

f. Any aspect that may influence a person’s security compelency shall be
reported immediatedy.

g.  The securily awarenass of the parsonnal shall be maintained throughoul.
INFORMATION SYSTEMS SECURITY

20, Informalion System Securily shall be applied in accordance with chapler five (5) of A-
POL-2000 and chaplier four (4) of the ASM, The following shall be adhered to in this respect:

a. Mo Wide Area Melwork/Local Area Metwork - linked workstations on which
Armscor related information is stored may be connacled lo Inlermel or Inlranat
facilities.  {Local Area Melworks conlaining classilied defence related
informaticn shall be operaled separately}. The exception 1o the above will be
the Armscor Head Office network.

b.  Classified dala shall be identified, controlled, stored, distributed and destroyed
in & secure mannar, All iransmillad data shall be protected against disruption
and unauthaorised access.

¢, Access lo computer systems and classifed information shall be contrcdled by
passwords and directory rigits,

PHYSICAL SECURITY
21. Physical security measures shall be applied in accordance with chapter five (5) of A-
POL-2000 and chapler five (5) of the ASM. When managing physical securily at local
facilities, the lollowing shall be kepl in mind:

a.  The slralegic imporance of the facility.

b, The replacement value of the product that is produced at the faciliby.

G, Mulnemability.

d.  Possible thieals (inlernal and exlarmal),

e The security classilication of the service that is being rendered.

22 Command and control procadures shall be implemented o ensure physical securnily of
products for the whole life cycle of the project

ZONING

23, Zoning shall be applied in areas where work is classified as SECRET, specifically at

CONTRACTOR SECURITY

24, The following shall be adhered to with regard o conlracts:

~ IDFIAGTH NS D0MIZ/2004 RESTRICTED
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a. [ classified conlracl shall have a non-disclosure clause, which amongs!
0. .. things, slates that no third party may be supplied with information without
the approval of both pariies,

b.  Provision shall be made in the contracls for the securty requiremenls as
described in the ASM and I-STD-0020 issue one (1) dated 15 Awgust 1997,

¢ Provision shall be made in contracls for the withdrawal of contract/project
documentation after complation of the project confract. The projecl team in
cooperalion wilth the contractor shall decide which documenls and when they
shall be withdrawn. Industrial security shall be asked lo monilor these aspecls
and report ragularly.

d. Al security related mallersfissues experienced by contraclors shall be
communicated to ASD.

TRAVEL AND MOVEMENT SECURITY

25 Olficial visils o countries with whom security agreements are in placa shall conform lo
procedures as laid down in chapter sevan (7) of tha ASKM.

26.  The Armscor Project Security Consultant shall confirm the securily clearance status of
Armscor and Delence Induslry parsonnel prior to any visit to a foreign country with whom a
MOU has been signed.

27. Mo unauthorised foreign visitor shall be permitted where a classilied Armscor contract
is being exaculad,

28, Visits by foreign nationals to SANDF premises or Soulth African Defence Industry
facilities shall be processed through Armscor.

MARKETING AND MEDIA ENQUIRIES

29, Redassilication lor releasesimarketing, shall be molivated by means of a total securily
management process.

a.  Approval for rectassification shall be given by the Genaral Officer Commanding
........... and

b.  be ratified by Chiefof ..............c
34. Mo marketing shall be done without the approval of the project management laam.
Once the system is operational and in service, media enguiries will be direcled 1o the SANDE
(CD Corporate-Communications).

31. Enquirias by the madia shall be handled in accordance with Appendix A

JOFIACGNG 000022004 | RESTRICTED | Date: September 2004
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APPENDIX A i Once the system is delivered to the SANDF, the liaison with the media

T SECOR TR i becomes the responsibility of the SANDF.
EEIES BT THE LA ! k. The confractor may not release any informalion on the delivery of the syslem
! to the media and must refer any enguiries 1o the Armscor Program Manager
1 Media hall mean any newspaper, magazine, journal, book or publication, or ' during the acquisilion phase and lo the SANDF during the operalional phase,

any member, agent, representative, photographer or a staff member connected with it
or any author, publisher, photographer or writer, or any member of a publishing |
company, film company, television company or broadcasting company, or any person
in any way connecled with any of these companies or aclivilies. |

2, When engquiries from the media are received, the following guidelines shall be
adhered fo;

a.  When facilities are provided for the media, which must in all cases is
approved by ASD, particular care shall be taken lo prevent any
information classified Confidential or higher from being disclosed

b.  During the acquisition and markeling phases, il is the responsibility of
Ammscor fo provide answers to the media. The DoD shall provide
answers during the operational phase.

c. Co-ordinated releases of information to the media may only take place
with approvaliknowledge of the project management team.

d. Al media inguiries must be refarred to either Armscor Corporate
Communications Department or CD  Corporale  Communicalions
(SANDF)lo provide answers on behalf of Armscor and the DOD !
respectively.

e, Under no circumstances shall contractors, without the prior approval of
the Armscor Program Manager or ASD, provide the media access to
areas where work is being done on classified maller.

. Should a contraclor become aware of lhe fact that the media have |
published anything regarding a classified contract, it shall be brought 1o
ASD's attention immediately.

g. If any person is approached by the media for project information, this
shall be conveyed in writing to the project security consultantiofficer. |

h. Mo information shall be released as far as the project budget is L
concemed, The same applies for the slalus of the project (approved
baselines). The latter may only be released by the project management
leam.

i Photographs relaled o classified contracts may only be released for
publication purposes by the Armscor Program Manager. Applications i
from the media to obtain such malerial shall be referred Lo the Armscor
Program Manager or ASD,
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APPENUIX O
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LIST OF ABBREVIATIONS

A
Armaments Acguisition Council
Armaments Acquisition Control Board
Armameanis Acquisition Steering Board
Aliecaied Baseling
Advanced Development Model
Accounting Officer
Analysis of Allernatives
Acquisition Plan
Armscor Frogram Manager
Acquisition Stedy
Armeof Service
Acquisition Sty Competitive Tender
Allermaliva Sarvice Delivery Cenlre
Acquisiion Study Single Tender

c
Chief of Acquisitions and Procuramant
Confract Baseling
Customer Furmnished Equipment
Chiaf Financial Officer
Configuration iterm
Configuration Management
Combined Cperational  Fflectiveness  and  Invesiment
Appraisal
Commercial off the sheif
Closure Bepont
Contract Varialion Order

D
Design Authority
Drepartmental Acquisition ard Procurement Division
Dalivery Baseline
Data lem Description
Dafance Indusirial Paricipation
Document Management Plan
Departmant of Defence
Development Flan
Development Report
Drelence Staff Council
Department of Trade and Industry

E

Employment Doctrine

Electronic Date Interchange
Engineering Developimenl Madel
End User Cerificales

JOPIACT N U0DDZIZ004
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FA
FAT's
FBL
FMECA
FMS
FOT&E
FPCR
F35
FURS

GDA
GFE

HOD

15
ILS
IL5M
ILSP
P
IPC
IPR
15
150
ISP

JSCD

LCC
LD
LORA
LS
LSA
L3AR
LTORS
LURS

MEL

MG
MIL-5TD
Mis
MiSs
MOA
MOTS
Mou
MRI
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F
Financial Authaority
Faclory Acceplanca Tesls
Funclional Bassline
Failure Mode Efiect and Criticality Analysis
Financial Management Syslem
Final Cperational Test and Evaluation
Firal Project Closure Report
Funclional Sludy
Funclional User Requirement Statement

G

Ganeral Defence Accounl
Government Furnished Equipment

H
Head of Depariment

|
Inspecior Ganeral
Integrated Logistic Support
Integrated Logistic Suppot Managse
Integrated Logistic Support Plan
Industrial Parlicipation
lNustrated Parts Catalogue
Intelleciual Properly Righls
Industrialisation Study
International Slandards Crganisation
Integrated Suppord Plan

J

Jain Starding Committee on Defence

L
Life Cycle Cost
Logistic Docirine
Level of Repair Analysis
Logistic Study
Logistic Support Analysis
Logistic Support Analysis Record
Long-Tarm Delence Reguirement Statemeant
Logistic User Requirement Stalament

M
Manuiacluring Baseling
Military Council
Miktary Standard
Management Informalion Syslam
Minimum Information Security Standards
Memorandum of Agrasment
Wilitary off the shelf
Memaorandum of Understanding
Master Record Index
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(L Madel Study
MTCR Missile Technology Conlrol Regime T

MTEF Medium-Term Expenditure Framework TEMP Test and Evalualion Masler Plan
TT&E Technical Test and Evalualion
M
HCACC Mational Corventional Asmis Conlrol Commiltes i u _
NT Mational Treasury ! ldl;‘-: EHE.-EI‘E;{PSI:;J’:IE‘IIIEIH Statement
i (i3
o w
ggL EETEE:E:?FEI:::E?LEH WES Waork Breakdown Struclure
OSBL Operational Support Baseline WS Weapan System Manager
OTEE Crperational Test and Evaluation X
P RAR Exploratory Development Maodel
FEL Product Baselina 1
PCB Project Control Board !
FD Project Delinilion i
PDSC Plenary Defence Staff Council i
FFMA Public Finance Management Act i
PH3&T Packaging, Handling, Storage and Transpartability f
PLS Preliminary Study IE
PMRS Project Managament Requirements Statement |
POTEE Preliminary Operational Test and Evalualion i
PPEM Pre-praduction Madel i
Pres Prefiminary Study |
P53 Project Study |
P50 Project Sleering Comimittee i
PSR Project Sludy Raporl 1
Q
iy Quality Assurance
QBL Clualification Baselins
Qs Cualification Study
R
RBL Requirements Basaline
RFI Request for Information
RFP Request for Proposal
R&ht Feliability and Maintainability
RQC Required Operalional Capability
s
SANDF South Alrican Mational Defence Foroo
SCAMP SAMDF Capital Acquisition Masler Plan |
Sha Special Defenca Account |
SHIP Syslem Hierarchy Inlegration Process |
Gl Servica Level Agreement |
S0 Statement of Work |
SR Slall Requirement
55 System Study :
ST Staff Targat |
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