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EXPANDING SA'S DNA CRIMINAL INTELLIGENGE DATABASE




Jeremy Michaels

Committee Secretary: 

Portfolio Committee on Safety and Security

30th January, 2009

Dear Sir

B2-2009 Criminal Law (Forensic Procedures) Amendment Bill
The DNA Project  fully Supports the new Criminal Law (Forensic Procedures) Bill (“The Bill”) which regulates the procurement and retention of DNA Profiles on a National DNA Database for Criminal Intelligence Purposes 

I am writing on behalf of the DNA Project concerning the recent adoption by Cabinet of Bill 2 of 2009, The Criminal Law (Forensic Procedures) Amendment Bill. The DNA Project welcomes the opportunity to express its views and support in respect of this long awaited Bill, which it has been lobbying for the enactment of, for the past 5 years.  The Bill represents a welcome stand by the South African Government to resolve and prevent serious and violent crimes, which currently plague this country. Moreover, the Bill embodies a smart and technologically advanced methodology to not only combat crime in this country but to ensure its long term prevention as well as act as a deterrence for criminals.

Background

The DNA Project is a registered Public Benefit Organisation which fully supports the expansion and use of a National DNA Database for Criminal Intelligence purposes, as envisaged by the new Bill, in particular the section regulating the use and retention of DNA Profiles. The DNA Project’s primary objective is to lobby for the implementation of DNA Specific legislation which will ensure that the rights of the SA Citizens are finally given a voice in its fight against crime, and it champions the benefits of a DNA Database for Criminal Intelligence purposes.

What are the benefits of a National DNA Database for Criminal Intelligence Purposes?

A DNA Database has the capability of storing DNA profiles obtained from samples from all those suspected and convicted of an offence, as well as holding profiles obtained from stains left at crime scenes and as such, is one of the most powerful tools in crime prevention and detection used in the world today. Using DNA Profiling to trace offenders suspected of committing a crime is one of the biggest advances in tackling crime since fingerprinting. When DNA profiling is used judiciously it achieves, inter alia, the following purposes:

· Quick identification of linked/serial crimes

· Earlier arrest of offenders

· Valuable intelligence

· Earlier exoneration of innocent suspects

· Easier identification of bodies

· Deterrence

Underpinning all of the above is the urgent requirement in SA for the enactment of DNA specific legislation that will govern the upliftment and retention of DNA Profiles on the Database. It is irrefutable that the use of DNA evidence holds promise for all aspects of the criminal justice system. It will ensure prompt and public verdicts and will more often lead to guilty pleas. These guilty pleas would in addition spare already traumatised sexual assault and child victims the trauma of trial. Guilty pleas also save taxpayers money by reducing court staff time and reducing costs for prosecutors and public defenders. Maximising the use of DNA evidence promotes fairness, confidence, and certainty in the administration of these laws.

How Does A DNA Database Translate Into Crime Resolution?

DNA is a powerful tool because each person's DNA is different from every other individual's, except for identical twins. Because of that difference, DNA collected from a crime scene can either link a suspect to the evidence or eliminate a suspect and when evidence from one crime scene is compared with evidence from another, those crime scenes can be linked to the same perpetrator nationwide. Moreover, DNA maintains its integrity so that evidence from crimes committed many years ago may still yield sufficient DNA to conduct an analysis. 

In addition, by making it possible to quickly identify a suspect from a group of suspects, not only are innocent people not held unnecessarily, but the perpetrator is by the same token apprehended immediately. 

The exoneration of innocent people through DNA Profiling has also been much publicised of late following the astounding results of the Innocent Project in the USA:  (see http://www.innocenceproject.org/know/ ) which reports that  there have been 232 post-conviction DNA exonerations to date. Of those cases: 

* Seventeen people had been sentenced to death before DNA proved their innocence and led to their release;

* The average sentence served by DNA exonerees was 12 years;

* In almost 40 percent of the cases profiled, the actual perpetrator was identified by DNA testing.

How does a "match” occur on the DNA Database and why is it key to resolving crimes?

The DNA profile derived from every collected sample, be it from a person or crime scene, is analysed to produce a 'DNA profile' for each individual. The database relies on the fact that every person's DNA is unique (unless they are an identical twin). Following collection and analysis of a sample, a new DNA profile can be compared with the profiles stored on the database and a match can arise if, inter alia

· a new scene of crime profile matches the profile of an individual already on the database. This can help to identify a potential suspect very rapidly;

· a new individual's profile matches a stored scene of crime profile from an unsolved crime or crimes on the database. This type of 'speculative search' can identify a potential suspect long after a crime has been committed;

While blood, saliva and semen are still the main sources of DNA for forensic testing, trace amounts of DNA, for example from epithelial cells, are now able to be acquired from touched objects, such as the handle of a weapon, the steering wheel of a stolen car or the inside of a glove. Equally as important as the analysis of the suspected offender samples, is the analysis of the biological evidence collected from crime scenes, regardless of whether a suspect has been identified in that case. The saliva on the lip of a drink can used by a suspected criminal or the skin cells/hair shed on a woolen cap worn by a suspected criminal can be compared with a suspect's blood or saliva sample. Similarly, DNA collected from the perspiration on a hat or scarf discarded by a rapist at one crime scene can be compared with DNA in the saliva swabbed from the bite mark on a different rape victim.

By helping to convict or rule out a suspect at an early stage, a DNA database saves valuable police and other crime detection resources, leaving them free for other investigations or to be deployed towards more crime prevention.

How does the new Bill support the “matching” of profiles?

The new Bill creates way for different sections of the database to be established, such as the “Crime Scene Index” (containing DNA profiles collected from crime scenes), the “Reference Index” (containing DNA profiles taken from persons suspected, reported, charged, or cautioned for any recordable offence) and the “Conviced Offender” index (Containing DNA profiles of convicted offenders).

 

A "known sample" or "suspect sample" which is entered onto either the Reference Index or Convicted Offender Index, is a DNA profile uplifted from (amongst other) a person either arrested for an alleged crime or a convicted offender (it could also be a victim). A crime scene sample is a sample uplifted from a crime scene (e.g. hair/blood/semen) where the perpetrator is unknown. Given the recidivistic nature of most crimes in SA, a likelihood exists that the individual who committed the crime being investigated was convicted of a similar crime and may already have his or her DNA profile in a DNA database that can be searched by the National DNA Database. Moreover, this type of speculative searching permits the cross-comparison of DNA profiles developed from biological evidence found at crime scenes (known as Crime Scene to Crime Scene Match). Even if a perpetrator is not identified through the database, crimes may be linked to each other, thereby aiding an investigation, which may  lead to the identification of a suspect.

 

In this way, the new DNA Bill permits SA to build up their DNA Database by entering known or suspect samples into the Reference and Convicted Indexes and unknown samples, or crime scene samples into the Crime Scene Index. To find a match, forensic analysts compare the DNA profile obtained from crime scene evidence to the profile from a known individual (e.g., suspect,/ victim).  It goes without saying, that the more "known samples" that exist on the Reference & Convicted Offender Indexes, the greater chance of there being a match when an unknown or crime scene sample is entered on the database and run against the  reference or convicted offended database. 

 

Typically there are three possible laboratory outcomes when a DNA Profile is entered onto the Database:

 

   1. If the DNA profile from a crime scene and known samples are identical , forensic analysts interpret this finding as a "match", or "hit"

   2. If the two profiles are not consistent , the finding is interpreted as a "non-match" or "exclusion."

   3. If there is insufficient data to support a conclusion, the finding is often referred to as "inconclusive."

If we compare match results between the UK (which has one of the largest DNA Database in the world) and SA, the number of total profiles on the UK database (4 168 317 versus 123 323 in SA), in particular the HIGH number of known samples, generates a higher number of HITS . In a 5 year period, the UK matched 17 285 crime scene profiles, in other words the crime scene profile of an unknown suspect, was linked to another crime scene where the same profile had been found - that is, the same person committed both crimes. In SA less than 100 samples found at crime scenes matched the same profile found at another crime scene. Given the level of crime in SA and the high rate of recidivism, it is clear that the SA DNA Database is not working nearly as effectively as the UK database, which is directly related to the fact that there are not enough profiles to search on the SA database. If we increase the number of profiles on our database, we will increase the chance of finding a match and linking it to a suspect or at the very least deriving criminal intelligence from the crime scene database which could be used to close down on the unknown suspect, his or her modus operandi, area of operation and linked profiles which may indicate a syndicate. The expansion of the DNA Database is thus directly linked to the implementation of the new Bill which will allow for the inclusion of all of these types of profiles, as well as speculative searching between the different types of profiles. The continued success of the DNA Database, will also be achieved through the expansion of the database i.e. profiles must be allowed to be added and RETAINED on the database to ensure its growth. A policy that calls for a restricted time period to retain profiles will deride the DNA Database and decrease its effectiveness over time. The larger the DNA Database, the more powerful it is as a criminal intelligence tool.

 

The hit rate in the UK is even higher when they match a known individual to a crime scene - the way that this occurs is by loading the known suspect onto the database and this profile is immediately searched against all the crime scene samples loaded onto the crime scene index - over 5 years, the UK matched 182 612 known suspects to a crime, where previously they had no known suspect. (Of note: is that when a suspect is presented with a positive match in the UK, 85% of the suspects immediately plead guilty).
In SA, over 7 years, less than 100 known suspects were matched to a crime where the suspect was previously unknown. Again, relative to the crime and rate of recidivism in SA, this is not indicative of the situation in this country, and moreover illustrates the potential of the SA DNA database should more samples be loaded onto the database. This can be achieved if the new Bill is enacted in its original form.

 

Of the total number of profiles (both known and unknown) on the UK database, there is an IMMEDIATE match rate of 52.2% compared to SA where there is less than 1% chance of this happening. The increased hit rate in the UK is in addition directly related to the implementation of DNA legislation coupled with a DNA expansion programme, which was supported and funded by the UK Government [see http://police.homeoffice.gov.uk/publications/operational-policing/DNAExpansion.pdf for further details]. The UK’s DNA Expansion Programme resulted in an additional 2 million profiles being loaded onto the database over 4 years. If the same approach were taken in SA, there is no doubt that the hit rate would increase considerably, as it did in the UK. It is therefore critical that the new DNA Bill, which was careful drafted to consider the above implications, is allowed to be passed in its original form.

The USA embarked on a similar DNA Expansion Programme, which they called the “President’s DNA Initiative” which called for increased funding, training, and assistance — to Federal, State, and local forensic labs; to police; to medical professionals; to victim service providers; and to prosecutors, defense lawyers, and judges— to ensure that DNA technology reached its full potential to solve crimes, protect the innocent, and identify missing persons in the USA (see www.dna.gov ). As a result of this Expansion Programme, the USA’s National DNA Database (or as they call it, “Index”) (the NDIS) now contains over 6,539,919 offender profiles and 248,943 forensic profiles as of December 2008 and has produced over 80,900 hits assisting in more than 80,900 investigations.

Why Do We Need this new Legislation To Regulate A National DNA Database? 

· The existing DNA Database in SA, has through default, evolved under the governance of the Criminal Procedure Act of 1977, which act was promulgated long before the advent of DNA Profiling was discovered and thereafter used as a Criminal Intelligence Tool. It is a given that S.37 of the CPA is a wholly inadequate tool for regulating the use and retention of DNA profiles on a National DNA Database and equates to the notion of trying to fit a square peg into a round hole. The new Bill, in particular the section which governs DNA profiling and its use and retention on a DNA Database, ensures that the future of the current DNA Database is expanded and managed in a regulated and appropriate manner.

· Legislating policies and procedures to institute these practices is a matter of some urgency, both because of the potential value of DNA as a law enforcement tool and because of the civil liberties issues that these practices raise.

· The new Bill adequately addresses these issues and has been carefully drafted to ensure that the DNA Database is maximized to its full potential in combating and preventing crime in SA, whilst still ensuring that it has minimal impact on the civil rights of its citizens. 

· The creation of a Reference Index, Crime Scene Index and Convicted Offender Index ensures that DNA profiles are appropriately stored and managed.

· The way in which the DNA profiles are stored on the DNA Database, namely by using only 9 “markers” or numbers to create a unique number to identify that individual, ensures that no genetic disposition or other distinguishing feature may be read from that profile. The retention of the profile, in that form, is the same as a fingerprint, and therefore its indefinite retention does not impact on the individual in any way whatsoever, particularly if that individual has no intention of ever committing a crime, which is the only time when the profile will be used to establish a match as against a crime.

· The collection of a DNA sample is furthermore allowed by the Bill, to be taken by a Police Officer in a less invasive way, i.e. by a simple saliva scraping (buccal swab) or finger prick. It ensures that a sample is quickly and easily uplifted (as opposed to previously having been taken by a medical practitioner by the drawing of blood) and ensures that the person is not held unnecessarily i.e. the profile of the suspect either matches the crime scene/victim or not – this is quickly established by a simple process of analysis

· The establishment of a convicted offender database, retroactively, is a crucial aspect of the Bill. There is absolutely no difference between a criminal who has been convicted before or after the Bill has been passed – a convicted offender, by definition, includes all persons who have been convicted of a crime, and there should be no policy of exclusion based on the date of enactment of the Bill. The reason for retaining a convicted offender’s DNA profile on the Database is the same, regardless of when they were convicted and the chance of that person re-offending is equally as high. Therefore, the new Bill correctly calls for all DNA Profiles of convicted criminals to be included in the DNA Database retrospectively, regardless of when the person was convicted.

· The rationale behind obtaining DNA profiles from all convicted criminals is because research has show that:

1.       it acts as a deterrent and addresses the issues of accountability, both of which pose a huge issue in SA in respect of repeat crimes being committed by the same person;

2.       it could be used to link the offender with previous crime scenes where DNA profiles have been uplifted from crime scenes;

3.       research has shown that there is a high possibility of the convicted offenders repeating crimes either after release, or during parole and by retaining the DNA profile, any subsequent crime stain may be linked immediately to that person, whose full details will be on the database. The current rate of recidivism in SA is the highest in the world.

· There is no difference between the fingerprint of a convicted criminal and the DNA Profile of a convicted offender being kept on record. The fact that it will help in reducing recidivism in this country by acting as a deterrent, makes the adoption of the new Bill even more critical..

Privacy Issues

The use of DNA in criminal intelligence, is often misunderstood by Human Rights Groups, which often allege that the DNA of an individual will be used for purposes other than Criminal Intelligence.  It will be a miscarriage of justice for the new Bill to be stalled or manipulated if this central issue is misunderstood by the Committee assessing the Bill. The New Bill adequately puts proper safeguards in place to ensure that no abuse of the Database occurs and the impact of the Bill on its citizens actually protects them as opposed to infringes any of their rights.  This  new Bill is groundbreaking legislation which finally takes into account the rights of citizens whose liberties have been limited by the criminal population of this country. The Bill is moreover necessary to restore public safety in SA.  It makes no sense to limit the use of DNA profiling in Criminal Intelligence, which has been proven over and again to yield major benefits to Criminal Justice Systems throughout the world, out of fear that some day some government may abuse it. Just as the courts take all steps to ensure that bad precedent does not arise out of bad judgements, so too should we ensure that bad law does not arise out of “urban legends” or horror stories that are unfounded and without substance. Extensive Research has shown that not a single case of abuse of DNA Profiling by state forensic laboratories has been reported, and whilst this is not a guarantee that it may never occur, the risk of this is so minimal so as to render it a non sequiter as a reason to limit the new Bill.

As previously mentioned, a DNA profile is a unique identifier and is no different from the imprint of a fingerprint, which in South Africa, is uplifted from every citizen from the age of 16. A DNA Profile is simply a set of no more than 9 numbers (known as markers)  which are derived from a DNA Sample, which uniquely identify that person as an individual. The 9 markers, or numbers are known as JUNK DNA or non-coded DNA which, as per their description, do not reveal any genetic disposition or description of the individual from where they are derived. Just as one would not know from looking at a fingerprint whether the person had blue eyes or brown eyes, or had a pre-disposition to cancer, so too, does this principle apply to a DNA profile.

The extent of any alleged intrusion on an individuals privacy by the retention of a profile on the Database, therefore must be seen as against what type of information will be available that will possibly compromise that individual? A sequence of numbers, just as a finger print, gives away no private information of that person whatsoever. In addition, the information itself is not sensitive, as no information can be derived from it. Finally, the way in which the DNA profile is uplifted is non invasive i.e. through a buccal swab or finger prick. If we consider that we already allow the police to demand a breath or blood sample where the person is suspected of impaired driving, then taking a swab from a person’s mouth is no more intrusive than taking a breath or blood sample. “The question of balance hinges upon where rights are greatly harmed or, alternatively barely affected”
, and as illustrated above, the latter most certainly applies when an individual’s DNA profile is entered onto the National DNA Database.

In addition, the new Bill creates way for different types of “indexes”, as explained above: a convicted offender index, where the profiles of convicted offenders are retained, a crime scene index of crime stains collected from crime scenes and a reference index, where the profiles of individuals have been a victim of, arrested or suspected of a crime are entered. It is imperative that all the DNA profiles remain on the database indefinitely as their use for future criminal intelligence is important. There is no inference of guilt attributed to the DNA profile by virtue of the retention of a profile on the database, and there is no means of identifying who that individual is by the sequence of numbers displayed on the database, which represents that persons DNA profile. In addition, if that person has no intention of committing a crime in future, the DNA Profile will remain dormant on the database. The only time it will be recalled is when there is a match between a person’s DNA profile and a crime scene profile.

The DNA Project submits that the DNA Bill should accordingly allow for the indefinite retention of DNA profiles on the database and that in this particular situation any concern on the part of the public’s interest must give way to the state’s interest in intruding on any perceived individual's privacy in order to advance its goals, notably law enforcement. Moreover, biological samples collected from crime scenes may have been exposed to harsh environmental conditions such as heat, direct sunlight, and water that break down the chemical structure of DNA. Environmental exposure damages DNA by randomly breaking the molecules into smaller pieces which can interfere with the ability to recover a full DNA profile from biological evidence. New DNA tests are being developed to recover information from smaller regions of DNA, which are more likely to be intact following DNA damage. As such, should future testing of an incomplete profile be required, the rentention of that sample will allow for more accurate testing, if required.

In conclusion, over and above the fact that a DNA profile is simply a string of non-coded numbers which display no genetic disposition of the individual, the DNA Bill ensures that its retention on the Database is for criminal intelligence purposes only and the method for uplifting the profile is non invasive.

The DNA Project’s Position on the new Bill

· The DNA Project advocates that the public interest which is served by the new Bill, is great, especially in cases of violent crime where DNA matching has been proven  to be invaluable in matching a suspect to a crime scene. The invasiveness of the methods of obtaining DNA samples (rubbing a swab around the person’s mouth, or obtaining a drop or two of blood from a pin-prick to a finger), are no different to having a breathaliser taken on suspicion of drunken driving.

· On the issue of privacy, although individuals have a more powerful expectation of privacy regarding their DNA information, the current situation in SA where crime levels are unacceptably high,  illustrate that there exist more circumstances in which the public interest in prosecuting persons guilty of serious crimes outweighs these interests. The new Bill ensures that DNA profiles are used solely for criminal intelligence purposes and for identifying the individuals accurately, which limits the potential for interference with privacy. 

· As with fingerprints, DNA information represents an important law enforcement tool that will allow police to determine whether there is any reason to think that a suspect in one crime has been involved in another crime. Moreover, it is information that will aid police most directly in solving the most serious types of violent crime. It would thus have very serious implications to limit the storage and retention of DNA on a database, which may deny us the deterrent potential that banking DNA information may have on persons who have committed offences and the opportunity to solve violent crimes these persons may already have committed or may go on to commit. These broader considerations were clearly an important part of the rationale for drafting the new Bill, and if anything they apply more strongly for taking DNA profiles  from suspects. In the longer term, as a result of the introduction of DNA profiling and the power of a National DNA Database as a Criminal Intelligence Tool, the UK has seen a significant impact on overall crime rates, particularly in those offences classified as volume crime (burglary and car crime). Every week in the UK suspects arrested for relatively minor crimes are being matched, by the use of the NDNAD, to DNA evidential material PROPERLY recovered from undetected homicides and serious sexual offences. (Note that the career path of a criminal does not necessarily start with serious violent crimes, but often with minor crimes, which is why it is so important to ensure that the early collection and retention of DNA profiles is achieved: this not only increases the size of the database, but promotes deterrence at an early stage of the criminal’s “career”). “Research in England and the United States… has shown that violent criminals such as rapists frequently commit felonies such as burglary before they turn to violence. Limiting routine collection of DNA …samples robs police of data that have proved to be effective in solving crimes"

· The DNA Project  recognizes and supports the aim of amending the current Criminal Procedure Act to allow law enforcement authorities to collect DNA samples from suspects, to demand DNA from those arrested, and to bank DNA information for legitimate law enforcement purposes.

· Finally, we do not think that the greater privacy interests that are at stake in obtaining and handling DNA information are sufficient to outweigh the potential benefits outlined above. The new Bill adequately safeguards the rights of individuals and more importantly, ensures their future protection against crime.

“None of the foregoing represent reasons to reject the advances of science and the benefits of DNA testing.  But they are a reason to proceed with a degree of care and to monitor carefully any new legislation that is implemented.  As well, such legislation should be regularly audited not only against the criterion of efficiency - but also against the touchstone of liberty”.

Conclusion

The DNA Project fully supports the Criminal Justice Reform Committee’s efforts to reduce crime and increase public safety through the creation, application and maintenance of a National DNA Database, for criminal intelligence purposes. In particular the new Bill adequately retains an appropriate balance between the rights of individuals and the respect for privacy. The  Bill shows that the Government has explicitly tackled the scourge of crime in SA by demonstrating that if there is any perceived intrusion on an individual through the retention of their DNA profile, it is outweighed by a demonstrated and long awaited  interest in protecting its citizens against serious and violent crimes.

 

In addition, the Bill ensures that the creation of a DNA database in SA will function effectively not only as a tool for gathering inculpatory evidence, but also for gathering exculpatory evidence, to appropriately eliminate suspects  and so safeguard against wrongful convictions or other miscarriages of justice. 

Finally, we urge the government to immediately adopt the Bill in its original form so that the anti-crime strategy adopted by the Criminal Justice Reform Committee may take place. To this end, please read Annexure B in conjunction with this submission which outlines a proposed strategy to support and ensure the successful implementation of the new Bill, in the event that it is passed.

Yours faithfully

THE DNA EXPANSION PROJECT

PER:

Vanessa Lynch

VANESSA LYNCH

EXECUTIVE DIRECTOR
� Amitai Etzioni “DNA Tests & Databases in Criminal Justice”


� Editorial, “DNA Key to Fighting Crime: Privacy Fears about this Law Enforcement Tool are Overblown”, USA Today, 21 August 2000


� DNA EVIDENCE:  PROCEED WITH CARE: The Hon Justice Michael Kirby
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