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CRIMINAL LAW (FORENSIC PROCEDURES) AMENDMENT BILL [B 2-2009]:

COMPARATIVE ANALYSIS
1. INTRODUCTION
The need to “strengthen the forensic investigative powers and capacity of the South African Police Services”, has been identified as an important priority in the review of the criminal justice system.
 At present there are no laws that deal specifically with the use and storage of DNA samples and profiles. There is also a need to improve on the laws governing finger-prints and similar evidence.  
The Criminal (Forensic Procedures) Amendment Bill [B2 – 2009] is a significant step to improve evidence gathering which will, in turn, positively impact on conviction rates. However while the general aims of the Bill are laudable, certain provisions of the Bill give rise to concern. These are discussed below.
a.
Difference between DNA and fingerprints
The technicalities of the Bill require an understanding of the difference between fingerprints and DNA evidence. The taking and storing of a DNA sample is incorrectly equated to the taking and storing of finger-prints. 
“Finger-prints are two-dimensional images of the raised portion of the epidermis of the fingertips.”
 All the information available from the fingerprint is visible to the naked eye and two different finger-print samples merely need to be compared to each other by a fingerprint expert to determine if they match. DNA, however, requires a blood or tissue sample to be analysed to determine the information that it contains. 
Samples of DNA can provide insights into familial connections, physical attributes, genetic mutations, ancestry and disease predisposition. As science advances, the phenotypic information available from human DNA will necessarily grow. Genetic information could be used in discriminatory ways and may include information that the person whose DNA it is does not wish to know. Repeated claims that human behaviours such as aggression, substance addiction, criminal tendency, and sexual orientation can be explained by genetics render law enforcement’s collection, use and retention of DNA potentially prone to abuse. ” 

When DNA testing was first introduced into the criminal justice system in the late 1980’s, the extent of our knowledge of associations between genes and diseases or other characteristics was quite limited. This changed significantly with the completion of the rough draft of the human genome sequence in 2000 and the final versions in 2003. The completion of the project has greatly accelerated research pertaining to the genetic underpinnings of health and disease. Today, clinical testing is possible for more than 1 000 genetic conditions. This illustrates the growing reservoir of information contained in our DNA that would ordinarily be covered under medical privacy statutes.

Policy makers responsible for the introduction of DNA databases have been required to maintain a balance between the rights of the individual, who is the source of a DNA sample and the wider interests of society in tackling crime. 

· Any procedure where samples are taken from an individual is, by its nature, intrusive and raises issues in respect of privacy and bodily integrity.
 

· The retention and storage of DNA profiles and samples, which can potentially reveal many personal details about the genetic characteristics of an individual also raises privacy questions. 

2. CONSTITUTIONAL IMPLICATIONS 
2.1
Constitutional rights that may be affected by the Bill
This section highlights the Constitutional rights that may be affected by certain provisions of the Criminal Law (Forensic Procedures) Amendment Bill [B2 – 2009]. It provides a brief discussion of how these rights have been interpreted and applied by South African courts. 
a.
Equality

Section 9 of the Constitution states:

(1) Everyone is equal before the law and has the right to equal protection and benefit of the law.

(2) Equality includes the full and equal enjoyment of all rights and freedoms. 

(3) The state may not unfairly discriminate directly or indirectly against anyone on one or more 
     grounds…

(4) Discrimination on one or more of the grounds listed in subsection (3) is unfair unless it is 
     established that the discrimination is fair.

To prove that section 9(1) has been violated, it must be proven that the “categorisation under attack differentiates between people or categories of people and this differentiation is not rationally connected to a legitimate government objective.”
 Therefore government:

· may treat and classify people differently, but 

· there must be a rational reason for this differentiation

· which is aimed at achieving a legitimate government objective. 

If a violation of section 9(1) is established, government must then prove that this violation is justifiable in terms of the limitations clause.
 It has been noted that if a government object was found to be irrational in terms of the section 9(1) test, a court is not likely to hold that the objective can be justified in terms of the limitations clause. Furthermore, the courts will be more robust when the differentiation impacts on a person’s dignity. 
In terms of section 9(3), if discrimination on a listed ground is established, then it is presumed to be unfair. The onus rests with the state to rebut this presumption. If an applicant alleges discrimination on a ground that is not listed, then the applicant must prove that the discrimination infringes their dignity and that it is unfair. If this is established the state must prove that the discrimination is justified in terms of the limitations clause. 
b.
Human Dignity

10. Everyone has inherent dignity and the right to have their dignity respected and protected.

While dignity is a stand alone right, it finds expression in all other rights of the Constitution. In considering whether any right has been infringed, the Court also considers whether the infringement violated a persons dignity. 
c.
Freedom and security of the person

(12)(2) Everyone has the right to bodily and psychological integrity, which includes the right-

(b) to security in and control over their body
The right of an individual to make decisions regarding their own bodies and to be protected from outside interference is of great importance. State intrusion into the personal domain especially to the actual physical body must be rare and limited. The courts must weight the right of the individual against the State’s need to infringe this right and only allow a limitation when necessary.
d.
Privacy

(14) Everyone has the right to privacy, which includes the right not to have- 

(a) their person or home searched. 

The Constitutional Court has applies a two-stage test to determine if the right to privacy has been invaded:

1. Has the invasive law or conduct infringed the right to privacy in the Constitution?
2. Is such an infringement justifiable in terms of the requirements of the limitation clause of the Constitution? 

To establish that the right to privacy has been invaded in part 1 of the test, it must be shown that the party had a subjective expectation of privacy and that this expectation of privacy was objectively reasonable.
 Courts have to strike a balance between the individual’s right to privacy and the state’s right to private information.  

e.
Children

28(2) A child’s best interests are of paramount importance in every matter concerning the child. 

The protection of children in our society is of great importance. The court as upper guardian must protect children and ensure their best interests. There are also various international obligations that binds the State. 
f.
Arrested, detained and accused person

Section 35(1)

Everyone who is arrested for allegedly committing an offence has the right-

(a) to remain silent

Section 35(3)
(h) Every accused person has the right to a fair trial, which includes the right- to be presumed innocent, to remain silent, and not to testify during the proceedings. 

(j) not to be compelled to give self-incriminating evidence. 

The rights of an accused person are of paramount importance and are only limited in justifiable instances. 

2.2
Court Decisions

Our Courts have made the following conclusions regarding some of the above Constitutional rights:
· The removal of a bullet from a suspect’s body was a justifiable limitation of the right to bodily integrity. 
 In a similar matter, it was held that the removal of a bullet from a suspect’s body was not justifiable.

· The involuntary taking of a blood sample from an accused to compile a DNA profile for criminal proceedings infringed his right to privacy, dignity and bodily integrity. However this infringement in terms of section 37 of the Criminal Procedure Act was a justifiable limitation in terms of the limitations clause.

· The taking of the fingerprints of an accused in terms of section 37 and 225 of the Criminal Procedure Act was not a violation of the accused’s right to dignity or an infringement of his right to remain silent.

· Requiring an accused to submit a voice sample did not violated his right against self-incrimination i.e. the right to remain silent.

2.3
Parliament’s Duty to Pass Legislation that meets Constitutional Scrutiny
In considering this Bill, Parliament must not only ensure that the need to fight crime is taken into account. The need and duty to protect constitutional rights are of paramount importance. 

The Constitution of South Africa is the “supreme law of the Republic; law or conduct inconsistent with it is invalid, and the obligations imposed by it must be fulfilled.”
 One of the obligations imposed on the State is to “respect, protect, promote and fulfil the rights in the Bill of Rights.”
 Furthermore, the Bill of Rights is binding on the State.
 
Section 44(4) directs that “when exercising its legislative authority, Parliament is bound only by the Constitution, and must act in accordance with, and within the limits of the Constitution. Parliament has a duty to ensure that the values enshrined in the Constitution are protected. While the Constitutional Court is the final arbitrator of the constitutionality of legislation, Parliament must fulfil its own duty to ensure that any legislation that it enacts will not be found unconstitutional.
3. COMPARATIVE ANALYSIS
This section highlights areas of the Bill that may give rise to concerns. It notes the approaches adopted in other jurisdictions and points out issues that the Committee may consider in its deliberations. 
3.1 The retention of fingerprint and DNA profiles of convicted persons

a.
South Africa

The Bill proposes that a police official must take or direct that someone else take fingerprints
 and non-intimate
 samples of:
· a person convicted by a court and sentenced to a term of imprisonment , whether suspended or not; or any non-custodial sentence, if a non-intimate sample was not taken upon arrest;

· a person convicted by a court in respect of any offence, which the Minister has by notice in the Gazette declared to be an offence for the purposes of this subparagraph in the Bill; or

· a person deemed under section 57(6) to have been convicted in respect of any offence, which the Minister has by notice in the Gazette declared to be an offence for the purposes of this subparagraph. Section 57(6) refers to instances were an admission of guilt fine is paid at a police station or a local authority.
In terms of the Bill, samples will be taken from all convicted persons. These samples will be analysed and the results will be stored on the National DNA Database.
 The finger-prints, non-intimate samples or the information derived from these samples are to be kept indefinitely
 and may be subjected to speculative searches.
 The Bill specifies that samples may be retaken in certain instances.

b.
United States of America
The Justice for All Act of 2004 allows the DNA profiles of all offenders convicted of a federal crime to be uploaded on the DNA Database. A total of 47 states record the profiles of offenders convicted of felonies
, 34 states record the profile of offenders who are convicted of certain misdemeanours
, 4 states profile offenders of a wider lists of misdemeanours and 49 states record the profiles of offenders who are serving jail and community sentences.
 The constitutionality of retaining the samples of convicted persons was challenged in the matter of United States v. Kincade United States Court of Appeals for the Ninth Circuit.

United States v. Kincade United States Court of Appeals for the Ninth Circuit.

The Court had to determine whether the DNA Analysis Backlog Elimination Act of 2000 violated the Fourth Amendment of the United States Constitution
 i.e. the right of privacy, of a convicted person. This federal Act allowed law enforcement officials to “require the extraction of DNA from any individual in prison or on probation, parole, or supervised release, so long as he or she had been convicted of a qualifying federal offence.”
 The DNA profile of the offender was included in the National DNA Database and could be subjected to a search. The Court concluded that:

· those who commit crimes have reduced expectations of privacy; 

· the forcible extraction of blood is a minimal invasion of privacy; and 

· the government's interest in DNA profiling is "monumental"; thus, searches pursuant to the DNA Act are constitutionally reasonable.

The approach of the court has been criticised by some commentators. It is argued that the drawing of blood was not a "minimal invasion of privacy”
 as the “extracted blood is analyzed to create a DNA profile, which is permanently stored on a government database, subjected to unlimited re-testing, and exposed to potentially severe unauthorized use. This information could also be subjected to various unknown future uses that are still to be discovered”.

The following arguments against the Courts decision were also noted:

· DNA profiles does not merely establish the defendant’s identity. It has the potential to reveal a great amount of private information of the person such as “medical information, including predisposition to certain diseases and psychological disorders, to his or her race, sex, and even sexual orientation and propensity to engage in criminal behaviour.”

· While the convicted offender may have had a diminished expectation of privacy, his right to privacy is not completely eliminated and he should still be protected from unnecessary intrusion by the State.
· When offenders pay their debt to society and have served their punishment, they return to the community and enjoy the full rights of a citizen. However, their DNA profiles are still retained on the database reducing their right to privacy.

c. Constitutional Issues
A person who has been convicted of an offence does not enjoy the same rights as a law abiding citizen.  Convicted offenders may be lawfully incarcerated and kept away from society, they may be forced to do community service, their movements may be forcibly restricted and their rights to privacy are limited. However, once a person serves their sentence and is released into society, their freedoms are no longer curtailed as long as they do not commit another offence. It may be argued that the retention of finger-print samples, DNA profiles and other body samples are an invasion of the offender’s privacy. However, arguments in favour of this invasion (which may be justified as the State has legitimate reasons to retain this information) are:

· A convicted offender does not have a reasonable expectation of privacy. The offender was aware that one of the consequences of being convicted was that personal information of this nature would be retained by the State. Furthermore, society expects the State to keep records of this nature for future investigative purposes.

· Many criminals are recidivists and re-offenders will be more easily identifiable if this information is retained. 

· The retention of this information, in theory, has a deterrent effect as re-offenders would be aware that police would be able to identify them more easily.  

The retention of samples and profiles of people convicted of minor offences may, however, raise some issues. This means that people convicted of minor offences such as crimen injuria, possession of a small quantity of dagga and public disturbance must be subjected to the same sampling, profiling  (and having their profiles retained indefinitely as people convicted of serious offences such as murder and rape.
Issues for Consideration

· Should a convicted offender who has completed their sentence and paid their debt to society, still have their information retained on the national database?

· Is this retention a reasonable and justifiable invasion into an offender’s right to privacy in terms of our Constitution? 
· Does the sampling of individuals convicted of minor offences indicate that the State seeks to obtain the samples and profiles of as many of its citizens as it can? 

· One of the justifications for retaining samples and profiles is due to high recidivism rates. Can this be used to justify the indefinite retention of samples from offenders that are unlikely to re-offend?

· Should the retention of samples and profiles from persons convicted of minor offences be limited to certain offences or to offenders who have more than one previous conviction? 

· Are there sufficient resources to obtain the samples from every person arrested in the country?

3.2
Arrested persons

a. 
South Africa
The Bill proposes that a police official must take or direct that someone else take fingerprints
 and non-intimate
 samples of:

· a person arrested upon any charge;

· a person released on bail or on warning under section 72, if such person’s finger-prints were not taken upon arrest;

· a person upon whom a summons has been served in respect of any offence referred to in Schedule 1 or any offence with reference to which the suspension, cancellation or endorsement of any licence or permit or the disqualification in respect of any licence or permit is permissible or prescribed.
b.
United States 

The DNA Fingerprint Act of 2005 authorised federal authorities to obtain and permanently store DNA from all arrested persons.
 At State level each state has its own legislation governing the profiling of arrested persons. As of November 2008, 14 States include the DNA profile of persons arrested for serious offences. Of this group, 7 states include the DNA profiles of all persons arrested on felony crimes. This is an increase from 4 States in 2007.
 

	
	MURDER
	SEX CRIMES
	BURGLARY
	ALL FELONY ARRESTS

	ALASKA
	√
	√
	√
	√

	ARIZONA 
	√
	√
	√
	

	CALIFORNIA 
	√
	√
	√
	√

	KANSAS
	√
	√
	√
	√

	LOUISIANA
	√
	√
	√
	√

	MARYLAND
	√
	√
	√
	

	MINNESOTA 
	√
	√
	√
	

	NEW MEXICO
	√
	√
	√
	

	NORTH DAKOTA 
	√
	√
	√
	√

	SOUTH CAROLINA
	√
	√
	√
	√

	SOUTH DAKOTA
	√
	√
	√
	√

	TENNESSEE
	√
	√
	√
	

	TEXAS
	√
	√
	√
	

	
	14
	14
	14
	7


Table 1: States profile the DNA of arrested persons

c.
England and Wales

The UK (England & Wales) permits compulsory DNA sampling upon arrest of a suspect for any ‘recordable’
 offence regardless of whether such a sample is relevant to the investigation. 
d.
European Union

In France non-consensual sampling of suspects is completely prohibited.  In the Netherlands, Luxembourg and Malta police are able to take compulsory DNA samples from individual suspects but such sampling requires a judicial warrant. In Austria, only suspects in cases of ‘severe crime’ can be sampled. In Finland and the Netherlands sampling is limited to crimes which attract specific terms of imprisonment as a punishment (in Finland 6 months, in The Netherlands 4 years). As a result of such arrangements it is usual that sampling will be undertaken only in relation to the specific offence in question. This limits the scope of sampling since it prohibits the automatic sampling by the police for the purpose of speculative searching on a database.

e.
Canada

While the Canadian Criminal Code and DNA Identification Act, 1998 provide for the collection of DNA samples for data analysis purposes from ‘designated classes’ of persons, strict criteria must be met before this is permitted. The law enforcement officer must obtain a warrant before being authorised to take a sample. In determining whether to issue a warrant, the person granting the warrant must balance the interests of the individual and the public. A reasonable expectation of privacy exists in section 8 of the Canadian Charter of Rights and Freedoms.
 What must be determined is whether the public’s right to be left alone must give way to the governments law enforcement goals. 
Sections 487.04 to 487.09 of the Criminal Code deal with the issuance of search warrants for the purpose of seizing bodily substances for forensic DNA testing.  The process of obtaining a DNA warrant is obtained by sworn information presented ex parte to a provincial court judge, who can only grant the warrant if there are reasonable grounds to believe:

 

· that a designated offence has been committed (importantly, the offences for which one can obtain a DNA warrant are limited to predominantly serious violent and sexual offences); 

· that a bodily substance has been found at the place where the offence was committed, on or within the body of the victim, on anything worn or carried by the victim or on or within the body of any person or thing or at any place associated with the commission of the offence; 

 

· that the person targeted by the warrant was a party to the offence; and

 

· that forensic DNA analysis of a bodily substance from that person will provide evidence about where the bodily substance referred to in (b) was from that person.

 

Additionally, the judge must be satisfied that it is in the best interests of the administration of justice to issue the warrant and consider “all relevant matters”, including but not limited to:

 

· the nature of the designated offence and the circumstances of its commission; and

 

· whether there is a peace officer or other person under the direction of a peace officer, who is qualified (by training or experience) to collect the bodily substance.

 

The constitutionality of DNA warrants was considered in the case of R v SAB.
R. v. S.A.B., [2003] 2 S.C.R. 678, 2003 SCC 60

The complainant in this was charged with the sexual assault of a 14 year old girl. The complainant had an abortion and the police seized the foetal tissue for DNA testing.  After obtaining a warrant, the police seized a blood sample from the accused and conducted forensic analysis comparing his DNA with the foetal tissue.  The accused was arrested and charged with sexual assault and sexual exploitation.  

 

The court held that:

 

· The issuing of a DNA warrant did not violate the accused’s right to privacy.

· His right not to incriminate himself was also not violated.

· The DNA Warrants were therefore constitutional. 

f.
Constitutional Issues
The need for the State to be able to conduct investigations must be balanced against the rights of an accused person. The State must be given sufficient leeway to gather evidence including real evidence such as blood and fingerprint samples to either prosecute the accused or exonerate him of charges.
The approach adopted by Canada is rigorous while the approach adopted by England is not restrictive. South Africa has adopted the latter approach. This means that people arrested for minor offences will also be sampled. Furthermore the samples and profiles obtained from them will be retained for a period of five years. 

Issues for Consideration

· How does the State justify obtaining samples from persons arrested for minor offences especially as the evidence obtain will in most instances not be used to prosecute them?
· Is this violation justifiable in terms of the Constitution?
3.3
Retention of Samples after a person has been found not guilty or charges have been withdrawn
a.
South Africa 

At present finger-prints, palm-prints or foot-prints or, photographs and the records of the steps taken are destroyed if:

· the person concerned is found not guilty after a trial;

· the conviction is overturned on appeal;

· charges are discharged after a preparatory examination;

· no criminal proceedings were instituted against the accused; or 

· the prosecutor declines to prosecute. 

The Bill proposes that “finger-prints, body prints, photographic images, intimate samples or non-intimate samples or the information derived from such samples shall be destroyed after five years, if the person is not convicted by a court of law.”

b.
United States
A person can apply to the FBI for the expungement of their DNA profiles from the national database in respect of a federal offence if:

· their conviction has been overturned on appeal;

· the charge against them has been dismissed;

· they have been acquitted;

· or that no charge was filed within the applicable time period.

Thirty-eight states allow for expungement of records as determined by their specific statutes. A person applying for expungement must not have been convicted of another offence.  The criterion for expungement varies and “some states only require that the defendant’s conviction be reversed, whereas others require that the conviction be reversed and the case dismissed.  Illinois, for example, requires that the conviction be reversed (or that the pardon be granted) based on the defendant’s actual innocence.”

Of the 38 statutes that detail the expungement procedure, 33 require that the offender initiate the process. Texas is the only state that has a statutory provision requiring the defendant to be advised after his acquittal of his right to expungement.

c.
England and Wales

The United Kingdom is the only member State of the European Union (EU) expressly to permit the systematic and indefinite retention of DNA profiles and cellular samples of persons who have been acquitted or in respect of whom criminal proceedings have been discontinued. Section 82 of the Criminal Justice and Police Act 2001 removed the provision which previously made it unlawful to retain the fingerprints and samples of those who were subsequently not charged or who were acquitted. At present:
• Non-intimate samples can be taken, without consent, from any individual arrested for a recordable offence
 and detained in a police station.

• DNA samples and profiles may be retained and the latter held on the Database for comparison with other profiles from individuals and crime scenes, even when the person is cleared of the offence or not prosecuted. 

• Samples taken from volunteers may be loaded onto the Database with written consent, which is irrevocable.

The States’ right to keep the DNA profile of a person even if that person was acquitted or charges against him where withdrawn, was challenged in both the House of Lords and the European Union.

Regina v. Chief Constable of South Yorkshire Police (Respondent) ex parte LS (by his mother and litigation friend JB) (FC) (Appellant); Regina v. Chief Constable of South Yorkshire Police (Respondent) ex parte Marper (FC)(Appellant) Consolidated Appeals SESSION 2003-04 [2004] UKHL 39. 

Lord Steyn contended that the mere retention of fingerprints and DNA samples in the manner provided in the legislation did not constitute an interference with the right to respect for private life but, if it did the interference was minor and the purposes of retention (prevention of crime and protection of others to be free of crime) were provided for by law. Ultimately, it was in the public interest in the fight against crime for the police to have as large a database as possible and therefore retention represented a measured and proportionate response to the legislative aim of dealing with crime. 

However, Baroness Hale expressed a different view, although she accepted the overall benefits of the system of the collection of as many samples as possible to enhance the aims of accurate and efficient law enforcement. She stated that there can be little, if anything, more private to the individual than the knowledge of his genetic make-up. She referred to the words of the Canadian Privacy Commissioner:

"No surveillance technology is more threatening to privacy than that designed to unlock the information contained in human genes."

This decision was taken on appeal to the European Court of Human Rights.

S. And Marper V. The United Kingdom Applications Nos. 30562/04 And 30566/04, Strasbourg 4 December 2008.
The Court considered the matter in light of the European Convention on Human Rights, specifically Article 8 which states that: 

1. everyone has the right to respect for his private life

2. there shall be no interference by a public authority with the exercise of this right except such as in accordance with the law and is necessary in a democratic society…for the prevention of disorder or crime.

Consideration was also given to the EU Data Protection Convention, 1998. All three categories of personal information retained by the authorities namely fingerprints, DNA profiles and cellular samples constitute ‘personal data’ within the meaning of the Convention.

While the court recognised the importance of such information in the detection of crime it had to consider the implications of the indefinite retention of the fingerprint and DNA data of the applicants who had not been convicted of any offence and are therefore entitled to the presumption of innocence, yet were being treated in the same way as convicted persons.

The Court was of the view that:

· Protection of personal data is of fundamental importance to an individual’s enjoyment of his or her right to respect for private and family life.

· Domestic law should ensure the data is relevant and preserved in a form that permits identification of the subject for no longer than is required for the purpose for which the data is stored.

· The domestic law must also provide guarantees that retained personal data is efficiently protected from misuse and abuse.

· An individuals concern about the possible future use of private information retained by the authorities is legitimate and relevant, given the rapid developments in the field of genetics and information technology. The Court cannot discount the possibility that future private life interests bound up with genetic information may be adversely affected in novel ways.

· Given the nature and amount of personal information contained in cellular samples their retention per se should be regarded as interfering with the right to respect for private lives of individuals. That only a limited part of the information is extracted or used by authorities through DNA profiling and no immediate detriment is caused does not change this conclusion.

· Both samples and profiles contain unique personal data and the capacity to provide for familial searches and ethnic origin. Therefore, the retention of both samples and profiles discloses an interference with the applicant’s right to respect for their private lives.

· The court was struck by the blanket and indiscriminate nature of the power of retention in England and Wales. The material may be retained irrespective of the nature and gravity of the offence for which the individual was suspected. This not only failed to strike a fair balance between competing public and private interests but it also constituted a disproportionate interference with the applicant’s right to a private life and cannot be considered as necessary in a democratic society.

d.
Other members of the EU

The current position of Scotland, as a part of the United Kingdom itself, is of significance in this regard. In Scotland, the DNA samples and resulting profiles must be destroyed if the individual is not convicted or is granted an absolute discharge.
 A recent qualification provides that biological samples and profiles may be retained for three years, if the arrestee is suspected of certain sexual or violent offences even if a person is not convicted.
 Thereafter, samples and information are required to be destroyed unless a Chief Constable applies to a Sheriff for a two-year extension.

Most countries in the EU who have established DNA databases require their custodians to destroy DNA profiles and samples taken from those individuals who have been discharged either prior to prosecution or by the courts. In Austria, Belgium, the Czech Republic, Hungary, Slovakia, Slovenia, Sweden and the Netherlands there is no retention or use of DNA from those not convicted of an offence. In these countries any retention or subsequent use of DNA profiles following acquittal is illegal. 

Finland requires the destruction of suspect profiles within one year of criminal acquittal and permits the retention of suspect profiles for ten years if the suspect is deceased. Germany allows the retention of some suspect profiles by the police in cases where an individual is suspected of a serious crime (particularly sexual or homicide) or where they have a previous criminal record for serious crime. 

e.
Canada

Retention is prohibited through the Criminal Code s. 487.09, which states that both the bodily substance and the test results shall be destroyed (or now, in the case of results in electronic form, access to those results shall be permanently removed) without delay:

 

(a)               if the results are negative (that is, the two samples do not match);

 

(b)               if the person is acquitted of the designated offence and any other offence in respect of the same transaction;

 

(c)               upon the expiration of one year after
 

(i)   the person is discharged at a preliminary hearing;

 

(ii)   a dismissal or withdrawal of the information, other than an acquittal;

 

(iii)  a stay of the proceedings, 

unless during that year new information is laid or an indictment is preferred charging the person with a designated offence or any other offence in respect of the same transaction or the proceeding is recommenced.  

 

A provincial court judge may order that neither the bodily substance nor the test results be destroyed for any period that the judge considers appropriate if satisfied that they might reasonably be required in an investigation or prosecution of: 

 

(1)               the same person for another designated offence; or

 

(2)               another person for the original designated offence or any other offence in respect of the same transaction.

 

Amendments to the DNA warrant provisions in 1998 require that bodily substances that are provided voluntarily by a person and the results of the DNA analysis shall be destroyed (or in the case of results in electronic form, access to those results shall be permanently removed) without delay if the results establish that the bodily substance referred to was not from that person

f.
Constitutional Issues

The Bill does not allow for an immediate expungement records from the national database. The Bill directs that records will be destroyed after a period of five years if the person is not convicted.
 In cases of a minor whose parents consented to their sample being taken for the Volunteer index, the minor can apply to court to have the records removed.
 Adult volunteers cannot revoke their consent and their profiles will remain on the national database indefinitely.
This is not in keeping with international trends which either allows that if a person is acquitted or the charges are withdrawn that person can apply to have the records expunged
 or direct that these records automatically be removed.
 
The right to privacy may be legitimately limited when an accused person is subjected to having prints and blood taken in the course of an investigation. However, in the instance where a person is no longer accused (as a result of charges being withdrawn) or has been found not guilty, the State must provide a reasonable justification for the retention of this information.  In terms of the law these person are innocent and enjoy equal rights and protection of the law as any ordinary citizen. Even if it is argued that these records are kept for a period of five years, there seems that on a balancing of rights the State may not be able to justify its actions. Serious reservations are expressed about this section. 
It must also be noted that if an expungement clause is incorporated into the Bill, placing the onus on the person to apply for the expungement, may not be appropriate for the South African context. Many people do not have easy access to assistance in this regard or the educational level to make such an application. An automatic removal of these records should therefore be considered.
Issues for Consideration

· Can the State argue that the general need to fight crime is a legitimate government reason to limit an innocent person’s right to privacy, equality and dignity? 

· How does the State in retaining these records, justify differentiating between innocent persons who have never been charged and persons who have been charged but have been acquitted guilty in court? 

· What is the rational behind retention these records for a period of five years?

· Should an automatic right to expungement of records be included when an accused is acquitted or charges are withdrawn against him? 
3.4
Children

a. 
South Africa
All the provisions of Bill in respect of the taking and storing of samples and profiles are applied to children.

The Bill  only allows for expungement of a DNA profile where a child whose parent or guardian consented to the inclusion of a DNA profile on Volunteer Index of the NDDSA  may apply to court for that profile to be removed provided that that child was not found guilty in a court.

b.
United States

Thirty two states allow for the profiles of juvenile convicts to be stored.

c
European Union

The European Court of Human Rights in the Marper case expressed particular concern at the policy of retaining the bio-information of minors, having regard to the requirements of Article 13 of the 1989 UN Convention on the Rights of the Child.
 The Court pointed to the danger of giving parents/guardians power to consent on their children’s behalf, on the basis that they may not always act in the child’s best interests. This may be because the parent has an interest in the results of the forensic procedure, for example if s/he is a suspect in the offence. 
Issues for Consideration

· Are the provisions of this Bill consistent with the aims and objectives of the Child Justice Act of 2008?
3.5
DNA Data Bank

a.
South Africa

The Bill established the National DNA Database of South Africa which consists of the following indices:

· Crime Scene Index

· Reference Index
· Convicted Offenders Index

· Volunteer Index

· Personal Contractor and Supplier Elimination Index

b.
United States of America

The main DNA database in the United States of America is the National DNA Index System (NDIS) that was established and funded by the Federal Bureau of Investigations (FBI).

This database is run by a software programme called the Combined DNA Index System (CODIS). CODIS is described as blending both forensic science and computer technology to be “an effective tool for solving crime.” The database operates on three levels:
  

· local law enforcement maintain their own local databases, local DNA index system (LDIS) and can upload profiles on state DNA index system (SDIS); 

· SDIS contain forensic profiles of all local laboratories in the state, profiles analysed by the state laboratory itself and that of convicted offenders; and

· the NDSIS contains profiles from the states. The FBI uploads the profiles of convicted offenders in federal prisons and profiles from its own forensic cases. 

Each of the 50 states have their own state laws and regulations governing the collection and storage of DNA. However federal law
 directs whether a profile can be uploaded onto the NDIS.
 CODIS is a searchable database and enables public forensic laboratories to “share and compare DNA data” 
 

CODIS indexes are divided into the following categories:

· Convicted Offender – contains the profiles of individuals convicted of a crime.

· Forensic – contains DNA profiles developed from crime scene evidence such as semen stain or blood.

· Arrestee – contains profiles of arrested persons from states that allow this.

· Missing Persons – contain DNA reference profiles from missing persons.

· Unidentified Human Remains – contains DNA profiles developed from unidentified human remains.

· Biological Relatives of Missing Persons – contains DNA profiles voluntarily contributed from relatives of missing persons.

c.
Canada
 

The purpose of the DNA data bank is to help law enforcement agencies identify persons alleged to have committed designated offences (s. 3 of the DNA Identification Act).  The data bank consists of a crime scene index containing DNA profiles (the results of forensic DNA analysis) derived from bodily substances found in places associated with the commission of certain types of serious offences, and a convicted offender’s index containing DNA profiles obtained from persons convicted or discharged of those types of offences. 

 

Like the DNA warrant provisions, the DNA data bank scheme applies only to designated offences, which consist primarily of violent and sexual offences that might involve the loss or exchange of bodily substances that could be used to identify the perpetrator through DNA analysis.  

 

The Criminal Code authorises the collection of bodily substances from offenders who meet clearly defined criteria and who are currently serving sentences and from whom DNA profiles can be derived for inclusion in the DNA data bank.  

In R v Rodgers
 

The court held that: 
· The collection of DNA samples for data bank purposes from designated classes of convicted offenders is reasonable within the meaning of s. 8 of the Charter. 

· Society’s interest in using this powerful new technology to assist law enforcement agencies in the identification of offenders is beyond dispute.  The resulting impact on the physical integrity of the targeted offenders is minimal.  

· The potential invasive impact on the right to privacy has carefully been circumscribed by legislative safeguards that restrict the use of the DNA data bank as an identification tool only.  As convicted offenders still under sentence, the persons targeted by s. 487.055 have a much reduced expectation of privacy.  Further, by reason of their crimes, they have lost any reasonable expectation that their identity will remain secret from law enforcement authorities.  

3.6
Foreign access to DNA profiles

a.
South Africa

The Act permits the DNA profile obtained from another country to be compared with a profile on the NDDSA for the purposes of investigation of missing persons, the investigation of unidentified human remains, the detection of crime, the investigation of an offence or the conduct of a prosecution.

The following information can be communicated to a foreign state: 
· If the DNA profile is not contained in the NDDSA, the fact that it is not; or

· if the DNA profile is contained in the NDDSA, all the information that the National Commissioner or his or her delegate considers appropriate, as contained in the NDDSA in relation to that DNA profile.
b.
England
The UK Parliamentary Joint Committee of Human Rights has expressed concern about foreign investigators using the National DNA Database for ‘fishing expeditions’ and the data-protection issues which this raises. The Nuffield Report recommended that there should be safeguards in place to protect sensitive information on the UK DNA Database being shared with other countries.
 Close co-operation with other states is necessary in order to solve the increasing levels of transnational crime, however, it is important to determine:
· the level of data protection in all authorities or agencies that receive information;

· the criteria for sharing data, for example only for the investigation of serious crimes or in special circumstances; and sharing only as much information as is necessary to meet the request and only to those authorities or agencies that ‘need to know’.
 Compatible systems are a precondition before any international cooperation in respect of DNA can occur.
· Strict protocols are introduced and followed.

c.
European Union

The European Union has enacted very stringent privacy regulations, essentially harmonising national privacy laws of its members on a high level. Moreover, the EU privacy regime incorporates the guidelines’ basic principle of sharing information across borders only when adequate privacy protection in the recipient state is ensured. The EU privacy regime is based on an EU Directive
, a binding and enforceable legal document. 

There are number of legislative, technological and ethical problems associated with the exchange of data in this way. Currently, DNA database legislation worldwide differs on many points. Some laws allow for testing of suspects and arrestees, whilst others only allow for testing of certain convicts. Each law has different access, use and privacy provisions. In addition, DNA profiling techniques need to be uniform to facilitate exchange and comparison. For instance, the Irish Data Protection Acts 1988 and 2003 provide that the transfer of personal data to a country or territory outside the European Economic Area may not take place unless the country or territory ensures an adequate level of protection for the privacy and the fundamental rights and freedoms of data subjects in relation to the processing of personal data having regard to all the circumstances surrounding the transfer.

Issues for Consideration

· When DNA profiles are ‘exported’, then questions arise concerning the ways in which such information is treated outside of the national jurisdiction in which it was obtained in order to ensure the confidentiality of the information and to protect the privacy rights of the individuals from which such information was taken. 

· What is contentious about such practices is how information is handled, stored and used once it leaves the jurisdiction in which it was obtained to be exchanged across national borders and between investigating police forces. There is no formal, global provision to safeguard the confidentiality of DNA profiles under these circumstances. 

4. CONCLUSION
All new breakthrough technology is either elevated as the answer to all problems by fans or reviled by the prophets of doom. DNA profiling is no exception. Law-enforcers often suggest that the mere positive identification of a DNA sample is enough to result in a conviction. Civil liberties advocates on the other hand meet each new advance in DNA profiling as one step closer to a police state. A sober approach needs to be adopted to ensure that while we derive the benefits of the new technology to aid against the fight against crime, we ensure that our citizens enjoy the protection of their rights. We must guard against allowing “developing technology, rather than constitutional analysis and informed public decision making” to be the chief driver in the expansion of DNA databanks.

It as been noted that “privacy erodes first at the margins, but once eliminated, its protections are lost for good, and the resultant damage cannot be undone.”
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