The Protection of Information Bill and the Regulation of Private Intelligence 

The Minister of Intelligence intends tabling the Protection of Information Bill in Parliament in the first session of 2008. The Bill has been circulated for comment and will be presented to Cabinet at the next Cabinet meeting.

The Bill will put in put in place a framework for the protection of state information that is informed by the 

Constitutional principles of openness and transparency. In addition, the Bill aims to fill the existing legal 


gap in relation to threats faced by the state from private intelligence companies, or individuals engaged 


in private intelligence collection by identifying and criminalizing those actions that undermine the security 

of the state. Of particular concern to the state, has been the extent to which individuals with links to 


foreign intelligence structures attempted to undermine statutory national intelligence structures by 


peddling false information aimed at sowing dissent. The draft Bill criminalises such conduct.
Background

The Review Commission on the Regulation of the Private Security Industry: Focus Private Intelligence was established to consider the existing legislative framework for the regulation of the private security industry, with specific focus on private intelligence collection

At the time the Commission was established (2004) Cabinet expressed the following concerns: 

· The existence of “information mongers” with access to intelligence and security services who peddled false information of conspiracies to statutory law enforcement and intelligence structures in an attempt to cause dissent and influence government. Examples include the Meiring Report, and the recent Browse Mole document. In both instances, individuals operating outside of the state have brought information to state security and intelligence services about prominent South Africans allegedly involved in conspiracies against the government;

· The extent to which individuals with links to foreign intelligence structures were able to access state information and use it to undermine the state.

In addition, the Commission was instructed to consider whether private intelligence activities and companies were prohibited by the South African Constitution. It argued that the Constitutional provisions dealing with security and intelligence regulated the establishment of statutory intelligence and security structures only and did not prohibit either the existence of private intelligence companies. The Constitution and supporting legislation (The National Strategic Intelligence Act 40 of 1994) sets out the statutory intelligence mandate. 

Private Intelligence Activities that undermine National Security

The challenge therefore, was to identify those activities by individuals operating either in the private security or private intelligence spheres that undermined national security and threaten the state. 

The Commission identified the following instances where the activities of private intelligence companies threaten national security: 

· Where they act as fronts for foreign interests with the intention of causing harm to the South African state;

· Where they engage in unlawful covert collection of information. In this regard, a distinction must be made between protection of personal information and protection of information ;

· Where the disclosure poses a threat to national security.

These activities can be broken down into main categories: 

· Where individuals access protected information and distribute it to individuals whose intention is either to undermine the state or give undue advantage to a foreign interest or state;

· Where individuals peddle false information such as that contained in the Meiring Report or the Browse Mole document with the intention of sowing dissent
Offences 

In this regard, the following offences are created: 

· Espionage Offences: where the objective is to give advantage to another state ;

· Hostile Activity Offences aimed at prejudicing the state to prejudice the state ;

· Harbouring or concealing persons involved in espionage or hostile activities;

· Provision of false information to a national intelligence structure

In addition, the Bill requires intelligence agents that are resident in South Africa to register, and 



criminalises non registration. 

