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SUBMISSIONS TO THE AD HOC COMMITTEE ON INTELLIGENCE IN THE NATIONAL ASSEMBLY REGARDING THE PROTECTION OF INFORMATION BILL B28 – 2008

SUBMITTED ON BEHALF OF AVUSA LIMITED

1. Introduction

Avusa Limited ("Avusa") is the publisher of, amongst other titles, the Sunday Times, The Times, Sowetan, Sunday World, Business Day, Financial Mail, The Herald, Weekend Post, Daily Dispatch, Saturday Dispatch, and I-Net Bridge.  

Avusa submits that aspects of the Protection of Information Bill B 28-2008 ("the Bill") are unconstitutional in that they offend the values of openness, accountability and transparency underlying the Constitution, and the constitutional rights to freedom of expression and access to information.

The focus of these submissions is on the aspects of the Bill that Avusa submits are unconstitutional.  We structure our analysis as follows:

first, we outline the many respects in which we contend that the provisions of the Bill should be welcomed;

secondly, we examine the South African legal background against which the Bill must be assessed;  

thirdly, we detail and analyse aspects of the Bill that Avusa contends are unconstitutional, under the following heads:

the classification regime, including the definition and categories of information to which the Bill applies, the tests for classifying information, and the lack of oversight in that regard;

the treatment of classified information by courts;

the offences crafted in the Bill; and

the failure to repeal existing legislation that deals with classified information.

The significance of the Bill for our society 

It is undoubtedly the case that the topics dealt with in the Bill are of great significance to our democracy.  The imminent repeal of the applicable apartheid-era legislation that is currently in force, the Protection of Information Act 84 of 1982 ("the Act"), is welcome and long-overdue.  

Moreover, the drafters of the Bill deserve credit for crafting proposed legislation that is radically different to the Act and that in large measure strives to accommodate conflicting constitutional interests and rights of the public and the state, in a balanced and equitable manner.  

The Bill proposes to enact a number of significant and desirable provisions that will substantially alter the current legislative landscape.  For instance:

the preamble to the Bill asserts the objective to "put the protection of information within a transparent and sustainable legislative framework", and aims to "promote the free flow of information within an open and democratic society without compromising the security of the Republic";

clauses 5(2) and (3) of the Bill state that State information (see below) is not automatically protected against disclosure, and should be made available to the public unless there are good reasons to withhold it;

clause 7 of the Bill contains important principles that inform the implementation and interpretation of the Bill, and which include that:

State information should in general be available and accessible to all persons;

access to information is a basic human right and promotes human dignity, freedom and the achievement of equality;

the free flow of information promotes openness, responsiveness, informed debate, accountability and good governance; and

the Bill must have regard to freedom of expression and the right of access to information and must also be consistent with Article 19 of the International Covenant on Civil and Political Rights;

clause 22 of the Bill provides that classification decisions must be guided by a number of principles, including that:

classification may not under any circumstances be used to conceal inter alia unlawful acts or omissions, incompetence, inefficiency or administrative errors; or restrict access to information in order to limit scrutiny and thereby avoid criticism; or to prevent embarrassment; 

the classification of information is an exceptional measure and should be used sparingly;

information is classified only when there is a clear and justifiable need to do so; 

information may not be reclassified after it has been declassified and released to the public under proper authority;

classification must be in place only for as long as the protection is actually necessary;

clause 27 of the Bill provides that information may not remain classified for longer than a 20 year period, unless the continued protection is crucial to safeguarding national security; or a 30 year period, unless demonstrable life-threatening physical harm will result;

clause 27(2) of the Bill provides that no information may in general remain classified or protected from disclosure for more than 30 years form the date of its original classification; 

in terms of clause 29(1) of the Bill, at least once every 10 years, the head of the organ of state responsible must review the classified status of all classified information;

under clause 30(1) of the Bill, a request for the declassification of classified information may be submitted to the head of an organ of state by interested non-governmental parties or persons, who are acting in furtherance of a genuine research interest or a legitimate public interest; and

clause 49 of the Bill provides that any person who knowingly classifies information in order to achieve any purpose ulterior to the Act, including classifying information to conceal breaches of the law, or to further an unlawful act or administrative error, or to prevent embarrassment to a person, is guilty of an offence and liable on conviction to a fine or a period not exceeding three years.

There are nevertheless significant aspects of the Bill – issues that go to its heart, such as the tests employed for classifying information, and the offences that are proposed to be created – which in Avusa's submission fail to pass constitutional muster, in respects that will significantly restrict investigative reporting on matters of public interest.  Before we detail these aspects of the Bill, we turn to consider the general constitutional background against which restrictions on the ability of the media to access information and report on matters of public interest must be assessed. 

The constitutional background

The values of openness, accountability and transparency 

Openness is an underlying value of the Constitution of the Republic of South Africa 108 of 1996 ("the Constitution").  Thus section 1(d) provides that the Republic of South Africa is one democratic state founded upon a number of values, including "a multi-party system of democratic government, to ensure accountability, responsiveness and openness".

The openness principle permeates the provisions of the Constitution.  For instance:

section 34 provides that "[e]veryone has the right to have any dispute that can be resolved by the application of law decided in a fair public hearing before a court or, where appropriate, another independent and impartial tribunal or forum";

section 41(1)(c) provides that all organs of State must "provide effective, transparent, accountable and coherent government for the Republic as a whole";

section 59(1)(b) states that the National Assembly "must conduct its business in an open manner, and hold its sittings, and those of its committees, in public";

section 59(2) provides that the National Assembly "may not exclude the public, including the media, from a sitting of a committee unless it is reasonable and justifiable to do so in an open an democratic society";

section 182(5) states that any report issued by the Public Protector must be open to the public unless exceptional circumstances require that it be kept confidential;

section 188(3) states that the Auditor-General's reports must be made public; and

section 195(1)(g) requires that the public administration of the Republic must foster transparency by providing the public with "timely, accessible and accurate information".

The constitutional openness principle is also reflected in important legislation enacted pursuant to the Constitution.  For example, the Promotion of Administrative Justice Act 3 of 2000 provides in its preamble that the legislation is necessary in order to "create a culture of accountability, openness and transparency in the public administration or in the exercise of a public power or the performance of a public function".

Our courts have had occasion to consider these values in the context of information that should be made available to the public.  For instance, in Mthembi-Mahanyele v Mail & Guardian Ltd,
 Lewis JA held:

The State, and its representatives, by virtue of the duties imposed upon them by the Constitution, are accountable to the public. The public has the right to know what the officials of the State do in discharge of their duties. And the public is entitled to call on such officials, or members of Government, to explain their conduct. When they fail to do so, without justification, they must bear the criticism and comment that their conduct attracts.

In the case of Independent Newspapers (Pty) Ltd v Minister for Intelligence Services,
 which was concerned with balancing the principle of open justice with national security, Sachs J articulated the value of openness in terms that bear repetition: 

An open and democratic society does not view its citizens as enemies.  Nor does it see its basic security as being derived from the power of the state to repress those it regards as opponents.

The right to freedom of expression and of the media

Freedom of expression is protected by section 16(1) of the Constitution:

(1) Everyone has the right to freedom of expression which includes –

(a) 
freedom of the press and other media;

(b) 
freedom to receive or impart information or ideas  …

The importance of freedom of expression to an open and democratic society has been reiterated by our courts on numerous occasions.  It suffices to mention a few of the leading pronouncements of the Constitutional Court:  

in South African National Defence Union v Minister of Defence & Another,
 the Constitutional Court stated:

Freedom of expression lies at the heart of democracy.  It is valuable for many reasons, including its instrumental function as a guarantor of democracy, its implicit recognition and protection of the moral agency of individuals in our society and its facilitation of the search for truth by individuals and society generally;

Moseneke J observed in Laugh It Off Promotions CC v SAB International (Finance) BV t/a Sabmark International:
 
We are obliged to delineate the bounds of the constitutional guarantee of free expression generously … It indeed has an expansive reach which encompasses freedom of the press and other media, freedom to receive or impart information or ideas, freedom of artistic creativity, academic freedom and freedom of scientific research …. It follows clearly that unless an expressive act is excluded by s 16(2) it is protected expression;

the sentiments of O'Regan J in the recent decision of NM v Smith
 also bear repeating:

Freedom of expression is important because it is an indispensable element of a democratic society. But it is indispensable not only because it makes democracy possible, but also because of its importance to the development of individuals, for it enables them to form and share opinions and thus enhances human dignity and autonomy. Recognising the role of freedom of expression in asserting the moral autonomy of individuals demonstrates the close links between freedom of expression and other constitutional rights such as human dignity, privacy and freedom.  Underlying all these constitutional rights is the constitutional celebration of the possibility of morally autonomous human beings independently able to form opinions and act on them.
 

It should also be emphasised that freedom of the media – expressly protected by section 16(1)(a) of the Constitution – is inextricably connected with the right of the public to receive information and ideas (protected in section 16(1)(b) of the Constitution).  It is an aspect of the right to freedom of expression that has received specific emphasis in the judgments of our highest courts:

in Khumalo v Holomisa,
 the Constitutional Court stated as follows:

The print, broadcast and electronic media have a particular role in the protection of freedom of expression in our society.  Every citizen has the right to freedom of the press and the media and the right to receive information and ideas.  The media are key agents in ensuring that these aspects of the rights to freedom of information are respected;

the Supreme Court of Appeal has also articulated the importance of media freedom in our democracy.  In the Bogoshi case, the Court held that:

[W]e must not forget that it is the right, and indeed a vital function, of the press to make available to the community information and criticism about every aspect of public, political, social and economic activity and thus to contribute to the formation of public opinion …. The press and the rest of the media provide the means by which useful, and sometimes vital, information about the daily affairs of the nation is conveyed to its citizens …

Moreover, the significance of media freedom in a democracy has also been recognised in foreign jurisdictions.  One prominent decision is the ruling of the House of Lords in McCartan Turkington Breen (A Firm) v Times Newspapers Ltd
 where the House held as follows:

In a modern, developed society it is only a small minority of citizens who can participate directly in the discussions and decisions which shape the public life of that society …  The majority cannot participate in the public life of their society … if they are not alerted to and informed about matters which call or may call for consideration in action.  It is very largely through the media … that they will be so alerted and informed.  The proper functioning of a modern participatory democracy requires that the media be free, active, professional and inquiring. 

It is significant that the guarantee of media freedom is designed to serve the interest that all citizens have in the free flow of information "which is possible only if there is a free press".
  As the Constitutional Court stated in South African Broadcasting Corporation v Director of Public Prosecutions:

A vibrant and independent media encourages citizens to be actively involved in public affairs, to identify themselves with public institutions and to derive the benefits that flow from living in a constitutional democracy.  Access to information and the facilitation of learning and understanding are essential for meaningful involvement of ordinary citizens in public life. This corresponds to the vision in the Preamble to the Constitution of laying the foundations for a democratic and open society in which government is based on the will of the people. It also reflects the foundational principle of democratic government which ensures accountability, responsiveness and openness.
 
Finally, it bears emphasis that government information, such as that regulated by the Bill, constitutes political speech that lies at the core of any freedom of expression guarantee, and that hence ought to receive heightened protection in our law.  Restrictions on this type of speech – unlike, for instance, commercial speech or private information – impact directly on the nature of our democracy and such restrictions must be compelling to pass constitutional scrutiny.

The right of access to information 

Section 32(1) of the Constitution provides as follows:

(1) Everyone has the right of access to -

(a) any information held by the State; and

(b) any information that is held by another person and that is required for the access or protection of any rights.

The Promotion of Access to Information Act 2 of 2000 ("PAIA") was promulgated to give effect to the constitutional right of access to information.  The preamble to PAIA provides that PAIA has been enacted to, inter alia, "foster a culture of transparency and accountability in public and private bodies by giving effect to the right of access to information and actively promote a society in which the people of South Africa have effective access to information to enable them to more fully exercise and protect all of their rights".
  

In terms of section 11 of PAIA, a requester must be given access to a record of public body if the procedural requirements of PAIA are complied with, and access to the record is not refused in terms of a ground of refusal set out in PAIA.  There is therefore a presumption of access to information held by public bodies, subject to their entitlement to invoke a ground of refusal recognised under PAIA to resist the provision of access to the information.

As was enunciated by Cameron J in Van Niekerk v Pretoria City Council:
 

In my view, s 23 [the predecessor to section 32 of the Constitution] entails that public authorities are no longer permitted to ''play possum'' with members of the public … The purpose of the Constitution, as manifested in s 23, is to subordinate the organs of State . . . to a new regime of openness and fair dealing with the public. 

Furthermore, PAIA is not exhaustive of the right of access to information contained in section 32 of the Constitution.  Where PAIA is not applicable (e.g. in relation to the exclusions that PAIA sanctions), we submit that section 32 of the Constitution may be relied upon directly to access information held by the state.

National security as a limitation on constitutional rights

It is trite that no right is absolute.  The rights to freedom of expression, and access to information, and the values of openness and transparency, may all yield to more compelling state interests, provided that such limitations are constitutionally justifiable. 

Avusa accepts that one such compelling state interest that is in principle capable of legitimately restricting the constitutional rights of free speech and access to information, is the protection of national security. As Moseneke DCJ summarised in the Masetlha case,
 the Constitution itself imposes upon the government duties to preserve the peace and secure the well-being of the people of the Republic; to maintain national security; to defend and protect the Republic; to establish and maintain intelligence services; and to prevent, combat and investigate crime.
  Such restrictions are also recognised internationally.
 

In order to pass constitutional muster, the requirements of section 36 of the Constitution must be complied with:

(1) The rights in the Bill of Rights may be limited only in terms of law of general application to the extent that the limitation is reasonable and justifiable in an open and democratic society based on human dignity, equality and freedom, taking into account all relevant factors, including-

(a)
the nature of the right;

(b)
the importance of the purpose of the limitation;

(c) 
the nature and extent of the limitation;

(d)
the relation between the limitation and its purpose; and

(e)
less restrictive means to achieve the purpose.

(2) Except as provided in subsection (1) or in any other provision of the Constitution, no law may limit any right entrenched in the Bill of Rights.
In the context of justification under section 36 of the Constitution in respect of the restrictions on fundamental rights contained in a statute, it is plain that “it is for the legislature … to establish this justification, and not for the party challenging it to show that it was not justified”.

It is worth emphasising in particular the proportionality test that section 36 of the Constitution envisages. In Minister of Home Affairs v National Institute for Crime Prevention and the Reintegration of Offenders and Others
 the Constitutional Court held that a limitations analysis requires a determination of 

the proportionality between the extent of the limitation of the right considering the nature and importance of the infringed right, on the one hand, and the purpose, importance and effect of the infringing provision, taking into account the availability of less restrictive means available to achieve that purpose.

The point of departure with respect to the Bill is therefore that, although in principle it is legitimate for national security interests to justifiably limit rights, the burden of justification in this context is firmly upon the state.  Provisions of the Bill that limit the rights to freedom of expression and access to information will therefore not survive constitutional scrutiny unless these restrictions comply with section 36 of the Constitution.  Avusa submits that in the respects outlined below, this threshold has not been met.

2. The unconstitutionality of aspects of the Bill

The classification regime
The Bill envisages that once information is classified, its accessibility to members of the public and its disclosure is limited.
  The classification of information therefore constitutes a clear limitation on both the rights of access to information and the right to freedom of expression, and in effect, censorship of political speech.  We submit that in at least four  respects, this regime suffers from fatal constitutional flaws:  

first, some definitions that are of crucial importance to the scheme of the Bill are overbroad and hence offend the principle of legality;  

secondly, the unprecedented ability to classify commercial information has no place whatsoever in a law of this nature and intolerably threatens freedom of expression and information;  

thirdly, the tests that the Bill suggests should be employed to classify information are set at impermissibly low thresholds of harm, with the result that overclassification of information – with the attendant deleterious effects this has on the freedoms of expression and information – will be the norm; and

fourthly, the classification regime contains a number of provisions that will inevitably result in over-classification and hence censorship.

Before examining each of these flaws in greater detail, it is necessary to examine the classification regime that the Bill articulates.
It is at the outset important to appreciate that “information” and “State information” are widely defined in the Bill.  

“Information” is defined in clause 4 as:

[A]ny facts, particulars or details of any kind, whether true or false, and contained in any form, whether material or not, including … documents, records, data communications and the like … and … conversations, opinions, intellectual knowledge, voice communications and the like not contained in material or physical form or format.

“State information” is defined in clause 5(1) as “information generated, acquired or received by organs of state or in the possession or control of organs of state”.

The Bill prescribes three broad categories of information that may be classified and hence protected against disclosure:

The Bill defines “sensitive information” as information that must be protected from disclosure in order to prevent the national interest of South Africa from being endangered.
 "National interest" is defined in exceedingly broad terms in clause 15 of the Bill:

(1) The national interest of the Republic includes-

(a)
all matters relating to the advancement of the public good; and

(b)
all matters relating to the protection and preservation of all things owned or maintained for the public by the State.

(2) 
The national interest is multi-faceted and includes—

(a) 
the survival and security of the State and the people of South Africa; and

(b)
the pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations.

(3) 
Matters in the national interest include—

(a) 
security from all forms of crime;

(b)
protection against attacks or incursions on the Republic or acts of foreign interference;

(c) 
defence and security plans and operations;

(d)
details of criminal investigations and police and law enforcement methods;

(e)
significant political and economic relations with international organisations and foreign governments;

(f) 
economic, scientific or technological matters vital to the Republic’s stability, security, integrity and development.

The Bill defines "personal information" as information concerning an identifiable natural person which if disclosed could reasonably be expected to endanger the life or physical safety of an individual.

This Bill defines "commercial information" as commercial, business, financial or industrial information held by the state.  Such information qualifies for protection via classification if the disclosure of the information would prejudice the interests of the organ of state or organisation or individual who gave the information to the organ of state,  or 
 if such disclosure could endanger the national interest of South Africa.

The Bill proceeds to state that commercial information that may prejudice the commercial, business, financial or industrial interests of an organisation or individual if disclosed includes information that would cause financial loss or competitive or reputational injury to the organisation or individual concerned; and includes trade secrets, the identity, amount and source of income, profits, losses, or expenditures of any person, firm, partnership, corporation or association.

The unconstitutional definitions of  “information” and “national interest”

Avusa submits that various definitions that lie at the core of the Bill are so wide as to be utterly unworkable and offensive to the principle of legality, and the rights to free speech and access to information.  We first examine the relevant legal principles in this regard, and then turn to consider the definitions that we regard as problematic.  

The doctrine of legality, which is a foundational principle in our Constitution,
  requires that laws must be clear and accessible. In Affordable Medicines Trust and Others v Minister of Health and Others,
 the Constitutional Court endorsed the proposition that laws must be drafted with sufficient precision to allow those who are tasked with their implementation to have reasonable certainty about the conduct that is required of them.

Similarly, the requirement in section 36 of the Constitution that a limitation on fundamental rights may only occur in terms of a law of general application has the result that the clarity and precision of core terms employed in a statute must be interrogated.  Thus in De Reuck v Director of Public Prosecutions, Witwatersrand Local Division,
 the Constitutional Court was called upon to examine the clarity of the definition of “child pornography” for purposes of the Films and Publications Act.
  The Court held that the crisp issue for the determination of whether the definition qualified as a law of general application was whether it was stated in a clear and accessible manner.

Related to this principle, laws that sweep within their net of liability both constitutionally legitimate and illegitimate activity, are regarded as being overbroad.
  There is a useful parallel in a free speech context in this regard in the jurisprudence of the Supreme Court of the United States of America, in cases that we submit are instructive in analysing the core definitions and classification tests employed in the Bill. 

In Smith v Goguen
 the US Supreme Court was faced with a challenge to the constitutionality of a state statute that proscribed "contemptuous treatment" of the US flag. The appellant in that case argued that the statute infringed his due process rights and his right to freedom of expression, due to its vagueness and overbreadth.  The Court held that:

[Legislatures are] required to set reasonably clear guidelines for law enforcement officials and triers of fact in order to prevent ‘arbitrary and discriminatory enforcement'. Where a statute's literal scope, unaided by a narrowing state court interpretation, is capable of reaching expression sheltered by the First Amendment, the doctrine demands a greater degree of specificity than in other contexts.

In Reno v American Civil Liberties Union
 the US Supreme Court again considered the effect of vague statutes on the right to free speech.  The case concerned a challenge to the Communications Decency Act ("CDA"), which prohibited transmission of "indecent" material to minors. The CDA was challenged on the basis that it was vague and constituted an unjustifiable limitation on the rights of freedom of expression and due process. 
The Court held that the CDA constituted an unjustifiable limitation on free speech and that "the many ambiguities concerning the scope of … coverage render it problematic for purposes of the First Amendment".
  The Court also noted that: 
[T]he CDA is a content-based regulation of speech. The vagueness of such a regulation raises special First Amendment concerns because of its obvious chilling effect on free speech.
"Information"

The definition of “information” – the source of all the other definitions in the Bill relating to information – includes information that has not been reduced to material form, such as “conversations, opinions, intellectual knowledge”.
  Even though such information is not capable of classification, it is nevertheless the case that the most severe penalties in the Bill apply to the disclosure of State information; such information, of course, may not necessarily have been classified.
  

While it is unlikely that these serious offences will have application in practice to the media, it is not inconceivable that – at least without the clarity of a public interest defence – the media may face prosecution for, for instance, communicating unclassified State information, allegedly with the intention to prejudice the State.
  In at least such circumstances, it is arguable that the definition of “information” to encapsulate information that is not in recorded form constitutes a serious threat to freedom of speech.
 

"National interest"

The basic requirement for classification is that information must be "sensitive" information.  The definition of sensitive information is of particular concern because it links to the concept of "national interest", which is defined so broadly as to be, we submit, unconstitutional.  

Although the term "national interest" is one that does not lend itself to precise definition, it is submitted that given the breadth of the definition of national interest in the Bill, it will be difficult, if not impossible, for government officials charged with the duty of classifying information, to properly ascertain which information ought to be classified.  There exists a real danger that such an official would – even if acting in good faith – engage in overclassification, fortified by the breadth of the definition of “national interest”. To take two examples of obvious overbreadth, clause 15(1)(a) states that the “national interest” includes “all matters relating to the advancement of the public good", and clause 15(2)(b) proclaims that the concept also includes “the pursuit of justice [and] democracy”.  Such concepts are so broad as to potentially cover all conceivable aspects of a citizen’s existence in our democracy.  

The submission that the concept of “national interest” is so overbroad as to be constitutionally impermissible is consonant with the opinion of the Ministerial Review Commission on Intelligence ("MRCI").  The MRCI has submitted that the definition of "national interest" is defined “so broadly that the term encompasses almost everything”, and certain of the phrases listed within its definition are "capable of many interpretations"; consequently it is "inevitable that there will be significant inconsistencies between the classifications made by different officials".
  

There is a sharp contrast between the imprecise, overbroad, and constitutionally impermissible concept of “national interest” adopted in the Bill, and the defensible definition of "national security" in clause 1 of the Bill. The latter is defined as:

the protection of the people and occupants of the Republic from hostile acts of foreign intervention, terrorism, espionage sabotage and violence, whether directed from, or committed within, the Republic or not, and includes the carrying out of the Republic's responsibilities to any foreign country in relation to any of the matters referred to in this definition.

While there is always a tension between defining a concept such as national security too broadly and defining it too narrowly,
 it is instructive to emphasise the joint statement issued on 6 December 2004 by the United Nations' Special Rapporteur on Freedom of Opinion, the Organisation for Security and Cooperation in Europe's representative on Freedom of the Media, and the Organisation of African States' Special Rapporteur on Freedom of Expression, where the Special Rapporteurs cautioned that secrecy laws should define "national security" precisely.
  

This sentiment is echoed in the Johannesburg Principles on National Security, Freedom of Expression and Access to Information ("the Johannesburg Principles"), which were adopted on 1 October 1995 by an international group of experts in human rights, national security and international law, and are based on international and regional human rights standards.  The Johannesburg Principles have been endorsed by the United Nations Special Rapporteur on Freedom of Opinion and Expression.

Principle 2(a) of the Johannesburg Principles provides that:

A restriction sought to be justified on the ground of national security is not legitimate unless its genuine purpose and demonstrable effect is to protect a country's existence or its territorial integrity against the use or threat of force, or its capacity to respond to the use or threat of force, whether from an external source, such as a military threat, or an internal source, such as incitement to violent overthrow of the government. (our emphasis).

In terms of Principle 12, a government must designate 

only those specific and narrow categories of information that it is necessary to withhold in order to protect a legitimate national security interest (own emphasis).

In order, therefore, to not fall foul of constitutional guarantees such as free speech and of access to information, and particularly in light of South Africa’s repressive history of thought control by the apartheid state,
 we submit that any concept of national security that is in turn employed to trigger the classification of information, must be precisely and narrowly defined such that any impairment on constitutional rights will be justifiable.  The definition of “national interest” fails this test in every respect, and must be eliminated from the Bill.  Rather, the Bill should employ – possibly with some narrowly crafted extensions
 – the concept of national security that is contained in clause 1 of the Bill, as the centrepiece for the classification of information.  Thus the first criterion for State information to be classified must be that it relates to national security.

The over-protection of commercial information 

We submit that the classification of State information should be limited to instances where the State has a clear interest in the protection of the information concerned, for reasons that impact on the interests of the nation as a whole.  For this reason, while it may in principle and in exceptional circumstances be defensible for classification to take place of commercial information pertaining to an organ of state, this protection ought in our submission not to extend to commercial information of private individuals and entities, in the possession of the State.  

Startlingly, clause 54(1)(f) of the Bill goes even further than seeking to protect non-State commercial information in the possession of the State.  This provision empowers the Minister to make regulations regarding “a procedure for the classification and protection of commercial information not in the hands of the State”.  Such a power will result in the dramatic curtailment of the flow of information, and result in a state classification regime being imported into the boardrooms of corporations and other entities.  There is no place for such a system in an open and democratic society based on transparency and accountability.  

It is significant that clause 16(2)(a) provides that commercial information becomes the subject of possible protection if, inter alia, it would prejudice the “commercial, business, financial or industrial interests”
 of the entity.  Clause 16(3) then provides that such commercial information includes commercial information that if released “would cause financial loss or competitive or reputation injury” to the organisation or individual concerned. 

In our submission, private individuals and entities are granted sufficient protection in respect of commercial information by PAIA and the common law.  It is therefore not only unnecessary to use the moment of the Bill to create an additional layer of protection in this regard, but it is also disproportionate to criminalise the disclosure of such commercial information on pain of severe prison sentences.

Sections 36 and 37 of PAIA authorise refusal of access to records pertaining to certain commercial information of private entities.  PAIA also provides protection to private entities in the form of the third party procedure.
  This third party procedure requires that in the event that a request is made of an organ of state or a private body for a private entity's commercial information, the private entity must be notified of the request and given an opportunity to make representations.  

The common law also provides various remedies to private entities, both in contract and in delict, to prevent disclosure of their confidential information, or to redress the consequences of such a disclosure.

Moreover, South Africa is a party to the International Covenant on Civil and Political Rights ("the ICCPR") and is bound to uphold the right to freedom of expression, which is guaranteed under article 19 of the ICCPR.  Indeed, clause 7(ii) of the Bill specifically states that the measures effected under the Bill must be consistent with article 19 of the ICCPR as well as South Africa's international obligations.   

The Human Rights Committee ("the HRC") is the body charged with interpreting and overseeing the implementation of the ICCPR by state parties. In its 2001 concluding observations on Uzbekistan's state report, the HRC noted with concern that the Uzbekistan Law on Protection of State Secrets included in its definition of "state secrets and other secrets" issues relating to science, banking and the commercial sector.
 The HRC stated that this rendered the restrictions on freedom of expression too wide to be consistent with article 19 and requested that Uzbekistan amend the law to reduce the types of issues defined as state secrets.  

We submit that the HRC's comments are of direct application to the unprecedented attempt by the drafters of the Bill to seek to permit the classification of commercial information, whether of the organ of state concerned or other entities.  Avusa submits that it would therefore be inconsistent with South Africa's international obligations for commercial information to be protected in the manner envisaged in the Bill. 

It also appears that with respect to classification of commercial information, the Bill is not in line with international practice in that the relevant laws in the United Kingdom,
 the United States of America
 (on which the Bill appears to have been modelled) and Canada
 relating to classification of state information, do not protect and seek to classify commercial information.  This casts serious doubt on the need for such information to be protected via classification and the criminalisation of conduct. 

We accordingly suggest that the category of commercial information be removed from the Bill.

Classification levels: the likelihood of harm occurring 

The Bill prescribes classification levels that are ostensibly designed to protect information at successive levels of confidentiality.  

Clause 20 of the Bill prescribes three classification levels:

"Confidential" information is: 

sensitive information, the disclosure of which may be harmful to the security or national interest of the state or could prejudice South Africa in its international relations; and 

commercial information, the disclosure of which may cause financial loss to an entity or may prejudice an entity in its relations with its clients, competitors, contractors and suppliers;

"Secret" information is: 

sensitive information, the disclosure of which may endanger the security or national interest of the state or could jeopardise the international relations of the state; 

commercial information, the disclosure of which may cause serious financial loss to an entity; and 

personal information, the disclosure of which may endanger the physical security of a person;

"Top Secret" information is: 

sensitive information, the disclosure of which may cause serious or irreparable harm to the national interest of the state or may cause other states to sever diplomatic relations with South Africa; 

commercial information, the disclosure of which may have disastrous results with regard to the future existence of an entity, or may cause serious and irreparable harm to the security or interests of the state; and 

personal information, the disclosure of which may endanger the life of the person.

Avusa submits that the tests for determining the degree of harm that may arise from the disclosure of information are in all cases above set at an impermissibly low bar for all three classification levels. 

What all the thresholds for classification have in common is the insistence by the drafters that speculative harm will suffice for classification and hence censorship.  Thus a document, for instance, will be classified as “Top Secret” if its disclosure “may cause serious or irreparable harm” to “the national interest”; it will be classified as “Secret” if its disclosure “may endanger” the “security or national interest”; and it will be classified as “Confidential” if its disclosure “may be harmful” to the “security or national interest”.    

The Bill’s reliance on such low threshold tests for harm is unconstitutional for a number of reasons: 

such tests result in widespread over-classification and hence censorship of documents of potential public interest;

this impoverished position for free speech and access to information is further exacerbated because of the overbroad definition of “national interest” that is employed in the Bill, and the equally broad definition of “security” in clause 1 of the Bill;

in light of the ease with which information can be classified under these tests, the criminal prohibitions that the Bill imposes – such as a penalty of five years imprisonment for disclosing classified information – are unduly repressive, and indeed draconian;

in our free speech jurisprudence, and in analogous contexts such as contempt of court, our courts have clearly required a high degree of harm before imposing liability.  The Bill runs counter to these developments;
 and

internationally, in other jurisdictions and under regional and international law instruments, there is sensitivity to the constitutional significance of imposing a high degree of harm before imposing criminal liability for the disclosure of classified documents.

We examine analogous jurisprudence and the tests adopted in some foreign jurisdictions below. 

Analogous South African case law

In S v Mamabolo (e-TV and other intervening)
 the Constitutional Court was faced with a challenge to the constitutionality of the common law crime of scandalising the court (a form of contempt of court). The Court held that when evaluating an allegedly scandalising statement, the appropriate test was to consider "what the effect of the statement was likely to have been" and that this was "an objective test, applied with the standard measure of reasonableness".
  

The Court in this case therefore circumscribed the test for scandalising as "whether the offending conduct, viewed contextually, really was likely to damage the administration of justice".
  The Court therefore crafted a constitutionally-compliant harm test for determining whether the actus reus of the crime of scandalising the court is satisfied.

In Laugh It Off Promotions CC v SAB International (Finance) BV t/a Sabmark International,
 the Constitutional Court considered the appropriate interpretation of section 34(1)(c) of the Trade Marks Act 194 of 1993.
 
The appellant had created and sold T-shirts which made use of an amended version of the respondent's well known trade mark for Carling Black Label beer. The appellant contended that the T-shirts were a form of social commentary and where thus protected by the right to freedom of expression. 

The Court held that striking the appropriate balance between the right to freedom of expression and the interests of trade mark owners required that in order to succeed with an action under section 34(1)(c) "the owner of the mark bears the onus to demonstrate a likelihood of substantial harm or detriment".

In Midi-Television (Pty) Ltd t/a e-TV v Director of Public Prosecutions (Western Cape),
 the Supreme Court of Appeal dealt with an application by the Director of Public Prosecutions ("DPP") for an order prohibiting e-TV from broadcasting a television documentary relating to a prominent criminal case. The DPP argued that broadcasting the documentary would harm the administration of justice.

The Court, in considering the appropriate balance to be struck between the right to freedom of expression and the right to a fair trial, examined the legal position with regard to pre-publication bans in the United Kingdom, Canada and Australia.  The Court observed that in all these jurisdictions, a ban on publication would not be permitted in the absence of a "demonstrable relationship between the publication and the prejudice that it might cause to the administration of justice; substantial prejudice if it occurs; and a real risk that the prejudice will occur." 
  

The Court held that the same position as applied in these foreign jurisdictions should be adopted in South Africa and that "mere speculation or conjecture that the prejudice might occur" is not sufficient; the test is now that "a publication will be unlawful, and thus susceptible to being prohibited, only if the prejudice that the publication might cause to the administration of justice is demonstrable and substantial and there is a real risk that the prejudice will occur if publication takes place".
  Nugent JA opined that the same test would be applicable "whenever the exercise of press freedom is sought to be restricted in protection of another right".

In the recent Constitutional Court decision in the Masetlha case, Sachs J, with respect correctly, articulated an appropriate harm test that should apply in a national security context:

In answering [the question of whether documents should be redacted and then released to the public], it is important not to deal with hypothetical damage that could be caused to national security if certain types of information were to be revealed, but rather to verify whether on the facts a real risk exists that non-trivial harm could result.  More particularly, it has to be asked whether more harm could well result from disclosure than from non-disclosure.
 (our emphasis).

The provisions of PAIA 

PAIA provides various grounds on which a request for access to information may be refused.  Section 41 specifically caters for protection of information relating to defence, security and international relations; it states in section 41(1)(a) that access to information may be refused if its disclosure:

(a) could reasonably be expected to cause prejudice to-

(i) the defence of the Republic;

(ii) the security of the Republic; or

(iii) …the international relations of the Republic. (our emphasis).

Again, this terminology contrasts sharply with that adopted by the drafters of the Bill.  The notion of “could reasonably be expected” is a far higher test that that adopted in the Bill.  Indeed, in Transnet Limited and Another v SA Metal Machinery Co (Pty) Ltd
 the Supreme Court of Appeal was called upon to interpret the identical phrase ("could reasonably be expected") in the context of section 36(1)(c) of PAIA, which deals with a ground of refusal of the disclosure of information to protect the commercial information of a third party.  
Howie P for the Court held that, taking into account the fact that access to information is a fundamental right, the term "could reasonably be expected" must be interpreted as referring to an occurrence that is probable and not merely possible and that, accordingly, the consequences guarded against in section 36(1)(c) of PAIA are those "(i) that could be expected as probable (ii) if reasonable grounds exist for that expectation."
 

The Bill should in this regard cohere with the PAIA test, which we submit, correctly strikes the balance between expression, free speech and access to information on the one hand, and national security on the other in its formulation of the threshold harm test. 

The free speech jurisprudence that we have considered impels the result, we submit, that the right to freedom of expression (and the related right of access to information) can only be limited by reference to (a narrowly-defined conception of) national security if, at least:

the harm sought to be avoided is at least demonstrable and substantial; and 

the harm is reasonably likely to occur, i.e. the classifying functionary expects such harm to occur as a probability, and reasonable grounds exist for such an expectation.

Thus, for instance, we submit that a document should not be classified as “Confidential” unless there is a reasonable likelihood that its disclosure will harm national security; or “Secret”, unless there is a reasonable likelihood that its disclosure will endanger national security; or “Top Secret”, unless there is a reasonable likelihood that its disclosure will cause serious and irreparable harm to national security.  

In addition to our free speech jurisprudence in this regard, we submit that the legal position in foreign jurisdictions supports the proposition that the degree of harm threshold should be set at a high level, to safeguard constitutional rights.  We briefly examine the position in the United States of America, the United Kingdom and New Zealand, and then turn to an examination of regional and international law. 

The position in the United States of America  

In the United States of America, classification of documents is not governed by a specific piece of legislation; it is instead dealt with through Executive Orders issued by the President from time to time that are binding on administrative officials.  The current Executive Order that deals with classification of documents is Executive Order 13292 of March 25, 2003 (“the Executive Order”).  

The Executive Order provides for three levels of classification, i.e. "confidential", "secret" and "top secret".
 All three levels of classification require as a threshold that documents may only be classified if their unauthorised disclosure "reasonably could be expected" to cause various levels of harm to national security,
 and the classification authority must be able to identify or describe the damage that reasonably could be expected to occur.

This is a far more desirable standard than the thresholds adopted in the Bill. Thus, for example, under clause 20 of the Bill, a record will be classified as "secret" if it "may endanger the security or national interest" of South Africa. Under the Executive Order, the threshold that applies is that the disclosure of the record "reasonably could be expected to cause serious damage to the national security"; further, a US classifying authority will have to identify or describe the harm in question.

The case law of the US Supreme Court in this context also suggests that a significant harm threshold should be employed in order to ensure that the First Amendment’s protection of freedom of expression is properly taken into account.  In New York Times Company v United States (the Pentagon papers case),
 the government sought an injunction preventing the New York Times and the Washington Post from publishing excerpts from a classified historical study on the Vietnam war on the basis that the publication would endanger national security.  The newspapers resisted the application on the ground of First Amendment protection. 

The decision of Justice Brennan is particularly apposite in the present context.  He reasoned as follows:

The entire thrust of the Government’s claim throughout these cases has been that publication of the material sought to be enjoined “could”, or “might”, or “may” prejudice the national interest in various ways.  But the First Amendment tolerates absolutely no prior judicial restraints of the press predicated upon surmise or conjecture that untoward consequences may result.  …

Thus, only government allegation and proof that publication must inevitably, directly, and immediately cause the occurrence of an event kindred to imperilling the safety of a transport already at sea can support even the issuance of an interim restraining order.
 (our emphasis).

Justice Stewart’s comments are also worth noting.  He expressed the view that the US government could not obtain an injunction as it had not shown that publication of the classified information would result in "direct, immediate and irreparable harm".
 

Avusa submits that the US position supports the proposition that the speculative test for harm that the Bill presently adopts is an unjustifiable limitation if freedom of expression and access to information. 

The position in New Zealand

In New Zealand, the classification of documents is dealt with through a government classification policy.
 

In regard to national security, the classification policy provides that the standards are as follows:

"Restricted": the compromise of information would be likely to affect the national interests in an adverse manner; 

"Confidential": the compromise of information would damage national interests in a significant manner;

"Secret": the compromise of information would damage national interests in a serious manner; and

"Top Secret": the compromise of information would damage national interests in an exceptionally grave manner.

These tests are even more stringent than a test based on "likelihood" of harm, and indicate how in other jurisdictions, the endorsement of speculative harm adopted in the Bill would not be countenanced.  Certainly the high thresholds demanded in New Zealand are highly protective of freedom of speech and access to information.

The position in the United Kingdom

Section 5 of the Official Secrets Act, 1989 ("the OSA") deals with information resulting from unauthorised disclosures or information entrusted in confidence.  It provides:

(2)
[T]he person into whose possession the information, document or article [protected against disclosure] has come is guilty of an offence if he discloses it without lawful authority knowing, or having reasonable cause to believe, that it is protected against disclosure by the foregoing provisions of this Act and that it has come into his possession as mentioned in subsection (1) above. 

(3) 
In the case of information or a document or article protected against disclosure by sections 1 to 3
 above, a person does not commit an offence under subsection (2) above unless - 

(a)
the disclosure by him is damaging; and 

(b)
he makes it knowing, or having reasonable cause to believe, that it would be damaging; 

and the question whether a disclosure is damaging shall be determined for the purposes of this subsection as it would be in relation to a disclosure of that information, document or article by a Crown servant in contravention of section 1(3), 2(1) or 3(1) above (our emphasis).

In terms of section 1(4) of the OSA, a disclosure is damaging if: 

(a) 
it causes damage to the work of, or of any part of, the security and intelligence services; or 

(b)
it is of information or a document or other article which is such that its unauthorised disclosure would be likely to cause such damage or which falls within a class or description of information, documents or articles the unauthorised disclosure of which would be likely to have that effect (our emphasis).
Again, the harm test adopted for criminal liability to ensue is a likelihood of damage.

There is also support in regional and international instruments for the higher threshold test that we suggest should be adopted:
The African Charter on Human and Peoples’ Rights

South Africa is a state party to the African Charter on Human and Peoples' Rights ("ACHPR"). Article 9 of the ACHPR provides that:

(1) 
Every individual shall have the right to receive information 

(2)
Every individual shall have the right to express and disseminate his opinions within the law.
In its Declaration on Principles on Freedom of Expression in Africa,
 the African Commission on Human and Peoples' Rights states that:

Freedom of expression should not be restricted on public order or national security grounds unless there is a real risk of harm to a legitimate interest and there is a close causal link between the risk of harm and the expression
 (our emphasis).

The Johannesburg Principles

The Johannesburg Principles are also supportive of a high threshold for the likelihood of harm.  Principle 1.2 provides that:

Any restriction on information that a government seeks to justify on grounds of national security must have the genuine purpose and demonstrable effect of protecting a legitimate national security interest.
 (our emphasis).

Principle 1.3 elaborates on Principle 1.2 and states that:

To establish that a restriction on freedom of expression or information is necessary to protect a legitimate national security interest, a government must demonstrate that:

(a) the expression or information at issue poses a serious threat to a legitimate national security interest;

(b) the restriction imposed is the least restrictive means possible for protecting that interest; and

(c) the restriction is compatible with democratic principles (our emphasis).

It is of significance that clause 28(1) of the Bill adopts a higher threshold for the harm test in regard to decisions by functionaries whether to continue the classification of a record.  In this context, the test is whether the declassification “is likely to cause significant and demonstrable harm to the national interest".  Subject to what we have said above in relation to “national interest”, this provision of the Bill appears to strike the correct balance between national security and constitutional rights.  

It is anomalous that higher threshold tests for harm are adopted in the context of whether to continue with a classification; these same tests should apply to the original decision as to whether a document should be classified.
 

In view of the above, we submit that the current harm tests in clause 20 require urgent amendment to ensure that records will only be classified if the harm to national security sought to be prevented thereby is at least reasonably likely to occur,
 substantial and demonstrable.  Only a test of this nature will in this context strike the correct balance between the rights to freedom of expression and access to information on the one hand, and the government's legitimate interest in safeguarding certain matters of importance to the state on the other.

Miscellaneous problems with the classification and declassification regime 

There are various difficulties with the discretion and power vested in the Minister under the Bill which have the potential to lead to substantial censorship of information that ought not to be classified.  These difficulties include the following:  

Independent oversight mechanism

the Bill does not make provision for an independent oversight mechanism to review classification decisions.  The possibility of requesting declassification,
 and the provisions dealing with automatic review,
 provide little comfort in circumstances where the public never obtains knowledge of the existence of certain documents due to their classified nature: free speech delayed is truly free speech denied; 

we submit that in order to guard against the problem of over-classification, an independent and expert oversight body accountable to Parliament should be created for periodic review of classified documentation, and to hear appeals from decisions of the heads of organs of state;

in the United States, an Information Security Oversight Office ("ISOO") which is outside of the national intelligence, defence and security structure,  performs a number of functions.  Section 5.2 of the Executive Order lists the ISOO's primary functions as the following:

(1) develop directives for the implementation of this order; 

(2) oversee agency actions to ensure compliance with this order and its implementing directives; 

(3) review and approve agency implementing regulations and agency guides for systematic declassification review prior to their issuance by the agency; 

(4) have the authority to conduct on-site reviews of each agency's program established under this order, and to require of each agency those reports, information, and other cooperation that may be necessary to fulfill its responsibilities … 

(5) review requests for original classification authority from agencies or officials not granted original classification authority and, if deemed appropriate, recommend Presidential approval through the Assistant to the President for National Security Affairs; 

(6) consider and take action on complaints and suggestions from persons within or outside the Government with respect to the administration of the program established under this order; …

(7)
…

(8) report at least annually to the President on the implementation of this order .. 

the oversight mechanism in New Zealand is also interesting.  In terms of section 28(1) of the Official Information Act 1982, a person who is aggrieved by a refusal of a request for information under the Act (including a refusal that is based on the classified nature of the information requested) may submit their grievance to the Ombudsman concerned. The Ombudsman may review the documents in question and make a recommendation that the documents be released.
 All organ of state have a duty to comply with the Ombudsman's recommendation;

Classification authorities

the “classification authority” is defined in clause 1 of the Bill as including heads of organs of State or any official to whom this authority has been delegated by such a head.  The result is that all organs of state – as well as controllers of facilities or installations declared as National Key Points in terms of the National Key Points Act
 - may now engage in classification, inexorably leading to massive over-classification within each sphere of public life.  There should be a finite list of organs of state that have the ability to classify information; also, given the constitutional importance of classification decisions, the authority vested in the head of the organ of state should only be delegable to his deputy or a person of equivalent status;
 

Clause 3(2)(d) of the Bill

clause 3(2)(d) of the Bill authorises the Minister to determine that certain information previously classified as “Restricted” should remain classified.  No provision is made for the factors that must be considered by the Minister when making such a determination,
 which has the potential to legitimise secrecy, nor for any Parliamentary oversight,
 nor any form of public participation in this regard; 
Clauses 9(1), 19(2), 21(6) and 21(7) of the Bill: over-classification

clause 9(1) of the Bill vests in the Minister an overbroad discretion to prescribe “broad categories and subcategories of information that may be classified, downgraded and declassified”,  and to prescribe “national information security standards and procedures for the categorisation, classification, downgrading and declassification of information”.  To the extent that this provision (which again suffers from the twin defects of vesting in the Minister an overbroad discretion and paying lip service to public participation)
 contemplates that all documents and information fall to be classified automatically once they form part of a certain category of information, this is not a proportionate restriction on the constitutional rights of free speech and access to information for reasons we discuss below; 

clause 19(2) of the Bill provides for the classification of files, integral file blocks, file series or categories of information, and states that all individual items that fall within such a classified group of documents will be automatically classified.  The bulk classification of documents is clearly not constitutionally permissible;

similarly clauses 21(6) and (7) permit classification of inter alia categories of State information in advance (a decision of the heads of organs of the state), and all individual items of information that falls within a certain category are regarded as automatically classified;

this approach to bulk classification is dangerously restrictive of access to information and free speech.  The justification for classification of documents is that the classified documents contain information that is likely to prejudice an interest that the state has a legitimate interest in protecting.  The classification of any document that does not posses the potential to harm those interests is patently unjustifiable;  

the mere fact that bulk classification would be expedient or administratively efficient cannot serve as a justification for limitation of fundamental rights.  It is inevitable that such a practice will lead to over-classification; indeed, this approach runs contrary to the principles of State information in clause 7 of the Bill as well as the intrinsic value approach set out in clause 8 of the Bill.  Both of these provisions require decision makers to properly apply their minds to classification. Clause 8(2)(c) specifically states that the intrinsic value approach "involves a consideration of the content of the information and the consequences of disclosure".  Bulk classification implies that decision makers will not consider the contents of each document nor the consequences of its disclosure;

in Aldo Kuijer v EU Council
 the Court of First Instance of the European Communities considered the proper application of European Council Decision 93/731 ("the Decision") which provides for public access to Council documents. Article 4(3) of the Decision allows the Council to refuse access to documents if disclosure could undermine "the protection of the public interest (public security, international relations, monetary stability, court proceedings, inspections and investigations)".  The Court rejected the Council's argument that all of the documents falling within a particular category could be classified on the basis that they shared the same characteristics.  It held that: 

the Council is obliged to consider, in the case of each document to which access is sought, whether, in light of the information available to the Council, disclosure is in fact likely to undermine one of the facets of public interest protected…

the Council must show that it has carried out a concrete assessment of the documents in question
;

after examining the documents within the category that the Council wished to protect, the Court stated that:

examination of the 10 reports …shows that the information contained in those documents varies considerably, not only in its nature but also in its degree of sensitivity
;
Written justifications for classification decisions

clause 21(5) provides that "original classifiers must provide a written justification for each initial classification decision". This document is not mentioned elsewhere in the Bill. We welcome this provision, in that it requires a written and well-reasoned basis for the initial classification. However, the preparation of a written justification will prove fruitless if no provision is made for the State to be bound by the reasons provided during subsequent appeals and reviews of the classification status of the information, or for such reasons to be accessible to an oversight authority or Court as required;

Requests for declassification of documents

under clause 30 of the Bill, requests by non-governmental parties or persons, acting in furtherance of a genuine research interest or legitimate public interest, may be made for the declassification of classified information and may be submitted to the head of an organ of state.  A determination must be made, and reasons for a refusal (if such be the decision) provided, within 90 days of the date of receipt of the request.
  Thereafter, there is a right of appeal to the Minister, who must make a decision and provide reasons within 90 days of the appeal being lodged.
  There are at least three fundamental difficulties with these provisions from the perspective of freedom of expression:

first, the grounds upon which the declassification of classified information may be requested include a legitimate public interest or a genuine research interest, and the requester cannot be a governmental body.  There is no warrant to condition the request in this manner.  An individual seeking to protect a right or legitimate expectation is probably excluded from this provision.  Indeed, section 32 of the Constitution and PAIA protects the right of access to information held by the State, and does not condition such a request for information upon the existence of a right that the requester is seeking to exercise or protect.  The declassification request procedure fails to give effect to section 32 of the Constitution;   
secondly, from the perspective of media freedom, the administrative procedure contemplated in clauses 30 – 32 of the Bill cannot be argued to cure the fatal omission in the Bill of a public interest defence for the media in its disclosure and access of classified information.  We address this issue in detail below; suffice to say at this stage that the lengthy administrative procedure considered here
 provides no protection at all for an investigative journalist who wishes to publish information of public import which is newsworthy;

thirdly, the appeal concerned should not be to the Minister of the organ of State concerned,
 but rather to an independent oversight body that is set up for this purpose, and that has full powers, including to access and consider the classified information in issue.
  There should also be a further right of appeal from this body to the High Court.
  

Access to court documents

Clause 52(1) of the Bill deals with protection of State information before courts.  We reproduce clause 52 below for ease of reference:

(1) Classified information that is placed before a court may not be disclosed to persons not authorised to receive such information unless a court, in the interests of justice, orders full or limited disclosure, with or without conditions.

(2) Unless a court orders the disclosure of classified information or orders the limited or conditional disclosure of information, the court must issue directions for the proper protection of such information during the course of legal proceedings, which may include:

(a) the holding of proceedings or part thereof in camera,

(b) the protection from disclosure and publication of those portions of the record containing the classified information; or

(c) the implementation of measures to confine disclosure to those specifically authorised to receive the information.

(3) A court may not order the disclosure of classified information without taking reasonable steps to obtain the written or oral submissions of the classification authority that made the classifications in question or alternatively to obtain the submissions of the Director-General of the [National Intelligence Agency, "the NIA"].

(4) The submissions referred to in sub section (3) may not be publicly disclosed, any hearing held in relation to the determination referred to sub section (1) must be held in camera and any person not authorised to receive such information may not attend such hearings unless authorised by a court.

(5) A court may, if it considers it appropriate, seek the written or oral submissions of interested parties, persons and organisations but may not disclose the actual classified information to such persons or parties prior to its order to disclose the information in terms of sub-section (1).

(6) A classification authority, or the Director-General of the [NIA] … must declassify information required in legal proceedings, either in whole or in part, unless it is strictly necessary to maintain the classification in terms of this Act … 

(7) Any person who discloses or publishes any classified information in contravention of an order or direction issued by a court in terms of this section is guilty of an offence and liable on conviction to imprisonment for a period not exceeding 5 years.

(8) The head of an organ of state may apply to a court for an order restricting the disclosure of unclassified State information that is part of, or is intended to be part of, an open court record, which, if publicly disclosed or published may undermine the national interest;

(9) A court hearing such an application may – 

(a)
determine its own procedures and may impose limitations on the disclosure of the information in question pending its decision to restrict disclosure or not; and

(b)
if it considers appropriate, invite written or oral submissions from other interested parties.

(10) A court which acts in terms of this section must endeavour to accommodate the principle of open justice to as great an extent as possible without risking or compromising the national interest (our emphasis).

Avusa submits that clause 52 fails to give proper effect to the principle of open justice.  It is necessary at this juncture to consider the potency of this principle in our law, before examining how in material respects clause 52 falls foul of this jurisprudence.

The open justice principle

The rationale for the open justice principle was articulated in the seminal House of Lords decision in Scott v Scott
 (approving the rationale of Jeremy Bentham):
Publicity is the very soul of justice.  It is the keenest spur to exertion and the surety of all guards against improbity.  It keeps the judge himself, while judging, under trial.

The open justice principle was recognised in the South African common law even before the enactment of the Constitution.
  It was first alluded to by the Constitutional Court in S v Mamabolo.

Since time immemorial and in many divergent cultures it has been accepted that the business of adjudication concerns not only the immediate litigants but is a matter of public concern which, for its credibility, is done in the open where all can see.  Of course this openness seeks to ensure that the citizenry know what is happening, such knowledge in turn being a means towards the next objective: so that the people can discuss, endorse, criticise, applaud or castigate the conduct of their courts and, ultimately such free and frank debate about judicial proceedings serve more than one vital public purpose.  Self-evidently such informed and vocal public scrutiny promotes impartiality, accessibility and effectiveness, three of the more important aspirational attributes prescribed for the judiciary by the Constitution ….

However, such vocal public scrutiny performs another important constitutional function.  It constitutes a democratic check on the judiciary.  The judiciary exercises public power and it is right that there be an appropriate check on such power.

The inherent danger to constitutional democracy of closed judicial proceedings was recently recognised by the Constitutional Court in the case of Shinga v The State:

Closed court proceedings carry within them the seeds for serious potential damage to every pillar on which every constitutional democracy is based ….

Seeing justice done in court enhances public confidence in the criminal justice process and assists victims, the accused and the broader community to accept the legitimacy of that process.  Open courtrooms foster judicial excellence, thus rendering courts accountable and legitimate.  Were criminal [matters] to be dealt with behind closed doors, faith in the criminal justice system may be lost.  No democratic society can risk losing that faith.  It is for this reason that the principle of open justice is an important principle in a democracy.

The leading case that examines the interaction between the open justice principle and classified or otherwise secret documents is the recent decision of the Constitutional Court in the Masetlha case.  As Moseneke DCJ acknowledged in that case in terms accepted by the full Court:
The constitutional imperative of dispensing justice in the open is captured in several provisions of the Bill of Rights …

This systemic requirement of openness in our society flows from the very founding values of our Constitution, which enjoin our society to establish democratic government under the sway of constitutional supremacy and the rule of law in order, amongst other things, to ensure transparency, accountability and responsiveness in the way courts and all organs of state function …

From the right to open justice flows the media's right to gain access to, observe and report on, the administration of justice and the right to have access to papers and written arguments which are an integral part of court proceedings subject to such limitations as may be warranted on a case-by-case basis in order to ensure a fair trial (our emphasis).

The Constitutional Court in the Masetlha case also set out the proper considerations to be adopted when national security interests are invoked to seek to withhold court documents from the public.  In each case:

[T]he Court will have to weigh the competing rights or interests carefully with the view to ensuring that the limitation it places on open justice is properly tailored and proportioned to the end it seeks to attain 
 …

[T]he starting point is that court proceedings and so too court records must be open to the public.

Moseneke DCJ for the Court in Masetlha proceeded to set out salutary factors to be considered in determining whether secret court documents ostensibly protected on the grounds of national security ought to be disclosed:

[A] court will have regard to all germane factors which include the nature of the proceedings; the extent and character of the materials sought to be kept confidential; the connection of the information to national security; the grounds advanced for claiming disclosure or for refusing it; whether the information is already in the public domain and if so, in what circumstances it reached the public domain; for how long and to what extent it has been in the public domain; and, finally, the impact of the disclosure or non-disclosure on the ultimate fairness of the proceedings before a court.  These factors are neither comprehensive nor dispositive of the enquiry.

The constitutionality of clause 52 

It follows that clause 52 of the Bill must now be assessed in light of the guidance provided by the Constitutional Court in its open justice jurisprudence, and particularly the Masetlha case.  

Clause 52 fails to pass constitutional muster in material respects, which we outline below: 

first, clause 52(1) of the Bill, which provides that classified information that is placed before a court may not be disclosed to any person not authorised to receive this information unless a Court orders full or limited disclosure, undermines the principle of open justice that our Courts have been at pains to emphasis (see above):

as Moseneke DCJ accepted in the Masetlha case, "I accept that the default position is one of openness".
  Moseneke DCJ continued:

In each case, the Court will have to weigh the competing rights or interests carefully with the view to ensuring that the limitation that it places on open justice is properly tailored and proportioned to the end it seeks to attain.  In the end, the contours of our constitutional rights are shaped by the justifiable limitation that the context presents and the law permits …

it is so that a party that contends for a restriction of a right protected in the Bill of Rights must place before the Court material which justifies the limitations sought … at the end of the day, a Court is obliged to have regard to all factual matter and factors before it in order to decide whether the limitation on the right to open courtrooms passes constitutional muster.

clause 52(1) of the Bill undermines the right to open justice because the starting point it envisages is that classified information before a court may not be disclosed unless a Court orders disclosure.  This is inconsonant with the position adopted in our jurisprudence in regard to a limitation of constitutional rights.  As the Court stated in the Masetlha case:

I agree with the submission made by Independent Newspapers that ordinarily, the starting point is that court proceedings and so to court records must be open to the public.  A mere classification of a document within a Court record as "confidential" or "secret" or even "top secret" under the operative intelligence legislation or the mere ipse dixit of the minister concerned does not place such documents beyond the reach of the Courts.  Once the documents are placed before a court they are susceptible to its scrutiny and direction as to whether the public should be granted or denied access …

It follows that where a government official object to disclosure of a part of the record before court on grounds of national security, the court is properly seized with the matter and is obliged to consider all relevant circumstances and to decide whether it is in the interests of justice for the documents to be kept secret and away from any other parties, the media or the public
;

clause 52(1) would also have the effect that a party reviewing a decision of an organ of State, confirmed by the Minister concerned on appeal, will not be entitled to access the information, even on a conditional basis;

Avusa therefore submits that clause 52(1) of the Bill - indeed the entire structure of clause 52 - does not proceed from the appropriate point of departure.  The rule should be that all documents placed before the Courts, whether classified or not, should be open to the public, unless a court in the interests of justice, whether on application of an organ of state or mero motu, ultimately decides to limit such disclosure;

secondly, clause 52 severely hamstrings the ability of courts to regulate their own process, in violation of section 173 of the Constitution:

clauses 52(2)–(4) of the Bill compel courts to issue directions for the proper protection of classified information during the course of proceedings, which may include holding proceedings or part thereof in camera (clause 52(2)), and also compel courts to not order classified information to be disclosed without taking reasonable steps to obtain the submissions of the classification authority (clause 52(3));

these prescripts are not consonant with the Constitutional Court's approach to procedure in the Masetlha case. In rejecting the submission of the Freedom of Expression Institute in the Masetlha case that a fixed set of principles as to procedure should apply in every case in which disclosure of a court record is in issue, Moseneke DCJ made the following observation:

I am quite confident that judicial officers of our land, on whom the discretion rests, will determine where the interests of justice lie from case to case consistently with our evolving, context-sensitive jurisprudence that is driven by justice rather than rules
;

we submit that Courts should have the power to release classified documents in the interests of justice, without the mandatory restrictions contemplated in clauses 52(2), (3) and (4) of the Bill.  It is not competent for the legislature to prescribe to courts what is and what is not in the interests of justice, as these provisions impliedly do;

thirdly, clause 52(4) of the Bill states that the submissions which courts are compelled to seek under clause 52(3) from the classification authority, may not be publicly disclosed, that any hearing in relation to the determination as to whether the documents should be disclosed must be held in camera, and that no person who is not authorised to do so may attend the hearings (unless authorised by a court):

Avusa submits that the injunction that the hearing in relation to whether documents should be disclosed should always take place in camera, and the absolute rule that the submissions as to why the documents should be kept secret should itself not be disclosed, in addition to fettering of courts' discretion, constitute drastic interferences with the right to open justice.  As this jurisprudence makes plain, even in the case of classified documents that are before courts, the general principle is that hearings take place in the open and that documents that are relevant to such hearings (such as heads of argument and the record of the matter, with any sensitive material redacted) must be accessible by the public;

for instance, in the Masetlha case referred to above, the Minister objected to the disclosure of certain information (some of which was classified) under cover of a notice setting out in broad terms the reasons for the Minister's objection to such disclosure.  This notice was part of the Court record, and accordingly publicly available.  Similarly, the Constitutional Court's hearing in Masetlha into whether the documents objected to by the Minister should be disclosed, was rightly conducted in the open;

we submit that even in the case of hearings to determine whether documents should be disclosed, the general principle should therefore not be that such hearings are closed to the public (as envisaged in clause 52(4)), but rather that courts may exceptionally depart from the principle of open justice, and order in camera hearings, where the circumstances dictate that this would be an interest of justice;

in fact, international jurisprudence militates against the proposition contended for in clause 52(4) of the Bill.  In the In re Washington Post Co case,
 where a newspaper sought to have a court record implicating national security unsealed, the Court of Appeals for the Fourth Circuit, in words that are particularly relevant to clause 52(4) of the Bill, held as follows:

[T]roubled as we are by the risk that disclosure of classified information could endanger the lives of both Americans and their foreign informants, we are equally troubled by the notion that the judiciary should abdicate its decision-making responsibility to the executive branch whenever national security concerns are present.  History teaches us how easily the spectre of a threat to “national security” may be used to justify a wide variety of repressive government actions.  A blind acceptance by the courts of the government’s need for secrecy, without notice to others, without argument, and without a statement of reasons, would impermissibly compromise the independence of the judiciary, and open the door to possible abuse
;
it is also undesirable that, as clause 52(4) envisages, even a direct litigant in a dispute where classified documents form part of the record, nor his or her legal advisors, is entitled as of right to attend hearings into whether the classified documents that form part of the record (and which documents such litigant may well have had sight of) should be made public;

because there is a potential conflict between clauses 52(4) and (5) of the Bill, it is also unclear whether a court that decides to seek "written" or "oral" submissions of interested parties, is in those circumstances entitled to open the hypothetical in camera hearing into whether the classified documents should be disclosed, at least to such parties.  If it is not entitled to do so, it would appear to render the participation of interested parties nugatory;

fourthly, Avusa submits that clause 52(5) of the Bill also does not accord with the jurisprudence of the Constitutional Court in the Masetlha case.  Although the majority of the Constitutional Court rejected an interlocutory application by the intervening party to have conditional disclosure of the documents sought to be restricted by the Minister in order to prepare its case, Moseneke DCJ stated as follows in this context:

I do not mean to lay down an inflexible rule.  There will be instances where a party will point to what appears to be a lack of authority or to an improper exercise of authority or to some other unjustifiable conduct on the part of a public official claiming confidentiality of information.  In that event, it may well be in the interests of justice to permit the party concerned and her or his legal representatives, subject to appropriate conditions, to gain access to the sealed part of the record or information for purposes of posing an informed challenge to the confidentiality claim of the public official concerned
;  

in light of the guidance provided by Moseneke DCJ for the majority of the Constitutional Court,
, the blanket approach to the issue adopted  in clause 52(5) of the Bill – that courts may not disclose the actual classified information to any party prior to a court order to disclose information to the public – is overly-broad;

fifthly, clause 52(9) of the Bill is also unconstitutional.  It is objectionable to allow the head of an organ of state to apply to court for an order restricting the disclosure of unclassified State information that is contended to harm the "national interest" (a concept that is so exceedingly vague as to itself be unconstitutional).
 And the speculative nature of the test envisaged in clause 52(9) is not constitutionally compliant.  The same arguments we have made above in relation to the tests for the classification of documents apply in this context mutatis mutandis;
 

finally, the criminal offence which is created in clause 52(8) of the Bill is unnecessary and on its own terms fails to take into account developed principles of criminal liability, in so doing undermining the constitutional right to a fair criminal trial:  

the provision criminalises the disclosure or publication of any classified information in contravention of an order or direction issued by a court in terms of clause 52, on pain of imprisonment of a period not exceeding five years (there is no provision for an alternative of a fine);

this criminal offence is entirely unnecessary in light of the crime of contempt of court which will be triggered, in the ordinary course, if a court order is contravened.  In this regard, clause 52(8) of the Bill would result in a person who has violated a court order being liable in two respects: for the crime of contempt of court as well as for violating clause 52(8) of the Bill;

moreover, unlike the offence of contempt of court, which clearly requires mens rea in the form of intention (i.e. the accused must have intentionally or recklessly not complied with the court order),
 clause 52(8) of the Bill contains no such protection for the accused.  The result is that, for instance, a journalist who publishes classified information innocently or negligently, in ignorance of the existence of a court order applicable to him or her prohibiting such publication, will be convicted of a crime and sentenced to imprisonment.  Clause 52(8) thus eludes the general principles of criminal liability that have developed over the course of our jurisprudence, to ensure that the constitutional right to a fair trial is not undermined.
 

Offences that undermine media freedom 

Avusa submits that a number of aspects of the Bill that relate to the criminal offences it creates, are unconstitutional.  A number of criminal offences are of application to investigative journalists ("the offences"):

clause 23 of the Bill ("the continued possession offence") states as follows:
A person who is in possession of a classified record knowing that such record has been communicated, delivered or made available other than in the manner and for the purposes contemplated in this Act, except where such possession is for any purpose and in any manner authorised by law,
 must report such possession and return such record to a member of the South African Police Service or the [NIA];
 

in terms of clause 46 any person who fails to comply with clause 23 is guilty of an offence and liable to a fine or to imprisonment for a period not exceeding five years, or to both a fine and such imprisonment;
under clause 42(1) ("the access offence"), a person who “intentionally accesses” any classified information without authority is guilty of an offence, and may be imprisoned for 10 years;

in terms of clause 45 of the Bill ("the disclosure offence"):

Any person who discloses classified information outside of the manner and purposes of this Act, except where such disclosure is for a purpose and in a manner authorised by law, is guilty of an offence and liable on conviction to imprisonment for a period not exceeding five years;
under clause 52(8), a person who discloses any classified information in contravention of a court order or direction is guilty of an offence, and may be sentenced to five years imprisonment.
  

Apart from the severe and, we submit, disproportionate penalties that are attached to these offences,
 we submit that the main constitutional difficulties that arise from these offences from a media perspective are the following:

first, the offences should only be triggered when the disclosure causes substantial harm to national security.  A crucial factor in this regard is whether the information is already in the public domain, and this should be legislated in the Bill; 

secondly, the offences do not indicate the requisite mens rea.  It should be required that the accused needs to have committed the crime with knowledge of its illegality, including that he or she was disclosing classified information, and with the intention to cause substantial harm to national security; 

thirdly, no public interest defence has been proposed.  A journalist or editor who is prosecuted under any of the offences cannot be heard to argue that the information is of public benefit, e.g. in that it exposes wrongdoing, incompetence, criminality, or hypocrisy.  This is unconstitutional.  We discuss each of these issues in turn.

Requirement of harm and the public domain doctrine

The Bill ought to require that the state prove that substantial harm to national security flowed from the disclosure of the information.
  In these circumstances, we submit that the query of whether the information is already in the public domain should play a crucial role in making this determination.
  It cannot be competent to convict, for instance, a journalist who publishes classified information, in circumstances where the information is already in the public domain, as a result of the disclosure by someone other than the journalist himself.
  

The public domain doctrine in this context is well-rehearsed in international law and is also beginning to receive acknowledgement in our jurisprudence.  We begin with the position in South African law and then discuss a few of the leading cases in England and in the jurisprudence of the European Court of Human Rights.

South Africa

It is basic to the principle of confidentiality that information cannot be protected once it loses its secrecy.  This is recognised in section 37(2)(a) of PAIA, which provides that, although an information officer of a public body may in general refuse a request for access to a record  if the disclosure of the record would constitute an action for breach of a duty of confidence, he or she may not refuse to disclose if the records consists of information "already publicly available".  The principle is also recognised in South African law relating to commercial confidentiality,
 and in our law of privacy.

The Constitutional Court has also recently recognised that the concept of public domain is an important factor in determining whether classified documents before a court should be released to the public.  In Masetlha, Moseneke DCJ for the majority of the Court held:

In deciding whether documents ought to be disclosed or not, a court will have regard to all germane factors which include the nature of the proceedings; the extent and character of the materials sought to be kept confidential; the connection of the information to national security; the grounds advanced for claiming disclosure or for refusing it; whether the information is already in the public domain and if so, in what circumstances it reached the public domain; for how long and to what extent it has been in the public domain; and, finally, the impact of the disclosure or non-disclosure on the ultimate fairness of the proceedings before a court.  These factors are neither comprehensive nor dispositive of the enquiry.
 (our emphasis) ..

And, in relation to one specific document:

In any event, it is evident from the voluminous press clippings placed before us that the issues covered by the conclusions are all well within the public domain and media discourse and are not worthy of any confidentiality protection.

Also in the Masetlha case, Yacoob J (in a minority judgment) held:

If the information is already lawfully in the public domain there can, in my view, be no reason for its non-disclosure.
 (our emphasis).

And later:

The public is entitled to know all except that which cannot be revealed on account of important national security considerations.  I would put the strong public interest to know as well as the extent to which the material is already in the public domain on the one side of the scale and the appropriate weight to be attached to the government objection on the other side of the scale in order to determine where the balance falls in the interests of justice enquiry. 
 (our emphasis)
The United Kingdom and the European Court of Human Rights

The public domain doctrine in the context of national security restrictions has been especially prominent in the jurisprudence of the English courts and in the European Court of Human Rights.

The leading case is the famous case of Attorney-General v Guardian Newspapers (No 2) ("the Spycatcher case"), where the House of Lords was requested by the government to interdict the distribution of a book by a former MI5 agent, the contents of which contained names of colleagues, details of operational techniques, and of specific operations (including a plan by MI6 to assassinate President Nasser of Egypt).  The book had already been widely published worldwide.  Lord Keith held that:

[G]eneral publication in this country would not bring about any significant damage to the public interest …. All such secrets as the book may contain have been revealed to any intelligence services whose interests are opposed to that of the United Kingdom.

Lord Goff's decision was also instructive:

[T]he principle of confidentiality only applies to information to the extent that it is confidential …. [O]nce it has entered … the public domain … then, as a general rule, the principle of confidentiality can have no application to it.

As for European law, in Verenigung Weekblad Bluf! v Netherlands,
 the European Court on Human Rights held that the Netherlands had infringed article 10 of the European Convention of Human Rights where its courts ordered the withdrawal of an issue of a magazine containing a report on the internal security service dated six years before the issue.  The Court held that withdrawal of the issue could no longer be regarded as necessary to safeguard national security, as the information was already in the public domain.
  The Court noted that 2,500 copies of the magazine had already been sold in Amsterdam and that the media had commented on the information in the report.

Avusa submits that the Bill should specifically recognise that in determining whether the access, disclosure and continued possession offences have been committed, an important factor that bears on whether substantial harm to national security has taken place is the extent to which the contents of the document are in the public domain.  Avusa does not contend that the mere fact that such contents are in the public domain will always result in the crimes not reaching the activity concerned, but does contend that the extent to which prior publication of the classified information has occurred must inform the assessment of whether criminal liability for journalists should ensue.  As a general rule, criminal liability should not attach where a journalist has published information that is already in the public domain. 

The absence of a mens rea requirement

It is a general principle in South African common law that conduct is not unlawful unless it is committed with a guilty mind (mens rea or fault).
  

This established principle of criminal justice is generally expressed in the maxim actus non facit reum, nisi mens sit rea (the act is not wrongful unless the mind is guilty).
  In the Constitutional Court's decision in S v Coetzee,
 the Court affirmed the pre-eminence of fault as a requirement for criminal liability.  O'Regan J held that it is a fundamental principle of democratic societies that "people who are not at fault should not be deprived of their freedom".
  

In regard to statutory crimes such as those created in the Bill, our law presumes that the legislature intended mens rea to be an element of liability.
  The clearest statement of this presumption is to be found in the Appellate Division's decision in S v Arenstein.

The general rule is that actus non facit reum nisi mens sit rea, and that in construing statutory prohibitions or injunctions, the Legislature is presumed, in the absence of clear and convincing indications to the contrary not to have intended innocent violations thereof to be punishable.

However, the presumption may generally be rebutted - and hence strict liability imposed - in three circumstances:

if the legislature intended the offence to be one of strict liability;

in the context of 'regulatory' offences; and

in the context of what is referred to as 'public welfare' offences.
  

Avusa is concerned that the offences as referred to above could be argued by the prosecution to import strict liability on the basis that these offences are public welfare offences (despite the constitutional objection to such an argument).  It is preferable for the sake of certainty that it be explicitly provided that mens rea is required.

As to the form that mens rea should take, Avusa submits that the offences should require proof of intention to cause harm to national security (or reckless indifference to the harm the disclosure would cause), knowing that the document was classified and could not be disclosed.  An intent requirement would offer a necessary degree of protection to those who publish national security information in good faith, while permitting the government to punish the dissemination of such information in the most egregious of cases.  Any lesser form of mens rea would render the offences constitutionally suspect.
  

As an academic commentator has noted, "[t]he appeal of an intent requirement in any prosecution concerning the publication of national security by non-government actors is that it permits the restriction of speech in some cases without unduly chilling legitimate speech."
  And as the Canadian Supreme Court held in upholding the constitutionality of hate speech legislation, "[the] mental element [of wilfulness] significantly restricts the reach of the provision, and thereby reduces the scope of the targeted expression …. [This] minimize[s] the impairment of freedom of expression".

We accordingly submit that the offences should expressly require mens rea in the form of intention to cause harm to national security, and knowledge that the information published was classified.

The need for a public interest defence

In probably the most significant omission from the perspective of media freedom and the constitutional imperative of holding the government to account, the Bill does not provide for an explicit public interest defence to any of the offences we have outlined.  Avusa submits that the case for a public interest defence to these offences is overwhelming.  Such a defence would allow a journalist who publishes classified information to argue that the disclosure was justified, for instance because it revealed evidence of significant incompetence, criminality, wrongdoing, abuse of authority or hypocrisy on the part of government officials.

We submit that public interest is already a defence in a number of contexts in our law that are analogous: 

Section 46 of PAIA governs the mandatory disclosure of information in the public interest.  It states as follows:

Despite any other provision of this Chapter, the information officer of a public body must grant a request for access to a record of the body contemplated in… section 41(1)(a) or (b), if:

(a)the disclosure of the record would reveal evidence of—

(i) a substantial contravention of, or failure to comply with, the law; or

(ii) an imminent and serious public safety or environmental risk; and

(b) the public interest in the disclosure of the record clearly outweighs the harm contemplated in the provision in question.

The effect of this provision of PAIA is that, inter alia, section 41 (the provision that regulates the disclosure of records concerning defence, security and international relation) may be overridden if it is in the public interest.  As we have stated earlier, section 41(1) provides a basis for the refusal of access to a record if its disclosure, inter alia, could reasonably be expected to cause prejudice to the defence or security of the Republic.  We contend that, if documents can be released under PAIA despite the threat that the contents pose to national security, it would be anomalous and inequitable in parallel circumstances to criminalise the access, disclosure and continued possession of classified documents that are significant for the public.

The criminal offence of publishing hate speech, contained in section 29(1) of the Films and Publications Act of 1996, also contains a public interest override.  Section 29(4) provides that the offence of knowingly distributing a publication which advocates hatred based on race, ethnicity, gender or religion, and that constitutes incitement to cause harm, does not apply to a publication which "amounts to a bona fide discussion, argument or opinion on a matter of public interest".

Moreover, the fact that a publication is in the public interest already functions as a defence to an infringement of privacy at common law, even in circumstances where the media has obtained the information illegally.  In the locus classicus of Financial Mail (Pty) Ltd and Others v Sage Holdings Ltd and Another,
 the Appellate Division held as follows:

It might well be that, if in the case of information obtained by means of an unlawful intrusion the nature of the information were such that there were overriding grounds in favour of the public being informed thereof, the Court would conclude that publication of the information should be permitted, despite its source or the manner in which it was obtained.

More recently, in Tshabalala-Msimang v the Sunday Times,
 the High Court held as follows:

This is a case where the need for the truth, is in fact overwhelming… The overwhelming public interest points in the direction of informing the public about the contents incorporated in the medical records in relation to the first applicant, albeit that the medical records may have been unlawfully obtained.

We submit that it is absurd for the law to recognise the significance of the media's obligation and right to inform the public of matters of public interest in the context of the right to publish, and yet to visit upon the media criminal liability in regard to such publication, a result countenanced by the Bill.

It is submitted that the decision of Yacoob J in the Masetlha case is compelling in this context.  The case was not concerned with criminal liability on the part of the media for publishing classified documents, but rather whether such documents should be made public.  The decision of Yacoob J nevertheless illustrates the potency of a public interest-based analysis in national security cases:

On the other hand, the circumstances in which an intelligence agency came to improperly and unlawfully infringe upon the privacy of an innocent citizen are not merely matters of public curiosity.  They would be issues of immense public interest.  The degree of public interest is an important factor to be put into the balance and would, in my view, not be of insignificant weight if the interest is one that must be fulfilled…

The public importance of and interest in these events can neither be gainsaid nor over-emphasised.  A member of the public was unlawfully and improperly harassed and he and his family suffered an egregious and inexcusable invasion of privacy.  All this consequent upon secret government action.  The public is entitled to know all except that which cannot be revealed on account of important national security considerations.  I would put the strong public interest to know as well as the extent to which the material is already in the public domain on the one side of the scale and the appropriate weight to be attached to the government objection on the other side of the scale in order to determine where the balance falls in the interests of justice enquiry. … 

The starting point of the enquiry into whether the document should be released is that it was of great public importance and justified considerable public interest.  The report was concerned with and provided particulars of unlawful action taken by the NIA that had the impact of infringing upon the privacy of Mr Macozoma and his family.  Unless there was good reason for concealment, the public as a whole had the right to know what Mr Masetlha said to the Minister about this unjustifiable action...

We note that the positions in the United Kingdom and the United States of America have been trenchantly criticised by commentators because of the failure in those jurisdictions to legislate for a public interest defence in the context of disclosing secret government information.
  As one commentator has said of the position under the OSA in the United Kingdom:

The absence of a public interest defence for the media will contribute to a climate of caution and inhibit legitimate discussion for fear of breaching the [OSA].

The House of Lords has considered whether the OSA is defective in not providing a public interest defence for a former member of the security services who had published information that he contended showed that the intelligence services were being abused.  Although the House of Lords held that such a defence was not required as a matter of freedom of expression,
 its context is limited to a disclosure by a member of the security services, which is treated differently under the OSA to disclosures by third parties.  And the comments of Lord Hope are, we submit, encouraging for the development of a public interest defence in the latter context:

Institutions tend to protect their own and to resist criticism from wherever it may come.  Where this occurs it may require the injection of a breath of fresh air from outside before institutional defects are recognised and rectified.
 

We note that Canada has introduced a public interest defence, albeit in the context of disclosures by members of the security services.  Section 15 of the Security of Information Act, 1985 states that:

(1)
No person is guilty of an offence under section 13 or 14 [the disclosure sections] if the person establishes that he or she acted in the public interest.

(2)
Subject to subsection (4), a person acts in the public interest if 
(a)
the person acts for the purpose of disclosing an offence under an Act of Parliament that he or she reasonably believes has been, is being or is about to be committed by another person in the purported performance of that person’s duties and functions for, or on behalf of, the Government of Canada; and

(b)
the public interest in the disclosure outweighs the public interest in non-disclosure.

(3)
In deciding whether the public interest in the disclosure outweighs the public interest in non-disclosure, a judge or court must consider 

(a)
whether the extent of the disclosure is no more than is reasonably necessary to disclose the alleged offence or prevent the commission or continuation of the alleged offence, as the case may be;

(b)
the seriousness of the alleged offence;

(c) 
whether the person resorted to other reasonably accessible alternatives before making the disclosure and, in doing so, whether the person complied with any relevant guidelines, policies or laws that applied to the person;

(d)
 whether the person had reasonable grounds to believe that the disclosure would be in the public interest;

(e) 
the public interest intended to be served by the disclosure;

(f)
 the extent of the harm or risk of harm created by the disclosure; and

(g) 
the existence of exigent circumstances justifying the disclosure.

Avusa submits that the failure to provide for a defence of public interest – at least to members of the public and the media, as opposed to members of the security forces – coupled with the vagaries of the offences created and the severe penalties involved, will create a chilling effect on freedom of expression.
  This will drastically undermine public discourse, discussion and debate on matters of political speech, which ought to receive heightened protection.  The comments of Sachs J in the Laugh It Off case are applicable, with even greater force in the context of criminal sanctions on the expression of political speech:

Of more significance from a constitutional point of view is the manner in which even the threat of litigation can stifle legitimate debate.  Large businesses have special access to wealth, the media and government.  Like politicians and public figures, their trademarks represent highly visible and immediately recognisable symbols of societal norms and values. The companies that own famous trademarks exert substantial influence over public and political issues, making them and their marks ripe and appropriate targets for parody and criticism …. 

Yet when applied against non-competitor parody artists, the tarnishment theory of trademark dilution may in protecting the reputation of a mark's owner, effectively act as a defamation statute.  As such it could serve as an over-deterrent. It could chill public discourse because trademark law could be used to encourage prospective speakers to engage in undue self-censorship to avoid the negative consequence of speaking - namely being involved in a ruinous lawsuit.  The cost could be inordinately high  for an individual faced with a lawsuit aimed at silencing a critic, not only in terms of general litigation expenses, but also through the disruption of families and emotional upheaval. Such protracted vexation can have the effect of discouraging even the hardiest of souls from exercising their free speech rights.  
Other laws that restrict the disclosure of “classified information”

There are several pieces of national legislation dealing with the confidentiality and classification of State information. Avusa is concerned that the Bill does not propose to repeal any of these provisions.
  As it presently stands, therefore, parallel systems of classification of information will exist, despite clause 22 of the Bill, which provides that the decision to classify information must be based solely on the guidelines and criteria set out in the Bill and the policies and regulations made in terms of the Bill.
  
Further, while the Bill will hopefully provide enhanced protection for the media, the classification regimes or powers in existing pieces of legislation will remain restrictive of the rights to access to information and free speech.  We mention below a selection of some existing legislation that will apparently continue in force following the enactment of the Bill:
Defence Act 42 of 2002

Section 104 of the Defence Act provides for offences under the Act. Section 104(7) prohibits the disclosure, without authority, of information classified in terms of this act.  

It is also an offence, in terms of section 104(19)(a) of the Act, without proper authority, to gain access to "classified information from specific classified facilities, installations of instruments of the Department [of Defence]".

The Defence Act is otherwise silent in regard to classified information – including how it is defined, the standards for its classification, and the procedure for classification.

Intelligence Services Act 65 of 2002

Section 10(3)(d) of the Intelligence Services Act provides for the issue of "functional directives" by the director-general of intelligence and the chief executive officer of the South Africa National Academy of Intelligence for the "protection of classified information". 

Currently, the Intelligence Services Regulations (published in Government Gazette number 25592 under Government Notice number 1505 on 16 October 2003) provide for the classification of documents. However, it appears that only portions of the regulations are publicly available and that the regulations concerning classification of documents are not made public.  

The National Key Points Act 102 of 1980

We note that it is the government’s intention that the National Key Points Act 102 of 1980 will also be repealed.  Section 10(1) of that Act makes reference to the repealed Official Secrets Act 16 of 1956. This reference should be replaced, taking into account that a portion of that reference is to the definition of "prohibited place" as defined in section 1 of the Official Secrets Act, and now contained in section 1 of the Protection of Information Act.  This cross-reference will be meaningless once the Bill becomes law. 

The National Supplies Procurement Act 89 of 1970

Although the National Supplies Procurement Act does not refer to the concept of “classified information”, it contains excessively wide prohibitions on the disclosure of information, inter alia:

No person shall disclose to any person any information in relation to any goods or any service referred to in an arrangement or order made or issued under section 2 or 3(1) [which deals with the powers of the Minister of Trade and Industry in regard to the manufacture, production and acquisition of goods, and the acquisition, hiring or supply of services], or any statement, comment or rumour calculated directly or indirectly to convey such information or anything purporting to be such information;
 and

Whenever the Minister [of Trade and Industry] deems it necessary or expedient in the public interest, he may by notice in the Gazette, or by written notice to a particular person or particular persons, prohibit the disclosure of any information in relation to any goods or service, or of any statement, comment or rumour calculated directly or indirectly to convey such information.

These prohibitions are clearly overbroad and unconstitutional, but will remain in force despite the Bill’s salutary purposes.  Such existing restrictions serve as a stark reminder that the drafters of the Bill should – in addition to examining other laws that permit the classification and hence censorship of information – also be carefully considering other restrictive provisions in the area of national security law that, in light of the approach adopted in the Bill to classified information, should now be repealed. 

MISS

MISS was adopted by the Cabinet on 4 December 1996, in terms of Cabinet's authority to make national policy (as provided for in section 85(2)(b) of the Constitution). MISS deals with the classification of documents in great detail, providing, inter alia, for different levels of classification, criteria for classification and the practicalities of despatching classified information through various means, the destruction of classified information and the vetting of security personnel. 

MISS will have to be repealed in due course.  We note parenthetically that, although there is a definition in the Bill for MISS, the term is not used anywhere in the Bill.

Conclusion

We have submitted that the Bill is in many respects a welcome change to the national security landscape in South Africa.

However, in significant and crucial respects, the Bill does not properly calibrate the interests of openness and transparency, and the rights to open justice, freedom of speech, and access to information, with national security concerns.  Indeed, in its present form, the Bill will result in widespread and unjustifiable censorship, will undermine investigative journalism, and will result in little oversight for classification decisions.  These deleterious consequences must be avoided at all costs, given the overall significance of the Bill to our constitutional project.

It is appropriate to conclude with reference to the comments of two justices of the US Supreme Court in the leading Pentagon Papers case, which we submit apply with even greater logic in South Africa:

Secrecy in government is fundamentally anti-democratic, perpetuating bureaucratic errors. Open debate and discussion of public issues are vital to our national health. On public questions there should be uninhibited, robust, and wide-open debate
 …

[Classification] is an awesome responsibility requiring judgment and wisdom of a high order…[A] very first principle of that wisdom would be an insistence upon avoiding secrecy for its own sake. For when everything is classified, then nothing is classified, and the system becomes one to be disregarded by the cynical or the careless, and to be manipulated by those intent on self-protection or self-promotion…[T]he hallmark of a truly effective internal security system would be the maximum possible disclosure, recognizing that secrecy can best be preserved only when credibility is truly maintained
 (own emphasis).

The Bill has the potential to play a significant role in transforming our society from a culture of secrecy and repression to one of transparency, accountability and responsiveness, and to become a leading precedent for open and democratic governments the world over.   To achieve these goals and the desirable objectives it articulates, the Bill must properly respect openness, free speech, and access to information, in the various ways that we have suggested.

Dr Dario Milo et al

WEBBER WENTZEL ATTORNEYS

on behalf of AVUSA LIMITED

20 June 2008
	
	
	ANNEXURE A

	
	THE PROTECTION OF INFORMATION BILL
	

	1.
	Definition of classified information:

Sensitive information which in the national interest, is held by, is produced in, or is under the control of the State, or which concerns the State and which must by reason of its sensitive nature, be exempted from disclosure and must enjoy protection against compromise

	Definition of classified information:

Sensitive information which in the national interest, is held by, is produced in, or is under the control of the State, or which concerns the State and which must by reason of its sensitive nature, be exempted from disclosure and must enjoy protection against compromise.


	2.
	Method of classifying information: Clause 19:

1. State information is classified when:

a. a classification authority has identified information in terms of this Act as information that warrants classification;

b. the items or categories of information classified are marked or indicated with an appropriate classification; and

c. the classified information has been entered into a departmental register of classified information.

2. Items, files, integral file blocks, file series or categories of State information maybe determined as classified and all individual items of information that fall within such a classified file, integral file block, file series or category are considered to be classified.

3. The classification of information is determined through a consideration of its intrinsic value to the State and the persons and organisations that the State interacts with.

4. Classification authorities must ensure that information that is classified is marked with declassification instructions.


	Classification of information: Chapter 3:

Information is classified in accordance with the appropriate classification level when the author of the information or head of an institution determine that the document or information needs to be secured or classified accordingly. 

	Classification levels

	
	No similar classification levels
	Restricted Information: Clause 3.4.1: 

The classification "Restricted" is allocated to all information that may be used by malicious/opposing/hostile elements to hamper activities or inconvenience an institution or an individual.  Information must be classified as restricted when the compromise of information can cause inconvenience to a person or institution, but cannot hold a threat of damage. However, compromise of such information can frustrate everyday activities. 


	3.
	Confidential Information: Clause 20(1):
State information may be classified as ‘‘Confidential’’ if the information is:

(a) sensitive information, the disclosure of which may be harmful to the security or national interest of the Republic or could prejudice the Republic in its international relations;

(b) commercial information, the disclosure of which may cause financial loss to an entity or may prejudice an entity in its relations with its clients, competitors, contractors and suppliers.
	Confidential Information: Clause 3.4.2: 

The classification Confidential should be limited to information that may be used by malicious/opposing/hostile elements to harm the objectives and functions of an individual and/or institution.  Information must be classified confidential when compromise thereof can lead to: 

(a) the frustration of the effective functioning of information or operational systems; 

(b) undue damage to the integrity and/or reputation of individuals; 

(c) the disruption of ordered administration within an institution; and 

(d) adverse effect on the non-operational relations between institutions. 




	4.
	Secret Information: Clause 20(2):
State information may be classified as ‘‘Secret’’ if the information is:

(a) sensitive information, the disclosure of which may endanger the security or national interest of the Republic or could jeopardise the international relations of the Republic;

(b) commercial information, the disclosure of which may cause serious financial loss to an entity; or

(c) personal information, the disclosure of which may endanger the physical security of a person.
	Secret Information: Clause 3.4.3:

Secret is the classification given to information that may be used by malicious/opposing/hostile elements to disrupt the objectives and functions of an institution and/or state.  Information must be classified as secret when the compromise thereof: 

(a) can disrupt the effective execution of information or operational planning and/or plans; 

(b) can disrupt the effective functioning of an institution; 

(c) can damage operational relations between institutions and diplomatic relations between states; 

(d) can endanger a person's life. 



	5.
	Top Secret Information: Clause 20(3):
State information may be classified as ‘‘Top Secret’’ if the information is:

(a) sensitive information, the disclosure of which may cause serious or irreparable harm to the national interest of the Republic or may cause other states to sever diplomatic relations with the Republic;

(b) commercial information, the disclosure of which may:

i) have disastrous results with regard to the future existence of an entity; or

ii) cause serious and irreparable harm to the security or interests of the state;

(c) personal information the disclosure of which may endanger the life of the individual concerned.
	Top Secret Information: Clause 3.4.4:

Top Secret is the classification given to information that can be used by malicious/opposing/hostile elements to neutralise the objectives and functions of institutions and/or state.  Information must be classified top secret when the compromise thereof: 

(a) can disrupt the effective execution of information or operational planning and/or plans; 

(b) can seriously damage operational relations between institutions; 

(c) can lead to the discontinuation of diplomatic relations between states; and 

(d) can result in the declaration of war. 



	6.
	Who is responsible for classifying information: Clause 21:

Any head of an organ of state may classify or reclassify information using the classification levels set out in clause 20.  The head of an organ of state may delegate in writing authority to classify information to a subordinate staff member.  However, only senior staff members may be given authority to classify information as secret

or top secret.


	Who is responsible for classifying information: Chapter 4, Clause 1.2:

The responsibility for the gradings and regradings of document classifications rests with the institution where the documents have their origin. This function rests with the author or head of the institution or his delegates. 




� See also clause 2(b) of the Bill.


� See also section 188(1) of the Constitution in relation to provincial legislatures.


� See also section 188(2) of the Constitution regarding provincial legislatures.


� This obligation applies to all organs of state: section 195(2) of the Constitution.


� 2004 (6) SA 329 (SCA) at para 66.


� See also Transnet Ltd v SA Metal Machinery Co (Pty) Ltd: 2006 (6) SA 285 (SCA) at para 55:"[Transnet Ltd] being an organ of State, is bound by a constitutional obligation to conduct its operations transparently and accountably.  Once it enters into a commercial agreement of a public character like the one in issue … the imperative of transparency and accountability entitles members of the public, in whose interest an organ of State operates, to know what expenditure such an agreement entails".  And see Intertrade Two (Pty) Ltd v MEC for Roads and Public Works, Eastern Cape 2007 (6) SA 442 (C) at para 4.


� [2008] ZACC 6 ("the Masetlha case").


� At para 155.


� 1999 (4) SA 469 (CC).


� At para 7.  


� 2006 (1) SA 144 (CC).


� At para 47.


� 2007 (5) SA 250 (CC).


� At para 145.  The Supreme Court of Appeal has similarly attached great prominence to the right to freedom of expression.  In National Media Ltd v Bogoshi 1998 (4) SA 1195 (SCA), it adopted foreign free speech jurisprudence to the effect that the right to freedom of expression is the "matrix, the indispensable condition of nearly every other form of freedom" (at 1206, quoting from Palko v State of Connecticut 302 US 319 (1937) at 327), and (at 1206) "one of the essential foundations of a democratic society and … one of the basic conditions for its progress and the development of man" (quoting from Handyside v UK (1976) 1 EHRR 737 at 754).  


� 2002 (5) SA 401 (CC).


� At para 22.


� Bogoshi (above) at 1209.


� [2000] 2 All ER 913 (HL) at 922.


� Midi –Television (Pty) Ltd t/a e-TV v Director of Public Prosecutions (Western Cape) 2007 (5) SA 540 (SCA) at para 6.


� 2007 (1) SA 523 (CC) at para 28.


� See also Yacoob J in Masetlha (above) at para 87.


� E Barendt Freedom of Speech (2nd edn, 2006) at 193.


� See also section 9 (c) and (e) of PAIA. 


� 1997 (3) SA 839 (T) at 850.


� See e.g. the comments of Moseneke DCJ in the Masetlha case (above) at para 23.  Cf Tetra Mobile Radio (Pty) Ltd v MEC, Department of Public Works 2008 (1) SA 438 (SCA); I Currie & J Klaaren The Promotion of Access to Information Act Commentary (2002) at 26.


� Masetlha at para 49.  See also Moseneke DCJ's decision in the main application in Masetlha v President of the Republic of South Africa 2008 (1) SA 566 (CC) at para 32.


� See generally sections 41(1), 44(2)(a), 146(2)(c)(i), 198, 200(2), 209(1) and 205(3) of the Constitution.


� See generally Barendt (above) at 192-7.  See also art 10(2) of the European Convention on Human Rights and article 19(2) of the International Covenant on Civil and Political Rights.


� S v Makwanyane and another 1995 (3) SA 391 (CC) at para 102.


� 2005 (SA) 280 (CC).


� At para 37.


� Clauses 23, 39, 40, 45 and 52(1) of the Bill.


� Clause 14 of the Bill.


� We submit below that the breadth of this definition, read with other provisions of the Bill, renders the definition unconstitutional. 


� Clause 17 of the Bill.


� Clause 16(2) of the Bill does not indicate whether these circumstances are conjunctive or disjunctive; we assume that the latter is contemplated. 


� Clause 16(1) and (2) of the Bill.


� Clause 16(3)(a) and (b) of the Bill.


� Section 1(c) of the Constitution.


� 2006 (3) SA 247 (CC).


� At para 108.


� 2004 (1) SA 406 (CC).


� Act 65 of 1996.


� De Reuck at para 57.


� Cf Mokgoro J in Case v Minister of Safety and Security; Curtis v Minister of Safety and Security 1996 (3) SA 617 (CC) at para 49: "To determine whether a law is overbroad, a court must consider the means used … in relation to its constitutionally legitimate underlying objectives.  If the impact of the law is not proportionate with such objectives, that law may be deemed overbroad". 


� 415 US 566 (1974).


� At 573.


� 521 US 844 (1997).


� At 870.


� Clause 4(b) of the Bill.


� See clauses 39 (espionage offences) and 40 (hostile activity offences). 


� Clause 40(1). 


� For a discussion of the public interest defence which we propose should be adopted, see below.


� MRCI Memorandum on the Protection of Information Bill, 25 April 2008 at 9-10 ("the MRCI Memorandum").  Indeed, the MRCI submits that a functionary that must classify information under the Bill will face insurmountable problems in determining how best to classify a document: he or she is enjoined to have regard to “a complex array of principles, criteria and guidelines” and this is not conducive to sound decision-making (at 11-12).


� Cf Cameron J in the Commission of Inquiry into Armscor Transactions (Ruling on in camera proceedings) (7 November 1994).


� Available at � HYPERLINK "http://www.cidh.org/relatoria/showarticle.asp?artID=319&lID=1" ��http://www.cidh.org/relatoria/showarticle.asp?artID=319&lID=1� (Accessed on 9 June� 2008).


�  Available at � HYPERLINK "http://www.article19.org/pdfs/standards/joburgprinciples.pdf" ��http://www.article19.org/pdfs/standards/joburgprinciples.pdf� (Accessed on 10 June 2008).


� See S v Mamobolo 2001 (3) SA 409 (CC) at para 37.


� While we concede that an excessively narrow formulation of ‘national security’ might not take into account fully the requirements of a modern state, (see ‘Explanatory Notes: Protection of Information Bill, 10 June 2008 at para 43) we suggest that each suggested extension of the traditional categories that comprise national security, and that are adequately covered in the definition in the Bill, requires independent and compelling justification.    


� Though section 16(3) inexplicably changes the test to commercial information that “may” prejudice these interests. 


� Thus disclosure of classified information, for instance, carries a sentence of five years imprisonment, with no option of a fine.


� Sections 47-8 of PAIA.


� See generally HJO van Heerden & J Neethling Unlawful Competition (1995); S van der Merwe, LJ van Huyssteen, MFB Reinecke & GF Lubbe Contract: General Principles (2003); J Neethling, JM Potgieter & PJ Visser Law of Delict (5th edn, 2006).


� Available at � HYPERLINK "http://www.unhchr.ch/tbs/doc.nsf/(Symbol)/CCPR.CO.71.UZB.En?Opendocument" ��http://www.unhchr.ch/tbs/doc.nsf/(Symbol)/CCPR.CO.71.UZB.En?Opendocument� (Accessed on 9 June 2008). 


� Official Secrets Act, 1989 ("the OSA").


� Executive Order 13292 of March 25, 2003 ("the Executive Order").


� Security of Information Act, 1985 ("the Security of Information Act").


� Compare the Minimum Information Security Standards approved by the Cabinet on 4 December 1996 (“MISS”), where the categories are substantially similar, save that the “Restricted” category has now been jettisoned.  For a comparison of the threshold classification levels in the Bill and in MISS, see Annexure A.


� See above for a discussion of the overbreadth of the definition of “national interest”.  “Security” is defined as “to be protected against danger, loss or harm, and is a condition that results from the establishment and maintenance of protective measures that ensure a state of inviolability from hostile acts”.


� See below for further discussion. 


� Indeed, clause 20 of the Bill undermines the Bill’s own suggested intrinsic value approach set out in clause 8(3)(c) of the Bill, which states that a determination of protected information must have regard to an “assessment of the reasonably foreseeable consequences if specific information is disclosed”.


� 2001 (3) SA 409 (CC).


� At para 43.


� At para 45.


� 2006 (1) SA 144 CC.


� Section 34(1)(c) prohibits the unauthorised use in the course of trade in relation to any goods or services of a mark which is identical or similar to a trade mark registered, if such trade mark is well known in the Republic and the use of the said mark would be likely to take unfair advantage of, or be detrimental to, the distinctive character or the repute of the registered trade mark.


� At para 50; our emphasis. Indeed, even in the context of child pornography, the Constitutional Court, in discussing whether the criminalisation of child pornography was a legitimate objective, expressed itself as follows: “[T]here is a reasonably apprehended risk of harm from child pornography” (at para 65).


� See above.


� At paras 15-16.


� At para 19.


� At para 20.


� Masetlha at para 165.  The judgment of Sachs J is a minority judgment.  The majority of the Court did not articulate the appropriate test for determining whether harm would result from the disclosure of the classified information, although Moseneke DCJ for the majority of the Court stated, in relation to one of the documents sought to be kept secret, that the Court was “unable to identify the threat the disclosure … would pose to our collective safety and security” (at para 62).


� 2006 (6) SA 285 (SCA).


� At paras 39 -42.  See also the Australian Freedom of Information Act, 1982 ("FIA"), which is analogous to PAIA.  Section 33(1) of FIA allows for a document to be withheld if its disclosure "would, or could reasonably be expected to, cause damage" to the security or defence of the Commonwealth, or its international relations.  


� Section 1.2 of the executive Order. 


� “Exceptionally grave damage” in the case of “top secret” classifications, “serious damage” in the case of “secret” classifications; and “damage” in the case of “confidential” classifications (section 1.2 of the Executive Order). 


� Section 1.1 of the Executive Order.


� 403 US 713 (1971).


� At 726-7.


� At 730.  See also US v The Progressive Inc 467 F.Supp 990 (1979) at 1000: the government had shown that there was a likelihood of "direct, immediate and irreparable injury to our nation and its people"; Stillman v Central Intelligence Agency 2007 WL 1020814 (DDC): "Stillman's manuscript could reasonably be expected to cause serious damage to national security".


� The government policy entitled Security in the Government Sector is available at � HYPERLINK "http://www.security.govt.nz/sigs/html/index.html" ��http://www.security.govt.nz/sigs/html/index.html� (Accessed on 18 June 2008).


� These sections deal with security and intelligence, defence and international relations.


� See also Lord Advocate v The Scotsman [1990] 1 AC 812 (HL) at 821, where the Court stated that the government could not "insist on confidentiality as regards governmental matters unless it could demonstrate the likelihood of such damage being caused by disclosure"  (our emphasis).


� Available at � HYPERLINK "http://www.achpr.org/english/declarations/declaration_freedom_exp_en.html" ��http://www.achpr.org/english/declarations/declaration_freedom_exp_en.html� (Accessed on 10 June 2008)  


� Principle XIII.


� See also Principle 11.


� The MRCI makes a similar point at 15.


� A similar test of “likely to cause” harm has now been advocated in the Explanatory Notes on the Bill dated 10 June 2008 at 12. 


� Clause 30 of the Bill.


� Clause 29 of the Bill.


� Section 30 (1) of the Official Information Act.


� Section 32 of the Official Information Act.  Section 31(a) of the Act states an Ombudsman may not recommend that the information be made available if the Prime Minister certifies that this would be likely to prejudice national security.


� Itself an apartheid-era and highly restrictive piece of legislation.


� Clause 21(4) of the Bill presently provides that classification decisions must be taken at “a sufficiently senior level”.


� The Constitutional Court in Affordable Medicines Trust v Minister of Health 2006 3 SA 247 (CC) at para 34 stated that “the constitutional obligation on the Legislature to promote, protect and fulfil the rights entrenched in the Bill of Rights entails that, where a wide discretion is conferred upon a functionary, guidance should be provided as to the manner in which those powers are to be exercised.  The absence of such guidance [renders] the procedure provided in s 8(5)(a) [of the Consumer Affairs (Unfair Business Practices) Act 71 of 1988] unfair and a violation of the protection afforded by s 33(1) [of the Constitution]”.


� See also the MRCI Memorandum at 7.


� Clause 9(3)(b) provides that in relation to the determination of categories, the Minister has a discretion as to whether to consider any comments received after publication of the proposed categorisation in the Gazette.  First, there should be no discretion: the Minister should be obliged to give proper consideration to all comments received.  See section 4(3) of the Promotion of Administrative Justice Act 3 of 2000. Secondly, there is no public participation procedure in regard to the prescription of national information security standards and procedures.  Thirdly, the legislation should in any event prescribe time frames in regard to giving notice to the public and considering its comments. 


� [2000] 2 CMLR 400.


� At para 37-38.


� At para 40.


� Clause 31(2) of the Bill.


� Clause 32 of the Bill.


� Clauses 31(3) and 32(3) of the Bill are not models of clarity in regard to time periods: does the 90 day period only apply to the reasons (which incidentally should be stated to be in writing) or to the determination as well as the reasons?  The latter is clearly required, and it is also suggested that a 90-day period is too lengthy.  PAIA generally prescribes a 30-day period for requests to be dealt with (see e.g. section 25(1)).  A similar period should apply to requests under the Bill.


� See further below.


� Which in any event will not always be capable of determination, in the case e.g. of some quasi-government bodies that nevertheless qualify as an organ of State. 


� See Principle 14 of the Johannesburg Principles which provides that: "The state is obliged to adopt 


appropriate measures to give effect to the right to obtain information…and shall provide for a right of 


review of the merits and the validity of the denial by an independent authority, including some form of 


judicial review of the legality of the denial.  The reviewing authority must have the right to examine the 


information withheld".


� This suggestion is echoed in the MRCI Memorandum at 17.  At the least, it should be made plain that an aggrieved party may review the decision of the independent body in Court under the Promotion of Administrative Justice Act, 2000.


� We have criticised the concept of "national interest" above.


� [1913] AC 417 at 447.


� See e.g. Botha v Minister van Wet en Order en Andere 1990 (3) SA 937 (W).


� Mamabolo (above) at paras 28-9.


� For equivalent foreign law, see Richmond Newspapers Inc v Virginia 448 US 555 (1980) at 570-2; Edmonton Journal v Attorney General for Alberta, Attorney General of Canada and Attorney General of Ontario [1989] 2 SCR 1326, 64 DLR (4th) 577; Named Person v Vancouver Sun 2007 SCC 43.


� 2007 (5) BCLR 474 (CC) at para 25.


� See also the South African Broadcasting Corporation Limited case (above) at paras 31 and 32.  In S v Geiges 2007 (2) SACR 507 (T), the State sought an order for in camera proceedings and a prohibition of the publication of certain information in terms of the Criminal Procedure Act 51 of 1977, the Nuclear Energy Act 46 of 1999, and the Non-Proliferation of Weapons of Mass Destruction Act 87 of 1993.  Labuschagne J rejected the application, reasoning that even though the court might need to be cleared at some stage of its proceedings, it was not appropriate to take the drastic step of closing the hearings to the public in their entirety. 


� At paras 39-41.  See also South African Broadcasting Corporation at paras 31-2.


� Masetlha (above) at para 45.


� At para 54.


� At para 55.


� Masetlha at para 43.


� At paras 45-6.


� Masetlha at paras 54-5.  


� See the South African Broadcasting Authority case, where Langa CJ held at para 36: "Courts, therefore, must be independent and impartial. The power recognised in s 173 is a key tool for Courts to ensure their own independence and impartiality. It recognises that Courts have the inherent power to regulate and protect their own process".


� Masetlha at para 58.


� See in this regard S v Dlamini 1999 (4) SA 623 (cc) at para 41.


� 807 F.2d 383 (1986) (CA Fourth Cir).


� At 391-2; emphasis added.


� See also the Named Person case (above) at para 51.


� At para 32, our emphasis.


� Yacoob and Sachs JJ would have allowed condition access to the documents sought to be restricted by the Minister by the legal representatives and editors of the intervening party, for purposes of preparing its case.  We suggest that clause (5) should be amended to explicitly refer to the possibility of a Court appointing an amicus curiae to assist it in determining whether classified documents should be disclosed, should it deem this necessary.  See in this regard the Canadian Supreme Court's decision in Named Person (above) at para 48.


� There is also foreign case authority that supports the proposition that in some circumstances, conditional access should be provided to counsel of media organisations who wish to make submissions on whether documents before courts should remain sealed: see e.g. R v Dell (2005) 194 CCC (3d) 321 at paras 65-74.


� See above.


� See above.


� See Fakie NO v CCII Systems (Pty) Ltd 2006 (4) SA 326 (SCA) at para 10, emphasising the mens rea requirement that the refusal to obey a court order must be both wilful and mala fide.


� Cf S v Thebus 2003 (6) SA 505 (CC) at para 38.  We refer to aspects of this jurisprudence in greater detail below.


� The most severe offences under the Bill – the espionage and hostile activity offences created in clauses 39 and 40 – are probably not capable of being triggered by investigative journalists, because of the requirement that the disclosure must, in general, have been made with the intention to give advantage to another state or to prejudice the State.  However, the latter concept is capable of a broad construction, which might be argued by over-zealous prosecutors to ensnare an investigative journalist.  


� This exception is not helpful to the media because there is no legal authority for the media's publication.


� The effect of clause 23 is that a journalist who, for instance, comes into the possession of classified information, must, on pain of imprisonment, report this possession and return the record (presumably immediately) to the SAPS or the NIA.  This betrays a narrow understanding of the role of the media in investigating significant matters of public interest, that may be contained in such a record.  The effect of clause 23 is to criminalise continued possession of classified information.  We note that possession of classified information is not a crime in the United Kingdom or the United States and there is also no duty to report the possession of classified information in either of these jurisdictions.


� While this offence, especially in light of its heading (“Interception of or interference with classified information”) is probably not designed to ensnare journalists, there is no definition of “access”.  It would accordingly hit a journalist who is provided by a source with a copy of a classified document, or who is provided with an electronic file containing such information; in these circumstances, the journalist could be argued to have “accessed” the document.


� This provision – which we have discussed above – does not even make it clear that the person disclosing the information must be aware of the court order or direction, or that such a direction or order must be clearly of application to him or her. 


� For instance, the equivalent offences in Australia under the Crimes Act, 1914, is imprisonment for a period of two years in relation to the disclosure offence, and six months in relation to the retention of possession offence.


� We assume that it would always be a defence – ultimately sourced in the rule of law – that disclosure of an incorrectly classified document could never result in criminal liability. 


� As is the case under section 5 of the OSA: see above.


� H Fenwick and G Phillipson Text, Cases & Materials on Public Law & Human Rights (2nd ed, 2003) at 597.


� We submit that it matters not whether the public domain principle is regarded as a defence to the crime or a factor that negatives harm.


� See e.g. Valunet Solutions Inc t/a Dinkum USA v eTel Communications Solutions (Pty) Ltd 2005 (3) SA 494 (W) at para 17.


� See generally  J Neethling, JM Potgieter & PJ Visser Neethling's Law of Personality (2nd edn, 2003). 


� Masethla at para 55.


� At para 62.


� At para 91.


� At para 103.


� At 642.  See also Lord Griffiths at 652, who stated that if the injunction had been issued, "the law would indeed be an ass, for it would seek to deny to our citizens the right to be informed of matters which are freely available throughout the rest of the world".


� At 659.


� (1995) 20 EHRR 189.


� At 203.


� See also Weber v Switzerland (1990) 12 EHRR 508; Observer and Guardian v UK (1992) 14 EHRR 153.


� J Burchell Principles of Criminal Law (3rd ed, 2005)  at 151.


� Burchell at 152.


� S v Coetzee 1997 (3) SA 527 (CC). 


� At para 176.


� Burchell at 546.


� 1964 (1) SA 361 (A).


� At 365.


� Public welfare offences include laws regulating the content and purity of foodstuffs, safety, health and well-being of the community.


� Cf S v Moila 2006 (1) SA 330 (T) at 349 (intent required for the crime of scandalising the court). 


� MR Papandrea 'Lapdogs, Watchdogs, and Scapegopats: The Press and National Security Information" (2008) 83 Indiana LR 233 at 299.


� R v Keegstra [1990] 3 SCR 697.


� The philosophy of the Protected Disclosures Act 26 of 2000 is also apposite in this context.  The Act allows employees to make certain disclosures about their employers which are in the public interest (e.g. that a criminal offence has been committed or that a person has failed to comply with his legal obligations: section 1 of the Act), without suffering reprisals, even, in some circumstances, where disclosure is made to the public at large (section 9). 


� 1993 (2) SA 451 (A).


� At 463.   See also MEC for Health, Mpumulanga v M-Net 2002 (6) SA 714 (T) at para 27.


� Case no: 18656/07, unreported.


� At para 50.  English breach of confidence law also recognises a public interest defence: see generally M Tugendhat and I Christie The Law of Privacy and the Media (2002) at 349-62.  See also Attorney-General (above) at 659 (the public interest in maintaining government confidentiality must be weighed against the public interest of disclosure).  A similar principle applies in Australian law: see The Commonwealth of Australia v John Fairfax & Sons Ltd 147 CLR 39 (1980) at 52.


� At para 88.


� At para 103.


� At para 121.  Although Yacoob J's decision was a minority decision, his analysis illustrates for present purposes the importance of ensuring that a public interest defence to the disclosure of classified information should be crafted, lest the media is chilled from disclosing matters of immense public significance for fear of the severe penalties that may ensue. 


� See e.g. D Feldman Civil Liberties and Human Rights in England and Wales (2nd edn, 2002) at 894-5; H Fenwick and G Phillipson Media Freedom under the Human Rights Act (2006) at 947-8; Barendt (above) at 196; S Sandler 'National Security versus Free Speech' (1989) 15 Brooklyn Journal of International Law 711 at 751.


� S Palmer 'Tightening Secrecy Law: The Official Secrets Act 1989" 1990 Public Law 243 at 255. 


� R v Shayler [2002] 2 WLR 754. The House reached this conclusion because the OSA contained procedures for such disclosures, which were subject to judicial review (at para 36).


� At para 70.


� Section 15(5) goes on to provide that the member of the service must first have provided all relevant information to certain government functionaries, and not have received a response within a reasonable time.


� We note that such an exemption is now proposed in the Explanatory Memorandum on the Bill dated 10 June 2008, at para 11.


� Laugh It Off (above) at para 105.


�  The only legislation that the Bill seeks to repeal is the Protection of Information Act, and section 83(3)(c) of the Defence Act 42 of 2002.


� Although the Minister may exempt an organ of State from the application of the Bill on good cause shown (clause 3(2)).


� Section 8A.


� Section 8B.


� At 724 (Justice Douglas).


� At 729 (Justice Stewart).


� Kerry Williams, Keneilwe Matidze, Okyerebea Ampofo-Anti, Peggy Vreken, Emma Sadleir, and Tamsyn de Beer.
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