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INTRODUCTION

1 The South African National Editors' Forum ("SANEF") welcomes the opportunity to furnish comments on the Protection of Information Bill, 2008 [B28-2008] ("Bill") to the Parliamentary Ad Hoc Committee on Intelligence (National Assembly) ("the Committee").

2 SANEF is a voluntary forum of senior journalists, editors and journalism trainers from all areas of the media industry in South Africa, whose primary aim is to promote the quality and ethics of journalism, to reflect the diversity of South Africa, and to champion freedom of expression.

3 SANEF would like to thank the Committee for giving it the opportunity to submit its written submissions on the Bill after the submission deadline date and records that it would like an opportunity to make oral submissions on the Bill in the event that the Committee elects to hold public hearings on the Bill.  

4 While we recognise the necessity for expediency in relation to the finalisation of Parliamentary Bills, we wish to communicate our discomfort at the swiftness with which the Bill has been introduced into Parliament, without sufficient consultation with those most likely to be affected.

5 On its face, the Bill provides for, inter alia: (a) the protection of classified information generated by or in the possession or control of organs of state and; (b) the process requirements according to which information protected from disclosure may be validly declassified. The Preamble of the Bill encapsulates its aim as necessitating a balance between promoting the free flow of information and ensuring national security.

6 While it is a progressive replacement to the draconian Protection of Information Act, 1982, the Bill raises a number of constitutional difficulties. The following comments detail these concerns in particular, and offer a general description of the constitutionally entrenched rights and principles that may be unduly encroached upon as a consequence of the Bill.

THE PROVISIONS OF THE BILL

Application of the Act

7 The Bill is applicable to all organs of state as well as to juristic and natural persons to the extent that it imposes duties and obligations on such persons.

8 However, section 3(2)(d) of the Bill confers a discretion on the Minister responsible for intelligence services, on good cause shown, to provide an exemption to the declassification trigger contained in section 26(c). The Bill does not give content to the "good cause" requirement in terms of which an exemption may be granted.  SANEF submits that such a requirement is excessively broad and fails to capture the principle that State information must be accessible, open and transparent unless its non disclosure is reasonable and justifiable in terms of the Constitution.

Intrinsic value approach

9 Section 8 describes the intrinsic value approach, which constitutes the yardstick against which a determination is to be made in respect of the unauthorised disclosure of State information. The approach set out in section 8 is mandatory in application and must be applied in all determinations of whether State information should or should not be disclosed. While section 8(2)(b) contemplates a balancing exercise in terms of which the rights of individuals must be weighed against legitimate governmental requirements and objectives, the proposed intrinsic value approach is not genuinely premised upon accessibility, transparency and openness. This is evident in the considerations which must be taken into account in determining whether State information may or may not be disclosed and which are listed in section 8(3) of the Bill. The considerations listed in section 8(3) relate primarily to the intrinsic utility and significance of the information and the interests in protecting the information. The considerations are thus neither objective, rational nor reasonable and further fail to take cognisance of the constitutional right to have access to State information. Accordingly, the intrinsic value approach is nothing more than a one-sided means to determine whether State information should or should not be disclosed in that it unduly favours the right of the State to not disclose information over the constitutional right to access State information.  

Information which requires protection against disclosure

10 Chapter 5 of the Bill specifies the types of information that would require protection against disclosure. This includes sensitive information, commercial information and personal information.  In particular, section 14 of the Bill defines sensitive information as "information which must be protected from disclosure in order to prevent the national interest of the Republic from being harmed."  Under section 18(a), classified information is defined as "sensitive, commercial or personal information which is in material or record form" which, in terms of section 18(b), must be protected from unauthorised disclosure.  This construct is problematic for the following reasons:

10.1 Section 5(2) of the Bill acknowledges that State information is not automatically protected against disclosure.  However, within this broad category of information, the Bill proceeds to declare all sensitive, commercial or personal information to be classified information. This is seemingly tantamount to an automatic protection against disclosure notwithstanding the assurances contained in section 5(2).

10.2 The protections attaching to sensitive information are in pursuance of national interest concerns as opposed to those of national security.  Section 15 describes the concept of national interest as a multi-faceted concept, comprising a number of constituent considerations of which national security is a singular factor.  The concept of national interest therefore unambiguously transcends that of national security. Given the Constitution's emphasis on national security,
 we submit that the protection from disclosure of sensitive information should be confined to national security concerns as opposed to broad national interest concerns under which any information, whether de facto sensitive or not, may be conveniently situated.
 Confining the limitation on disclosure to national security issues will ensure the least restrictive limitation on the fundamental principles of openness and transparency.
 More particularly, this will ensure that the appropriate balance is struck by promoting the free flow of information without compromising the security of the Republic.

10.3 The mandatory wording of sections 14 and 18(b) obviate the necessity for the intrinsic value approach required of section 8 of the Bill. The peremptory tenor of sections 14 and 18(b) suggest that the Bill does not confer a discretion on any organ of state regarding determinations made in respect of classified information.

Authority to classify information

11 Section 21(1), read with section 21(2), of the Bill vests power in the heads of organs of state to classify and reclassify information, which power may be delegated to subordinate staff members.  While the Bill provides for status reviews of classified information in section 30 and 31, SANEF advances the view that such a mechanism is largely ineffective (see arguments below). Given the approach we take to the practicability of status reviews, we argue that the power to classify is, in practical terms, an unfettered one.  This is due to the non-existence of any effective mechanism to test whether the classification complies with the requirements of the Bill and passes constitutional muster.  For instance, the Bill provides no opportunity for limited disclosure to the extent that interested parties may require access to information for purposes of assessing whether there is any case that could be made out to challenge a particular classification.  Thus, although section 21(5) of the Bill requires that original classifiers provide a written justification for a classification decision, the Bill fails to setup any effective mechanism to test the plausibility and reasonableness of the justification.

Method of classifying information

12 Section 19(2) of the Bill provides that "Items, files, integral file blocks, file series or categories of State information may be determined as classified and all individual items of information that fall within such a classified file, integral block, file series or category are considered to be classified."  Section 21(7) provides that "when state information is categorised as classified, all individual items of information that fall within a classified category are automatically regarded as classified."  This is problematic because it unnecessarily places information which does not directly threaten the national interest or which does not directly infringe upon personal or commercial concerns beyond the reach of disclosure simply on the basis of its association with classified information. The Bill does not therefore seek the least restrictive means to achieve its purpose and as such it unjustifiably infringes upon the constitutional right to access to information.  For example, it does not provide for the redaction of information that is classified by association to the extent that such information makes reference to directly classified information.  Additionally, this form of blanket classification fails to guarantee that the principles of classification, in section 22 of the Bill, are applied to every individual piece of information.  This has the potential to unjustifiably limit a number of constitutional rights, including the right to access State information and the right to freedom of the press and other media who as a result will be automatically precluded from reporting on such information.

Offences and penalties

13 Section 22 of the Bill sets out a number of principles of classification, which include a prohibition against classifying information to conceal an unlawful act or omission, incompetence, inefficiency or administrative error; to limit scrutiny and avoid criticism; to prevent embarrassment to a person, organisation or organ of state; to prevent, and to delay or obstruct the release of information that does not require protection.  Any person who knowingly classifies or designates information for purposes ulterior to the Bill will be guilty of an offence and liable to a fine or imprisonment.  Practically, the sanction is meaningless and simply unenforceable if persons are ill-equipped to assess whether a particular classification has been applied to information for purposes ulterior to the Bill.  Where information remains undisclosed, the justifiability of the classification cannot be tested.

14 Sections 45 and 47 of the Bill further prohibits the disclosure of classified information in a manner not authorised by it and imposes a duty on parties to report possession of classified information. Any failure to comply with these provisions attracts criminal sanction.

15 SANEF takes the view that information classified on the grounds of preventing national interest from being harmed are excessively wide-ranging and encompass virtually all the activities of journalists.  The grounds therefore have the potential to conceal genuine areas of legitimate public concern. The effect of these prohibitions is that it criminalises journalistic activity and renders journalists severely susceptible to prosecution. For example, national interest issues protected from disclosure under section 14 of the Bill include details of criminal investigations. The prohibition therefore effectively hinders the task of journalists to expose corruption and abuses of power that are criminal in nature.  We contend that the Bill, at the very least, should provide exemptions to journalists whose primary function as a key component to the principles underlying the right to freedom of expression is to expose corruption and ensure accountability of government institutions.

16 SANEF re-emphasises that sensitive information contemplated in section 14 be confined to national security concerns rather than the broader sweep of national interest issues that have the effect of detrimentally hindering the mandate of the media, which is constitutionally recognised.

17 SANEF advances the view that the Bill should restrict the range of documents that may be declared “classified”; prohibit the classification of any document where such classification might conceal wrongdoing by politicians, public officials, foreign governments or others in positions of power; and specifically permit disclosure to the media of information that implicates significant public interest concerns, notwithstanding its classification.

Status reviews

18 The Bill provides for status reviews of classified or designated information. What this means is that requests may be made for the declassification of classified information or the lifting of the designated status of information to a head of an organ of state by non-governmental parties or persons.  However, section 30(b) states that such a request must be motivated by a genuine research interest or a legitimate public interest. Note that section 15(4) of the Bill states that what is in the national interest must be guided by the values enshrined in section 1 of the Constitution.
  Since openness, responsiveness and accountability constitute foundational values upon which our constitutional order rests, it follows that any request for information in terms of section 30 of the Bill would constitute a legitimate public interest.

19 Section 31(1) of the Bill requires that requests for review must describe the documents or materials containing the information with sufficient clarity to enable the organ of state to locate it. The "sufficient specificity" requirement is unfeasible as a requestor cannot possibly describe a document with the heightened degree of particularity that is possible if the document were in the public domain.

Independence and impartiality

20 The outcome of the status review procedure is appealable to the Minister of the organ of state concerned.  The appeal procedure is governed by section 32 of the Bill. The Minister contemplated in section 32 seems to denote the same person that receives the requests for status reviews, contemplated in sections 30 and 31 of the Bill.  This suggests a complete lack of independence and could be impugned on the basis of procedural improprieties that are likely to result from such a setup.

21 It is further important to emphasise that, in terms of Chapter 10 of the Bill, the National Intelligence Agency ("NIA") is charged with the responsibility of implementation and monitoring, which includes carrying out regular reviews of classified information. Here too, the independence in the process of review is undermined since the NIA is statutorily mandated to advance intelligence interests in terms of the Intelligence Services Act.

Maximum protection periods

22  Generally information cannot be classified for a period longer than twenty years (section 27(1)) and must be reviewed at least once every ten years (section 29(1)).  This ignores the reality that the circumstances under which the document had been classified may no longer prevail and sensitivities may change.  While the initial classification of the information may have been in the national interest, the continued classification of the document may undermine such interest given that transparency is generally construed to advance public interest concerns. The ten year review period and the twenty year classification period are therefore unnecessarily lengthy given the transient significance that classifications may have.

CONSTITUTIONAL CONCERNS

23 Assuming that the Bill is promulgated without change, the following repercussions may flow from such an eventuality:

23.1 Portions of the Act or classification decisions may unreasonably and unjustifiably be held to infringe the right of access to information enshrined in section 32 of the Constitution.  An infringement of this right may undermine: (a) accountability and transparency in an open and democratic society; and (b) democratic participation enabling citizens to criticise or support a policy on an informed basis.

23.2 The Act may directly be held to undermine principles of openness and transparency that underlie South Africa's constitutional democracy.  This is because open governance is the very antithesis of secrecy.  In the recently decided case of Independent Newspapers (Pty) Ltd v Minister of Intelligent Services and Others,
 Sachs J noted:

"The theme of openness is underlined right through the Constitution …the most notable feature of these provisions is the inseparability of the concepts of democracy and openness.  The rationale for constitutionalising this symbiosis can be found in our history …the security police received greater and greater powers …and secrecy became the order of the day.  Although security policy was advanced as being in the 'national interest', its primary goal was to safeguard the racially exclusive state …"

And in the case of AZAPO and Others v President of the Republic of South Africa and Others 
 Mahomed DP stated that "secrecy and authoritarianism have concealed the truth in little crevices of obscurity in our history."
The basis upon which one may deviate from the default position of openness cannot therefore be as broad as the Bill currently allows, given the significance of openness and transparency in the context of our history.

23.3 The Act would amount to an infringement of freedom of expression, in particular, freedom of the press and other media and freedom to receive or impart information or ideas.  The Constitutional Court has articulated the importance of the right of the public to receive information and ideas and the role that the media plays as the conduit through which the public receives information.
  Given the aforementioned impact that the Bill is anticipated to have on the activities of journalists under threat of constant criminal prosecution, SANEF submits that the Bill is likely to infringe upon not only the rights of the media to investigate matters with a view to imparting information, but also the rights of citizens to receive information regarding the institutions that govern them.  SANEF takes the view that the role of the media is fundamental to any constitutional democracy and will be severely undermined by the provisions of the Bill.  The values which the Bill will significantly undermine and which underpin the right to freedom of expression are captured in the Constitutional Court judgement of South African National Defence Union v Minister of Defence & Another 1999 (4) SA 469 (CC) at paragraph 7 -
"Freedom of expression lies at the heart of democracy.  It is valuable for many reasons, including its instrumental function as a guarantor of democracy, its implicit recognition and protection of the moral agency of individuals in our society and its facilitation of the search for truth by individuals and society generally.  The Constitution recognises that individuals in our society need to be able to hear, form and express opinions and views freely on a wide range of matters."
CONCLUSION

24 SANEF wishes to express its gratitude at being afforded the opportunity to submit comments on the Bill, and in particular, to highlight the implications that the Bill is likely to have on the media specifically and on principles of openness and transparency more broadly. SANEF would be more than willing to clarify or discuss any aspect of this submission if the need arises.

� Note that section 32 of the Constitution states that - "Everyone has the right of access to- (a) any information held by the state; and (b) any information that is held by another person and that is required for the exercise or protection of any rights."  Any departure from this entrenched right must therefore satisfy the requirements of the limitations clause contained in section 36 of the Constitution.  Section 36 of the Constitution provides – "The rights in the Bill of Rights may be limited only in terms of law of general application to the extent that the limitation is reasonable and justifiable in an open and democratic society based on human dignity, equality and freedom, taking into account all relevant factors, including – (a) the nature of the right; (b) the importance of the purpose of the limitation; (c) the nature and extent of the limitation;(d) the relation between the limitation and its purpose;(e) less restrictive means to achieve the purpose."


� See section 44(2)(a) and 146(2)(c)(i) of the Constitution.


� In the case between Independent Newspapers (Pty) Ltd v Minister for Intelligent Services and Another In re: Billy Lesedi Masethla v President of the Republic of South Africa and Another [2008] ZACC 6, the majority of the Constitutional Court upheld classifications on grounds of national security.


� See section 41(1) of the Promotion of Access to Information Act, 2002, which states that "the information officer of a public body may refuse a request for access to a record of the body if disclosure (a) could reasonably be expected to cause prejudice to – (ii) the security of the Republic."


� Section 1 of the Constitution states: "The Republic of South Africa is one, sovereign, democratic state founded on the following values: (a) Human dignity, the achievement of equality and the advancement of human rights and freedoms; (b) Non-racialism and non-sexism; (c) Supremacy of the constitution and the rule of law; (d) Universal adult suffrage, a national common voters roll, regular elections and a multi-party system of democratic government, to ensure accountability, responsiveness and openness.


� Note that this seems to fall within the realm of the Promotion of Administrative Justice Act, 2000 ("PAJA") on the basis it would amount to administrative action.  This is so because, inter alia, the consideration for a request for a status review would constitute the implementation of an empowering provision conferring discretion.  Requirements of procedural fairness under PAJA therefore necessitate impartiality and independence in the process of internal reviews and appeals.


� Act 65 of 2002.  This Act establishes and regulates three intelligence services, one of which is the NIA.


� [2008] ZACC 6 at paragraph 154.


� [1998] ZAC 16 at para 17.


� See South African Broadcasting Corp Ltd v National Director of Public Prosecutions and Others 2007 (1) SA 523 (CC) at paragraph 42 and Khumalo and Others v Holimisa 2002 (5) SA 401 (CC) at para 24.
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