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The Southern African Media and Gender Institute (SAMGI) welcomes the opportunity to make written submissions on the Protection of Information Bill. 

The Protected Disclosures Act (PDA) 2000 came into operation in 2001 and has been enacted to protect employees in public and private sectors against reprisal and encourage them to disclose illegal or irregular behaviours in the workplace in order to act as a warning mechanism. The Act has been therefore perceived as a ‘revolution’ in the matter within the country where whistle-blowing was traditionally negatively perceived and stigmatised.  The Minister for Intelligence Services introduced to the National Assembly the Protection of Information Bill eight years ago, which among other purposes, aims to protect information against disclosure as well as establishes offences and penalties against the whistle-blowers. 

Although we support aspects of the Bill, several of its objectives and provisions concern us. These provisions constitute a ‘legal contradiction’ and serve as a threatening tool, which infringes upon certain rights such as freedom of expression. In addition, the Bill does not address the overlap between personal and commercial information as it relates to the state, nor does it address the status of wrongly classified information after it has been revealed. The Bill establishes potentially dangerous precedence that allows the government to conceal information from the public that relates to ‘details of criminal investigations and police and law enforcement methods.’
 We believe that this deception is inconsistent with law enforcement and the judicial branch’s accountability to the people and allows for the concealment of gross human rights violations that are inconsistent with the larger democratic principles laid out in the South African Constitution. 

In light of the Bill’s inconsistency, we deem it necessary to formulate and present this written submission on the Bill through which, we may seek to supplement it with our oral submission.

SAMGI disagrees with the provisions of chapter 5, which aims to protect information against disclosure and we feel strongly that these provisions should be removed from the Bill. While we agree that the National Interest of the Republic includes all matters related to the protection and preservation of the State, we believe that Chapter 5 gives too broad a definition of matters relating to this interest that should be kept secret from the public. Indeed, intelligence that relates to protection against attacks or incursions on the Republic, political and economic relations with international organizations, defence and security protocols and most other information relating to the national security of South Africa should be kept strictly confidential, because the release of this information could compromise South Africa’s security and endanger the lives of every South African citizen. However, our objections arise because the Bill allows for the classification of any “economic, scientific or technological matters vital to the Republic’s stability, security, integrity and development.” This provision is simply too broad and seemingly permits the government to keep information from the public, which only tangentially relates to their role in maintaining the safety and security of South African nationals. As a result of the Bill’s stipulations, it would be too easy for the government to protect its interests in the commercial sphere by concealing information, which might be damaging to the image of a key industry and negatively impact the government’s economic profits, but would be necessary to reveal because of the information’s potentially harmful consequences for the South African public.

Similarly, chapter 5 severely limits the information that a potential whistle-blower could reveal about corrupt or improper conduct by a commercial entity. The Protected Disclosure Act of 2000 was designed to encourage employees to disclose any information about their employer’s improper or criminal practices without fear of reprisal. The Act recognizes that the South African common and statutory laws do not specifically grant employees this right. It asserts that “criminal and other irregular conduct in organs of state and private bodies are detrimental to good, effective, accountable and transparent governance in organs of state and open and good corporate governance in private bodies and can endanger the economic stability of the Republic and have the potential to cause social damage.”
 The Act also acknowledges that whistle-blowing may promote “the eradication of criminal and other irregular conduct in organs of state and private bodies.”
 Given the Gazette’s positive opinion of whistle-blowing as articulated in the Protected Disclosure Act it seems contradictory that Parliament place such severe restrictions by virtue of provisions included in the Protection of Information Bill. By including such stringent regulations on the information disclosure related to the commercial sphere, Parliament blunts the whistle-blower’s ability to report improper practices in the sector. For example, the Bill allows for “commercial information which may prejudice the commercial, business or industrial interests of an organization or individual”
 if disclosed to be classified. This provision combined with the severe penalties placed upon those who disclose classified information without permission makes it practically impossible for any whistle-blower to disclose any information whatsoever because whatever information they deem important enough to report would be damaging to the business or industrial organization that conducted the improper practices. Thus, the whistle-blower would either be unable to disclose meaningful information related to commercial corruption or would face legal prosecution and jail time, which does not foster the type of open and transparent environment the South African government claims to value.  The Protection of Information Bill says that, “Access to information is a basic human right and promotes human dignity, freedom and the achievement of equality.” However, for whistle-blowers this is not the case. Knowledge of classified or otherwise sensitive information creates conflicts between their duty to report the information as lawful citizens and their fear of retribution. The government must exercise the utmost discretion and sensitivity when dealing with issues relating to whistle-blowers given the risk that any individual runs by becoming privy to such information and the dangers associated with making the information available to the public. The laws that regulate the conduct of whistle-blowers should take these risks into account and make provisions for the protection of whistle-blowers to encourage their good citizenship, instead of punishing them for their disclosure of information. 

SAMGI recommends that Parliament amend the Bill to allow protection for whistle-blowers if the information they report notifies the appropriate authorities of the violation of acceptable corporate practices as defined by law. We also insist that the government narrow its definition of the national interest in the Bill such that only information that pertains directly to the national security of South Africa is protected. 
The Bill classifies the “details of criminal investigations and police and law enforcement methods” as a matter of national interest, thereby allowing the government to conceal information related to it from the public. While this may be in place and maintain the confidentiality of investigations in progress and also to protect informants who may be jeopardized if their personal information becomes available for public consumption, the information should be able to be released following the conclusion of the investigation while omitting names or other information that could be used to identify the individuals directly involved in the case. By releasing the information, the government creates a level of accountability and trust between the government and the public and allows individuals as well as human rights organisations to monitor the actions and protocols of law enforcement and maintain that those rights continue to be upheld. As recently as February 2008 questions have been raised about the actions of law enforcement in connection to possible human rights violations. In Johannesburg, South African police raided a church arresting over 1000 people and deprived them of food, water and HIV/AIDS treatment while they searched for drugs, firearms and illegal immigrants supposedly hidden in the church. Following the event, several human rights organizations condemned law enforcement for their treatment of the detained individuals. If the Protection of Information Bill had been in place, the police’s infringement upon the individuals’ rights would have never been addressed because the information relating to the incident could have been classified as confidential due to its relation to the national interest. Additionally, by concealing details of criminal investigations and law enforcement practices, Parliament eliminates the right to transparency within the judiciary and due process of law as expressed in the South African constitution, and the ability of citizens and human rights organizations to monitor these transgressions and communicate these occurrences to the general public. This lack of accountability among law enforcement and the judiciary could lead to extreme abuses of power that create an unjust society, similar to the environment during Apartheid. That environment was responsible for a countless number of unreported and never prosecuted crimes, human rights violations and deaths that are not conducive to the maintenance of a democratic government and are corrosive to the body politic. 

If as a last resort, we can tolerate that “the sensitive information of State to be protected against disclosure” as contained in Chapter 5, sections 14 and 15 of the Bill, we cannot accept the government’s stipulations relating to commercial and personal information contained in sections 16 and 17 of the same Bill. The provisions of sections 16 and 17 of the Bill must be not in the same category as information that the government requires to be protected against disclosure. There is an overlap between personal and commercial information as it relates to the state. Information about commercial entities and/or practices would remain commercial information if it pertained to the interests of identifiable people. For example, if a potential whistle-blower had information about the use of outdated machinery in its factories, that endangered the workers at a factory, is that a personal or commercial matter? This type of overlap is not clarified anywhere in the Bill, and must be addressed. If the information is covered under the definition of personal information in the Bill then it cannot, under any circumstances be classified, nor can whistle-blowers who reveal that information legally be at risk for prosecution and jail time. The information would be covered under the freedom of expression laws that govern personal speech as laid out in the Constitution. It would therefore be unconstitutional to establish penalties for those who disclose this type of commercial information as it overlaps with personal information.  

Chapter 12 in general, section 50 of the Bill relating to the offences and penalties against persons who discloses the ‘designated or classified information’ including commercial and personal information needs to be removed from the provisions of the Bill.

If the government decides that information that could be considered both personal and commercial information is commercial information—and therefore can be classified by organs of the state according the Protection of Information Bill—then the whistle-blowers who disclose this classified information are subject to a maximum of five years in jail. While we understand that some provisions are needed to regulate the sharing of state secrets which compromise national security, South Africa’s relations with other countries would otherwise severely damage the political or economic infrastructure of the country. We believe that including commercial information within this subset disinclines potential whistle-blowers and discourages them form reporting corporate infractions to the proper authorities. Thus, the Bill in its current form would implicitly communicate its goal to freeze information and reduce people to silence by threatening potential informants with extended jail sentences as punishment for speaking up. Most of the time the commercial activities held by public and private bodies constitute a ‘sanctuary’ of corruption, dangers and other wrongdoings. Whistle-blowers are therefore necessary to keep the corporate and state entities from conspiring to take advantage of the South African public, and their right to disclose information that they deem important to the proper authorities must be protected by law.

Finally, the Bill fails to address the status of Classified Information once it has been disclosed. Chapter 12, Section 49 of the Bill says that any person who knowingly classifies information to “conceal branches of the law; promote or further an unlawful act, inefficiency or administrative error; prevent embarrassment to a person, organization or agency; or give undue advantage to anyone within a competitive bidding process” is guilty of an offence and liable on conviction to a maximum penalty of three years. The Bill clearly stipulates that wrongly classifying information is a crime. However, it is unclear what happens to those who reveal that information, which was previously classified, was wrongly classified. Would a whistle-blower who revealed such information be subject to the penalties associated with disclosing classified information? Would they be exonerated? Would it depend upon the type of information revealed and circumstances that led to disclosure? The Bill does not provide answers to any of these questions. We at SAMGI feel that improperly classified information should fall under the freedom of expression clauses and should be able to be disclosed by a whistle-blower without fear of reprisal or other forms of prosecution. Otherwise, the government may improperly classify information and be assured that their blunder or act of conspiracy would likely go unchallenged by any whistle-blower privileged to its transgression due to the repercussions they would face for revealing classified information.

The Southern African Media and Gender Institute (SAMGI) are grateful for the opportunity given to make submission on the Protection of Information Bill. However, our decision not to comment on all aspects of the Bill should not be understood in any way as supporting or endorsing all of the objectives and/or remaining provisions of the Bill that we have not specifically addressed in our submission. Despite this, we trust that serious consideration will be given to our submission.
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