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1
Note: As media practitioners we are concerned with openness and access to information. The ideal Bill we might have constructed would have looked very different to this one. However, we recognise that we are not legislators and that there are other interests that may have very different views to our own. 

2
Our submissions are based on a realistic attempt to ameliorate aspects of the Bill that we consider particularly problematic and our submission should not be seen as an endorsement of the Bill either in its current form, or in whatever form it finally emerges, whether or not any of our suggested amendments are included.

Part 1.  

Introduction - The constitutional framework and the interest of the media

3
As legislation which seeks to regulate and restrict the disclosure of state information, particularly sensitive information, this Bill goes to the heart of the relationship between the state and the media.

4
The media interest in and concern at this Bill is not merely one of convenience or inconvenience, but one of constitutional importance. As the Constitutional Court has pointed out,  


The print, broadcast and electronic media have a particular role in the protection


of freedom of expression in our society. Every citizen has the right to freedom of the


press and the media and the right to receive information and ideas. The media are key

agents in ensuring that these aspects of the right to freedom of information are respected.


The ability of each citizen to be a responsible and effective member of our society


depends upon the manner in which the media carry out their constitutional mandate. 


As Deane J stated in the High Court of Australia:

“. . . the freedom of the citizen to engage in significant political communication and discussion is largely dependent upon the freedom of the media.”


The media thus rely on freedom of expression and must foster it. In this sense they are

both bearers of rights and bearers of constitutional obligations in relation to freedom of expression.


(Case CCT 53/01, at paragraph 22)

5
The media, in a sense, are merely the standard bearers of the constitutional right of every citizen to receive and impart information and to access information. As the Ministerial Review Commission state in their submission: 

Section 32(1) of the Constitution contains the following emphatic assertion on access to information: everyone has the right of access to a)  any 
information held by the state; and b) any information that is held by another person and that is required for the exercise or protection of any rights. Section 32(2) provides that national legislation must be enacted to give effect to this right and may provide for reasonable measures to alleviate the administrative and financial burden on the state. The relevant legislation is the Promotion of Access to Information Act No. 2 of 2000 (PAIA).

6
Limitations on these rights, such as those suggested in this Bill, need to therefore pass the constitutional test for the limitation of such rights contained in S 36 of the Constitution.

7
S 36 states:

The rights in the Bill of Rights may be limited only in terms of law of general application to the extent that the limitation is reasonable and justifiable in an open and democratic society based on human dignity, equality and freedom, taking into account all relevant factors, including-



a. the nature of the right;



b. the importance of the purpose of the limitation;



c. the nature and extent of the limitation;



d. the relation between the limitation and its purpose; and



e. less restrictive means to achieve the purpose. 

8
But the constitutional mandate of the media goes further. Its mandate is not merely passive reporting, but active inquiry and investigation. As the Constitutional Court pointed out in the same case:


Furthermore, the media are important agents in ensuring that government is open,


responsive and accountable to the people as the founding values of our Constitution


require.

 
As Joffe J said in Government of the Republic of South Africa v “Sunday


Times” Newspaper and Another 1995 (2) SA 221 (T) at 227H - 228A:

“It is the function of the press to ferret out corruption, dishonesty and graft wherever it may occur and to expose the perpetrators. The press must reveal dishonest mal- and inept administration.... It must advance the communication between the governed and those who govern.”

In a democratic society, then, the mass media play a role of undeniable importance. They bear an obligation to provide citizens both with information and with a platform for the exchange of ideas which is crucial to the development of a democratic culture.


Case CCT 53/01 at paragraphs 23 and 24.

9
Access to information is a right which fundamentally underpins the Constitution's foundational value of responsive and accountable government - both directly, in the sense of accessing information about what government is doing or not doing - and indirectly, in providing the very means for informed debate and political decision-making.

10
It follows that any limitation of that right must be subjected to particular scrutiny with regard to whether that limitation is reasonable and justifiable.

11
The only foundational value that may reasonably be placed in the balance as against the need for responsive and accountable government, is freedom itself. In other words, secrecy may be justified where disclosure is likely to imperil the very freedom of the individual citizen, either directly, or by harming the constitutional structures which support and protect that freedom.

12
The Bill itself is alive to these principles. As the Commission notes:

The Bill states that information that is accessible to all is the basis of a transparent, open and democratic society; that access to information is a basic human right; that accessible information promotes human dignity, freedom and the achievement of equality; that the free flow of information promotes openness, responsiveness, informed debate, accountability and good governance; and that the free flow of information can promote safety and security (section 7).

13
On the other hand, section 7(g) of the Bill also sets out the principal justification as to why some secrecy may be necessary: 

some confidentiality and secrecy is, however, vital to save lives, enhance and

protect the freedom and security of persons, bring criminals to justice, protect

the national security and engage in effective government and diplomacy;

14
In its preamble, the Bill acknowledges the harm of excessive secrecy and expresses its aim as:

to promote the free flow of information within an open and democratic society

without compromising the security of the Republic,

15
We can all agree that total openness is neither practical, nor desirable, while too much secrecy can undermine the very basis of our freedom. The question is how to strike the right balance? 

16
Regrettably the Bill does not set out the answer to this question in any coherent way - and the position it plumbs for on the spectrum of secrecy is neither reasonable nor justifiable.

17
We propose some simple criteria by which one can judge whether the legislation lives up to the principles it espouses.

Part 2. 

Suggested criteria
18
Firstly: how high is the secrecy bar set? Is the state entitled to withhold and protect information relating only to the core security of the country? Or is the discretion much wider, allowing a blanket of secrecy to be thrown over information that is not dangerous, but merely inconvenient?

19
Secondly: who decides? Are such decisions about what is to be regarded as protected or classified purely executive decisions, or is there some independent decision-making body or oversight structure? In addition, are such decisions restricted to the most senior politicians and officials, or can they be widely delegated and dispersed?

20
Thirdly: what review mechanisms are there available to challenge the decision? Is there an independent body that may reconsider and overturn classifications. Is there explicit provision for a court to reconsider and overturn such decisions?

21
Fourthly: are there unique features of the legislation that may aggravate concerns over excessive secrecy - or that provide ameliorating factors, such as a public interest override, for instance?

Part 3. 

Setting the bar
22
The principal concern we have is with the wide discretion to classify information contained in this Bill.

23
The Bill broadly adopts a two stage approach (though there are a host of deliberative steps within those two stages). 

24
First the classification authority must decide if the information is sensitive information (Chapter 5, Part A) or is commercial Information (Chapter 5, Part B) or is personal information (S 17).

25
Secondly, if information is assessed as falling within one of these categories, and it is in recorded form, it may be protected by being classified as Confidential, Secret or Top Secret (S20). 

26
Classification must occur using the Classification Principles (S 22).

27
We will deal with the two processes in turn.

28
Central to the assessment in both stages is the question of possible harm to the "national interest of the Republic".

29
Thus S14 defines: 

Sensitive information is information which must be protected from disclosure in

order to prevent the national interest of the Republic from being harmed.

30
S16(2)(b) defines commercial information that becomes subject to possible protection to include:

information that could endanger the national interest of the Republic.

31
Each of the classification levels contains reference to the "national interest of the Republic", while S20(3)(b)(ii) refers also (perhaps erroneously) to the "interests of the State".

32
Thus one of the main criteria of justification for selecting information for protection and assigning classification is due to the potential harm to the "national interest of the Republic".

33
This is defined extremely broadly in S15:

National interest of Republic

15. (1) The national interest of the Republic includes—

(a) all matters relating to the advancement of the public good; and

(b) all matters relating to the protection and preservation of all things owned or

maintained for the public by the State.

(2) The national interest is multi-faceted and includes—

(a) the survival and security of the State and the people of South Africa; and

(b) the pursuit of justice, democracy, economic growth, free trade, a stable

monetary system and sound international relations.

(3) Matters in the national interest include—

(a) security from all forms of crime;

(b) protection against attacks or incursions on the Republic or acts of foreign

interference;

(c) defence and security plans and operations;

(d) details of criminal investigations and police and law enforcement methods;

(e) significant political and economic relations with international organisations

and foreign governments;

(f) economic, scientific or technological matters vital to the Republic’s stability,

security, integrity and development.

(4) The determination of what is in the national interest of the State must at all times

be guided by the values referred to in section 1 of the Constitution.

34
Chief concerns here are the phrases: "all matters relating to the public good"  and "the pursuit of justice democracy, economic growth, free trade, a stable monetary system and sound international relations".

35
We concur with the problem areas identified by the Review Commission regarding this overly broad definition of the "national interest of the Republic".

36
As the Commission states: 

"Because the definition of the ‘national interest’ is so broad, it could lead to a chronic over-classification of state information."

Chapter 5. Part A: Sensitive Information

Recommendation 1(a):

We suggest use of the the term "the national interest of of the Republic" is deleted from the definition of sensitive information. We suggest it is replaced with the following formulation

14.(1) Sensitive information is information that may be protected from disclosure 

in order to:

 save lives; or 

 enhance and protect the freedom and security of persons; or 

 bring criminals to justice; or 

 protect the national security; or  

 engage in effective government and diplomacy.

(2) Information to which subsection (1) of this section applies shall be considered to be sensitive information only if the disclosure of the information would be likely—

(a) To prejudice the security or defence of the Republic or the international relations of the Government of the Republic; or

(b) To prejudice the entrusting of information to the Government of the Republic on a basis of confidence by—

(i) The government of any other country or any agency of such a government; or

(ii) Any international organisation; or

(c) To prejudice the maintenance of the law, including the prevention, investigation, and detection of offences, and the right to a fair trial; or

(d) To endanger the safety of any person.
This formulation is drawn both from the Bill's own justification for secrecy and the wording of subsection 14 (2) is drawn from the New Zealand Intelligence Committee Act.

Recommendation 1(b):

We suggest the "national interest of the Republic" should not be defined in the Bill; alternatively, where S15 refers to "include" or "includes", this should be amended to "may include".
Chapter 5. Part B - Commercial Information (S16)

37
The formulation in the section on the nature of commercial information is contradictory and refers both to information that "would prejudice" and "may prejudice" (compare subsection 2(a) and subsection 3) and comparing similar sections it appears that "would" is a mistake. The definition in the classification levels (Section 20(1)(b)) repeats the formulation of "may prejudice".

38
Using the formulation "may prejudice" means there is no real lower threshold on the likelihood of commercial harm.  The term "may" sets no lowest threshold of the probability of harm. Something which is 1% likely to be harmful would also qualify. 

39
Most international formulations use the term "is likely to", making the requirement that the assessment of probability is at least above 50%.

40
The current formulation would result in the details of virtually any business relationship between an organ of state and a private entity (or indeed any information the state possesses on a private entity) being classified at least as confidential. 

41
Disclosure (or at least the risk of disclosure) of details of expenditure, tender bids, negotiations, tender evaluations, contacts and so on is the most potent deterrent against corruption in relation to use of state funds at every level of government. Offering departments, parastatals and municipalities the opportunity to create an official veil of secrecy over these transactions is going to greatly increase the likelihood of fraud and corruption going undetected or unpunished. Private entities who supply commercial information to the state in a quest for private gain should expect that information to be publicly accessible - unless there are exceptional circumstances.  

42
The Promotion of Access to Information Act S36(1) already has a more restrictive definition than the Bill, referring to the necessity of withholding third party information:

 - "the disclosure of which would be likely to cause harm to the commercial of financial interests of that third party" 

as well as information

-  "supplied in confidence by a third party the disclosure of which could reasonably be expected—

(i) to put that third party at a disadvantage in contractual or other

negotiations; or

(ii) to prejudice that third party in commercial competition".

(our emphasis)

43
Compare also PAIA S42(1) where the information offices "may refuse" a request (not must) if disclosure would be 

"likely to materially jeopardise the economic interests or financial welfare of the Republic".

44
It seems unreasonable to grant a greater degree of protection under this Bill.  


Recommendation 2:

S16(2)(a) should be amended to read: "would be likely to prejudice";

S16(2)(b) should be changed to read: "its disclosure would be likely to prejudice the economic interests of the Republic";

S16(5) should be deleted.

Chapter 6. Section 20: Classification Levels

45
Our main concern is with the lowest levels of protection defined by the Bill as this is where: 


- the majority of protected information will fall;


- there will be the most debate about whether protection is deserved;

- most information that conceivably should be disclosed in the public interest    will fall;


- most abuse will take place.   

46
As the Bill stands, any information can be considered for classification in order to prevent the national interest of the Republic from being harmed (S14). 

The national interest is defined very widely (S 15). 

Once this low bar is cleared, the lowest hurdle (leaving aside for the moment the classification principles) is that disclosure:

- in the case of sensitive information "may be harmful to the security or national interest of the Republic, or could prejudice the Republic in its international relations" (S 20(1)(a)).

- in the case of commercial information "may cause financial loss to an entity or may prejudice an entity in its relations with its clients, competitors, contractors and suppliers"(S 20(1)(b)).

47
As already pointed out, "may be" sets no lowest threshold of the probability of harm. Something which is 1% likely to be harmful, or even 0.1% likely, would qualify. 

There are the "principles" to buttress this low threshold, but they are frankly subsidiary. From a legislative point of view it is much more prudent to circumscribe the main definition.

48
As pointed out the term "is likely to" sets up the requirement that the assessment of probability is at least above 50%.

49
The Bill also contains a double standard in that it provides a different test for the decision to declassify or an appeal against classification. Section 28 states:

(1) In taking a decision whether or not to continue the classification of

information, the head of an organ of state must consider whether the declassification of

classified information is likely to cause significant and demonstrable harm to the

national interest of the Republic.

(2) Specific considerations may include whether the disclosure may—

(a) expose the identity of a confidential source, or reveal information about the

application of an intelligence or law enforcement method, or reveal the

identity of an intelligence or police source when the unauthorised disclosure

of that source would clearly and demonstrably damage the national interests

of the Republic;

(b) clearly and demonstrably impair the ability of government to protect officials

or persons for whom protection services, in the interest of national security,

are authorised;

(c) seriously and substantially impair national security, defence or intelligence

systems, plans or activities;

(d) seriously and demonstrably impair relations between South Africa and a

foreign government, or seriously and demonstrably undermine ongoing

diplomatic activities of the Republic;

(e) violate a statute, treaty or international agreement, including an agreement

between the South African government and another government;

(f) cause financial loss to a non-state institution or will cause substantial

prejudice to such an institution in its relations with its clients, competitors,

contractors and suppliers; or

(g) cause life-threatening or other physical harm to a person or persons.

50
This test is more stringent, referring, for instance, to whether declassification (and therefore the disclosure) of the information "is likely to cause significant and demonstrable harm to the national interest of the Republic".

51
It makes no sense to set a different standard for the appeal process than that which is set for the initial classification - and the formulation as it stands in the Bill will generate automatic grounds of appeal for virtually every initial classification decision where the classification is deemed to be "confidential".

52
The stringency of this test should be built into the initial classification criteria and process. 


Recommendation 3:

S20(1) should be amended to read:

(1) State information may be classified as "Confidential" if the information is -

(a) sensitive information, the disclosure of which is likely to:


prejudice the security or national interest of the Republic or; 


prejudice the Republic in its international relations;

We recommend that there be no "confidential" level of classification for commercial information: ie, the deletion of S20(1)(b). Commercial information should pose a high risk of significant harm before it should enjoy the protection of classification.

Higher levels of classification

53
We are also concerned at the apparent lack of distinction between confidential (S20(1)) and secret (S20(2)) with regard to sensitive information.

"confidential" uses the formulation: "may be harmful"

"secret" uses the formulation: "may endanger", 

which, on a proper understanding of the language is really the same as "may be harmful" or is even a lower rating. Danger refers to the risk of harm, not harm itself. May endanger can be understood as meaning "may expose to the risk of harm". Dangerous things/behaviours are not necessarily harmful, but raise the risk of harm. 

Recommendation 4:

Section 20 (2) and (3) should be amended to read:

(2) State information may be classified as ‘‘Secret’’ if the information is—

(a) sensitive information, the disclosure of which is likely to: cause significant and demonstrable harm to the security or national interest of the Republic or; jeopardise the international relations of the Republic;

(b) commercial information, the disclosure of which is likely to cause serious financial loss to an entity; or

(c) personal information, the disclosure of which may endanger the physical

security of a person.

(3) State information may be classified as ‘‘Top Secret’’ if the information is—

(a) sensitive information, the disclosure of which is likely to cause serious or

irreparable harm to the national interest of the Republic or may cause other

states to sever diplomatic relations with the Republic;

(b) commercial information, the disclosure of which is likely to —

(i) have disastrous results with regard to the future existence of an entity; or

(ii) cause serious and irreparable harm to the security or interests of the Republic;

(c) personal information the disclosure of which may endanger the life of the

individual concerned.
The principles of classification
54
The principles are laudable - it is the practice that is of concern.
55
The wide discretion provided by possible harm to the "national interest" in the Bill as it stands is partially offset by the more stringent requirements of the classification principles (S 22), not to mention the requirement that the national interest must be determined having regard to "the values in section 1 of the Constitution" (S15(4)).

56
But this formulation places enormous responsibility in the hands of individual officials to make a judgment call on competing rights on a case by case basis, with room for significant variations and inconsistencies. (See section 8 of the Review Commission report, "Overly complicated criteria and principles", whose conclusions and recommendation 7 we endorse). 

57
The decision will be onerous and time consuming, especially when coupled with the laudable requirement for a written justification for each initial classification decision (S21(5)).

58
The foreseeable result will be a tendency by officials to:


- distribute the burden by delegating the authority to classify fairly widely via S21(2) - which will exacerbate the risk of variations and inconsistencies; and


- classify whole categories of information in advance via S21(6) - which will lead to the chronic over-classification of state information.

59
In practice conceptions of "a demonstrable need to protect the information in the national interest" (S22(1)(d)(ii)) are likely to be subjective and based on the widespread view within bureaucracies the world over that secrecy is 'per se' in the national interest, as reflected in S22(1)(a) which states that "secrecy exists to protect the national interest". 

Recommendation 5:

S22(1)(a) should be deleted. 
60
The principles really stand of fall on policing/monitoring, which we will deal with below Part 5.

61
The experience with regard to the Public Access to Information Act (PAIA) is a useful yardstick in regard to how legislation which imposes a complex set of procedures and principles with regard to the disclosure of information is treated in practice.

62
PAIA may be a fine piece of legislation, but it is largely ignored. Because the only enforcement mechanism is an extremely expensive resort to the courts, there is a minimal deterrent. 

63
By way of example, we have waited almost a year for an appeal outcome (negative) in relation to a request to the department of social welfare. The default response (if there is any response at all) is to decline disclosure by means of one of the many exempting provisions of the Act if the requested information is in any way sensitive.

64
Thus the "authorised disclosure" avenues available in South Africa are extremely weak.

65
If this Bill is enacted as it stands, the approach from officials will be to classify as much as possible and then fight individual challenges. Successful challenges may have an impact on a specific set of information, but will have very little impact on the whole system.

66
We endorse the concerns raised by the Review Commission regarding the partial classification of documents (Commission memorandum section 11). 

67
We recognise that it may not be always be practical to classify only portions of documents for internal use, but suggest that the principle of severability must be built into the consideration of reviews or requests for status reviews via Chapter 7, the criteria for continued classification of information.

Recommendation 6:

The Bill should state that on appeal or review government officials must declassify those parts of a document that can be declassified.
Categories of information

68
The provisions that grant the power to classify categories of information in advance - S9(1)(a), S9(3) and S21(6) and S21(7) - are problematic with regard to:

-  a proper application of the classification principles;

 
-  chronic over-classification; and


-  the principle of severability, which is enshrined in PAIA.

69
The classification of categories of information is by far the easiest, most efficient method for the classification authority to deal with the deluge of information the flows through the state and that needs to be considered for classification. That means it will be the first choice for officials struggling to cope with the demands of the classification process, leading to overuse and abuse.

70
This method of classification creates the result that, while only 1% percent of information falling within a particular category may actually deserve classification, it will serve as justification for the protection of the other 99%. 

Recommendation 7:

No categorisation of information should be allowed

Part 4. 

Who decides?

71
Given that written justification has to be provided for classification, the process will be labour intensive - and the more extensive the net (ie in the "confidential" segment) the more labour required, meaning that delegations will be quite widespread. There is nothing in the Bill that defines what "sufficiently senior" - S21(3) and S21(4) - may be. 

Recommendation 8: 

The Bill should state that the Human Rights Commission will provide advisory and training support to organs of state in relation to the implementation of the Act, play a monitoring role and report annually to Parliament in this regard.
Only those officials who have passed the relevant training course may qualify for such delegation.

Recommendation 9:

S21(5) should make clear that written justification for "initial classification" should be provided prior to or along with such a decision, to be filed in the departmental register.

72
The most likely way around all this is that large categories of information will be classified in advance. This will aid the shift towards keeping things secret rather than keeping them open, because it is easier to conceive of categories as potentially harmful, even if only a small percentage of the material contained in that category is potentially harmful. Items which should not actually be classified will legitimately be classified because they fall within a category that can legitimately be classified.

73
We repeat our concern that the authority to classify - and therefore the classification or declassification process - is very widely dispersed, making monitoring and correction very difficult.

74
We suggest - at the very least - that the authority to classify categories of information be vested only with the minister and that it be required that they be published for public comment and require Parliamentary approval when they are established or changed. (See Recommendation 7)

Part 5. 

Monitoring and appeal
75
While there is an appeal to the minister, there is no independent audit or challenge of the classification process outside of taking the matter to court. 

76
As with the PAIA experience, this provides limited returns for an enormous outlay. 

Recomendation 10:

We suggest the creation of an independent Ombudsman with the power to rule on classification and disclosure disputes prior to the resort to court action (although nothing should prevent any person from proceeding directly to court).

77
Such a change is also necessary to give PAIA any real impact. In the New Zealand legislation the Ombudsman can substitute his own decision on disclosure, subject to a ministerial veto. If the minister chooses to veto the Ombudsman's decision, the veto can be challenged in court.

78
In our case, while the Bill refers to PAIA, in terms of applications for disclosure of classified material, it is by no means clear or explicit that this Bill is subject/subordinate to PAIA, including PAIA's public interest disclosure override. 

Recommendation 11:

The primacy of PAIA should be made explicit in this Bill.

Recommendation 12: 

The Inspector General of Intelligence should be tasked with carrying out, on a selective test basis, an annual audit of classification decisions, with the power to order a review of all the decisions taken by the relevant organ of state if the audit discloses a specified percentage of incorrect classifications. The results of the annual audit must form part of the IGI's annual report to Parliament. Such audits should take place with limited notice to the selected organ or organs of state.

Recommendation 13: 

It should be made explicit that classification cannot serve as a justification for withholding any information from the Auditor General, provided that the staff of the Auditor General who require lawful access to such information may be required have the necessary security clearance. 

Right to legal review. 

79
The courts tend to be deferential of the expertise of the State in security matters and will hesitate to substitute their own views. Decisions may simply be referred back for reconsideration unless they are clearly unlawful.

80
At present there being no provision for the disclosure of the original written justification for the initial  classification. 

Recommendation 14:

The full written justification must be disclosed to any court hearing a review of the classification decision, subject to any conditions set out in Chapter 12 (Protection of information in Courts).

Recommendation 15:

A copy of the written justification, with the necessary redaction required to preserve the classification of the requested information, must be supplied to any interested party requesting a status review, subject to the conditions set out in S30(6) which grants the head of an organ of state the right, in certain circumstances, to refuse to confirm or deny the existence of such information. 

81
Sections 52(3) and 53(4) which remove of the discretion of the courts to hold an open hearing concerning whether classified material to be placed before the court should have restrictions placed on it is unwarranted, given that the Bill requires the court to give the authorities the right to make representations first.

Recommendation 16:

Sections 52(3) and 53(4) should be deleted, or amended to allow the court to exercise its discretion in this regard. 

Recommendation 17:

The Bill should also provide that where a Minister rejects the appeal of a person or organisation whose request for declassification has been denied, the person making the request may appeal against the Minister’s decision to a Court, not merely apply for a court review. 

Part 6.

Special features
Criminalising disclosure.

82
One critical problem with the Bill is that it ties the criminalisng of unauthorised disclosure to the low barriers to classification discussed in Part 3 above.

83
This Bill employs a “Big Stick” approach for the protection of information from unauthorised disclosure. Sections 44 to 46 criminalise, with imprisonment of up to five years, the possession and disclosure of classified information regardless of intent to prejudice the national interest

84
If a classified document is leaked by a state employee and distributed further, an entire chain of subsequent possession and disclosure is criminalised, with the same heavy penalties.

85
If criminalisation along the chain is justified at all, it may be so only in extreme cases. We fear that classification, backed by the Big Stick provided by the Bill, will become a substitute for prudent ordinary departmental safeguards to secure information and prevent unauthorised disclosure.

86
Such ordinary safeguards, which may be called “departmental protection” and are the same as that relied on by the private sector, should bridge the gap between information which needs no protection from disclosure at all, and information the disclosure of which would have such extreme consequences for the national interest that the Big Stick is justified.

87
We refer to paragraph 33 of the explanatory notes provided by the Ministry: 

By way of example, policy making should be an open, transparent and participatory process.  Most policy making processes in fact ought to ensure maximum public participation and input. There may however be occasion to protect against the early disclosure of the deliberations involved in making certain policy.  The premature disclosure of opinions and recommendations may result in a chilling effect and distort the candid discussion needed for optimum decision making inside government… 

88
This a case in point: The Promotion of Access to Information Act already allows for the non-disclosure of policy deliberation. At present, if a state employee leaks such information regardless, the employee would presumably be departmentally disciplined or dismissed. This ought generally to provide enough disincentive.

89
This example highlights the catch-22 situation engendered by the Bill in its present form: Information that is worthy of some level of protection (like some forms of policy deliberation) will get no protection at all as the classifying authority will (rightly) say that the potential for harm does not pass the threshold for classification (as a “chilling effect” on policymaking cannot properly be said to pose the kind of danger that the Bill seeks to avert); alternatively the classifying authority will (erroneously) classify that information, purely as there is no other means to discourage unauthorised disclosure – leading to an erosion of the principles of the Bill.

90
The solution may lie in the creation of a mechanism for “departmental protection”, and/or to remove criminal sanction from the lower level(s) of classification.

91
Compare the very drastic sanctions in the Bill to the New Zealand example, where classification is an internal mechanism governing the management of and official access to sensitive information within the State. Presumably, breaches of the more minor levels of disclosure are dealt with via internal administrative mechanisms (such as disciplinary measures etc.).

92
The only criminalisation of unauthorised disclosure is via the Crimes Act, which sets a higher standard than that required for classification. We quote from the New Zealand statute "Crimes against public order"

S78A: Wrongful communication, retention, or copying of official information

(1) Every one is liable to imprisonment for a term not exceeding 3 years who, being a person who owes allegiance to the Queen in right of New Zealand, within or outside New Zealand,— 

(a) Knowingly or recklessly, and with knowledge that he is acting without proper authority, communicates any official information or delivers any object to any other person knowing that such communication or delivery is likely to prejudice the security or defence of New Zealand; or


(b) With intent to prejudice the security or defence of New Zealand, retains or copies any official document—

(i) Which he knows he does not have proper authority to retain or copy; and

(ii) Which he knows relates to the security or defence of New Zealand; and

(iii) Which would, by its unauthorised disclosure, be likely to prejudice the security or defence of New Zealand; or

(c) Knowingly fails to comply with any directions issued by a lawful authority for the return of an official document—

(i) Which is in his possession or under his control; and

(ii) Which he knows relates to the security or defence of New Zealand; and

 MIK`9(iii) Which would, by its unauthorized- disclosure, be likely to prejudice seriously the security or defence of New Zealand.

93
In our view, this strikes a much better balance with regard to the natural tension between the desire (and ability) of bureaucracies to keep things secret and the need - which is often quite critical to democracy and accountability - to tolerate a level of unauthorised or harmful disclosure. 

Recommendation 18:

The Bill should be amended to remove the criminalisation (the attempted or actual possession and disclosure of classified information as defined in section 44-46) of at least the “confidential” category. Unauthorised possession/disclosure of such material would attract no more than standard disciplinary penalties within the relevant state body.

Consideration could also be given to specifying a category of “departmentally protected” information, which would be lower than “confidential”, which would attract no criminal sanction in the event of unauthorised possession/disclosure, but which would again attract disciplinary penalties.

94
As the Review Commission notes:

"Even if the disclosure of certain state information does endanger some aspect of the national interest, from a constitutional perspective it might often be the case that non-disclosure poses a greater danger to the national interest." 

and, elsewhere:

"In a democratic society some prejudice and harm arising from the disclosure of information has to be tolerated in the greater interests of freedom, accountability and transparent governance."

95
In this regard, the Bill couches offences in terms of the classification definitions, rather than in terms of the classifications themselves. To quote the Review Commission:

"The [section 39] and [section 40] descriptions of sensitive information correspond exactly to the section 20 definitions of ‘confidential’, ‘secret’ and ‘top secret’ information. However, sections [39] and [40] make no reference to the classification of the information in question. An offence might consequently arise even if the information has not been classified. This is unreasonable."  

96
This is especially of concern to the media as it goes way beyond democratic norms and criminalises unauthorised disclosure not only by the original "leaker" but along an entire chain of communication, including whoever publishes such information.

97
A key intention of the drafters appears to be to criminalise unauthorised disclosure where the classifying authority has not yet had the opportunity to make a classification decision. We feel this is a risk the state must take, and that this risk is far outweighed by the certainty that will be provided by criminalising disclosure, etc. relating only to actually classified material.

Recomendation 19:

In sections 39 and 40, the definitions should be removed and the actual classifications reintroduced. (Note that again, consideration would have to be given whether the unauthorised disclosure, etc. of the lowest level of classification, i.e. “confidential” information, should attract any criminal penalty at all. We believe this should be subject to departmental protection only.)

98
In addition, the Bill should make provision for a public interest exemption to such offences.

99
The media is quite often called upon to make independent judgements about the disclosure of information that may fall foul of the provisions of the Bill as they stand. The disclosure of the investigation into Police Commissioner Jackie Selebi and related details might easily have fallen foul of Chapter 11 if the Bill had been in force.

Recommendation 20:

The following clause should be inserted in Chapter 11:

“Notwithstanding any other provision in this Act, any act which constitutes

a genuine and bona fide act in furtherance or promotion of the public

interest shall not constitute an offence in terms of sections 40, 45 and 46

and section 44 to the extent that section 44 applies to sections 40, 45, and

46 of this Act.”  
100
We draw attention also to what may be an unintended consequence introduced by the drafting of sections 39 and 40. In both cases, and for each level of offence, the Bill distinguishes between an (a) and a (b), which are alternatives to each other. 

101
So, for example, 40(1)(a) makes it an offence “to communicate, deliver or make available State information with the intention to prejudice the State”, while (b) makes it an offence “to make, obtain, collect, capture or copy a record containing State information with the intention to prejudice the State, if the information …”, after which follows a long list of conditions. 

102
The problem here is that in each case the (a) option contains no safeguard as to the nature of information that may not be disclosed, meaning that any information, even open source information, becomes subject to these provisions. This seems unreasonable in an era where hosts of private sector analysts, consultants and others collect information for clients abroad, including state sector clients.

103
Judging their actions purely on the subjective criteria of whether they intend to “prejudice the state” or “give advantage to another state” is highly problematic.

Recommendation 21:

The (a) option in each of the offence descriptions in sections 39 and 40 should be deleted, alternative the “or” between each (a) and (b) should be replaced with “and”.

104
In general, we are also concerned at the very high penalties prescribed by the Bill. It would seem unreasonable that an “information thief” would be jailed for what appears potentially a much longer period than, say, someone who steals a large amount of money. It is also particularly concerning that there is no option of a fine when it comes to the unauthorised disclosure of classified information (section 45). Section 46, by comparison, does provide for the option of a fine.

 
Recommendation 22:

Serious consideration should be given to reducing penalties throughout the Bill and the option of a fine must be introduced specifically in section 45.

100
We would also suggest that information gathered by intelligence or other security agencies is by no means necessarily deserving of protection from disclosure, simply because of its origin.

101
The NIA report warning of xenophobic tensions building up in our communities would certainly have done more good by being publicly disclosed as a warning of a potential threat to our national security.

102
The very fact that this report could not pin-point where violence would break out, in fact made it more suitable for public disclosure - and therefore public notice, debate and action, rather than being kept within the dark recesses of the machinery of the State.

103
Threats to national security are among the most drastic threats posed to our constitutional order. It therefore seems appropriate that such threats and the possible responses to them be properly and openly canvassed, based on the best available information. 

104
For example the United States publishes an annual public version of the National Intelligence Estimates, which sets out in considerable detail the threat assessment of the US intelligence community and its various operational priorities.

Recommendation 23:

Intelligence (as defined in the Bill) should not be granted automatic classification and should not form a category of information. The National Intelligence Structures should be encouraged to disclose as much information as possible consistent with their mandate.       

