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EXPLANATORY NOTES

PROTECTION OF INFORMATION BILL

10 June 2008

INTRODUCTION

1. These explanatory notes are not to be viewed as the explanatory memorandum which will accompany the bill once it has been made law.  These explanatory notes are circulated at this stage merely in order to assist those wishing to make submissions during the public consultative process.
2. Since the Bill deals with contentious matters such as secrecy it has already generated much public discussion.  These notes are aimed at providing detailed explanations for each chapter in order to assist in the generating of an informed and considered public debate.  Feedback already received from civil society is provided together with certain proposed adjustments to the Bill. 
3. The Ministry of Intelligence Services recognises there are still inconsistencies and gremlins in the Bill which must be dealt with before it becomes law.  The consultative process with the public will serve to highlight these problems, avoid unintended consequences and point to the solutions.  

THE CURRENT INFORMATION PROTECTION REGIME
4. In the exercise of its executive authority to develop and implement national policy, the Cabinet on 4 December 1998, approved the Minimum Information Security Standards (“MISS”) as the national information security policy.  The MISS replaced the former Guidelines for the Protection of Classified Information (SP 2/8/1) of March 1988.   The MISS applies to all departments of State subject to the Public Service Act 103 of 1994 or any other department that handles classified information in the national interest.  

5. The MISS sets out a range of measures to protect classified information, including the classification and reclassification of documents, handling of classified documents, access to classified information, storage of classified documents and removal of classified documents from premises.  The MISS also provides for the security vetting of personnel.  According to chapter 5 of the MISS, all persons who should have access to classified information must be subjected to security vetting.  A security clearance gives access to classified information in accordance with the level of security clearance, subject to the need-to-know principle.  The MISS provides for specific vetting criteria, security screening procedures and periods for the validity of security clearances.  The MISS sets out security measures to protect classified information, including physical security, access control, computer security and communication security.  

6. National laws and regulations prohibit the disclosure of certain information.  Such laws include the Protection of Information Act 84 of 1982, as amended, the South African Police Services Act 68 of 1995, the Intelligence Services Act 65 of 2002, the Intelligence Services Oversight Act 40 of 1994, the Defence Act 42 of 2002 and the Public Service Regulations, 2001.   Examples of such provisions include:

6.1. Section 4 of the Protection of Information Act 84 of 1982 prohibits the disclosure of protected documents or information in relation to, inter alia, security matters.

6.2. Section 26(a), (f) and (g) of the Intelligence Services Act 65 of 2002 makes it an offence for any person and members and former members of any intelligence service to disclose classified information under certain circumstances.  

6.3. Regulation E of Part II of Chapter 1 of the Public Service Regulations, 2001 prohibits an employee from releasing official information to the public without the necessary authority.

THE NEED FOR A NEW INFORMATION PROTECTION REGIME

7. The current system requires the spending of a great deal of government resources to protect a mass of information that does not actually require protection. The absence of a comprehensive statutory framework has resulted in an unstable and inconsistent classification and declassification environment, excessive costs and inadequate implementation. Government departments are straining under the burden of massive amounts of classified documentation.  A lack of clarity and direction on what actually requires protection has resulted in this state of affairs.
8. The current protection regime, some of which was inherited from the apartheid era, encourages the needless protection of huge amounts of information.  There still exists to some degree a default position of secrecy. This approach is inconsistent with South Africa’s new constitutional order.  The Bill aims to replace the presumption of secrecy with a presumption of openness. The aim of the current reforms is to significantly reduce the volume of information classified but at the same time to strengthen the protection of state information that truly requires protection.   
9. A comprehensive statutory foundation for the classification and declassification of information is likely to result in a more stable and cost-effective set of policies and a more consistent application of rules and procedures.  A legislative basis for the classification and declassification system, establishing clear guiding principles while retaining broad authority within government to establish and administer the details of the system, offers a practical and more predictable way to achieve meaningful changes.

10. A statutory framework is required which can deal with questions such as:
10.1. What information may be classified and what information may not be classified?

10.2. Who may classify information?

10.3. When should classified information be declassified and who can declassify information?

10.4. How long should information remain classified and when should classified information be automatically declassified?

10.5. What procedures for classification and declassification should be put in place and who should make such procedures?

10.6. What system for the review of classified information should be put in place and what criteria or factors should be considered when classified information is reviewed?

10.7. Should reports be made to Parliament in relation to the application of the classification and declassification standards and procedures?

10.8. Should procedures be made for requests for the review of the classified status of information and if so what type of procedure and who may make such requests?
10.9. Can declassified information be released to the public?

10.10. What kind of oversight is required for the system of information protection?

10.11. Should there be a central database with all declassified information which is available to the public and if so, who should establish and maintain such a database?

11. The aim then is to provide a statutory framework which provides direction to those in government who are charged with information protection; substantially reduce the amount of state information that is protected from disclosure; provide more effective protection to that information that truly requires safeguarding; and to align the information protection regime with the values, rights and freedoms enshrined in the Constitution.  

THE PREAMBLE

12. The preamble sets out the broad aims of the bill which is to protect what actually has to be protected while avoiding excessive secrecy and where possible promote the free flow of information.
13. The constitutional framework for the protection of information is in broad terms the obligation imposed on government by the Constitution to, amongst other things, preserve the peace, secure the well being of the people of the Republic, protect and advance the national security, defend and protect the Republic, prevent, combat and investigate crime, establish and maintain intelligence services, provide effective and coherent government and provide effective and efficient public administration.  

14. These constitutional obligations are carried out through the making of laws by Parliament, the creation of structures and institutions and the exercise of executive authority by the President together with other members of the Cabinet.  The executive is specifically empowered to develop and implement national policy and implement national legislation to achieve the constitutional objectives referred to above.  Realizing such objectives includes the protection of information.  

15. It is proposed that the third line of the preamble make reference to the affirming of the promotion of access to information; and that the word “security” in the fifth line be replaced with “the national interest”, since security is a component of the national interest.
CHAPTER 1: DEFINITIONS, OBJECTS AND APPLICATION OF THE ACT

16. The definitions provide detailed descriptions of the terminology used throughout the Bill.  It is proposed that the definition of the “intrinsic value approach” be elaborated upon.    

17. While the word “intelligence” is used in various contexts such as “intelligence functions” and “intelligence methods” the word itself is not used in the Bill.  It has been suggested that these other terms should be defined rather than “intelligence” itself.  

Application of the Bill

18. Section 3 sets out who the Bill applies to and provides the Minister for Intelligence Services with powers to exempt the application of sections of the Bill to certain organs of state on good cause shown.  

19. Although s 3(1) states that the law applies to “juristic and natural persons” it naturally does not apply to all persons as it only applies to those juristic and natural persons “that the Act imposes duties and obligations” upon. Accordingly, in relation to the obligation to protect information this only applies to persons in state organs assigned with such responsibilities.  

20. Section 3(2) authorises the Minister, on good cause shown, to exempt, restrict or preclude certain organs of state from exercising certain powers in terms of the law. By way of example the Minister may in terms of s 3(2)(b) restrict or preclude organs of state in the local government tier from exercising classification powers in terms of chapter 6.

21. The Freedom of Expression Institute (FXI) and the South History Archives (SAHA) are opposed to the Minister’s power to exempt organs of state from automatically declassifying all information formerly classified as “restricted” in terms of s3(2)(d).  This provision was included at the request of the South African National Defence Force.
22. It has been suggested that the Minister’s discretion conferred by s 3(2) to exempt organs of state from certain provisions of the law may be too wide.  However, attempting to set out each and every last ground upon which the Minister may exercise his discretion on good cause would be to limit the flexibility conferred by this section. The Minister’s discretion is however not unqualified.  Good cause essentially means sufficient cause or reason. The Minister has to apply his or her mind to each set of facts.  What constitutes “good cause” must be decided upon in the circumstances of each case. Each decision of the Minister has to be made in pursuance of the objects of the Act and the broader constitutional framework.  

23. Since exemptions from the application of the Bill may implicate the constitutional right of access to information, it has been recommended that the exemptions deemed necessary by the Minister should be subject to parliamentary comment.  

24. Importantly s 3(3) stipulates that when a court considers an apparent conflict between this legislation and other information-related legislation, this law does not automatically overrule a law with an earlier enactment date.  Rather every court is required to apply a reasonable interpretation of the provisions so as to avoid a potential conflict with other laws.  It is not clear why this section has been removed from the Bill introduced into the National Assembly.
CHAPTER 2: NATURE AND GENERAL PRINCIPLES OF INFORMATION

25. Section 4 sets out the nature and extent of what comprises “information” for the purposes of the Bill.  
26. Section 5 describes “state information” which is the information that may be subject to protection in terms of the Bill.  Private information in the hands of private persons or entities may not be protected in terms of this Bill.   This section makes it clear that there is no protection of state information by default. State information is not automatically protected by virtue of its status as state information.  Indeed s 5(3) stipulates that state information should be made available to the public unless there are good reasons to withhold it.  Section 5 accordingly envisages that the bulk of information in the hands of state will not be protected against disclosure and will be made available to the public.
27. There will however be some state information that requires protection, not just against disclosure, but also against destruction, loss and alteration.  All such information is referred to as “protected information”.  Section 6 sets out the forms of safeguarding that may be afforded to state information that requires protection.  These are depicted in the diagrams below.
27.1. State information which requires protection against destruction, alteration and loss is referred to as “valuable information;

27.2. State information which requires protection against disclosure may be protected by way of classification and is thereafter referred to as” classified information”;
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General Principle of State Information

28. The general principles of state information are set out in section 7.  The Bill requires that these principles underpin the law and inform its implementation and interpretation.  A decision to protect information from disclosure has the effect of denying the public the opportunity of scrutinizing the information. This underscores the need for those making such decisions to carefully balance and weigh different interests, which at times may be in conflict with each other.  The general principles of state information require that decisions to protect information be balanced, fair and reasoned. 
29. The principles of state information accordingly speak not only to the need for openness but also to the circumstances which justify secrecy.
  The principles of state information stress that measures taken to protect information must have regard to the rights protected by the Constitution and international law.
 It is proposed to include a reference to the right of access to information in this subsection. 
30. Informed and open debate, together with the real ability to hold decision makers accountable will build South Africa’s democracy.  Excessive secrecy means that policymakers are not fully informed, government is not held accountable for its actions, and the public cannot engage in informed debate.  Furthermore, historians and researchers cannot highlight the lessons of the past without access to government records, which in turn erodes the capacity of current policy makers to benefit from the experiences of the past.  Some secrecy is however vital to save lives, bring miscreants to justice, protect national security, and for the purpose of effective government and diplomacy.
 
Intrinsic Value Approach

31. A balanced approach to determining what state information may or may not be protected is specifically required in the “intrinsic value approach” as laid down in section 8.  All decision makers are required to employ the intrinsic value approach when deciding whether a document warrants protection or not.  It demands a “reasoned and rational” approach to such determinations.  
32. The intrinsic value approach requires decision makers to balance the rights of individuals with legitimate governmental requirements and interests.
33. By way of example, policy making should be an open, transparent and participatory process.  Most policy making processes in fact ought to ensure maximum public participation and input. There may however be occasion to protect against the early disclosure of the deliberations involved in making certain policy.  The premature disclosure of opinions and recommendations may result in a chilling effect and distort the candid discussion needed for optimum decision making inside government. The content and consequences analysis of the intrinsic value approach will determine whether information in a certain policy making process should be protected from disclosure and if so, for how long.  Included in this analysis must be a balancing exercise to determine whether there is a public interest in early disclosure which in fact overrides the risk of harm to the processes involved. 

CHAPTER 3: NATIONAL INFORMATION SECURITY STANDARDS AND DEPARMENTAL POLICIES AND PROCEDURES

34. In terms of section 12 the Minister of Intelligence Services is required to prescribe national information security standards for the protection of state information.  Such standards include those relating to personnel security, security screening and continuity planning.  The Minister is also empowered to determine further categories and/ or subcategories of state information that may be protected in terms of the law.  The prescribing of categories and making of national standards must be completed within 12 months of the commencement of the Act.

35. It is further proposed that the Minister should be empowered to make categories or subcategories which may not be protected in terms of the law. It should also be considered whether there are in fact any further broad categories other then those already set out in the Bill.  The power to determine categories or subcategories should perhaps rather be a discretionary power. Certain adjustments have been proposed in this regard.  

36. It has been recommended that since the establishment of broad categories of information that can be designated and classified is a matter of great constitutional and political import s 9(3) ought to provide for parliamentary comment on the categories established by the Minister.

37. Section 10 requires departments to establish policies and procedures for the protection of information within 18 months of the commencement of the Act.  Such policies and procedures may not be inconsistent with the national information security standards.
CHAPTER 4: INFORMATION WHICH MAY REQUIRE PROTECTION AGAINST ALTERATION, DESTRUCTION OR LOSS

38. Chapter 4 deals with state information which requires protection against loss, destruction and alternation (referred to as “valuable information”).  Section 11 sets out a test for the determination of when state information should be viewed as valuable.  Section 12 outlines a procedure for the determination of state information as valuable while section 13 deals with how valuable information is to be protected.
CHAPTER 5: INFORMATION WHICH MAY REQUIRE PROTECTION AGAINST DISCLOSURE

39. Chapter 5 is divided into two parts: “Sensitive Information” and “Commercial and Personal Information”.  Diagram 4 below illustrates where these categories are situated within the information architecture.
40. This chapter has generated some public debate.  It has been erroneously assumed that whatever falls within the categories of sensitive, commercial or personal information is automatically or likely to be classified.  The categories set out in this chapter merely outline the categories of state information which may be capable of protection. 
40.1. Certain adjustments have been proposed in relation to sections 14 and 15 to make it absolutely clear that it is not mandatory to protect matters that happen to be in the national interest.  The words in s 14(1) which states that “sensitive information is state information which must be protected …” must be adjusted to read “may be protected”.
40.2. Actual protection may only take place through the classification process.  Classification may only happen when the specific classification criteria and standards are met and if the classification is consistent with the classification principles as provided for in chapter 6.  
41. There are 3 categories or state information which may be protected against unauthorised disclosure in terms of the Bill: sensitive, commercial and personal.  
Sensitive information and the national interest

42. Sensitive information is state information which may be protected in order to prevent the national interests from being endangered. It is proposed to adjust section 14 where it reads “…to prevent the national interests from being endangered” in the Bill to “…prevent the national interests from being harmed”.  This will require the showing of a threat of actual harm as opposed to a threat of danger.  Other references to the national interest being “endangered” in the Bill ought to be similarly adjusted.
43. The national interest covers all areas of public importance.  There is a view that the protection of state information should be limited to national security matters and nothing more.  This approach is not workable in the modern state.  All government departments dealing with a variety of matters may have occasion to protect information from disclosure.  The Bill accordingly does not limit the subject matters that may be protected but rather requires a reasoned and rational approach to such decisions which have to meet certain thresholds and criteria.  The Bill requires a balancing and weighing of what is ultimately in the national interest. 
44. It is proposed that subsections 15(1)(a) and (b) be deleted as they are largely the same as ss 15(1)(c).
45. The concept of the national interest also serves to guide what may not be classified in the national interest.  Since a determination of what is in the national interest must at all times be consistent with key constitutional values, such as accountability, responsiveness and openness, the determination as a matter of necessity requires a balancing or weighing of national imperatives with such core values. So for example, documents that reveal the abuse or fraudulent use of state resources may not be classified since such a classification would not be in the national interest.  The constitutional values of accountability and openness demand the exposure of such information.
  
46. It is proposed that references to the ‘national interests of the state’ in other sections of the Bill be replaced with “the national interest of the Republic”. 
Commercial and Personal Information

47. Section 16 sets out the types of commercial information in the hands of the state that may become the subject matter of possible protection.  Adjustments have been proposed to s 16 to ensure that such information may only be protected from disclosure if actual harm or prejudice is envisaged.

48. It has been recommended that commercial information should only qualify for protection by way of classification when its disclosure would harm the national interest.  It is felt that where simply commercial and financial interests are at stake that “confidentiality agreements” should suffice. This recommendation is under consideration. 

48.1. Government departments always have the option of relying on confidentiality agreements rather than classifying commercial information. This may be appropriate where only a handful of people are handling the information and who are all specifically aware of the confidentiality clause in the contract.  
48.2. However, where larger numbers of government employees are exposed to the confidential commercial records over longer periods of time this may not work.  The most effective means by which the state diligently protects information is by way of the classification system – which sends a clear message to those handling the information how it is to be treated.  

49. Section 17 sets out the limited circumstances when personal information may be protected against disclosure.   Earlier drafts of the Bill did provide for the classification of state information to protect legitimate privacy interests.  However these provisions were removed after the drafting team preparing a bill dealing with the protection of private information asserted that such information will be adequately and securely protected in terms of that law. 
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CHAPTER 6: CLASSIFICATION OF INFORMATION

50. Chapter 6 is divided into two parts: classification and declassification.

Part A: Classification

51. Section 18 sets out the nature of classified information.  State information which falls into one or more of the categories of information set out in chapter 5 may be protected from disclosure by way of classification if such information meets the criteria set out in the classification levels (s 20) and if the classification is consistent with the classification principles (s 22).

Safeguards against excessive classification
52. Section 19 provides for a method for the classification of state information.  This section should be read together with s 21: “Authority to classify information”.  Important safeguards against unnecessary or excessive classification are included in these sections.  
52.1. Decision makers are obliged to employ the intrinsic value approach (s 19(3)) which requires a balancing of the rights of individuals to the information in question with legitimate governmental objectives (s8(2)(a));
52.2. Classifiers must provide a written justification for each classification at the time of the decision (s 21(5)).  It is proposed to include a requirement that such written justifications be made at the time of the decision and not after the fact.  It is also proposed to make it a requirement that such written justifications be supplied to a court considering a legal challenge to a classification;

52.3. All classifications must be accompanied by written declassification instructions (s 19(4));

52.4. Only senior staff members may classify information as secret or top secret and all decisions should be taken at a sufficiently senior level to ensure that only that information which genuinely requires protection is classified (ss 21(3) and (4)).  These subsections have been criticized as not identifying what “sufficiently senior” actually means.  This should be dealt with in the regulations.
53. SAHA recommends that all those authorised to classify information should be required to undergo training.  This recommendation has merit and should be dealt with in the regulations.

Classified categories

54. Journalists have criticized sections 19(2), 21(6) and (7) which provide for the classification of state information that fall within identified categories.  According to the journalists this will facilitate secrecy rather than openness. 
54.1. This is because it is easier to conceive of categories as potentially harmful, even if only a small percentage of the material contained in that category is actually harmful. Items which should not actually be classified will legitimately be classified because they fall within a category that can legitimately be classified.  These are legitimate concerns.  

54.2. Consideration should be given to the necessity of such provisions.  The current protection of information regime does not provide such mechanisms.  Will the absence of such mechanisms hamper effective administration and the protection of state information?  As an alternative, it has been suggested that only heads of organs of state be given the authority to identify categories of information as classified.

54.3. There is a danger that these provisions will provide for an effective ‘automatic classification’ of information falling within classified categories which will nullify the safeguards set out in sections 19 and 21.  Individual documents will escape certain of the safeguards and procedures when they fall within a classified category.  This will serve to defeat the objective of the Bill which is to avoid the rubber stamping of secrecy.   Consideration should be given to the removal of sections 19(2), 21(6) and (7) and the reference to “categories” in s 19(1).
Classification levels

55. Section 20 sets out three classification levels: “confidential”, “secret” and “top secret” together with the criteria that have to be satisfied to warrant a classification in each level.  
56. Journalists have criticized this section for permitting the classification of documents when there is a possible threat of harm as opposed to the actual causing of harm.  Currently the threshold for protection is where harm “may” be caused.   The showing of actual harm may set the bar too high, at least for an initial classification.  However consideration should be given to replacing the word “may” with the following words: “is likely to cause”.
  This would be the middle ground test.  The threshold however should not be too high in relation to the threat to life or physical harm, which should be left at the test of “may endanger” physical security or life. 

57. In relation to the protection of commercial information journalists, have recommended that classification for the purposes of protecting the financial position or trade secrets of organisations that supply information to the government should be done away with.  According to the journalists confidentiality agreements should suffice.  They recommend that commercial information should only be protected where the national interest is implicated.  In this regard see the comments made above in relation to the use of confidentiality agreements.
58. As an alternative, journalists have recommended that the lower level protection afforded to commercial information under the confidential level should be dropped and replaced with confidentiality agreements, while retaining the higher level protections provided in the secret and top secret classifications.  There may be merit in this suggestion.  Currently, under the ‘confidential’ level, commercial information may be protected where financial loss may occur or where other prejudice to the entity may result.  Whereas the secret and top secret classifications may only be activated where the damage to the entity is of a “serious” or “disastrous” nature.  
59. It should be noted that only commercial information actually in the hands of an organ of state may be protected in terms of the proposed law.  In other words the protection afforded by the classification of commercial information in the hands of the state will not extend to the very same information in the hands of the non-state entity.  The provisions of the law may not be invoked if the information emerges from, or is disclosed by the non-state or commercial entity.   
Principles of Classification 

60. Decisions to classify state information must be in compliance with the principles of classification as set out in s 22.  Adjustments have been proposed to emphasize that compliance with these principles is a preemptory requirement.    
61. According to these principles, classification is an exceptional measure and should be used sparingly and only when there is a “clear and justifiable” need to do so. This is the threshold required for an initial classification decision.   In order for this threshold to be met a classifier must be able to point to a demonstrable need to protect state information in the national interest.

62. Classifiers are required to weigh and balance the benefits of secrecy against several factors, including whether there is a public benefit to be derived from the release of the information.  The principles require that classification should only be in place for as long as the protection is actually necessary.

63. Significantly, the principles stipulate that the classification of information may not be used to conceal an unlawful act, incompetence or error or to limit scrutiny, avoid criticism and prevent embarrassment. Indeed, the Bill imposes an offence punishable by a fine or imprisonment up to 3 years for classification for an improper or ulterior purpose.
64. One of the classification principles stipulate that state information may not be reclassified after it has been declassified and released to the public under proper authority.  This principle has been criticized by journalists as not going far enough.  They argue that any classified information in the public domain may no longer be protected by law, regardless of whether it was released lawfully or not.   
64.1. However, enshrining such a principle would serve to invite and encourage unlawful disclosure in order to take advantage of the public domain principle. This would amount to rewarding those who illegally disclose protected information.  
64.2. In such circumstances the authorities ought to be entitled to limit the damage of unlawful disclosure as far as possible.  Such illegality should not be compounded by assisting persons to legitimise their illegal conduct.  
64.3. It is however proposed that a public interest exception or override be introduced which would exempt genuine and bona fide acts in the public interest from the reach of certain of the disclosure offences.  
65. It is proposed to remove the first principle which states that “secrecy exists to protect the national interest” as this concept is dealt with elsewhere in the bill.  Originally this principle read as “secrecy exists to protect the national interest and not government officials”.  Representatives of the South African Police Service (SAPS) pointed out that secrecy does at times protect those engaged in sensitive law enforcement and intelligence functions.  For this reason subsection (2) was introduced to ensure that the classification principles do not impede those functions which are authorised by law.
Report and Return of Classified Information

66. Section 23 requires that those in possession of classified records, knowing that such records have been unlawfully disclosed, to return such records to the SAPS or the National Intelligence Agency (NIA).  Failure to do so is an offence in terms of s 51.  It is proposed however to make this offence subject to the suggested public interest exemption.
Part B: Declassification

67. Part B of chapter 6 deals with declassification.  As mentioned above when state records are classified all such documents must be marked with declassification instructions as per s 19(4).  Section 24 sets out who has authority to declassify classified records and also to downgrade classifications from a high level to a lower level of classification.  
68. Section 24(6) permits the declassification of categories of classified information and all items and files falling within such categories en bloc.  It should be noted that it has been recommended that the power to classify categories of state information en bloc should not be included in the proposed law.  If this recommendation is accepted then section 24(6) will need to be revisited.  It may however be a useful tool to retain as it will permit the expeditious declassification of large numbers of older classified records. 
69. Section 25 describes the process of automatic declassification. It is intended that classifying authorities will, at the time of classification, determine a time frame or the occurrence of an event for automatic classification.   The reference to the “initial protection period” in s 25(1)(b) is an error and must be deleted.  
70. Where classified records are not declassified in terms of the automatic declassification provisions of section 25, declassification will take place in terms of sections 26
 and 27:

70.1. Section 26 sets out when all classified information, not declassified in terms of section 25, must be automatically declassified. 

70.1.1. All classified information that was classified on or before 10 May 1994, the date of the inauguration of the first democratic president of the Republic of South Africa, shall be automatically declassified unless such information is reclassified in terms of s 33.

70.1.2. All classified information which is more than 20 years older than the date of original classification shall be automatically declassified, unless reclassified in terms of s 27(1); and classified information more than 30 years old shall be automatically declassified, unless reclassified in terms of s 27(2).
70.1.3. All state information formerly classified as “restricted” shall be automatically declassified unless the Minster exempts certain documents or categories of documents, on good cause shown, in terms of s 3(2)(d).

70.2. Section 27(1) sets out the maximum periods for the protection of classified records.  State information may not remain protected for more than 20 years unless a head of an organ of state certifies to the satisfaction of his or her Minster that continued protection is necessary to meet the criteria set out in subsections 27(1)(a) to (c).  It is proposed to adjust the wording of subsections 27(1)(a) and (b) to read as follows: 

“(a)
crucial to the safeguarding of the national security of South Africa;
(b)
crucial to prevent significant and demonstrable damage to the national interest.”
70.3. Section 27(2) sets out extremely narrow grounds upon which classified information may be protected beyond a 30 year period.  These are confined to circumstances when demonstrable life threatening or physical harm to a person or persons will result from its release.

CHAPTER 7: CRITERIA FOR THE CONTINUED CLASSIFICATION OR DESIGNATION OF INFORMATION
71. The Bill imposes a higher threshold to meet for the reclassification or continued classification of state information.  Section 28 requires that a classification authority must be satisfied that the declassification of information “is likely to cause significant and demonstrable harm to the national interest of the Republic”.  The standard for continued classification includes the showing of the additional element of ‘significant harm’.   
72. It is proposed that the words “national interest of the Republic” be replaced with “interests sought to be protected by the classification” since certain interests in relation to the protection of personal and commercial information may not be equated to the national interest.  
73. This section has been criticised for introducing a different test to the test for an original classification. If at a policy level it is felt that the standard or scrutiny employed for continued classification should be the same as the standard employed for the original classification then there is no need for s 28.  However, since it is an aim of the Bill to reduce the incidence of classification, particularly classification over longer periods, then a higher standard may be warranted for reclassification. 

74. Section 28(2) sets out a non-exhaustive list of circumstances that would meet the significant and demonstrable harm test.  Further adjustments are proposed in the subsections to s 28(2) to ensure that the ‘significant and demonstrable harm’ test is applied consistently to the listed circumstances.  
75. It is proposed to introduce a new subparagraph to require a classification authority to record a written justification for each decision to continue a classification at the time of that decision.  
Regular reviews of classified information
76. Section 29 requires that all organs of state review the status of all classified records at least once every ten years, employing the higher threshold as laid down in s 28(1).  

77. The s 28(1) test must be used whenever there is a need to review the classified status of information for use in a public forum such as a court.  

78. Organs of state are required to inform the Minister of Intelligence Services of the results of the regular reviews and also to publish such results for public scrutiny. 

Requests for status reviews of classified information

79. The Bill provides for a mechanism whereby interested members of the public may seek the declassification of classified documents or all classified records falling within identified categories or subject matters.  Requests for status reviews of classified records must be in furtherance of a genuine research interest or a legitimate public interest.   
80. It is important to note that a status review is not the same as a request for access to a record.  It is merely a request for the review of the classified status of the record or records.  Where a record or records are declassified in terms of this process the release of the record may take place in terms of chapter 9.  Chapter 9 provides for the release of declassified records through national and departmental policies and procedures, the National Declassification Database, and where such processes fail, rights to information may be enforced through the mechanisms of the Promotion of Access to Information Act, 2000 (PAIA).  
81. In terms of the procedure set out in s 30, the head of an organ of state, receiving such a request must make a determination within 90 calendars of receiving the request.  
Appeal procedure

82. An appeal procedure to the Minister of the organ of state that refused the request is provided in s 32.   Such appeals have to be lodged within 30 calendar days of the refusal by the head of the organ of state.  The Minister must make his or her decision on appeal within 90 days of receiving the appeal.   

83. The provision of an appeal procedure to the Minister of the organ of state that refused the request has been roundly criticized by journalists and the FXI.  They are of the view that this procedure does not provide for an independent and impartial appeal process.   Originally the framers of the Bill had proposed the creation of a multi-departmental panel to hear such appeals in order to avoid the situation of having a Minister consider an appeal from his or her own line department.  This proposal was not supported as there was some reluctance on the part of government to establish yet another bureaucratic structure.  

84. A solution may be to insert a section into this chapter which gives a clear right to an interested party to approach a court without having to employ the internal request and appeal procedure provided for in chapter 8.  It is proposed that the following section be introduced:

“Nothing in this Act shall prevent an interested party from approaching a court to seek the overturning of a classification and an interested party may approach a court without having to employ the provisions contained in this chapter.”
85. Journalists have recommended the establishment of an independent Ombudsman to deal with appeals against the decisions of heads of organs of state.
 Consideration should also be given to the making of provision for the Office of the Public Protector to handle and rule on such appeals.     
CHAPTER 8: TRANSFER OF RECORDS TO THE NATIONAL ARCHIVES 
86. Chapter 8 provides that, with the exception of certain circumstances, all classified records that are transferred to the National Archives or any other archives shall be automatically declassified.   Records held in an archive that are already classified will retain their classifications but become subject to the review and declassification provisions of the proposed law.   Organs of state that transferred such records to an archive are responsible for the application of the law’s provisions while the classified information is in the archives. 

CHAPTER 9: RELEASE OF DECLASSIFIED INFORMATION TO THE PUBLIC 

87. This chapter establishes the principle that no classified information may be released to the public until it has been declassified or unless its release has been authorised by a court.  However, once classified information has been declassified it may be released in accordance with national and departmental policies and procedures. Where access to declassified information is not secured through departmental procedures an interested party may enforce his or her rights through the provisions of PAIA.
88. Where declassified information is placed into the National Declassification Database there is, subject to the provisions of section 41, automatic disclosure to the public.
Requests for classified information in terms of PAIA

89. 
A request made in terms of the Promotion of Access to Information Act, 2000 for access to a classified record proceeds as determined in that Act and a head of organ of state considering such a request may declassify such information.    

National Declassification Database

90. Section 36 provides for the establishment of a government wide database of declassified information that heads of organs of state have determined may be made available to the public.  The database shall be located at the National Archives and Records Services of South Africa which shall be responsible for its management and maintenance. Information contained within the Database shall, at a reasonable cost, be made available and accessible to members of the public.  
91. Section 41(1) has a proviso that states that no declassified information may be placed in the Database if access to such information may be refused in terms of the Promotion of Access to Information Act.  

91.1. This proviso has been criticized as being unsound. “If access to information may be refused, then the information should surely be classified. If information has been declassified, then it should surely be available to the public.”  

91.2. However, it may be argued that there may be grounds in PAIA for the refusal of access to information which do not rise to the level of the classification criteria.  If this is the case then certain information held by the state may not be classified but may nonetheless be refused disclosure in terms of PAIA.  Such an outcome appears to be incongruous; however there are examples where information that may not be classified may be refused access under PAIA.  Examples include most private information held by the state, certain research information and certain documents that enjoy legal privilege.  The resorting to the classification of all records that may be refused disclosure under PAIA ought to be avoided. 
CHAPTER 10: IMPLEMENTATION AND MONITORING

92. This chapter provides for the oversight and monitoring by the National Intelligence Agency (NIA) of the national protection information policies and programmes carried out by organs of state.  The NIA is required to provide expert support and advice and is authorised to carry out on-site inspections and reviews for the purpose of monitoring the protection of information programs.  

93. The South African Police Services (SAPS) and the South African National Defence Force (SANDF) are exempted from the provisions of this chapter.  These bodies argued that they have there own internal monitoring processes and that they should not be subject to oversight by another organ of state.
Criticism of oversight by the NIA

94. The proposal to employ the NIA to provide oversight and monitoring has been severely criticized by journalists, SAHA, the FXI and others for failing to afford independent oversight.  The following criticisms have been made:
94.1. Since the NIA is an arm of the executive it may be hampered in its abilities to provide independent and impartial oversight of the information protection processes.  It has also been pointed out that because one of the NIA’s major functions is the protection of information, the Agency is not oriented towards the promotion of access to information.  
94.2. No independent body, indeed no body at all, will oversee and monitor the information protection processes of the NIA itself.   
94.3. The major security organs of state, the SAPS and the SANDF escape all monitoring and oversight.
95. Civil society groups have motivated for the establishment of an independent body or ombudsman to carry out oversight of protection of information practices and also to decide on the appeals provided for in chapter 7. 

96. The drafters of the Bill had originally proposed the establishment of an independent Information Protection Oversight Centre (IPOC) to carry out the oversight of protection of information practices and programs in terms of the law in all government entities.  This suggestion did not find favour as it would have necessitated the creation of a further bureaucratic structure.  Concerns were expressed in relation to skills, capacity and budget for the purposes of setting up a new independent body.
97. It has been recommended that the Bill should state that the Human Rights Commission will provide advisory and training support to organs of state in relation to the constitutional right of access to information and the classification and designation of information. 

Dispute resolution

98. Section 38 of the Bill provides that if disputes between the NIA and an organ of state arise in relation to any of the s 42 responsibilities of NIA, the head of the organ of state or NIA may refer the matter to the Minister of Intelligence for resolution. 

99. It has been pointed out that the Minister for Intelligence Services has a functional interest in the protection of information rather than the promotion of access to information.  It has been recommended that the Bill should state that disputes between NIA and any organ of state must be referred to the Minister of Justice for resolution.

CHAPTER 11: OFFENCES AND PENALTIES
100. The purpose behind the offences and penalties chapter is to deter and punish: 

100.1. acts of espionage and hostile activities against the state;
100.2. the unauthorised disclosure and destruction of protected state information.

100.3. acts that are not compliant with the provisions of the proposed law.

101. The Bill requires that the written authority of the NDPP is required for a prosecution in respect of any offence under the Bill which carries a penalty of imprisonment of 5 years or more (s 51).  The Bill also provides that any act constituting an offence which is committed outside the Republic by a South African citizen or person domiciled in South Africa shall be deemed to have committed within South Africa (s 50).

Espionage and Hostile Activity Offences

102. The offences falling under espionage (s 39) and hostile activity offences (s 40) are considered to be particularly serious offences against the state.  An act of espionage is regarded as the 
102.1. communicating, delivering or making available state information with the intention to give advantage to another state; or

102.2. making, obtaining, collecting, capturing, or copying a record containing state information with the intention to give advantage to another state. 

103. A hostile activity offence is regarded to be the:

103.1. communicating, delivering or making available state information with the intention to prejudice the state; or

103.2. making, obtaining, collecting, capturing, or copying a record containing state information with the intention to prejudice the state. 

104. The essential difference between the two offences is that for an act of espionage it has to be shown that there is an intention to “give advantage to another state”, whereas in respect of a hostile activity offence it has to be shown that there was an intention to “prejudice the state”.

105. The espionage and hostile activity offences are divided into 3 parts, namely in relation to the type of state information that is communicated or disclosed.  

105.1. Where the disclosure of the state information in question would cause the same impact as the disclosure of “top secret” information, provision is made for a penalty of imprisonment not exceeding 25 years.  
105.2. Where the disclosure of the state information in question would cause the same impact as the disclosure of “secret” information, provision is made for a penalty of imprisonment not exceeding 15 years.  

105.3. Where the disclosure of the state information in question would cause the same impact as the disclosure of “confidential” information, provision is made for a penalty of imprisonment not exceeding 5 years.  

106. These sections have been criticized as being complicated and requiring a difficult assessment of the implications of disclosure.  Since the descriptions correspond largely to the s 20 definitions of ‘confidential’, ‘secret’ and ‘top secret’ information it has been recommended that the types of information whose disclosure would constitute an espionage or hostile activity offence should be deleted. Instead, the offences should be described in relation to information that has been classified or designated ‘confidential’, ‘secret’ or ‘top secret’.  
106.1. While this will introduce simplicity into these sections it has been pointed out that state information may be leaked or stolen before it can be classified.  In such cases if the recommended formulation was employed the perpetrators would escape punishment all together.  The formulation was also intended to cover the unlawful disclosure of unrecorded information under the designation process.  

106.2. An alternative may be to include a reference to the actual classification in cases where the state information was classified and the impact of disclosure in cases where the state information was not classified.
106.3. The current formulation requires prosecutors to show the impact of the disclosure or communication regardless of whether the information was formally classified or not. This introduces an additional check and balance against incorrect or improper classification as even where the information is classified the impact of disclosure still has to be demonstrated.  It will make convictions more difficult to obtain, but this may be appropriate given that the penalties will be amongst the most severe available in South African law (up to 25 years).
107. Another criticism of the offences, as currently formulated, is that they only require a showing of possible harm in the event of disclosure or communication, rather than a showing of actual harm.  Given the severe penalties involved it is proposed that the references to “may cause” be changed to “is likely to cause”.
Non-compliance offences

108. The Bill criminalizes certain activities that are not in compliance with the proposed law.  These offences are aimed at deterring the unlawful disclosure or possession of classified information.  They do not require the showing of an intention to prejudice the state or to give an advantage to another state.  
109. These offences include: 
109.1. the unauthorised disclosure of classified information (s 45) and the knowing possession of classified information (s 46).  The former offence is punishable by imprisonment for a period of up to 5 years, while the latter is punishable by a fine or imprisonment up to 5 years. 
110. Other non-compliance offences include:

110.1. the unauthorised destruction or alternation of state information deemed to be valuable in terms of the proposed law (s 48) which is punishable by a fine or imprisonment of up to 3 years.

110.2. the improper classification of state information to achieve any purpose which is ulterior to the objects of the Bill (s 49) is punishable by a fine or imprisonment of up to 3 years.

Proposal for a public interest exemption

111. These offences have been criticized by journalists who point out that they will have the effect of criminalizing conduct even when such conduct is aimed at exposing wrongdoing and illegality in the public sector.  

111.1. A leading newspaper has expressed fears that its journalists who investigate malfeasance within the state will fall foul of these non-compliance provisions, together with s 40, which provides for hostile activity offences. 
111.2. The offences provided for in the Bill are not intended to ensnare journalists carrying out bona fide investigations into corruption and other unlawful activities. This should be the case even the where journalists are in possession of classified records.  In the first place the classification of a document for purposes of limiting scrutiny is itself unlawful in terms of the proposed law. Once such unlawfulness has been shown, no conviction may follow. Although the Bill provides for heavy penalties for the disclosure of classified documents for the purpose of prejudicing the state (the hostile activity offences), exposing corruption and other illegality can never be said to “prejudice the state”.

111.3. There are lesser offences, however, that do not require the proof of an intention to prejudice the state, namely the disclosure and knowing possession of classified information. Although the showing of an illegal classification is a complete defence to both charges, there will be documents that are properly classified, but nonetheless point to wrongdoing.  In such a case the technical offence has been committed even though the aim was to expose illegality.  It has been proposed that a “public interest” exception be introduced. As an implicit public interest defence can be construed from the principles that underpin the Bill, and since it cannot be in the national interest to penalize those conducting genuine investigations into illegality, it makes sense to provide an explicit exclusion for acts that further the public interest.

111.4. The following formulation of a public interest exemption is proposed:
“Notwithstanding any other provision in this Act, any act which constitutes a genuine and bona fide act in furtherance or promotion of the public interest shall not constitute an offence in terms of sections 40, 45 and 46 and section 44 to the extent that section 44 applies to sections 40, 45 and 46  of this Act.”  

111.5. The proposed formulation enjoins the National Director of Public Prosecutions (NDPP) not to initiate proceedings where he or she is satisfied that the act in question was in the furtherance of the public interest; while also providing an explicit public interest defence should the NDPP proceed.  

111.6. It is proposed that the public interest exemption only apply to the ‘hostile activity offences’ (s 40); ‘disclosure of classified information (s 45) and the ‘knowing possession of classified information’ (s 46) as well as the ‘attempt’ clause (s 44) insofar as it applies to the three offences.  There can presumably be no public interest advanced in respect of other offences such as espionage and the interception and inference with classified information.

Other offences

112. The Bill provides for other offences in relation to the unlawful disclosure of protected state information.  These include the offense of harbouring or concealing persons who are involved in espionage or hostile activity offences; and the offence of the interception of or interference with classified information.  Both offences are punishable by imprisonment for periods up to ten years.

113. Section 43 outlaws the operation of foreign intelligence or security agents in the Republic, including those who are not employed as such but are in the Republic with the expectation of re-activation as an intelligence or security agent (so called “sleeper agents”), who have not registered with the National Intelligence Agency.

114. Section 47 prohibits the providing or peddling of false or fabricated information to any intelligence structure and provides for punishment of imprisonment of up to 5 years.
CHAPTER 12: PROTECTION OF INFORMATION IN COURTS 

115. Since classified information will be used from time to time before the courts, chapter 12 of the Bill provides for the protection of classified information employed in legal proceedings.

116. This chapter upholds the principle that state information that is classified retains its legal protection from disclosure when it is placed before a court, unless the court orders its disclosure in the interests of justice.  In other words a court may set aside or limit the reach of such protections.  The Bill nonetheless requires: 
116.1. a classification authority, alternatively the Director-General of the NIA to declassify information required in legal proceedings, either in whole or in part, unless it is strictly necessary to maintain the classification. 
116.2. a court dealing with classified information, or other state information that requires protection, to endeavour to accommodate the principle of open justice to as great an extent as possible without unduly compromising the national interest.

117. Unlike certain foreign jurisdictions, the Bill does not require the sealing of information from courts dealing with classified records. An adjustment has been proposed to section 52 to make this clear. 
118. The court will have full access to the documents in question, but until the court orders full or limited disclosure of the documents, it must take steps for the proper protection of the records during the course of the proceedings.  In particular, a court must issue directions to confine disclosure only to those authorised to receive such information. 

119. Before making a decision to disclose classified documents, a court: 

119.1. shall take reasonable steps to secure the written or oral submissions of the classification authority that the made the classification, or alternatively the submissions of the Director-General of the NIA;
119.2. may seek the written or oral submissions of interested persons or organisations but may not disclose the actual classified information to such parties.

119.3. may hold a hearing for the purpose of making its determination.

120. Certain adjustments are proposed to these provisions:

120.1. While the Bill makes provision for the holding of such hearings in camera where the submissions contain the classified information in question it is proposed to adjust s 52 to require a court to hold such a hearing in open court where possible by the use of submissions that do not make reference to the actual classified information.
120.2. The Bill ought to require a classification authority to provide the written justification for an initial classification decision as required by section 21(5) and if applicable the written justification of a decision to continue a classification in terms of section 28 as part of its submissions.

120.3. It is proposed to adjust s 52 to permit the court to describe the general characteristics of the classified information to the parties.

121. Section 52(9) provides that the head of an organ of state may apply to a court for an order restricting the disclosure of unclassified state information. This provision has been called into question. 
121.1. This subsection was introduced to cover the situation when sensitive state information is placed before courts prior to classification.  It is also aimed at unclassified documents that repeat classified information. 
121.2. Certain adjustments have been proposed to confine the restrictions on such information when disclosure “is likely to cause significant and demonstrable harm to the national interest.”

CHAPTER 13: GENERAL PROVISIONS

122. Chapter 14 deals with reports that have to be made by organs of state; the making of regulations by the Minister for Intelligence Services; and transitional provisions.
123. SAHA has criticized the reporting provisions for failing to require the Minister for Intelligence Services to report annually to parliament on the execution of his or her responsibilities in terms of the proposed law.  An additional reporting requirement in this regard is proposed.

124. Section 54 requires the Minister for Intelligence Services to make regulations on range of topics within eighteen months of the commencement of the law.  

125. Section 55 suspends, with certain listed exceptions, the provisions of the proposed law from operation pending the establishment of the standards, policies and procedures referred to in chapter 4 and the regulations referred to in section 59 of this Act, or for a period of 18 months from the commencement of this Act, whichever occurs first. 
126. Further exceptions to the suspension of the operation of the Bill’s provisions are proposed. These adjustments are proposed in order to permit the declassification of apartheid era documents and documents older than 20 years, without having to wait for the lapse of the 18 month period in s 55(1).  These are:

126.1. subsection 26(a) to the extent that information classified before 10 May 1994 does not warrant continued classification in terms of section 33; and section 33 for the purposes of this exception; 

126.2. subsection 26(b) to the extent that the classified information referred to herein does not warrant continued classification in terms of section 27(1); and subsection 27(1) for the purposes of this exception; 

126.3. subsection 26(c) to the extent that the classified information referred to herein does not warrant continued classification in terms of section 27(2); and subsection 27(2) for the purposes of this exception; 
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� Please note that the Ministry for Intelligence Services is not bound by the suggested amendments in these explanatory notes.


� Section 7(f)


� Article 19 of the International Covenant on Civil and Political Rights: (1) Everyone shall have the right to hold opinions without interference. (2) Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or through any other media of his choice. (3) The exercise of the rights provided for in paragraph 2 of this article carries with it special duties and responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are provided by law and are necessary: (a) For respect of the rights or reputations of others; (b) For the protection of national security or of public order (ordre public), or of public health or morals.


� Note the statement of American Supreme Court Justice, Potter Stewart, in his opinion in the Pentagon Papers case, “when everything is secret, nothing is secret.”


� In this regard see the comments of Sachs J in Independent Newspapers (Pty) Ltd v Minister for Intelligence Services CCT 38/07 [2008] ZACC 6 at paragraph 167 where he finds that the withholding of certain documents would not be in the national interest.  See also the reference to the national interest in the majority judgment of Moseneke DCJ at paragraphs 37 and 49.


� The test for a ‘confidential’ classification in New Zealand is: "Compromise of information would be likely to prejudice the maintenance of law and order, impede the effective conduct of government in New Zealand or affect adversely the privacy of its citizens." The test for a ‘secret’ classification is: "Compromise of information would damage the national interests in a serious manner."


� The reference to “the period referred to in s 60(1)” will be deleted.


� In New Zealand the Office of the Ombudsman can substitute his or her own decision in respect of a decision to refuse disclosure, subject to a ministerial veto, which veto may be challenged before a court.  It should be noted that the New Zealand Office of the Ombudsman is not a separate office dealing with access to information.  It is the equivalent of the Public Protector’s Office in South Africa.


� S 40 is ‘hostile activity offences’; s 45 is ‘disclosure of classified info’; and s 46 is ‘knowing possession of classified info’.  S 44 is the ‘attempt’ clause.
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