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CHAIRPERSON OF THE BOARD
STATEMENT

! The State Information
Technology Agency (SITA) is
today standing on the cusp of
history. Digital savvy and
innovation will remain part of
its value proposition going into
the future, given the consistent
challenges to service delivery
and governance exposed by the
outbreak of the Coronavirus
° epidemic in 2020, and its
devastating effect on the ability of the nation and the
government to function optimally.

With the advent of the Presidential Commission on the 4IR
and its subsequent adoption by the Cabinet in 2020,
government is reaffirming its resolve to constantly
innovate, research and develop digital solutions in a
secured cyber environment to improve the work of the
state for citizen convenience.

Since its establishment almost 22 years ago, SITA has
embarked on a digital journey to create an enabling
environment for digitalisation, ensure improvements to
service delivery while contributing to the economy through
the mobilisation of the digital industry and associated
infrastructure. Primarily the agency was conceived to assist
the government to anticipate the future and its impact on
the ability of the state to improve service delivery using
innovative information and communications technology.

At the heart of the digital economy and its ability to
contribute to the sixth administration's vision of growth and
revival, is the R1 trillion worth of infrastructure so funda-
mental to the Reconstruct and Recovery phase of the
country's Economic Growth and Recovery blueprint. The
President Commission on 4IR lists “research, technology
and innovation, infrastructure and resources” as a pre-
requisite for digital transformation thus reaffirming
government resolve to locate digital innovation at the core
of the country's economic growth. This has a direct impact
ontherole of SITA.

Following her appointment in 2019, the Minister of
Communications and Digital Technologies summed up her
mandate with regard to the implementation of the State-
Owned Companies (SOC) Rationalisation resolutions and
the repurposing of SITA within that as “having been seized
with the task of creating a new department that places at its
centre, the digital transformation of government and
support fora digital economy and society.

“In order to drive digital transformation in government,

there is a need to establish the State IT Company. This will
entail the repurposing of the current SITA to drive innova-
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tion, transformation, localisation, cyber-security, e-
government and IT service management,” noted the
Minister.

With the Coronavirus sweeping the globe in 2020, and
South Africa not being spared, the country's economy
which was already battered ahead of the pandemic, was
severely affected due to the tough but necessary levels of
economiclockdowns imposed by the government as part of
the risk-adjusted strategies to battle the COVID-19
pandemic. As public service delivery ebbed due to
lockdown, SITA stepped up and entered the fray, demon-
strating digital prowess as most electronic government
services could be delivered remotely using the power of
digital technologies.

This innovative streak will be expected to subsist into the
future, making SITA the go-to digital hub for government. As
part of its culture, the agency will continue to invest in the
mainstreaming of digital skilling, creating capabilities that
will buoy the agency and increase its contribution
significantly to the notion of a “capable state” identified by
the Economic Growth and Recovery Plan. Human capital
and the future of work are key focus areas of the
Presidential Commission on 4IR, and we must therefore be
forthright in investing in digital skilling and re-skilling as an
imperative for inclusion in the digital economy while
acknowledging the fact that the vast majority of our people
still lack access to digital infrastructure, whichis the bedrock
forthedigital economy.

Thus, efforts to build internal capacity and create a digital
culture that will be fused into the strategic planning
processes of the agency while also helping to shape daily
strategic conversations must be encouraged and
supported.
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EXECUTIVE CARETAKER STATEMENT

The declaration of the National
Disaster Management Act by
the President in early 2020
signalled an ominous start to
2020/21. The announcement
summed up what was to
become a very difficult
operating environment as the
whole country was plunged into
a state of near-hysteria with the
_ economy locked down and the
civil liberties put on hold to give the authorities the space to
plan for, anticipate and prepare for the outbreak of the
COVID-19 pandemic driven by the Coronavirus which at the
time had aglobal presence.

Globally all eyes were on governments to provide leader-
ship while continuing to render both basic and critical
services for the citizens in times of COVID-19. Inadvertently
the 4IR was thrust into society and new ways of delivering
services and managing the economy had to be found with
digital solutions being uppermost.

South Africa was no exception and SITA was called upon to
help the government uphold service delivery through
innovative digital platforms, keeping the public service
functional. The outbreak coincided with the new public
service financial year — 2020/21. Immediately government
entities including SOCs were on a back foot, trying to keep
the country and the economy afloat while averting a public
service delivery vacuum.

Apparent paradoxes of the pandemic were visible early on,
as on the one hand global markets took a tumble with the
commodity stocks reaching all-time rock bottom levels. On
the other hand, digital stocks boomed and high yields were
recorded, creating value for the digital industry. The latter
was consequently thrusted to the fore, leading the way for
economic sustainability and possible recovery amidst the
pandemic.

The notion of the workforce of the future was put to the test
as critical government departments and their concomitant
programmes remain operational, chief among them being
the Temporary Employee Relief System (TERS) of the
Department of Labour and Employment to give economic
and financial reprieve to the millions of workers adversely
affected by the economiclockdown.

With the introduction of the universal poverty relief grant
system (the Basic Income Grant), both the roles of the
government central departments responsible for the
identification, verification and processing of the
beneficiaries were put in the spotlight, using digital
innovation to speed up the process and while data analysis
and data verification were undertaken at an industrial scale
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to ensure the right benefits went to the right recipients. The
age of digital transformation had descended.

On the education front e-learning was invoked to bring
educational content to the millions of learners and students
affected by the economic lockdown, adding impetus to the
new innovative mediums heralding the education format of
the future. Indeed, the future of education in South Africa
will never be the same again.

Internally, in mitigation of the pandemic, embracing a digital
culture was expedited with SITA employees being forced to
work from home, continuing to strengthen service
management remotely while rendering critical outputs.
Digital platforms were deployed to keep employees
regularly informed on the internal and external environ-
ments and their effect on the key performance areas of the
organisation and to encourage digital skilling among others
through e-learning (SITAVarsity) to continue to create a
workforce of the future.

Investment in digital skilling is being prioritised for
employees across all levels, imbuing them with an ethos for
thought-leadership for enhanced serviced delivery. SITA will
continue to seek collaborations with the industry and
learning institutions on the creation of relevant and useful
e-content, whereas hackathons and other smart ideas
harvesting will be encouraged among the public to build
innovation capital. This is part of skills, research, innovation
and capacity development and is intrinsic to the building of
a digital culture buoyed by a conscious complementary
organisational design to help incorporate digitisation to all
strategy planning processes.

Afterall digital transformation (i.e. culture and infrastruc-
ture) has been identified as a strategic focus at the heart of
the repurposed state information technology company not
only to drive a new way of life of innovation and enhanced
performance, but also to largely contribute to the Economic
Recovery and Growth Plan as detailed by President
Ramaphosa amidst the COVID-19 pandemic.

In response, and for the new performance cycle (2021/ 22),
the agency has reconfigured its strategic/key programmes
to align to and compliment the objectives of the Economic
Recovery and Growth Plan which among others call for job
creation, infrastructure (including digital) investment,
governance and administration, implementing necessary
economic reforms and the improvement of the capability of
the state. Among other interventions envisaged is the
reduction of data costs and the “expansion of the broad-
band access to low-income households”.

Five strategic programmes (focus areas) have been
identified to drive the repurposing of the agency while
supporting government's digital transformation agenda
within the 4IR in the short- to medium-term and possibly
beyond. Key among them is the financial sustainability of
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the agency with financial management improvements put in place to improve the profitability and net cash collection rates
to enable much needed capital investment.

Given the hostile operating and trading conditions brought on by the COVID-19 pandemic, the focus in the Midterm
Framework is to improve the agency's financial management to lay the basis for sustainability, profitability and growth in
support of the Recovery Plan. As the agency advocates for the centralisation of the ICT budgets within National Treasury to
propel the government's digital vision, there is a forecast to increase our year-on-year total revenue by improving our value
proposalto government while proportionally decreasing the total operational costs thusincreasing the net profitability.

One way to drive costs down is through investment in digital infrastructure to improve efficiencies and effectiveness
through the network value chain, bringing closer the realisation of a swift, agile, capable and responsive government for the
convenience of the citizens. To leverage on the demand created by the pandemic, the agency will scale up connectivity and
mobility services through the intensification of investment in digitalisation to reposition the government for the “new
normal” —integrated government business, transformed public service, and improved citizen experience.

Thus, the large scale roll-out of SA Connect, government broadband and unified communications capability for interaction
and collaboration will gather momentum, while investment will continue in digital infrastructure for improved and agile
networks, data centres and disaster recovery capability as well as cloud and security technology to protect the integrity of
government data assets.

The reform of the Supply Chain Management environment will continue with emphasis on e-commerce platforms to
entrench constitutional obligations of competitiveness, fairness, transparency and cost-effectiveness while touting value-
for-money. To boost the economy and support the government's Growth and Revival strategy, about half of the agency's
procurement spend will be consciously directed to the emerging business to “reverse the decline of the local manufacturing
sector and promote reindustrialisation through deeper levels of localisation”.

COVID-19is by no means the last viral born pandemic with the resilience of the planet weakened by poor conservation and
environmental management practices, it could signal the opening of the floodgates for more diseases, requiring
governments in particular and societies in general to factor these social geopolitical upheavals in their planning and
forecasts. In the meantime, the likes of SITA need to continue to sharpen their innovation capabilities to anticipate and
mitigate the adverse impact of environmental outbreaks, through the adoption and application of digital transformation.
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1. UPDATESTO THE RELEVANT LEGISLATIVE AND POLICY MANDATES

(a)

The legislative and policy mandates remain unchanged as articulated in the SITA Strategic Plan 2020-2025; however,
there are anticipated changes as outlined in the draft bill for the new State IT company as informed by the state-
owned companies (SOC) rationalisation programme.

SITA as a publicentity is guided by all public service legislation and regulations in executing its role. The agency draws

its policy mandates from the outcomes of the work done by the Presidential Review Commission (PRC) of 1996,

which recommended the formation of an Information Management and Systems Technology (IMST) lead agency, i.e.

for SITA to fulfil the following roles:

(i) procure information and communication technology (ICT) goods and services, using economies of scale to
reduce the cost of ICT;

(i) developstandards, architecturesand strategies to enable systems to exchange information;

(iii) enhance government productivity through the use of ICT;

(iv) focusgovernmentICT provision towards the betterment of citizen-centric services; and

(v) coordinate the whole-of-government IMST initiatives in relation to a specific set of IMST functions with other
participating departments.

Furthertothe Presidential Review Committee (PRC) report, SITA derives its mandate from the SITA Act, 88 0f 1998, as

amended, which defines the two objectives of the agency, namely;

(i) toimprove service delivery to the public through the provision of information technology, information systems
and related services in a maintained information systems security environment to departments and public
bodies; and

(ii) topromotethe efficiency of departmentsand public bodies through the use of information technology.

In order to execute its mandate, SITA is guided by all public legislations and regulations that promote the effective

and efficient functioning of the agency, as well as optimal service delivery to its customers. Moreover, SITA

subscribes to the principles of the ICT House of Values, which provides guiding principles that are a prerequisite for
the successful implementation of digital government and that ensure that government derives business value from

SITAasaleadICT agency.

2. UPDATESTO INSTITUTIONAL POLICIES AND STRATEGIES

The accelerated digital transformation is brought about by the Fourth Industrial Revolution (4IR), coupled with the
Presidential 4IR Commission report on 4IR Commission report, which recommends the need to build capabilities in
conjunction with relevant role-players within the ecosystem in which the agency operates. Therefore, SITA's role as the
driver of government's digital transformation becomes more pertinent in order to deliver on institutional policies and
strategies as defined in the strategic plan, namely government national priorities, National Development Plan (NDP) 2030
vision, National Integrated ICT Policy White Paper, National e-Government Strategy and Roadmap and the SOC
Rationalisation Framework.

3. UPDATES TO RELEVANT COURT RULINGS

Currently, there are no specific court rulings that have a significant, ongoing impact on the operations or service delivery
obligations of SITA.
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4. UPDATED SITUATIONAL ANALYSIS

The situational analysis provides an overview of issues that
influence the activities of SITA within the 2021-2022
performance year. SITA developed a new medium-term
strategic plan, which aims to digitally transform the
business of government to achieve improved citizen
experience of government service delivery through digital
channels, as well as improved efficiency of government
operations through the provisioning of secure and cost-
effective ICT solutions, products and services.

The NDP 2030 emphasises that the use of digital communi-
cations has the ability to change society and is potentially a
powerful means of fostering social inclusion. Digital service
delivery requires the streamlining and integration of
government service delivery processes to provide relevant
and faster information and services to the South African
information society, including its citizens, businesses and
industry alike, and a more efficient government
administrative function to improve management and
accounting over scarce government resources.

SITA, in its medium-term strategic plan, recognises that the
envisioned impact of government digital transformation
necessitates the need to establish a digital government
platform ecosystem. The platform will, among others,
provide a shared digital infrastructure, services and
applications that can accelerate the deployment of digital
services. It will allow government to achieve greater
economies of scale, retire legacy systems and infrastruc-
ture, and better position government to deliver secure,
highly intelligent, automated citizen-centric digital
governmentservices.

SITAwill in the upcoming financial year continue to establish
the digital government platform ecosystem, build and
strengthen its internal capability and partner with industry
to deliver on its key strategic focus areas as defined in the
strategic plan. Theimpact of the changesin the externaland
internal environments have been considered, and adjust-
ments to the strategic focus areas are incorporated to
ensure the achievement of the overall strategic intent. The
changes to these environments, the impacts and opportu-
nities are discussed in the subsequent sections of this
document.

4.1 External environment analysis

The COVID-19 outbreak has contributed significantly to
changes in the operating environment of government,
which affects the service delivery environment at large.
Global forecasts and predictions have been made to
determine how the pandemic might play out in the 2021-
2022 financial year and beyond so as to guide policy
directives, planning and prioritisation of initiatives, and
allocation of funds by government to ensure medium- and
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long-term economic recovery. The overall impact of COVID-
19 on SITA's strategic direction has elevated the critical role
that SITA plays in the transformation of government and
places increased pressure on the agency to prioritise the
acceleration of the digitisation programme. Several
research studies demonstrate that government's digital
transformation remains one of the mission-critical priorities
for most governments across the globe.

The advent of COVID-19 has seen a significantimprovement
in government and society's perception of technology and
its role in achieving government priorities, coupled with the
increased willingness to utilise digital technologies to
renderandaccess publicservices.

Furthermore, the need for digital innovation in government
is validated by the increased demand for connectivity and
application development services by most of SITA's clients.
Moreover, government institutions have revised their
medium-term strategic plans within the context of the “new
normal” created by COVID-19, and most chief information
officers (ClOs) have prioritised the implementation of digital
technologies. SITA will respond to this demand and
continue to implement digital innovations in government
that demonstrably improve the effectiveness, speed and
accuracy of publicservices.

Key external environmental changes impacting the strategic
direction and operations in the forthcoming year are
summarised as follows:

4.2 Product and services demand

(a) Increased appetite from government and citizens to
consume modern digital solutions;

(b) Citizens have become more tech-savvy with a need to
access data and services from everywhere, anytime,
from any device which requires high network
availability;

(c) Lockdowns and work from anywhere inclinations in
line with digitisation drives creates new opportunities
resulting from remote work and digitisation strategies;

(d) Government intends to achieve social inclusion
through universality of ICT and broadband services
which increases demand for services to be deployed in
underserved areas;

(e) Increased client demand to migrate to cloud results in
more clients requesting cloud services and
subscription to the Government Private Cloud
Ecosystem GPCE;

(f)  Increased adoption of Internet and demands of
electronic services from citizens creates high demands
on scalable network to be able to respond to
government trafficvolumes;

(g) Demand for modernised high-capacity data centres to
respond to growth in customer demand; and

(h) Increased demand to extend network connectivity to
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local government.
4.2.1 Economicimpact on financial sustainability

(@) Overall contracting economic trajectory and
economic downgrades by rating agencies is limiting
government's ability for investments;

(b) SA'sdebtburden has more than doubled over the last
10 years. The South African economy is expected to
contract by 7.8%in 2020;

(c) The Medium-Term Budget Policy Statement (MTBPS)
provides a five-year fiscal consolidation trajectory
that promotes economic growth while keeping debt
in check. Within the five-year period, the debt to GDP
ratio is expected to stabilise at around 95%. Gross
debt is expected to rise from approximately R4 trillion
thisyeartoR5.5trillionin 2023/24 fiscal year;

(d) Increasing demands on the fiscus, constrained
national budgets, competing priorities such as COVID-
19, etc;

(e) Anticipated ICT budgets cuts by government resulting
inadeclinein market share and revenue; and

(f)  Budget cuts on ICT at all governmental levels may
make it difficult for SITA to find anchor departments
for ICT modernisation programmes; and innovative
ways of funding will need to be investigated, e.g.
Transversal funding.

4.2.2 Regulatory impact on solution development and
deployment

The legislative framework is somehow unresponsive and
does not create an enabling environment for some digital
transformation ambitions. Examples are as follows:

(a) The Protection of Personal Information Act (POPIA)
requires government departments to apply for
exemption in order for them to share data among
each other. This has a potential to delay or hamper
government-wide data analyticsinitiatives;

(b)  The nature of procurement is not flexible enough to
take on innovative solutions and inhibits commerciali-
sation of intellectual property from SMMEs;

(c) Inability to implement procurement set-aside for
start-ups that are taken through a formal programme
of development; and

(d) Current policy in some instances by design supports
manual operations that conflict with digital
transformation initiatives.

4.2.3 Technology landscape

(@) The following digital transformation trends are still
relevant:
(i) Bigdataanalytics

ii) Digital platforms

i) Connectivity and mobility

iv) Internet of thigs, artificial intelligence, robotics

and blockchains
(v) eCommerce;
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(b) Unnecessary duplication of ICT investments within
government and minimal return on ICT investment
andincreased inefficiencies and wastefulness;

(c) Lack of a common ICT investment and consumption
model within government leading to inability to reap
the results of digitisation;

(d) Rapid technology changes that may disrupt current
plans before implementation is complete —there is a
need fortimely implementation of innovations; and

(e) Current international “tech” trade wars may have a
significant impact on the products and solutions that
SITA has partnered on to render services to its
customers.

4.3 Internal environment analysis

The COVID-19 pandemic has created an opportunity for
SITA to test its human capital management strategy,
policies and processes to ensure that an enabling environ-
ment is created with a focus on HR digitalisation; digital
skills attraction, generation, continuous enhancement and
retention (ICT skills growth and HR customer-centricity)
and transformational leadership. According to research
conducted by Gartner, the allocation of resources,
availability of talent and the organisation's culture are the
top three barriers to digital transformation. Key internal
environmental challenges impacting the strategic direction
and operations in the forth coming year are summarised as
follows:

4.3.1Talent management and culture

(a) COVID-19 pandemic restrictions brought about
changes in work culture and negative impacts on
employee wellness;

(b) Competition for limited digital transformation skills
increases the cost of attracting and retaining skills;

(c) Lackofinternalskillsin newtechnologies;

(d) Manual and lengthy recruitment processes leading to
loss of potential employees and loss of planned
income; and

(e) Lack of skills transfer between old and new genera-
tions leading to lack of capacity to service legacy
systems.

4.3.2Technology and infrastructure modernisation

(a) Outdated technology and development practices i.e.
SITA is currently operating through a bi-modal
approach, i.e. legacy-oriented and modern technol-
ogy applications;

(b) Lack of an inventory of all ICT assets across organs of
state that have been/are government funded so that
these can be leveraged for re-use and commercial-
ised;

(c) Someinfrastructure hasreached end of life and needs
toberefreshed;
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(d) Lack of recapitalisation and configuration of
infrastructure to support the corporate strategy;

(e) Current design of the SITA network limits the ability of
the network to scale and so does the use of leased
lines on the transmission network hence the need for
a refresh and modernisation of the SITA network to a
Software Defined Network (SDN); and

(f)  Lack of appropriate industry partnerships to augment
technology and human capacity to be more respon-
sive to client demand without bloating the organisa-
tional structure.

4.3.3Internal processes

(@) Lackofautomation of key service delivery processes;
Unacceptably long turnaround times for business
cases which compounds the inability to deliver on key
clientrequests;

(c) Insufficient workflow automation to manage and track
procurement and service delivery transactions end-
to-end;

(d) Inadequate capacity and capability leading to longer
procurement time-frames, cancellations and
procuring on emergency basis; and

(e) Theservice catalogue is outdated, expensive and does
not fully align to 4IR and digital transformation
priorities.

4.4 Response tosituational analysis

Though there is increased demand and opportunities for
SITA, the agency is mindful of the economic impact of
COVID-19 and the pressure it places on the fiscus. The
digitisation efforts implemented by SITA should enable
government to do more with less resources and create

enablersthat ensure that funds are utilised or transferred to
activities that are aligned to the economic recovery plan.
Moreover, skills development and employment opportuni-
ties will be key to empower citizens and reduce reliance on
social support by government.

The impact of digitisation requires the establishment of a
programme structure which ensures collaboration with all
stakeholders to prioritise key technologies, candidate
services targeted for innovation and a technical roadmap
for deployment which considers decisions about gover-
nance, funding, enablers, risk, timing, and sequencing of
technology investments.

Furthermore, SITA aims to develop a digital transformation
in-a-box framework which will be utilised to assist
departments to develop a well-constructed digital strategy
and implementation plan. Moreover, SITA aims to
implement an end-to-end digital transformation in-a-box
programme at a provincial level in alignment with the
government vision to establish smart cities and demon-
strate the value of digital transformation. This programme
will provide an opportunity to establish the required
capabilities to digitise the rest of government.

The figure below depicts an overview of the key strategic
focus areas for the 2021-2022 financial year. The key
opportunities are discussed below and details regarding
outputs, indicators and targets are described in part C of this
document. It must be noted that some of the initiatives are
not measured on the APP due to the complexities and
external dependencies; implementation will be managed
and monitored at an operational level as these are equally
critical tothe achievement of the overall strategic vision.

Digital Services

Deployment of innovative
transversal & sector
specific solutions and
applications with the

view of end-to-end public
service value chains to
derive impact, citizen

convenience and
improved experience of
public services.

Digital Infrastructure

Provisioning of digital
infrastructure such as
broadband, software
defined network, unified
communication. Drive
adoption of government
cloud, accelerate
modernisation of data
centre & implementation
of the security
operational centre.

Procurement &
Transformation

Leverage economies of
scale and digitise the
procurement service
offering to offset the

challenges that lead to

longer turnaround times
and non-compliance in
the procurement value
chain. Empower SMMEs
through increased
acquisition spend from
black SMMEs.

Customer Service
Improvement

Provisioning of strategic
and tactical consulting
services with an in-depth
understanding of the
customer business
environment & thought
leadership to guide the
deployment of
appropriate business and
digital solutions.
Implement programmes
aimed at improving
current and pressing
customer service delivery
challenges.

Strategic Enablers

Invest in building internal
capabilities i.e. skills,
technologies, ICT
governance structure etc
required for digital
transformation. Fastrack
the digitisation of the
SITA internal environment
& implement financial
models and strategies
aimed at funding capital
investment for
digitisation while
ensuring financial
sustainability.

Digital & Ethical Culture, Improved Governance and Performance Management
U G

Figure 1 — Strategic initiatives and projects
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4.4.1Digital services

The digitisation journey of the public sector commenced
with the deployment of multiple e-government services and
the establishment of the e-Government portal that serves
as a single point of entry to government's electronic
services. SITA recognises that its ability to fully execute its
mandate and show tangible, impactful results of its
digitisation efforts requires it to have full control of the
development and maintenance of applications within
government, as well as access to the data that runs on the
applications within the boundaries of government data
policies and legislation. Furthermore, the compliance
impact of the POPIA of November 2020 on public data and
the delays in the finalisation of data-sharing practises,
policies and legislation creates additional delays in the
deployment of use cases that show the value of existing e-
services and digitisation of public services.

SITAwill, in the upcoming financial year, continue to develop
and deploy digital services that are aimed at integrating the
business of government, transforming public service
delivery and ensuring an improved citizen experience of
government services. The following key initiatives will be
implemented:

(@) Automation of key public-facing development services
prioritised within the Batho Pele context;

(b) Commercialisation of open innovation solutions
through SMME entities aimed at promoting the
production of local software solutions;

(c) Deployment of the big data analytics use cases aimed
at demonstrating the value of integrating government
systems;

(d) Establishment of the digital government platform
ecosystem which is the key enabling platform to
achieve the digitisation objectives;

(e) Development of APl middleware and Internet-of-
Things (loT) platforms to fast-track the development of
new solutions provisioned as platforms-as-a-service;

(f)  Modernise the existing legacy applications to ensure
that they are cloud-enabled applications that cannot
be migrated to the cloud in their current architecture
will be reengineered for the new cloud platform; and

(g) Adoption of delivery practices and frameworks such as
DevOps and partnering with industry and academia to
provide products andrender services.

SITA recognises that research, development and innovation
is the cornerstone for creating locally-developed digital
services and innovations, and to position SITA as an ICT
thought-leader to government. Therefore, SITA will
continue to invest in the creation of research and
development capabilities through a meaningful engage-
ment model with the industry as well as partners from
academic institutions focused on delivering solutions to
government.
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4.4.2 Digital infrastructure

The provisioning of digital services and solutions requires
the establishment of computing capabilities (i.e. storage,
software, networks, platforms, security and support) that
provides reasonable levels of availability, flexibility,
scalability, predictability and security. SITA's strategic intent
regarding aging infrastructure has been the modernisation
of hosting infrastructure and utilising cloud principles to
enable fast, efficient and cost-effective service delivery to
government. The agency has made investments through the
establishment of a government private cloud ecosystem,
which provides reasonable processing capability in line with
best practices.

SITA has also initiated other infrastructure modernisation
initiatives around its data centres, networking and security
capabilities —all of which are vital for the enablement of the
digital transformation mandate. The investments made and
the ongoing modernisation initiatives are aligned with the
intent of the SOC rationalisation programme, in particular
the establishment of the state network infrastructure
company. The repurposed SITA, as the state IT company, will
still be responsible for the end-to-end value chain of ICT
service provision to the customer. To achieve this, SITA will
continue to provide infrastructure computing services and
may source the network infrastructure service (i.e. OSI
layers 2 and 1 such as access links, connectivity and telecom
infrastructure) through the envisaged state network
infrastructure company. The agency also has an obligation
to ensure the confidentiality, privacy, integrity and
availability of data and information assets of its customers;
therefore, it will continue to provide modern cyber and
information security, end-user computing, customer
experience and digital experience services.

SITA recognises the influence of international politics
regarding existing infrastructure implementation
partnerships and will need to develop a strategy that
minimises the risk through the development of local
content. SITA may need to collaborate with other state-
owned entities that are mandated to ensure the develop-
ment and creation of local companies within the technology
space. Similar to digital services, there is an increase in the
demand for cloud services, storage and secure remote
connectivity.

Furthermore, cyber-security has been identified as a key
strategic priority for the repurposing of SITA and it therefore
becomes imperative within the digital and 4IR era. Digital
transformation has changed the way government operates
and there are now more potential cyber threats than ever
before. SITA has adopted a holistic approach that will not
only respond to cyber-security threats but will also look at
the entire end-to-end value chain of ICT security.
Consequently, SITA is establishing a Security Operations
Centre Capability (SOCC). A SOCC is a centralised business
unit that deals with information security on an enterprise
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level by 24/7 monitoring and analysis of security events to
prevent, detect and respond to security incidents, using a
combination of technologies and well-defined processes.
SITA through the establishment of the SOCC will render
these servicestoits clients.

The following key initiatives will be implemented in the

upcoming financial year:

(@) Implement SA Connect programme: Ensure connec-
tion of the identified government sites at bandwidths
of at least 10 Mbps to enable access to digital
platformsand services;

(b) Leveragethedemand created by COVID-19 to scale up
connectivity and mobility services;

(c) Implement unified communication capability to
ensure a higher level of interaction and collaboration;

(d) Implement a software-defined network capability to
transform the government network to be more agile
and flexible while enabling the network to be
intelligently and centrally controlled;

(e) Modernise the data centre in line with industry
standards to ensure provisioning of the disaster
recovery capability;

(f)  Capacitation of private on-premise cloud foundation
infrastructure;

(g) Implement available services on the government
virtual private networks (VPNs)

(h) Implement the revised Go-to-Market Strategy for
telecom access links which aims to optimise the
provisioning of connectivity to government with
optimal security measures for corporate and work-
from-home scenarios while ensuring that economies
of scale are realised and the value proposition is
improved; and

(i)  Expand the deployment of broadband beyond the
Western Cape, Eastern Cape and Gauteng.

4.4.3 Supply chain management

Procurement is a mandated service offered by SITA and
provides an opportunity to demonstrate the value of
digitisation through the establishment of e-commerce
platforms that have been proven to be the key for efficient
supply chain management within government and the
private sector. This also provides an opportunity to build
trust and promote ethical behavioural practices, since
transactions will be transparent and fair and stimulate
competitive bidding.

SITA will continue with a process of implementing supply
chain reforms to address past challenges and ensure
efficient service delivery. Furthermore, SITA will leverage
economies of scale to ensure that all procurement delivers
value-for-money and promotes the South African ICT
industry, with a particular emphasis on the national
transformation and localisation agenda.

SITA aspires to achieve the following objectives within its

@,

supply chain management capability:

(@) Create a reliable and proactive supply of goods,
services or works of the right quality and price that
SITA and its clients require to fulfil respective
mandates;

(b) Digitise the supply chain management process with
strict controls to improve efficiency and reduce
possibilities for fraud and corruption;

(c) Contribute to SITA's financial sustainability by
ensuring value for money through economical supply
chain processes, as well as supporting the generation
of revenue; and

(d) Contribute to transformation, empowerment and
economicdevelopmentin South Africa.

The following are the key strategies that will be imple-

mented to meet the stated aspirations:

(@) Drive government cost down and ensure government
departments are provided with proper services to
enable service delivery to the citizens of SA;

(b) Create a service excellence environment and culture
to provide services within SITA and organs of state; and

(c) Be the catalyst in sourcing activities and implement
targeted procurement across all categories, exclu-
sively for the benefit of black-owned, black-female-
owned and youth enterprises and designated groups
that are exempt micro enterprises and qualifying small
enterprises.

4.4.4 Customer service deliveryimprovement

The successful implementation of digital transformation
across government requires SITA to have an in-depth
understanding of the customer business environment in
order to provide thought-leadership with regard to the
provisioning of appropriate business and digital solutions.

While SITA drives its digitisation mandate within
government and introduces digital innovations of the 4IR
era, the agency will concurrently address its internal
inefficiencies by implementing programmes aimed at
improving current and pressing customer service delivery
challenges. Central to fulfilling this mandate, SITA is
required to comprehensively understand the client
environment through a collaborative process in order to
implement appropriate customerimprovementinitiatives.

It is crucial for SITA to leverage the strategic opportunities
created through the COVID-19 pandemic, which have
accelerated digital transformation across government, as
this will enable the agency to strengthen its consulting
capability for the benefit of both customers and SITA. This
implies that SITA must be fully responsive to customer
needs and requirements, meet and exceed Service Level
Agreement (SLA) targets, improve customer relationships
and automate key service delivery processes. The result will
be impactful citizen experiences, while SITA will be able to
grow its market share and improve the overall bottom line.
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4.4.5 Financial sustainability

Within the current economic climate of South Africa, it is
difficult for SITA to live up to the expectation of digitising
government, since the fiscus is being prioritised to remedy
the negative impact of the COVID-19 pandemic. As a result,
government ICT budgets have been impacted to the extent
that most clients are channelling their available budgets
towards core business activities and legal/mandate
obligations rather than making investments in ICT. They
have to do more with less. This may very well affect some
planned capital projects — specifically ICT capital projects
that will subsequently directly impact SITA business.

SITA is however optimistic that the implementation of the
SOC rationalisation programme will serve as a strategic
enabler, which will ensure that ICT capital investment and
operational budget of the national and provincial spheres of
government is consolidated and centralised within National
Treasury, who will pay for services rendered by SITA upon
consultation and confirmation of delivery with the relevant
government department. This will not cost government any
additional funds, as it represents a reallocation of budgets
that are included for this purpose within the current
national and provincial voted funds. In this way, government
will be able to ensure that its overall investment is aligned to
its objectives of creating a digital society and it will also be
able to realise costs savings from the consolidation of
purchasing power using economies of scale.

4.4.6 Talent management and culture

The COVID-19 pandemic has created an opportunity for
SITAto testits human capital management strategy, policies
and processes to ensure that an enabling environment is
created with a focus on HR digitalisation, digital skills
attraction, generation, continuous enhancement and
retention (ICT skills growth and HR customer-centricity),
andtransformationalleadership.

According to research conducted by Gartner, the allocation
of resources, availability of talent and the organisation's
culture are the top three barriers to digital transformation.
Given that culture, underpinned by organisational values, is
the glue that holds organisations together during the good
and bad times, SITA has embarked on the implementation
of a digital and ethical culture programme to ready its
workforce to embrace 4IR and digital transformation
through embedding a culture of learning and relearning
new skills. This programme also aims to drive initiatives that
preserve employees' physical and emotional well-being,
redefine and create policies that enable remote work,
implement an online learning academy and reconfigure
employee workspaces to promote healthy and safe work
environments aligned to digital workplace requirements,
among others. The following key initiatives will be
implementedin the upcoming financial year:
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(@) Implement a digitalising skills development
programme by providing training initiatives through
online/virtual platforms such as SITAVarsity among
others;

(b) Implementation of the workplace skills plan which
prioritises the investment in digital skills across all
levelsinthe organisation;

(c) Developdigital transformation leadership capabilities;

(d) Capacitate the organisation with the required talent
and ensure succession management to ensure
sustainability and business continuity in key business
areas;

(e) Optimise and digitise the human capital management
function and ensure full automation of the
termination and exit management processes;

(f)  Implement the organisational culture revitalisation
programme; and

(g) Implement of the employee wellness strategy to
minimise the impact of COVID- 19.

4.4.7 Governance

SITA is committed to ensuring good governance is practised
for the company to remain a viable and sustainable
business. The agency through its Audit, Risk and
Compliance Committee monitors compliance with
legislation and ensures that appropriate systems of internal
control are implemented and maintained to protect SITA's
interests and assets. Furthermore, SITA has established
practices that aim to inculcate an ethical behaviour, prevent
and fight corruption. SITA will implement the following
initiatives in the upcoming financial year to improve the
control environment, compliance management, gover-
nance and risk management to drive clean audit outcomes:

(@) Implement the remedial action plan to address
Auditor General (AG) findings and some of the control
deficiencies noted by AG;

(b)  Implement measures to eliminate wasteful, fruitless
and irregular expenditure as well as the reduction of
irregular expenditure;

(c) Implement fraud prevention and detection measures
and roll out awareness campaigns to promote ethical
behavior and enforce consequence management for
corruption and misconduct; and

(d) Ensure effective risk management processes and
procedures and proactively manage risks that may
affect SITA's performance.

4.4.8 Organisational structure

The unattractive changes in the external environment are
severely exacerbated by the impact of the COVID-19
pandemic, namely the severely declining South African
economy, the heightened pressure on government's fiscus
and the call for public entities to prudently manage
expenditure. These become key driving forces, among
others, that influence and shape the organisational
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structure of SITA.

The macro structure, which is woven into the corporate
strategy, has been systematically realigned as depicted in
the figure below. The overall business objectives of the
structural realignment are to optimise resource capacity,
reduce the span of control of the Executive Caretaker to
create strategic focus and enhance customer service
delivery capacity.

This fit-for-purpose structure provides for a split of
networks and service management capabilities into
separate executive roles, namely Executive: IT
Infrastructure Services (which is crucial to SITA's digital
transformation agenda and value proposition to
government departments) and Executive: Service
Management (which is central to appropriate processes,
technology and people to ensure SITA can achieve its
business goals).

Shareholder

of all digital transformation initiatives into the strategy
planning process, ensuring that digital innovation and
transformation is at the heart of the corporate strategy. It
also allows for the creation of innovative digital solutions for
products, services, processes, customer experiences,
marketing channels and business models and enables
central monitoring of the digital innovation project
portfolio.

The structural realignment further consolidates all provin-
cial and local consulting capabilities under the Executive:
National Consulting, thereby reducing the higher-end
labour budget without any disruption to customer service
delivery.

Executive Caretaker
Luvuyo Keyise

Exec: Internal Audit
Freddie Mitchel

Company Secretary
Vuyokazi Xaxa

Executive Office

Manager
Sonwabile Mancotywa

Executive Assistant
Vutomi Magamana

i

Exec: Service
Management
Gopal Reddy

Exec: National
Consulting
Ntutule Tshenye

Exec: Risk
Management
Mimi Le Roux

Exec: Corporate &
Digital Strategy
Dr Busisiwe Vilakazi

Exec: IT
Infrastructure
Lance Williams

Chief Financial
Officer

Exec: Apps
Development &
Maintenance

Exec: Supply
Chain
Management
Kenneth Pillay

Exec: HCM & Facility
Management
Makgopelo
Mkhwanazi

Molatlhegi
Kgauwe

Sidima Ntsangani

Figure 2 — SITA macro organisational structure

Additionally, the structure caters for an Executive:
Corporate and Digital Strategy, which is created by merging
the Chief Digital Officer and Executive: Strategy
Management positions. This allows for central integration

Overall, the macro structure is integrated with SITA's digital
transformation strategy, thereby enabling the agency to
deliver high and sustainable performance according to the
organisation's value chain.

stateinformationtechnologyagency




= x
LY E & 1
g L ] J 9
FER™,
- L
- f‘?“l‘w
3 . ~
)i - I’i‘ " t "y -
|/ & |
7 - . o & - |
A . ¥
i !' P
"1'“ | .
% Y oghe A .
DR, 1  § Ty e
. o
S ‘ J

Annual Performance Plan 2021 / 2022




. PartC

_Performance

i

LI

- __,7\;;_ 1%
Measuring our '

-
e *

'




WH@.H.&E

i J N 'b-"
J" N el
F
\
;‘l

&

-

r:.

\
d -‘“‘-\ £ _'-d‘
i g s | FEN r
| ' — —-r*f’ﬁ' =
. S ‘l!\/ , r? \‘
I rl. \ ] '{
(] )_f

il ™
L\

r7 "1 —
= b L]
' JI'.
: n :
: A [ Ay ) 1
E%iwﬁ F 1 P / '-"-I._-f [
_..' | )
1I_ :? I — .‘ f._1JJ
* .
.I . o rl 1 I

,f;.a'“.



5.INSTITUTIONALPROGRAMME PERFORMANCE INFORMATION

During the upcoming medium-term period, SITA will proceed with implementing planned activities that will further enable
the government's digital transformation agenda within the 4IR era and position the agency according to its mandate,
government and shareholders priorities to drive and lead the implementation of digital transformation. SITA willimplement
its planned performance for the 2021-2022 financial year through the five organisational strategic programmes in line with
the available resources.

The five strategic programmes are depicted in the table below. The APP will be cascaded to the organisation through the
corporate balanced scorecard tool, with each division developing its unique business plan and divisional balanced scorecard
to support the successful implementation of planned initiatives. On a monthly and quarterly basis, organisational
performance will be monitored and evaluated through established governance structures, including the implementation of
appropriate interventionsto close performance gaps identified.

Table 1 - Strategic programmes

Programme Programme purpose

Programme 1: Thought-leadership | The purpose of this programme s to provide well researched, tested, innovative
and service delivery and secure solutions, products and services aimed at digitising government to
improve citizens' experience of government services.

Programme 2: Digital infrastructure | The purpose of this programme is to optimise and/or build the required
computing capabilities such as platforms, networks, storage, etc. to enable the
provisioning of digital services and solutions at increased availability, flexibility,
scalability, predictability and security.

Programme 3: Skills and capability | The purpose of this programme is to develop, build and/or buy the required
development digital skills and capability to enable the strategic drive to digitise government
while building a culture of performance, accountability, corruption-free and
consequence management.

Programme 4: Financial sustainability | The purpose of this programme is to ensure effective and efficient financial
management and commercial awareness in investment decisions to ensure
financial growth and sustainability.

Programme 5: Procurement and | The purpose of thisprogramme isto advance transformation of the ICT sector to
industry transformation stimulate economic growth, development of local ICT content and radically
transforming the procurement capability towards the reduction of unemploy-
ment and poverty alleviation, supporting skills development and promoting fair,
equitable, transparent and cost-effective procurement services.
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7. UPDATED KEY RISKS

SITA has identified key strategic risks through its risk framework, which are supported by an embedded enterprise risk
management process. The key strategic risks that may affect the realisation of the outcomes are reflected in the table below.
Each risk has an accompanying mitigation plan, which is managed to ensure exposure to risk is minimised and that the
planned medium-term targets are achieved.

Table 12: Key risks

Outcome

Innovative digital service
investments promoting
financial sustainability

Key risk

Threatened financial sustainability:
Insufficient reserves to reinvest for
modernisation and future-proofing the
business

Mitigation

Market benchmarking and tariff review
Influence a reviewed allocation of
transversal-like ICT budgets

Seamless integrated and
trusted public services

Negative branding: SITA is known for
providing old mainframe services with
similar skillsets, coupled with an inability
to attract and retain innovative ICT
leaders and technologists

Implement industry standards for service
monitoring and customer satisfaction
using the net promoter score
methodology

Directed marketing, public relations and
branding initiatives

Enhanced workforce
capability solving complex
problems and adopting
innovative solutions

Inadequate skills: Insufficient capacity
and capability to meet service expecta-
tions and deliver on 4IR

Skills development through OEM
programmes, digital culture intervention
and skills development to enable future
product development

Financial management training across
senior management level

Identification and sourcing of critical skills
to drive digital transformation

Optimised digital
infrastructure

Information security exposure:
Information loss, cyber-attacks and
sovereign data loss

(c)

Security operating centre project

Define and operationalise improved
cyber- and information security processes
to enable security incident management
to perform identify, protect, detect,
respond and recover activities in a shorter
time

Catalogue cyber- and information security
services in support of defence in-depth
principle

Assess and on-board data governance
tool to improve data classification process
delivery and address compliance obliga-
tion of POPIA

Implement SharePoint and document
management protocols

stateinformationtechnologyagency




Outcome

Key risk

Mitigation

Seamless integrated and Inability to deliver service at the expected | (a) Data centre strategy (upgrade of facilities
trusted public services levels: ICT service unavailability, and green strategy)
inefficient supply chain services (b) Software-defined network project
Reshaping supply chain (addressing single point of access and
through ICT economic end-of-life equipment)
transformation (c) Switching centre remote environmental
monitoring solution
(d) Switching centre modernisation
programme
(e) Integrated operations centre — end-to-end
user experience management
(f)  SCM automation of processes
(g) Implement efficient transversal
agreements for common goods and
services
Enhanced workforce Misaligned corporate culture with (@) Performance management inculcation
capability solving complex | business objectives: Poor performance, (b) Digital culture intervention
problems and adopting accountability and limited initiatives (c) Directed wellness programmes
innovative solutions (d) Facilities upgrade
Enhanced workforce Fraud and corruption (a) Continued fraud awareness with focus on
capability solving complex both internal and external stakeholders
problems and adopting
innovative solutions
Seamless integrated and Concentration risk: South African Police | (a) Focused relationship engagement with
trusted public services Service (SAPS )Jremains almost a third of SAPS
SITA's revenue (b) Digital strategy for broader government
Innovative digital services
investments promoting
financial sustainability
Enhanced workforce Long-term sustainability of SITA: Inability |(a) Define the digital leadership skills
capability solving complex |to repurpose SITA required for our leadership
problems and adopting (b) Enhance research and development
innovative solutions outputs
(c) Develop a localisation strategy based on

Reshaping supply chain
through ICT economic
transformation

open-source technology
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8. TECHNICAL INDICATORS

8.1 Percentage of core public facing services available on digital platforms

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle

Desired performance

Indicator responsibility

The automation of key public facing services in order to ensure access and availability of
these services to the citizens on digital platforms and thereby improving their experience
of government service delivery

Project report

Baseline report of candidate services

Baseline report of candidate services signed in line with the approved governance
structure

Availability of external stakeholders to participate in the identification and prioritisation of
candidate services

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National

Non-cumulative

Quarterly

Baseline of candidate core public facing services for digitisation established

Executive: Application Development and Maintenance

8.2 Number of Application Programming Interfaces (APIs) established and published in production

Definition

Data/evidence source

Method of calculation
Means of verification

Assumptions

Disaggregation of
beneficiaries (where

applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

APIs are capabilities and utilities that enable the ease of integration of heterogeneous
systems, enabling interoperability of and ease of exchange of data between these systems

An APl must be published and consumable in the production environment performing the
functions or task it is built to perform in the context of systems interoperability

Number of APIs established and published in production

Production acceptance certificate signed in line with the approved governance structure

Big data sourced from various source systems/media and analytics applied to such data
using the data analytics/sharing platform

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National, Provincial and Local Government

Cumulative (year-to-date)

Quarterly

8 APIs established and published in the production environment

Executive: Application Development and Maintenance
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8.3 Number of big data analytics use cases deployed through the integration of government data and systems

Definition

Data/evidence source
Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation

(where applicable)

Calculation type
Reporting cycle

Desired performance

Indicator responsibility

Use case to showcase the outcome/results of analytics derived from big data stored in the
underlying data-sharing platform

Use case available for consumption

Number of big data analytics use cases deployed and in production

Production acceptance certificate signed in line with the approved governance structure

Big data stored in data sharing platform

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

4 big data analytics use cases deployed

Executive: Application Development and Maintenance

8.4 Number of openinnovation solutions commercialised

Definition

Data/evidence source

Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation

(where applicable)
Calculation type
Reporting cycle

Desired performance

Indicator responsibility

Annual Performance Plan 2021 / 2022

To grow SMMEs through innovation and to drive the government transformation agenda
by enabling and unlocking opportunities for procurement and innovation while building
local ICT capability to enable SMMEs to develop their current solutions for government
consumption. This will also assist in growing their businesses into larger entities, thereby
supporting economic transformation.

Signed proposals by the client

Number of open innovation solutions commercialised

Commercialisation certificate

Innovative solutions will be developed

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

Public and private sector

‘ Cumulative (year-to-date)

‘ 2 open innovation solution commercialised

‘ Executive: Corporate and Digital Strategy




8.5 Percentage performance against measured contracted SLA metrics

Definition ‘ Level of achievement of SLA metrics

Data/evidence source (a) SLAs
(b) ITSM7/NMS and ARS systems (SLA performance and trend reports)

Method of calculation (Number of SLA metrics met/total number of contracted SLA metrics measured for the
period) x business impact weight

NOTE: Excludes dependencies on areas requiring upgrades and modernisation as well as power
outages

The above equation is applied to each of the 15 measure categories across business
impact weights, which totals 100 (as per the figure below)

WAN Seivieai Hoating Serviess Seivien Managennl
Availabality i i
Cunslomer Tiatahaze Telals
Service Casrier |  Acceis NG | Intomel | Ankispa | Hasting .+ |Reposting
Dk | 1The P | ik v | 200 [ | ke | | | Mt} 0 At | TS v
Fouter Suiems,
it Delivery 5 w 7 1 7 1 5 5 1 7 i 4 5 2 wu
Impoct "Weight™

The sum of the weighted performance per metric category is added to determine overall
% performance

Means of verification Signed SLAs and implementation of service improvement plans

Assumptions Timely sign-off of SLAs and implementation of service improvement plans

Disaggregation of Target for women = N/A
beneficiaries (where Target for youth = N/A
applicable) Target for people with disabilities = N/A

Spatial transformation National and provincial
(where applicable)

Calculation type ‘ Cumulative (year-to-date)

Reporting cycle ‘ Quarterly

Desired performance ‘ 95% performance against measured contracted SLA metrics

Indicator responsibility ‘ Executive: Service Management
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8.6 Percentage of SA Connect sites connected as per the government order (layer 3)

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of
beneficiaries (where

applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

Annual Performance Plan 2021 / 2022

Connectivity of identified government sites at bandwidths of 10 Mbps to enable access to
digital platforms and services

Completion certificates of connectivity for identified government sites at bandwidths of
10 Mbps

(@)  The performance against the target (100% SA Connect sites connected at
bandwidths of 10 Mbps as per the government order) will be determined by the
following calculation: the number of sites connected/total number of sites included
in the government orders received X 100

(b)  Note that before any site is included in the implementation plan, the following
criteria must be established:

(i)  The client must provide a Government Order (GO);

(i)  The GO must be received before 31 October 2021 (GOs received after 31
October 2021 will be included in the 2022/23 FY implementation plan);
(iii) The client must make available pre-funding for the services; and
(c)  BBI must complete the layer 2 connectivity installation and hand over to SITA for all
new sites timeously (1 month before the end of a quarter and 2 months before the
end of the FY)

Completion certificates

Government order will be received timeously and sites will be ready for SITA for
deployment

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National, provincial and local

Cumulative (year-to-date)

Quarterly

100% SA Connect sites connected as per the government order (layer 3)

Executive: IT Infrastructure




8.7 Percentage establishment and operationalisation of the Security Operations Centre on SITAVPNs

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of

beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

8.8 Percentage implementation of unified communications capability

Definition

Data/evidence source
Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where

applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

A security modernisation programme for the South African Government, which will
establish a centralised unit that deals with security issues at a technical level

Deliverables as per project plan

(a) Annual performance = sum (% completed * weight)
(b) Quarterly or year-to-date performance = sum (% completed * weight)

Defined project plan milestones and artefacts

Operating/functional SOC

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

100% implementation of SOCC on SITA VPN

Executive: Service Management

A network modernisation initiative to establish UC capability and provisioning of UC
services to clients

Clients added to the UC platform

Number of clients added to the UC platform

Client proposals and acceptance certificate

Operating/functional UC capability

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

On-board 10 clients on UC platform

Executive: Service Management
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8.9 Percentage establishment and operationalisation of the software-defined network capability

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle

Desired performance

Indicator responsibility

A network modernisation programme to transform government network to be more agile
and flexible while enabling the network to be intelligently and centrally controlled. In FY
2021-2022 the focus will be on the creation of network redundancy and the creation of
the core network design for the SDN

Deliverables as per project plan

(@) Annual performance = sum (% completed * weight)
(b)  Quarterly performance = sum (% completed * weight)/total weight for the quarter

Defined project plan milestones and artefacts

(a) Operating/functional SDN
(b)  Sufficient funding

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

100% implementation of planned remediation to address network single point of failure

Executive: |T Infrastructure

8.10 Percentage completion of strategic data centre upgrades to support hyperscale infrastructure requirements

Definition

Data/evidence source
Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where

applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

Annual Performance Plan 2021 / 2022

The modernisation of strategic SITA data centres in line with industry standards to ensure
adherence to TIER lll+ guidelines where all government servers and applications can be
rationalised and integrated to ensure digital transformation within the South African
Government, and to support hyperscale data centre requirements.

Signed supplier contract(s) and supplier acceptance certificates

Annual performance = sum (% completed * weight)

Deliverable as per project plan

The tender process will be completed on time

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

Public sector

Cumulative (year-to-date)

Quarterly

40% data centre upgrades completed to support hyperscale infrastructure requirements

Executive: IT Infrastructure




8.11 Number of digital platforms deployed

Definition

Data/evidence source
Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle

Desired performance

Indicator responsibility

Deployment of digital technologies for the provisioning of digital services to create better
experiences for customers, employees, and ecosystem partners, and to lower costs

Platforms available in production

Number of digital platforms deployed in production

Production acceptance certificate

Subscription to the service by internal and external application development teams

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

2 digital platforms deployed

Executive: Application Development and Maintenance

8.12 Percentage of employees trained against the WSP

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type

Reporting cycle

Desired performance

The ability of an organisation to identify and develop the required skills to meet current
and future business needs

WSP

Actual number of employees trained/total number of identified employees as per the WSP
x 100

(@)  Wsp
(b)  Training plan
(c) Training attendance register or training certificates

Timely availability of training providers and targeted employees for training

Target for women = Yes
Target for youth = Yes
Target for people with disabilities = Yes

National and provincial

Cumulative (year-to-date)

‘ Quarterly

‘ 70% employees trained against WSP

Indicator responsibility ‘ Executive: Human Capital Management
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8.13 Percentage milestones achieved as per culture plan

Definition

Data/evidence source

Method of calculation
Means of verification

Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

Implementation of transformation and ethical business culture interventions to attain
behaviours aligned to the digital transformation ecosystem of SITA

Deliverables as per culture plan

Actual milestones completed against planned milestones on the project plan

Defined culture plan milestones

Planned milestones as per transformation and ethical business plan are implemented and
achieved

Target for women = Yes
Target for youth = Yes
Target for people with disabilities = Yes

National and provincial

Cumulative (year-to-date)

Quarterly

100% implementation of planned activities as per culture plan

Executive: Human Capital Management

8.14 Earnings before interest, taxes, depreciation and amortisation (EBITDA)

Definition

Data/evidence source

Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type

Reporting cycle

Desired performance

Indicator responsibility

Annual Performance Plan 2021 / 2022

EBITDA is defined as revenue minus expenses, excluding tax, depreciation, amortisation
and interest. It is an indicator of a company’s profitability.

(@) Quarterly financial reports
(b)  Annual financial statements
EBITDA

System-generated report (trial balance from Enterprise Resource Planning (ERP) system)

Services revenue will increase, operational costs are contained

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

R42.2m

Chief Financial Officer




8.15 Percentage net collection rate

Definition

Data/evidence source

Method of calculation
Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

8.16 Percentage growth inrevenue

Definition

Data/evidence source

Method of calculation

Means of verification
Assumptions

Disaggregation of
beneficiaries (where
applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle

Desired performance

Indicator responsibility

‘ This measures current year invoices due and the percentage that SITA actually collect

(@) ERPsystem
(b)  Monthly and quarterly financial report

‘ Receipts/total current year invoices due and receivable (excluding disputed invoices)

System-generated report (trial balance from ERP)

Customers pay SITA on time for services rendered

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

National and provincial

Cumulative (year-to-date)

Quarterly

80% net collection rate

Chief Financial Officer

‘ To gauge the extent of growth in revenue relevant to SITA’s service portfolio

(@) 2020-2021 SITA Revenue: Obtained from the SITA ERP system/general ledger
(b) 2021-2022 SITA Revenue: Obtained from the SITA ERP system/general ledger

% Growth in revenue 2021-2022 = ((2021-2022 Revenue minus 2020-2021 Revenue)
divided by 2020-2021 Revenue) x 100

NOTES

(a) Defined baseline based on SITA’s 2020-221 service portfolio in scope

(b) Revenue figures would be used as at 31 March 2022. The revenue figures would be
subject to completion of AG Audit

(c) Accruals will be included in 2020-2021 and 2021-2022 figures while ensuring no
double dipping

SITA ERP system/general ledger data

Not applicable

Target for women = N/A
Target for youth = N/A
Target for people with disabilities = N/A

Not applicable

Non-cumulative

Annually

10% growth in revenue related to designated services (defined baseline based on SITA’s
2020/21 service portfolio in scope)

‘ Executive: Service Management
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8.17 Percentage of procurement awards completed within targeted turnaround times

Definition A cumulative total number of tenders approved within the targeted turnaround time
agreed with the customer

a) SCM tender register/report

Data/evidence source

(
(b) SCM tender SLA targets
(c)  Proof of receipt by acquisition management
(d)  Proof of resolution document date from relevant adjudication committee
Method of calculation (@) Method of calculation: (Procurement awards approved per SLA target/total number

of procurement awards approved per FY) x 100

(b) It measures end-to end process from procurement acquisition management to
award

(c)  Condition: Only procurement awards completed (adjudicated) for the reporting
period is part of the formula; this excludes transactions that emanated from prior
years

(d) The days used in SCM are working days

Means of verification Turnaround time database report
Assumptions (@) SITA will implement IT systems to enable automation of SCM processes
(b) Manage the backlog of tenders
(c) Lines of business and CRMs manage customer expectations
(d) Completed annual procurement plans
(e) No serious business disruption occurs such as COVID-19
Disaggregation of Target for women = N/A
beneficiaries (where Target for youth = N/A
applicable) Target for people with disabilities = N/A
Spatial transformation National and provincial
(where applicable)
Calculation type ‘ Cumulative (year-to-date)
Reporting cycle ‘ Quarterly
Desired performance ‘ 80% of procurement awards completed within targeted turnaround times

Indicator responsibility ‘ Executive: Supply Chain Management

Annual Performance Plan 2021 / 2022 —@




8.18 Number of cumulative transversal and panel contracts and framework agreements implemented

Definition Transversals and panel contracts and framework agreements completed within the
financial year aimed at minimising individual procurement requests

Data/evidence source Contract register
Method of calculation Number of transversal and panel contract/framework agreements implemented
Means of verification Transversal, panel and framework agreements/contracts database report
Assumptions (@) SITA will implement IT systems to enable automation of SCM processes
(b) Manage the backlog of tenders
(c) Adequate capacity
(d) Adequate market response
(e) Stakeholder participation from DCDT as the custodian of transversal instruments
(

f)  No serious business disruption occurs such as COVID-19

Disaggregation of Target for women = N/A
beneficiaries (where Target for youth = N/A
applicable) Target for people with disabilities = N/A

Spatial transformation National and provincial
(where applicable)

Calculation type Cumulative (year-to-date)

Reporting cycle Quarterly

Desired performance 10 transversal and panel contracts/ framework agreements implemented

Indicator responsibility Executive: Supply Chain Management
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8.19 Percentage of acquisition spend through black SMME entities on influenceable spend

Definition

Data/evidence source

Method of calculation

Means of verification

Assumptions

Disaggregation of
beneficiaries (where

applicable)

Spatial transformation
(where applicable)

Calculation type
Reporting cycle
Desired performance

Indicator responsibility

Annual Performance Plan 2021 / 2022

Acquisition spend through the use of companies classified as black SMMEs (EME and QSE)

a
b
c
d

SCM SMME register
Supplier database
ERP creditor payment report

(a)
(b)
(c)
(d) Copies of Broad - Based Black Economic Empowerment (B-BBEE ) certificate for
suppliers

(e) Contract register and subcontracting report

{P=((black SMME_direct_spend + black SMME _indirect_spend)/available_spend) *100)}

(a) Black SMME_direct_spend means the spend (rand) on black SMME entities for
the reporting period as reflected in the ERP creditors report

(b)  Black SMME_indirect spend means the rand value invoiced by and paid to black
SMMEs by main contractors in accordance with subcontracting clauses as
stated on the contracts register and reflected in the subcontracting report

(c) Available spend means the total measured influenceable procurement spend
(TMPS) less all OEMs, OSMs and allowable exclusions by SITA, the Department
of Trade and Industry and National Treasury

SCM SMME database report

(@) Certificates are valid for a period of one year

(b)  SCM will collate supplier certification — B-BEEE certificates collated late impact
previous performance reported

(c)  Black SMME clauses will be implemented

Target for women = Yes
Target for youth = Yes
Target for people with disabilities = Yes

National and provincial

Cumulative (year-to-date)

Quarterly

40% of acquisition spend through black SMME entities on influenceable spend

Executive: Supply Chain Management




ANNEXA: ABBREVIATIONS

41R Fourth Industrial Revolution

AG Auditor General

APP Annual Performance Plan

BAS Business Accounting System

B-BBEE Broad-Based Black Economic Empowerment
Clo Chief Information Officer

COVID-19 Coronavirusdisease of 2019

CSIR Council for Scientificand Industrial Research
DC Data centre

DCDT Department of Communication and Digital Technologies
EBITDA Earnings Before Interest, Tax, Depreciation and Amortisation
ERP Enterprise Resource Planning

FY Financial Year

GO Government Order

GPCE Government Private Cloud Ecosystem

HCM Human Capital Management

ICT Information and Communication Technology
IMST Information management systems and technology
loT Internet-of-Things

IP Intellectual Property

IT Information Technology

Mbps Megabits per second

MTBPS Medium-Term Budget Policy Statement
NDP National Development Plan

NT National Treasury

OEM Original equipment manufacturer

OLA Operational level agreement

OSM Original software manufacturer

POPIA Protection of Personal Information Act

PRC Presidential Review Commission

SA South Africa

SAPS South African Police Service

SCM Supply Chain Management

SDN Software-defined network

SMME Small, Medium and Micro Enterprises

SITA State Information Technology 999

SLA Service level agreement

SOC State-owned company

SOCC Security Operation Centre capability

TMPS Total measured procurement spend

uc Unified Communications

UPS Uninterruptible power supply

VPN Virtual private network

WSP Workplace Skills Plan
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