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Foreword by Minister
In terms of the Public Finance Management Act 1 of 1999 (PFMA), I have to ensure that every public entity
that I am responsible for, must comply with the provisions of the PFMA and in the case of the National

Consumer Commission (NCC), it must also comply with the provisions of the Consumer Protection Act 68
of 2008 (CPA). | am satisfied that the NCC's past focus on complying with the PFMA, is on track. This must

be maintained and improved, in line with the guidance provided by its relevant governence structure.

One of my key focus areas insofar as the NCC is concerned, particularly in this strategic period, is to ensure

that the NCC meets its policy objectives as contained in the CPA. To this end, | aim to ensure that the NCC,

focusses on the following key priority areas:

1)

2)

Improving consumer awareness and information and encouraging responsible and informed
consumer choice and behaviour;

Providing for a consistent, accessible and efficient system of consensual resolution of disputes
arising from from consumer transactions:

Enforcing the CPA by monitoring the consumer market to ensure that prohibited conduct and
offences are prevented or detected and prosecuted:

Promoting education and awareness on labelling across the different sectors and working in
collaboration with other entities and or Departments; and

Publication of the work undertaken by the NCC.

Promotion of effective relations with provinicial consumer protection authorities, enforcement

agencies and other regulators;

I do understand that the NCC is a small entity, with limited resources. However, it is imperative that the NCC

maximises delivery to consumers. | would expect that business would cooperate with the NCC in ensuring
that consumers realise the benefits of the provisions of the CPA and thereby promote the proliferation of

ethical business practices throughout and beyond the borders of the Republic of South Africa.

Dr Rob Davies, MP
Minister of Trade and Industry
28 February 2018
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Abbreviations and commonly used acronyms

CPA/ Act
the dti
CGSO
DPSA
HR

ICT
MIOSA
NCC/ Commission
NRCS
NCT
PFMA

SABS

Consumer Protection Act No. 68 of 2008
Department of Trade and Industry

Consumer Goods and Services Ombud
Department of Public Service and Administration
Human resource/s

Information and communications technology
Motor Industry Ombud of South Africa

National Consumer Commission

National Regulator for Compulsory Specifications
National Consumer Tribunal

Public Finance Management Act

South African Bureau of Standards
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Overview by the Commissioner

| am pleased to present this five year strategic plan of the National Consumer Commission (“the NCC’).
It sets out the key focus areas for the NCC over the financial years 2018/19 to 2022/23. An annual
performance plan and business plan linked to this strategic plan will provide details of the specific

performance measures in relation to the strategic goals.

The NCC was established in terms of section 85 of the Consumer Protection Act No. 68 of 2008 (‘the

Act") Act and began exercising its mandate with effect from 1 April 2011.

The NCC, has slowly, but surely begun entrenching itself as a key consumer protection regulator in
South Africa, within the SADC region and on the African continent on the whole. It has begun to take
up consumer issues that have a serious negative impact on a significant number of consumers.
Consumer rights relative to the expiry of data coupled with the forfeiture of unused data is but one
example. Another example is that which relates to the timeshare enquiry that the NCC has commenced
with in the 2017/ 18 financial year. The NCC has every intention of upholding the rights of consumers
in these two matters. This is @ mammoth task over this strategic period for a fairly under resourced
entity. The respective business sectors that the NCC are up against in these two matters are both vital
and significant contributors to the South African economy with significant resources at their disposal
when compared with the resources of the NCC. The NCC is, however, mindful that it is in a battle and
it has braced itself for a good fight. It is also mindful, despite the expectations, of the fact that it is unable
to take on much more than it can handle at any given point in time. It is difficult to predict how long its
battles with certain business sectors are going to last or what it is eventually going to cost. However,
the NCC remains confident that it will, apart from uncovering unethical conduct by certain business,

emerge with tangible and significant benefits for South African consumers.

In line with the consumer policy of the dti the NCC has to work closely with other key stakeholders to
promote the resolution of consumer complaints. Hence, one of its focus areas is its engagement with
targeted industries/ sectors on the submission of industry codes and the expansion of alternate dispute
resolution schemes in South Africa. The NCC has enjoyed some success in this regard, now that the
ombud schemes for the motor industry and the consumer goods and services industry have been
accredited by Minister. The NCC has recommended the accreditation of another two ombud schemes

in the 2016/17 year. It is envisaged that at least other similar scheme will be recommended for
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accreditation by Minister over this strategic period. Apart from working closely with the provincial
consumer protection authorities and other key regulators like ICASA, | am encouraged that the NCC is

also involved with consumer protection at SADC level, which requires the promotion of consumer

protection amongst member states.

This strategic plan is aligned to the South African consumer policy prerogatives as espoused in the
Consumer Protection Act (CPA). This has been highlighted in 2015 by Minister as well as by
representatives of the DPSA. Minister and the DPSA have rightly pointed out that the NCC must focus
on its key legislative mandate. This necessitated the NCC revisiting its legislative mandate. The
strategic, annual performance and business plans remain highly ambitious in view of the fact that the
NCC has very limited resources. However, despite these challenges | implore alf staff members and
stakeholders of the NCC to adopt this strategic plan and play their role in fulfilling it with commitment
and zeal. It is of immense importance for the economy of South Africa and for consumers in particular,

that little or no room is left for unscrupulous business to operate within the borders of the Republic.

MrE/Mohamed T N 1ab ok
Commissioner Dafub] Lom@'&10 nél
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E: Official plan sign-off
It is hereby certified that this strategic plan:
s Was developed by the management of the NCC under the guidance of the Executive Authority;

e Takes into account all the relevant policies, legislation and other mandates for which the NCC is

responsible;

e Accurately reflects the strategic outcome oriented goals and objectives which the NCC will endeavour

to achieve over the period from 1 April 2018 to 31 March 2023.

QCA«,\, 5110\12&\@

Mr E Mohamed Date

Commissioner
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SECTION 1: BACKGROUND INFORMATION

Vision

In pursuance of its strategic mandate as enshrined in the Act, the vision of the NCC is: “To be the

leading institution in consumer protection that is professional, responsive and effective.”
Mission

The mission of the NCC is: “To promote compliance with the Consumer Protection Act through

advocacy and enforcement, in order to ensure fair business practice and to uphold the social

and economic welfare of consumers”.

Value statements

Values are common traits and attributes, which guide the manner in which the organisation will relate
with its stakeholders. They are intended to define and shape the culture of the NCC and guide how

staff members interact both internally and with stakeholders.

The NCC's value statements are:

a.  Professionalism and Ethical conduct — to promote and maintain a high standard of
professional ethic

b.  Efficiency & effectiveness — to promote efficient, effective and economic use of
resources.

c.  Transparency - to foster a culture wherein the bases upon which decisions are made are
consistent and transparent

d.  Accountability - Accepting responsibility for its own actions.

e.  Teamwork - to promote coherent and effective teams within the NCC
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1.4 Legislative and policy mandates

The NCC has considered the following sets of legislation and policy prescripts:

1.4.1  Constitutional mandates

In terms of Section 41 of the Constitution read with Schedule 4 thereof, consumer protection is an
area of concurrent jurisdiction. Through its legislative mandate and its promotion of fair business
practice, the NCC plays a significant role in upholding and preserving the principles enshrined in the
Constitution. Specifically, the NCC has a directimpact on the following areas within the Constitution

of the country, under the Bill of Rights section:

o Sub-section 9: Equality — Through remaining accessible to diverse groupings of
consumers, the NCC plays its role in ensuring that parties have the right to equal protection
and benefit of the law. Additionally, the NCC strives through its value system to respect

human diversity and ensure that no form of discrimination, if any, is tolerated.

o Sub-section 10: Human dignity — The NCC ensures that prohibited conduct on the part of
suppliers of goods and services, as well as the relevant action thereto, does not impair
human dignity.

o Sub-section 14: Privacy - The NCC ensures that the privacy of persons in their capacity
as consumers, is protected and respected.

¢ Sub-section 33: Just administrative action — The NCC ensures it hears both sides to a

dispute and that it issues reasons for its decisions.

1.4.2 Legislative mandates

The NCC is established in terms of Section 85 of the Consumer Protection Act No. 68 of 2008 (“the
Act”) with jurisdiction through the Republic of South Africa. The NCC reports to the Department of
Trade and Industry’s (“the dti”) Entity and Oversight Unit and to the Consumer and Corporate
Regulation Division (“CCRD") which has, as one of its key roles, the creation of “credible institutions

for enforcement and implementation of regulatory instruments”.



National Consumer Commission (NCC)
Revised Strategic Plan
2018/19-2022/23

The NCC is charged with the responsibility to enforce and carry out the functions assigned to it in
terms of the Act. The Act seeks to promote a fair, accessible and sustainable marketplace for
consumer products and services and for that purpose, to establish national norms and standards
relating to consumer protection. It further seeks to provide for improved standards of consumer
information, to prohibit certain unfair marketing and business practices, to promote responsible
consumer behaviour and to promote a consistent legislative and enforcement framework relating to

consumer transactions and agreements.

143 Policy mandates
The NCC also ensures that through its alignment with the dti's key priorities, it is also aligned to
Government's key national priorities as espoused in the government’s overall mandate to the people

of South Africa. However, its key focus is on its legislative mandate.

These national priorities are:

Improved quality of basic education.

Along and healthy life for all South Africans.

All people in South Africa are and feel safe.

Decent employment through inclusive economic growth.

A skilled and capable workforce to support an inclusive growth path.

An efficient, competitive and responsive economic infrastructure network.
Vibrant, equitable and sustainable rural communities with food security for all.

Sustainable human settlements and improved quality of household life.

© 0N o g LN~

A responsive, accountable, effective and efficient local government system.

. Environmental assets and natural resources that are well protected and continually enhanced.

—_
e ]

. Create a better South Africa and contribute to a better and safer Africa and World.

—
—

. An efficient, effective and development oriented public service and an empowered, fair and

—_
(NS

inclusive citizenship.
13. A comprehensive, responsive and sustainable social protection system

14. A diverse, socially cohesive society with a common national identity
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144  Decisions of the Courts
The NCC continually reviews key decisions of the National Consumer Tribunal, High Courts and

Constitutional Court. It evaluates the potential impact on its mandate and functions for consideration

during planning processes.

The NCC, is in the process of appealing a decision of a high court which has ordered the National
Consumer Tribunal to consider issuing a cost order against the NCC following the withdrawal of a
matter by the NCC at the Tribunal. As it stands, legislation prevents such an order from being
considered. If such an order where to stand, then the ability of the NCC to deal with contraventions
of the Act at the Tribunal, will be severely affected. This would mean that for every matter that the
NCC files with the Tribunal, it should make provision for the costs of respondents if it were to
withdraw a matter or if the Tribunal were to grant judgment against the NCC. This would have the
effect of rendering the NCC a toothless body as it would be unable to set aside millions of rand for
costs. It must be understood that the NCC cannot pre-empt a finding in its favour. The NCC's
inability to approach the Tribunal would essentially stem the development of consumer law in South

Africa.

In line with its strategic plan, the NCC continuously assesses the need for and submits
recommendations to Minister for the accreditation of industry codes. Once these codes are
accredited, then as part of its monitoring function, the NCC will constantly analyse the decisions of
accredited alternative dispute resolution (ADR) schemes with a view to determining trends and
emerging concerns for both consumers and business. These schemes are a critical part of creating

and expanding the dispute resolution platform for dealing with disputes between consumers and

suppliers.

The Financial Sector Regulation Act, known as “Twin Peaks’, which establishes a prudential
regulator and a separate, dedicated market conduct regulator has recently been signed into law. It
has been reported that this legislation aims to achieve a financial system that works in the interests
of consumers, and supports balanced and sustainable economic growth. Further, that the “Twin
Peaks" model will see the creation of a prudential regulator, which will oversee risks taken on by
financial firms such as banks and focus on macro prudential aspects of financial stability. This
particular oversight role will be effected by the South African Reserve Bank (SARB). Whereas, The

10
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Financial Services Board (FSB) will become the dedicated market conduct regulator, tasked with

ensuring consumers are treated fairly and financial firms’ conduct complies with law.

The act was mooted mainly in response to the 2008 global financial crisis. It makes provision for
the establishment of the Financial System Council of Regulators. The objective of the Financial
System Council of Regulators is to facilitate co-operation and collaboration, and, where appropriate,
consistency of action, between the institutions represented on the Financial System Council of
Regulators by providing a forum for senior representatives of those institutions to discuss, and in-
form themselves about, matters of common interest. The Financial System Council of Regulators
will be composed of the following members:

(a) The Director-General;

(b) the Director-General of the Department of Trade and Industry;

(c) the Director-General of the Department of Health;

(d) the Chief Executive Officer;

(e) the Commissioner;

(f) the Chief Executive Officer of the National Credit Regulator;

(g) the Chief Executive Officer of the Council for Medical Schemes;

(h) the Director of the Financial Intelligence Centre;

(i) the Commissioner of the National Consumer Commission;

(i) the Commissioner of the Competition Commission;

(k) the Deputy Governor responsible for financial stability matters; and

() the head, however described, of any organ of state or other organisation that the Minister may

deter-mine.

Since the FSB will be responsible for protecting customers of financial services firms and improving
the way financial service providers conduct their business, the business practices of banks, long
term and short term insurers will no longer be regulated by the Consumer Protection Act. However,
it must be understood that the Consumer Protection Act is the current yardstick for the protection
afforded to consumers in general, whichever sector consumers transact in. The NCC will always be
supportive of regulators seeking to protect consumers provided that these regulators are enabled to

provide an equivalent or better protection to consumers than that which is contained in the

i |
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Consumer Protection Act. This is intrinsic to the Consumer Protect Act. The NCC looks forward to

cooperating with the FSB on the protection of consumers in the financial sector.

1.5 Situational Analysis

The elected manner of conducting a situational analysis was through a detailed SWOT (strengths,
weaknesses, opportunities, threats) analysis conducted at a workshop on the 26-27 November 2015.

The results are tabled below:

1. Clearly defined mandate. Easy access to 1. Inadequate information and communications

leadership of the NCC. technology (“ICT") systems.
2. Learning and growing organisation — 2. Human & Financial resource constraints.
Opportunity to innovate. 3. Inadequate internal business processes.
3. Support of the Executive Authority and 4. Inadequate skills and capacity building.
Parliament. 5. Working in silos.

4. Young and vibrant workplace - thatcan be 6. Low staff morale.
easily galvanised.

5. Diverse skills.

6. Genuine need for NCC services.

OPPORTUNITIES THREATS
1. Establishing a national presence. 1. Poor working relations with other regulators.
2. Working with other agencies within 2. Inadequate resources to fully achieve its
consumer protection environment. mandate.
3. Influencing the status of consumer 3. Lack of strategy to enable the NCC to work
protection locally and internationally. with the consumer protection groups.

4. Safety and security of enforcement staff may
be compromised.

1.5.1 Performance Delivery Environment

Consumer protection is an integral part of a modern, efficient, effective and just market place. Confident
consumers are one of the important drivers of competitiveness. By demanding competitive prices,
improved product quality and better service, consumers provide an impetus for innovation and
enhanced performance by business. The Consumer Protection Act is a critical part of the dti's overall

strategy to improve the competitiveness of business in South Africa.

In implementing the revised consumer protection framework, the dti's intention was to create an

environment where a culture of consumer rights and responsibilities prevail. Such an environment is

12
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not only beneficial to consumers but to business as well. The enforcement of the Consumer Protection

Act assists in regulating the conduct of suppliers of goods and or services to consumers. If left

unchecked, unethical traders will merely serve to hinder the creation of a fair, competitive and equitable

environment for all. Prior to the enactment of the Consumer Protection Act, South Africa lagged behind

other international jurisdictions in protecting its consumers. The global and domestic trading

environment has changed significantly over time. Markets have opened up and there has been a

significant increase in the movement of people, goods and services across borders. The incidence of

scams and unfair practices, on the other hand, has become more sophisticated.

The need to enforce the Consumer Protection Act is critical to:

establishing a legal framework for the achievement of a fair, accessible, responsible and
sustainable market;

reducing any disadvantages experienced in accessing the supply of goods and services by low
income, low literacy, rural and vulnerable consumers;

Promoting fair business practices;

Protecting consumers from unfair and deceptive conduct;

Improving consumer awareness; and

Providing for an accessible, efficient and effective system of redress;

The Consumer Protection Act applies to:

Suppliers (for profit or non-profit) that promote or supply goods or services to consumers across
all sectors of the economy, unless exempted;

Government institutions or any entity contracted by the state to provide goods or services to
consumers;

Franchise offers, solicitations and agreements; and to

Any business to business transaction subject to a stipulated two million rand turnover per annum

threshold.

Consumer Protection is a concurrent functional area of national and provincial legislative competence.

Provincial consumer protection authorities exist in all provinces. Provincial consumer courts have

jurisdiction over complaints of unfair business practices in terms of their respective legislation. A

13
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consumer court can declare a business practice unfair and in contravention of a provincial legislation

and order appropriate redress to a consumer in terms of a provincial legislation which created it.

Section 146 (2) (b) of the Constitution provides that national legislation applies uniformly with regard to
the country as a whole and prevails over provincial legislation if, amongst other things, the following
conditions are met:
- The national legislation deals with a matter that cannot be regulated effectively by legislation
enacted by the respective provinces individually;
- The national legislation deals with a matter that, to be dealt with effectively, requires uniformity
across the nation, and the national legislation provides that uniformity by establishing:
(i) norms and standards,
(i) frameworks; or

(i) national policies

- The national legislation is necessary for the-
- protection of the common market in respect of the mobility of goods, services, capital
and labour,
promotion of economic activities across provincial boundaries;

- promotion of equal opportunity or equal access to government services;

The Consumer Protection Act entrenches national consumer protection policy as well as norms and

standards.

The NCC had changed its strategy in the 2012/13 financial year and further revised it in 2015/16 in line
with its legislative mandate. This document therefore reflects the NCC's revised strategy which is also

in line in line with recommendations made by Minister and the DPSA.

In order to expand conciliation and mediation fora for the resolution of consumer complaints, the NCC
will continue approaching key industries or sectors, as the need arises, to assist in the establishment
of industry/ sector ombud schemes. This approach serves to benefit consumers and business.
Consumers will be able to seek accessible, free and speedy conciliation and mediation services on

their consumer related disputes. These disputes will ordinarily be dealt with by persons who should be

14
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familiar with the nature of the transactions as these are endemic within the particular industry or sector.
This would enable the NCC to monitor consumer disputes per industry and or sector. In monitoring the
complaints dealt with by these alternate dispute resolution schemes, the NCC will be able to identify
pervasive harmful business practices as well as emerging harmful trends emanating from these
industries and or sectors. Interventions by the NCC can therefore be meaningful. This is vital, as the
spirit of the Act did not envisage that the NCC should have internal experts to deal with the complex
complaints arising out of each and every sector or industry. Ultimately, another key focus of the NCC

would include the monitoring of the accredited ombud schemes.

Minister has thus far accredited the Motor Industry Ombud (MIOSA) and the Consumer Goods and
Services Ombud (CGSO) as the ADR agents implementing the respective codes. All complaints related
to the motor industry and to the fast moving consumer goods industries are now mainly dealt with by
the MIOSA and CGSO. Complainants will refer their complaints directly to these ombuds and those
complaints lodged with the NCC or the Provincial Consumer Affairs would be referred to these ombuds
as per referral protocols. The NCC and the accredited ombuds have commenced developed
mechanisms and or entered into an arrangements in relation to the reporting of performance and

utilization of resources.

Insofar as investigations are concerned, despite the increasing demand, the NCC is unable to
investigate every consumer complaint. This is neither possible nor feasible given the resources at its
disposal. Instead, the NCC will continue to focus on the investigation of mainly systemic unfair conduct,
based on criteria that are in line with its enforcement strategy. Investigations will be conducted so as to
promote market integrity and transparency by addressing unethical or unscrupulous conduct and
promoting better disclosure of information. Apart from the enforcement criteria, investigations and or
other regulatory interventions by the NCC, are also informed by research and complaints trend analysis.
The NCC intends increasing its access to consumer complaints databases in order to obtain better and

more reliable trends analysis. This approach is in line with international practice (of like regulators).

Consumer safety will invariably be promoted so as to ensure that consumers are supplied with reliable
goods and services which are safe for consumer health and life as well as for the environment. In order
to promote the supply of safe consumer goods and services, the NCC will continue working closely

with, amongst other regulators, the National Regulator for Compulsory Specifications (NRCS); South

15
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African Bureau of Standards (SABS), the Department of Agriculture, Forestry and Fisheries and the
health . The facilitation and monitoring of recall of unsafe products is a critical function of the NCC. In
the absence of its own product testing facilities, coupled with the lack of financial resources that are
normally associated with product tests, the NCC will continue to rely on entities like NRCS and SABS.

The scanning of product recalls by regulators in other jurisdictions will be factored in.

It is still evident that the vast majority of consumers do not lodge complaints. Consumers who are
unaware of their rights as consumers, will not complain. The genuine need to increase awareness of
consumers' rights remain. It is also evident, that whilst suppliers are aware of their obligations in terms
of the Consumer Protection Act, this is not the case for all suppliers. A greater need exists for small
and medium enterprises to be made aware of their obligations. The NCC intends to continue
encouraging suppliers to comply with the consumer protection legislative framework. Awareness does
lead to increased compliance. To this end, awareness initiatives for both consumers and suppliers are

intrinsic to the NCC's enforcement function.

Following the receipt of a qualified audit in the 2012-13 financial year, the NCC subsequently focussed
on implementing compliance related processes so as to enable it to comply with the PFMA, Treasury
Regulations and directives. This resulted in the NCC receiving an unqualified audit for the 2013-14;
2014-15; 2015-16 and 2016-17 financial years. The compliance burden on the NCC has been
increasing. This impacts on all officials and on the NCC's efficacy to deal with its core mandate. The
NCC has been saddled with a poor compliance history and it will endeavour to maintain and improve
on its internal controls. This will be largely guided by findings made by internal and external auditors as

well as the assessments performed by its Executive Authority.
1.5.2 Organisational Delivery Environment

The NCC is an organ of state and is a Schedule 3A entity in terms of the Public Finance Management
Act, 1999, Act No. 1 of 1999 (PFMA). The entity is established by section 85 of the CPA.

In terms of section 87 of the CPA, the Commissioner of the NCC is responsible for all matters pertaining
to the functions of the NCC and is required to hold office for an agreed term, not exceeding five years.

Provision is however made for reappointment on expiry of an agreed term of office.

16
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The NCC does not have a Board. The Commissioner is the accounting authority for the NCC, duly
assisted by the Deputy Commissioner and as such, is responsible for all income and expenditure of the
NCC; revenue collected by the NCC; assets and the discharge of all liabilities of the NCC; as well as
the proper and diligent implementation of the PFMA in relation to the NCC. Thus, Parliament, the

Executive Authority and the Commissioner are responsible for corporate governance.

The Commissioner has, as permitted, assigned management and or other duties to employees with
appropriate skills to assist the NCC in the management, or control over the functioning of the entity by
way of written and approved delegations of authority. He has duly delegated, certain powers or
functions to suitably qualified employees of the NCC. However such delegation does not divest the

Commissioner of responsibility for the exercise of any power or performance of any duty.

The Minister has designated a Deputy Commissioner to assist the Commissioner and to perform the
functions of the NCC whenever the Commissioner is unable, for any reason, to perform the functions
of the Commissioner; or when the position of the Commissioner is vacant. The Minister of Trade and
Industry, in consultation with the Minister of Finance, determines the Commissioner's and Deputy

Commissioner’s remuneration, allowances, benefits and other terms and conditions of employment.

Parliament, through the Portfolio Committee on Trade and Industry (Portfolio Committee) exercises its
oversight role through evaluating the performance of the NCC by interrogating its strategic and annual
performance plans, quarterly reports, annual financial statements and performance information and

other relevant documents which have to be tabled in Parliament from time to time.

Oversight by the Executive Authority rests by and large on the prescripts of the PFMA. The PFMA

grants authority to the Executive Authority for the exercise of its oversight powers.

The Executive Authority also enters into a Shareholders Compact with the NCC and a performance
agreement with the Commissioner, both, on an annual basis. A Compliance Schedule is included as
part of the Shareholders Compact indicating the deliverables and due dates of all documents as

stipulated in the PFMA, Treasury Regulations and the Shareholders Compact. Compliance is reported
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on a quarterly and/ or annual basis, whereas management accounts are required to be submitted

monthly. Reports are also provided from time to time on matters of significance.

The NCC currently has an approved structure that makes provision for 182 full-time positions. However,
only 85 positions out of the 182 approved positions are funded. Given the existing fiscal status, the
likelihood of receiving an increase in the budget allocation that would enable the NCC to fill all unfunded
posts, is remote. In order effect its strategy and annual performance plans, a review of the NCC
structure is underway. The assistance of the DPSA and that of the dti has been solicited. Following the
review, unnecessary vacant positions will be abandoned and only key vacant positions will be filled,
funds permitting. The review of the structure is not expected to result in any retrenchments. Going

forward, the NCC largely intends decreasing its approved structure to coincide with funded posts.

A skills audit has been conducted at the NCC, it is apparent that a major skills shortage does exist
within the entity. An appropriate skills upgrade programme is underway under the guidance of an

internal Skills Development Committee.

Insofar as trade union activity is concerned, the NCC has entered into a recognition agreement with
NEHAWU. As it stands, the NCC has adopted the salary scales, benefits and increments as determined
by the Minister of the Department of Public Service and Administration. This does not imply that the
NCC is not a Schedule 3A entity, in terms of the PFMA.

The process embarked upon by the Executive Authority, of facilitating the establishment of bargaining
chambers for its entities, is at an advanced stage. NCC officials are members of the GEPF. Officials
are prevented by the Government Employees Medical Scheme (GEMS) from participating in GEMS.
However, the usual benefits applicable to employees as negotiated at the PSCBC in relation to

employees on levels 1-12 are, wherever possible, also granted to NCC employees on these levels.

Corporate governance at the NCC embodies processes and systems by which public entities are
generally directed, controlled and held to account. In addition to legislative requirements based on the
CPA, corporate governance is applied through the precepts of the PFMA and run in tandem with the

principles contained in the King Reports on Corporate Governance.
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In line with the requirements of the PFMA, the NCC has an Audit and Risk Committee. The membership
thereof is made up of independent persons. The said Committee also provides for one ex-officio

member to serve thereon at the behest of the Executive Authority.

Risk management is integral to corporate governance at the NCC. A risk strategy is implemented and
revised from time to time. A risk register is in place and monitored regularly and reported on at Audit

and Risk Committee meetings.

Internal audit assists the Accounting Authority in maintaining efficient and effective controls by
evaluating those controls to determine their effectiveness and efficiency, and by developing
recommendations for enhancement or improvement. The NCC has outsourced the internal audit
function. Internal audit, in consultation with and the approval of the Audit and Risk Committee, ordinarily
prepares and submits —

a) arolling three-year strategic internal audit plan based on its assessment of key areas of risk for the
institution, having regard to its current operations, those proposed in its strategic plan and its risk
management strategy;

b) an annual internal audit plan for the first year of the rolling three year strategic internal audit plan;

c) plans indicating the proposed scope of each audit in the annual internal audit plan; and

d) reports to the Audit and Risk Committee detailing its performance against the annual internal audit

plan, to allow effective monitoring and possible intervention.

Internal Audit reports administratively to the Accounting Authority and functionally to the Audit and Risk

Committee. The function is independent of activities that are audited, with no limitation on its access to

information.

The NCC has approved a Fraud Prevention Plan (Plan) which is regularly canvassed with NCC officials.
Thus far, no acts of fraud have been reported to have occurred over the last five years. In terms of the
Plan, mechanisms are in place to report fraud and corruption. In order to promote fraud prevention, a

whistleblowing policy is in place which makes provision for officials to make confidential disclosure

about suspected fraud and corruption.
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1.6 Alignment with the dti’s priorities

The main objective of the dti's CCRD unit is to create a fair regulatory environment that enables
investment, trade and enterprise development in an equitable and socially responsible manner and

promote a professional, competitive and customer-focused working environment that ensures effective

and efficient service delivery.

In line with the prescripts of the Act, the NCC contributes to the dti's growth path by freeing up /
increasing funding in the SA economy for investment / productive purposes through promoting
compliance with the Consumer Protection Act and thereby curtailing incidences of prohibited business
practice. Moreover, enforcing the said Act consistently, certainty is created which adds to confidence

amongst suppliers/business.
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2. SECTION 2: STRATEGIC OBJECTIVES

2.1. Strategic objectives
This revised strategic plan is linked to and flows from various plans developed by the NCC to fulfil its
mandate, especially Performance Agreements between the Minister and Commissioner and between the

Commissioner and Deputy Commissioner. The Shareholders Compact entered into between the NCC

and the Executive Authority.

The strategic objectives articulated below were arrived at through a careful assessment of the legislative
mandate and the environment in which the NCC operates. Up-to-date information about the
organisation’s performance and its challenges were gathered in developing the strategic objectives.
Consideration was also given to political, economic, social, environmental and technological aspects
applicable to the NCC. In assessing the information gathered, the NCC was able to define the critical

strategic tasks facing the NCC over the next five years.

Strategic To Promote Consumer Protection and Consumer Safety

Outcome
Oriented Goal 1

The goal is to ensure consumer protection and consumer safety through the
el RGN 8 enforcement of the provisions of the Consumer Protect Act and to facilitate an
environment that enables resolution of disputes between consumers and
suppliers that is expedient, cost effective, fair and transparent.

The functions in relation to this objective are performed by the Legal Division
Description and the Enforcement and Investigations Division

The purpose is to:

(i) Facilitate an environment that enables resolution of disputes
between consumers and suppliers that is expedient, cost effective,
fair and transparent. .

(i) Conduct investigations so as to enforce the provisions of the
Consumer Protection Act thereby ensuring compliance with the
provisions of the Consumer Protection Act;

(iiy ~ Make applications in terms of the CPA to the National Consumer
Tribunal

(iv)  Facilitate, conduct and monitor product recalls
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Strategic To promote reform of consumer policy and compliance with consumer
Outcome protection legislation.
Oriented Goal 2

To promote compliance with consumer protection policy and the reform of
el IS EIE IS consumer legislation/ business practices that are inconsistent with the CPA.
The functions in relation to this objective are performed by the Legal Division.

Description

The purpose is to:

i) Identify legislation that affects the welfare of consumers which is
inconsistent with the purposes of the CPA and develop proposals for
reform of practices

i) Provide guidance to the public by issuing explanatory notes and/or
non-binding opinions on the interpretation of provisions of the CPA

iii) Make application for declaratory order on the interpretation or
application of any provision of the CPA

Strategic To promote public awareness on consumer protection

Outcome
Oriented Goal 3

To increase knowledge on the nature and dynamics of the consumer market and
eLEIRSEICE S promote public awareness on consumer protection matters by implementing
education and information measures to develop public awareness of the
provisions of the CPA.

The functions in relation to this objective are performed by the Advocacy,
Description Education and Awareness Divisions.

The purpose is to conduct targeted consumer workshops as well as business
focused workshops and presentations aimed at facilitaing a better
understanding of the CPA

Each objective is supported by specific key outputs, which are in turn supported by key performance
indicator and targets, is detailed in the annual performance plan and business plan of the NCC.

Delivery Model
The following diagram provides for a simplistic depiction of the relationship between the NCC in relation

to other mechanisms for resolving consumer and credit disputes:
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4t | evel (Adjudicative)
» National Consumer

Tribunal
* Provincial Consumer
Court
2 | evel (Resolution/ concilliation) )
« Alternative Dispute Resolution ;
Agents- including accredited ombud
schemes
+ Provincial Consumer Protection
Authorities

31 Level (Investigative)

« National Consumer
Commission

1t Level (Resolution)
+ Supplier of goods/ services

2.2 Governance Structure

EXECUTIVE AUTHORITY: Minister of
Trade & Industry

ACCOUNTING AUTHORITY: Commissioner
assisted by Deputy Commissioner

| e

Executive

" Audit&Risk |
Committee é Committee

The Commissioner of the NCC is responsible for the governance and oversight of the operations of the
NCC. The NCC largely reports through the Consumer and Corporate Regulation Division (CCRD) and
the Public Entity Oversight Division (PEO) of the dti to the Executive Authority. The NCC acts in terms

of a budget approved by the dti.
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2.3 Operational structure

The NCC has 85 funded positions.  Approximately one third of these 85 funded posts are directly
employed to provide support  services, for example, in finance, human resources, IT etc. Thus the
number of employees involved in the core deliverables of the NCC is a fairly small number of officials.
The ratio of officials involved in support functions is not overly large given the ever increasing

compliance requirements for State entities like the NCC.
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2.4 Finance Strategy
Financial Plan

(i) Projections of revenue, expenditure and borrowings
Financial Performance data in R'000s

Details 2018/19 2019/2020 2020/21

Transfers received 55 865 58 993 62 238
Interest received 1788 1888 1991
Total revenue 57 653 60 881 64 229
Compensation of employees 44 979 47 498 50 348
Salary & wages 40 717 42 997 45611
Social contributions (employer contributions only) 4 262 4 501 4737
Use of goods and services 12 674 13 383 13 881
Administrative fees 1652 1745 2590
Advertising 1460 1505 887
Assets less than R5 000 25 26 27
Audit costs 1887 1993 2081
Bank charges 29 31 7
Catering: internal activities 292 308 322
Communication 977 1032 397
Computer services 100 105 110
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ii. Asset and Liability Management 2018/19 2019/20 2020/2021

Assets

Current Assets

Trade and other receivables from non- exchange transactions 20 20 200
Trade and other receivables from exchange transactions 30 30 20
Cash and cash equivalents 7462 7 462 6 995
Current Assets 7512 7512 7215
Non-Current Assets

Property, plant & equipment 3500 3 500 2700
Intangible assets 1300 1300 900
Non-Current Assets 4800 4800 3600
Total Assets 12 312 12312 10 815
Liabilities

Current Liabilities

Trade and other payables from exchange transactions 1000 1000 700
Trade and other payables from exchange transactions 1097 1097 819
Provisions 1 300 1300 1100
Total liabilities 3397 3100 2619
Assets 12 312 12 312 10 815
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(iv) Capital expenditure projects

¢ Records management system
e Computer Equipment
e Furniture

(V) Infrastructure plans; and
N/A

(vi) Dividend policies
N/A

2.5 Materiality and significance framework

The NCC, as a public entity listed in Schedule 3A, must annually submit a proposed strategic plan for by
the dti. Such a plan must be submitted as agreed to between the dti and the public entity. The strategic

plan must - include the materiality/significant framework, referred to in Treasury Regulation 28.3.1

In terms of Treasury Regulation 28.3.1 and for purposes of material [section 55 (2) of the PFMA] and
significant [section 54 (2) of the PFMA], the NCC must develop and agree a framework of acceptable

levels of materiality and significance with the dti.
Whereas, the NCC agrees, in line with section 54 (2) of the PFMA, to the following:

1) Prior to concluding any of the following transactions, the NCC shall promptly and in writing inform the
Treasury of the transaction and submit relevant particulars of the transaction to the dti for approval
of the transaction relative to:

(a) Establishment or participation in the establishment of a company;

(b) Participation in a significant partnership, trust, unincorporated joint venture or similar
arrangement;

(c) Acquisition or disposal of a significant shareholding in a company;

(d) Acquisition or disposal of a significant asset;

(e) Commencement or cessation of a significant business activity; and a significant change in the
nature or extent of its interest in a significant partnership, trust, unincorporated joint venture or

similar arrangement.
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The NCC may assume that approval has been given if it receives no response from the dti on a

submission in relating to any of the aforementioned within 45 days.

The dti has not granted any exemptions upfront to the NCC from any of the aforementioned matters.

In terms of 55 (2) of the PFMA, it is accepted that the annual report and financial statements of the

NCC must fairly present the state of affairs of the NCC, its business, its financial results, its performance

against predetermined objectives and its financial position as at the end of the financial year concerned.

The annual report and financial statements shall include particulars of—

()  Any material losses through criminal conduct and any irregular expenditure and fruitiess and
wasteful expenditure that occurred during the financial year;

(i) Any criminal or disciplinary steps taken as a consequence of such losses or irregular expenditure
or fruitless and wasteful expenditure;

(i) ~ Any losses recovered or written off,

(iv)  Anyfinancial assistance received from the state and commitments made by the state on its behalf
and

(v)  Any other matters that may be prescribed.

Further, the NCC shall submit the annual report and financial statements report and statements for

tabling in Parliament, to the dti through the Public Entity Oversight Unit of the dti.

Enterprise Risk Management Framework

The approved Enterprise Risk Management Framework is attached hereto marked Annex “A” and
included therein is the Anti- Fraud and Corruption Policy.

Risk Management Process

The approved Risk Management Strategy is also contained within the above Framework marked
Annex “"A”.

Risk Strategy
The strategic risk register is attached herewith marked Annex “B”. The risks facing the NCC are being

managed and updated on an on-going basis.
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Compiled by the Risk Manager

I hereby endorse this Enterprise Risk Management Framework(ERMF) and confirm that it was

prepared in accorda with the dti requirements

S A

Name: Mr. Tshepo Kwatsha

Signature:

Rank: Risk Manager

Date: &2 M"‘YC‘A’ 2017

Recommended by the Internal Audit and Risk Management Committee Chairperson

| hereby endorse thijs Enterprise Risk Management (Framework(ERMF) and confirm that it
acdordance with the dti requirements

was prepared i

NK

Name: Ms. Thezi Mabuza

Signature:

Rank: Deputy Tommi ioner

pate: L0 B0 ] 2017

I

Approval by the Accounting Authority

| hereby endorse this Enterprise Risk Management Framework(ERMF) and confirm that it
was prepared in accordance with the dti requirements

= U adl
Signature:

Name: Mr. Ebrahim Mohamed

Rank: Commissioner
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Definitions

Term
Assurance

Cause/driver

Chief Rrsk Offlcer CRO

Communication and
consultation

Consequence/lmpact
Controf

Control Assurance

Control Owners

Control self-
assessment

Corporate
Governance

Cost benefit analysis
(CBA)

D|V|5|ons
Enterprlse Risk
Management

Enterprise Risk
Management Plan

Enterprise Risk
management
information system

Enterprise Risk
Management
Methodology
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Deflnltlon

Assurance is abrocess that provides confidence that controls are in
place and effective and objectives will be achieved within a tolerable
level of residual risk.

Somethrng that glves rise to or creates a E.'si or an event

It is the rlsk manager
Continual or iterative process that an organlsatlon conducts to prowde
share and or obtain information and to engage in dialogue with

stakeholders regardlng the management of rlsk

~ Outcome of an event affecti ng objectives.

M__easure that is modlfyrng risk.

" The process desrgned to prowde reasonable assurance regardmg the

achievement of objectives in effectiveness and efficiency of operations,
reliability of financial reporting, and compliance with applicable laws
and regulations. The process is affected by leadership, management
and aII involved staff

" The owners of a control process that mltlgates an identified risk. Where

controls are evaluated as “requiring improvement” or “not effective”,
the control owner will participate in developing a treatment to ensure
the effectiveness of the control

The pla_n_nao,_ bé_rioc?it_:_r_e\/_ia;v by managers of work processes,

procedures and systems to ensure that risk controls are still effective
and appropriate. The review should focus on opportunities for
improvement in respect of existing work processes; procedures and

systems and the risk controls themselves.

How an organlsatron is managed, its corporate and other structures its
culture policies and strategies and the way it deals with its various
stakeholders. Good governance is important to provide adequate
accountability to the many stakeholders and to encourage performance
improvement while satisfying control and compliance requirements.

An ObJECtIVE assessment comparing all the costs, including both direct

and indirect cost, of treating a risk against all the benefits, including
both direct and indirect benefits, from the residual risk.

Business Units wrthln the Comm|55|on

~ Coordinated activities to direct and control aniorgiarrﬁﬁrr with ré_ga_ra R

to risk

Document within the Enterprisé Risk Management methodology'
specifying the approach, the management elements and resources to
be applied to the management of risk.

A database that contains all risk management information including all

risk registers, risk treatment plans and risk management plans.

Set of compooehtsithatorovide the foundations and organisatiohai
arrangements for designing, implementing, monitoring, reviewing and
continually improving risk management processes throughout the
organisation
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Term

Enterprise Risk
Management Process

Enterprlse wrde Risk
Management

External Context
Hazard

Incident

Inherent Risk

Internal Context

Internal Control

Key RISkS

King 1l

Legislation

Definition
Systemfatic application o'f_m'a'nagement poiicies, procedures and
practices to the tasks of communicating, consulting, establishing the
context, identifying, analysing, evaluating, treating, monitoring and
reviewing risk.

Is a brad-based apphcatlon of nsk management in aII major functrons
and activities of the NCC, rather than only selected areas, to isolate the
material risk

‘The external environment in which the orj organlsatlon seeks to achieve its

objectives (i.e. Political, Economical, Socio-Economical, Technological,
Leg:slatlve and Envuronmental aspects)

A source of potentlal harm

An uny unplanned and unexpected event (lncludmg a near_m_ls?) It may or
may not result in an injury or iliness to a person or damage to an
asset/property

The risk to an organlsatnon in the absence ofanv delrberate
management mterventlon(s ) to exercise control over such factors

The environment in which the organlsatlon seeks to achieve its
objectlves (| €. Strengths Weaknesses Opportunltles and Threats)

A process designed to prowde reasonable assurance regardmg the
achrevement of objectwes

Rlsk that the organlsatlon percewes to be |ts most 5|gnrf|cant

The ng Code of Corporate Governance for South Afrrca 2009

A rule WhICh has legislative force enacted or made by Ieglslature or
other authority

Level of risk

Management

Monitoring

Natlonal Consumer
Comm:ssmn

Non- Comphance and/or
risk mcrdents

Regulation

Residual Risk

Review

Act 29 of 1999)

The maénwitude of a risk-expressed in terms of the combination of
consequences and their likelihood.

All Officials of the organisation except for the Chief Rlsk Offlcer and
other officials reportlng to H|m or Her

Continual checklng, super\nsmg, crltrcally observmg or cletermlnlng the
status in order to identify change from the performance level required
or expected

National Consumer Commission (NCC)

Referring to non-compliance with applicable policy
The Public Finance Management Act (Act No. 1 of 1999 as amended by

Subordmate Ieglslatlon made in terms of an Act of Parlrament or other
primary legislation to implement of give effect to the relevant primary
!eglslatlon

The remaining exposure after the mitigating effects of dellberate
management mterventlon(s) to exercise control over such exposure
Activity undertaken to determine the sultablllty, adequacy and
effectiveness of the subject matter to achieve established objectives.
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Term e Definition S
Effect of uncertainty on objectives. An effect is a deviation from the

Risk
- expected - positive and/or negative. B
. . Systematlc use of information to rdentrfy source and to estlmate the
Risk analysis
risk
Process used to understand the nature of risk and to determine the
Risk Analy5|s
level of risk
. . The amount and type of risk that an organisation is prepared to ursue,
Risk Appetite yp 5 p B &
_ retain or take — this is illustrated by the risk assessment m matrix
R|sk Assessment The overall process of |dent|fy|ng, analysmg and evaiuatlng risk.
Risk Assessment Process of risk |dent|f|cat|on risk anafy5|s and risk evaluatlon
Risk Assessment The tool for | ranklng and d drsplaylng risks by defmlng ranges s for
~Matrix likelihood and consequence.
The ablllty to absorb additional risk based volatlhty in its results without
Risk Bearing Capacity detrimental effects to key plans, strategies, operational and financial

I’ESO u I'CES

Senior person with the skills, knowledge leadershlp qualmes and power
of office required to champion a partlcular aspect of risk management

Risk Champion

o T ~ Arelative assessment that considers the de5|gn effectiveness of a

Risk Control
control, i.e. is the control designed appropriately for the function it was
Adequacy )
intended
: A relative assessment of actual level of control that is currently present
Risk control

and effective compared with that which is reasonably achievable for a
partlcular risk.

Risk Criteria ' Terms of reference agamst which the 5|gnif|cance of arisk is evaluated

effectiveness (RCE)

A short statement using the formula Risk Name, due to Cause, results in |
Consequences

Process of comparmg the results of risk ana!ysrs agarnst risk criteria to
determine whether the level of nsk is acceptable or tolerable

The occurrence of risk. The risk may occur as a once off event or may
continue to occur as an ongoing event

Risk Description

Risk Evaluation

Risk Event

Risk Factor Any threat or event WhICh creates or has potentlal to create rlsk

Isa dehberate and systematic effort to |dentrfy and document the

Risk Identification
organlsahon s key nsks

Risk Identlflcatlon B 7 Process of flndlng, recognrsmg and descnbmg risks :

The culture, processes and structures that are directed towards
reallsmg potential opportunities whilst managmg adverse effects.

Risk Management

Risk Mitigation/ _ ~ Measures taken to modify risks to address causes and reduce/treat an
Treatment / Action undesired consequence.

Person or entity with the accountability and authority for managing the
Risk Owner ¥ y Y Eing

~ risk and any associated risk treatments

A formal listing of risks identified, together with the resuits of the nsk
Risk Register analysis, risk evaluation procedures together with details of risk

treatment, risk control, risk reduction plans.
Risk Register A set of |dent|fred rlsks controls and treatments

NCC Risk Management Framework: January 2017__Version RM 001 Page | 6



Term

Risk Reporting

Risk Source

Risk Tolerance

Root cause

Stakeholder

Stakeholder

Super\nsory
Requ:rement

Treatment Owners

Def:mtlon

Form of communication intended to address partlcular internal or
external stakeholders to provide information regarding the current
state of risk and its management.

Anythlng which alone or in combination has the intrinsic potentlal to
give rise to risk.

“An individuals or organlsatron s readiness to bear the risk after risk

treatments in order to achleve its objectlves

The underlylng cause of an event or source of risk that, if rectified, will
prevent the recurrence of not just the event or risk with those exact
circumstances, but many others with similar root causes. When applied
to successes it can elicit the actions required to emulate and repeat the
success.

Any |nd|wdual or group or orgamsatlon that can effect be affected by,
or perceive itself to be affected by a risk

'Any person or orgamsatlon that can affect be affected by, or percelve

themselves to be affected by a deuszon or activity

Requirement of a supervisory body e.g. PFMA and National Treasury.

Treatment owners arerfeepibnsi-t-)_le for the i'fhblemeri’tafi'cf)ﬁ'ef

treatments. Treatment owners should agree the treatment design,
resourcing and agree timeframes for implementation with Directors,
Risk owners, and possibly Control owners
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Overview

Risk management worldwide has developed from a back-office control function into a strategic
competitive weapon. The NCC’s approach to Enterprise Risk Management (ERM) is aimed at
evaluating, managing and optimising the opportunities, threats and uncertainties that the NCC may
encounter in its efforts to maximise sustainable Stakeholder value. Risk management is supported by
the Board Risk and Sustainability Committee (BR&SC) and assured by external audits and the Internal

Audit function.

Basic Principles of Governance

First line of defence

Primary risk and control

responsibility

Business line management

e Promotes strong risk
culture

e Sets risk appetite; creates
risk definitions

e Owner of risk
management process

e [mplements controls

e Day-to-day risk

management by risk takers
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Enterprise Risk Management (ERM)

ERM is designed to identify potential events that may affect the organisation, manage risks to within
its risk appetite and ultimately provide reasonable assurance that the NCC will achieve its objectives.
ERM is applied throughout the organisation and the process is supplemented by the NCC Risk
Management Framework and a comprehensive set of risk policies and limits.

Embedding risk management techniques in day-to-day operations equips the NCC to identify events
that affect its objectives and manage risk in a manner consistent with the corporate strategy. Within
this context, all risk to the Corporation, including those associated with sustainability, are managed

according to the ‘three lines of defence’ governance model, as outlined in the table above.

Enterprise Risk management framework

The NCC’s ERM framework is based on the principles embodied in the Public Finance Management Act
(PFMA), 1 of 1999, Public Sector Risk Management Framework published by National Treasury,
Enterprise Risk Management Framework published by the Committee of Sponsoring Organisations
(COSO) of the Treadway Commission, International Guideline on Risk Management (ISO 31000), King
Code on Governance Principles (King 1ll) and Batho Pele principles. The principles outlined in the
framework are incorporated in risk management-related policies and procedures that support the

Corporation’s ERM framework.

The objectives of this framework are to embed a uniform approach to ERM at the NCC and identify
and assess all the risks that could affect the achievement of the Corporation’s objectives, its people,
reputation, business processes and systems, as well as its financial and environmental performance. It
also serves to ensure that these risks are dealt with at an acceptable level.

The Risk Management Framework depicted in the figure below outlines the guiding principles of risk

management at an ERM level.

The Enterprise Risk Management Framework depicted in the following diagram, identifies the guiding

principles for the NCC’s management of risk on an ERM basis.
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The NCC’s Risk Management Framework

Treasury Public Sector
Risk
Management
Framework

\  Regulations

Risk Formulation:

The risk management framework incorporating, inter alia, the:
(i) Enterprise risk management policy;

(ii) Risk management strategy;

(iii) Fraud prevention plan;

(iv) Risk management implementation plan;

(v) Risk identification and assessment methodology, and risk classification;
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Risk Management Policy
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Risk Management Policy

Introduction

Risk Management is an integral part of all National Consumer Commission processes and is part of the
responsibilities of management to include risk management in strategic planning and all project and

cha nge management processes.

The inputs to the process of managing risk are based on information sources such as historical data,
experience, stakeholder feedback, observation, forecasts and expert judgement. However, Senior
Management should be aware of, and take into account, any limitations of the data or modelling used

or the possibility of divergence among experts.

The risk management process does not reside in any one individual or function but requires an inclusive
team-based approach for effective application across the Commission. The aim of this policy is not to
eliminate risk, rather to manage the risks involved in the Commission’s activities to maximize
opportunities and minimize adversity.

The National Consumer Commission through the adoption of Risk Management Policy by the
Commissioner is thus fully committed to and accountable for effective risk management, in ensuring
those strategic and operational objectives are met and that continued, sustained growth is achieved.
The National Consumer Commission aims to establish a culture of disclosure of risk, as well as
ownership of risk management, with the hope that the same becomes a practice of all National

Consumer Commission officials.

Legislative Mandate

The Public Finance Management Act (PFMA)

Section 38 (1) a of the Public Finance Management Act, No.1 of 1999 as amended by the Public Finance
Management Amendment Act, No. 29 of 1999, states, that the Accounting Officer must ensure that
the entity has and maintains: ““effective, efficient and transparent systems of financial and risk

Iu

management and internal contro
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Treasury Regulation

Section 27.2.1 of the Treasury Regulations, states that the Accounting Authority must ensure that risk
assessment is conducted regularly so as to identify new and emerging risks in the Organisation. The
risk management strategy, which must include the a fraud prevention plan, must be used to direct
internal audit effort and priority as well as determining the skill required of mangers and staff to
improve controls while managing risks. The risk management strategy must be communicated to all

officials in ensuring that it is incorporated into the language and culture of the NCC.

King lll Report
Chapter 4, Principle 4.1 of the King Code of Governance requires that “the governing body should
govern risk and opportunity in a way that supports the organisation in defining the core purpose and
to set and achieve strategic objectives”, and that there should be a disclosure of:

a. Arrangements of managing risk and opportunity

b. Key focus areas during the reporting period

c. Mechanisms for monitoring and assessing adequacy and effectiveness of risk and

opportunity management, and
d. How past performance, current operations and future strategic objectives are affected by

uncertainties
Deviation
Deviation from this policy document requires prior authorisation by the Risk Management Unit (RMU)
and the NCC Commissioner. All such deviations shall be reported to the Audit and Risk Management
Committee as it convenes. In such instances a formal request is to be submitted to the RMU and the
Commissioner detailing the specific deviation and its impact thereof, failing which disciplinary action
will be instituted for non-compliance.

Risk Management

Risk management is a systematic process to identify, assess, manage and monitor risks on a continuous

basis before such risk can impact negatively on the organisation’s service delivery capacity.

When properly executed risk management provides reasonable, but not absolute assurance that the

organisation will be successful in achieving its goals and objectives.
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Policy Objectives

National Consumer Commission’s risk management objectives are to:

e Create awareness and understanding of risk management at all levels of the National Consumer
Commission;

e Instill a culture of risk management and risk ownership, making everyone engage in this culture
and accept responsibility;

e Engage risks and manage them well within the risk appetite of the National Consumer
Commission as set by the Audit and Risk Committee;

e Embed risk management in the way the National Consumer Commission is managed, thus
include the linking of risks, controls and actions to strategic and operational risks as part of the
annual planning process;

e Assist management to make informed decisions which will improve the Commission’s
performance on decision making, planning and also in prioritizing the allocation of resources;

e Protect and enhance the reputation and standing of the Commission;

Risk Management Approach

The NCC approach to risk is on the basis of five key strategies (Take 5), namely avoidance, treating,

transferring, accepting and exploiting

1. Avoidance
Avoiding the risk for example, choosing a different strategy or terminating the activity that
produces the risk

2. Treating

Treating the risk by, for example, Implementing or improving the internal control system

3. Transferring

Transferring the risk to other party more competent to manage it, for example, outsourcing services

4. Accepting

Accepting the risk where cost and strategy considerations rule out alternative strategies

5. Exploiting

Exploiting the risk factors by implementing strategies to take advantage of opportunities presented by

such risk factors
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General considerations when managing Strategic, Operational and Project risks

vi.
Vii.

viii.

Xi.

Xii.

xiii.

Xiv.

The policy applies to all Divisions of the National Consumer Commission and therefore non-compliance

with this policy will be referred to the appropriate level of management. (i.e. EXCO, MANCO, Audit and

Aligning risk management processes with the organisational plan

Using organisational objectives and output as basis for risk identification

Root cause and consequence that fuels likelihood and impact respectively will be identified
Historical loss data will be considered

Scenario analysis will be exercised

Current and actual risk experience will be acknowledged

Risks will be assessed Inherently without considering existing controls

Current and existing controls will be identified

Residual risks will be further assessed to determine level of exposure after considering
control effectiveness

Appropriate risk response strategies will be developed

The implementation of the risk response strategies will be monitored

Responsibilities in the Implementation of the response strategies will be assigned and timely
communicated

Reasonable timeframes will be set for proper implementation of all response strategies
developed

Quarterly assessments and report will be developed to measure the effectiveness and

efficiency of risk management initiatives.

Scope

Risk Committee and/or the Commissioner)

The National Consumer Commission is committed to the prudent management of its administration on

behalf of its stakeholders and undertakes to manage its affairs in accordance with legislative,

Policy Statement

regulatory, directive and supervisory requirements.

In support of the principles of good corporate governance, the NCC also undertakes to conduct its

administration with integrity and due diligence to comply with both the spirit and letter of the law, as

well as all internal policies and related procedures.
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As part of the risk management process, the NCC appreciates that one of its core risks is compliance
with statutory obligations. It is thus committed to not only identifying the legislation which it is obliged

to comply with but also measuring the levels of compliance in the organisation.

It is the NCC’s mission to openly disclose our risk management process both internally and externally
to ensure that our stakeholders view us as transparent public entity. We aspire to achieve awareness
and understanding of the NCC's risk management framework at all appropriate levels of the

organisation.

It is also our mission to constantly identify, manage, monitor and report on risk in the NCC and hold

our management accountable for the effective management of risk in the organisation.

Roles and Responsibilities

The Accounting Officer (Commissioner)

e The accounting officer is accountable for ensuring that a risk management system is
established, implemented and maintained in accordance with this policy, assignment of
responsibilities in relation to risk management is the prerogative of the accounting officer.

s Review reports on non-compliance with Risk Management policies and procedures and
ensure that appropriate plans for corrective action are put in place through the Audit and

Risk Committee.

The Audit and Risk Management Committee

e Review National Consumer Commission Risk Management Policy and Methodology and
Strategy regularly.

e Review the material findings and recommendations by assurance providers on the system
of risk management and monitor the implementation of such recommendations.

e Evaluate the extent and effectiveness of integration of risk management within the NCC

e The Audit and Risk Management Committee, through the delegated authority by the
Commissioner, will define the risk appetite of National Consumer Commission in terms of
the level of risk that is acceptable.

e Should approve annual risk management plan and review the implementation thereof.

¢ Should ensure continuous risk monitoring by management.

¢ Should ensure that management considers and implements appropriate risk responses.
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e Should ensure that risk management is effective and continues to support the National

Consumer Commission’s performance, the committee should:

» measure risk management performance against indicators, which are periodically
reviewed for appropriateness; (i.e. Risk Management Plan, Quarterly Risk Action Plan
Reports, Quarterly Risk Report to the Commissioner);

» periodically measure progress against, and deviation from, the risk management plan;

» quarterly review whether the risk management framework, policy and plan are still
appropriate, given the organizations' external and internal context; and

» report on risk, progress with the risk management plan and how well the risk
management policy is being followed; and review the effectiveness of the risk

management framework

Executive Management (EXCO)

e The Executive Committee Management (EXCO) which consist of the Divisional Heads, has
the primary responsibility for managing risk on a day-to-day basis.

e EXCO is responsible for promoting risk awareness within their operations and they should
also introduce risk management objectives into their business.

° Risk management should be a regular management-meeting item to allow consideration

of exposures and to reprioritise work in the light of effective risk analysis.

e The EXCO should ensure that risk management is incorporated at the conceptual stage of
projects as well as throughout a project (Audit and Risk Management Committee).

e Risks with unacceptable exposure have to be addressed in an appropriate manner, by
management according to the risk strategy of National Consumer Commission.

e This includes identifying and taking advantage of opportunities, as well as protecting our
intellectual capital, income and assets by mitigating adverse impacts of risk.

e Should understand the risk levels that it has the ability to tolerate (risk tolerance) versus
the risk that it is willing to take (risk appetite).

e Should ensure that risk assessments are performed on a continual basis.

e Should prioritize and rank risks to focus the responses and interventions on those risks
outside the Audit and Risk Committee’s risk tolerance limits.

e Should facilitate the implementation of mitigation strategies for high risk areas identified.
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Chief Risk Officer (CRO)

Assist Divisions in implementing Risk Management compliance requirements.

Provide advice on Risk Management compliance and related matters.
Facilitate Risk Management Workshops to compile risk registers for respective
components of the Divisions.
Monitor the implementations of action plans to mitigate high risk levels areas identified.
Report non-implementation of action plans and escalates non-compliance of risk issues to
appropriate levels (i.e. the Commissioner and Audit and Risk Committee)
Prepare quarterly reports to the Commissioner on non-compliance with risk action plans
and activities of Risk Management unit and also report on any changes to be effected to
the Risk Management Plan.
Manage relationships with the Divisions’ management, supervisors and staff.
Promote Risk Management culture in conjunction with management.
Take an active role in the National Consumer Commission’s projects that may have risk
implications and advising management of relevant risk management requirements.
Provide training and awareness to all staff of the Commission in regard to Risk
Management programmes.
Co-ordinating the various functional activities which advise on risk management issues
within the organisation.
Developing risk response processes, including contingency and business continuity
programmes.
Preparing reports on risk for the Commissioner, Audit and Risk Committee and the other
stakeholders as maybe requested by the Commissioner and the Audit and Risk Committee.
The CRO will have unrestricted access to the Office of the Commissioner and Heads of

Divisions.

Management

Management and supervisors will be made aware of Risk Management Compliance requirements

through training, awareness campaigns and other initiatives.

The Divisions within the Commission will:

e Develop and maintain procedures for informing all staff of Risk Management compliance

requirements.
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e Ensure adequate training on these requirements for their areas of accountability.
e Maintain a training register which appropriately reflects the ongoing status of training provided.
The training register should contain at least the following information:
— Employee trained.
- Date trained.

- Training provided.

It is the responsibility of line management to ensure that staff within their areas of accountability is

adequately trained to perform their required duties.

Other Officials

e  Must be aware of risk management principles and its benefits

e  Must practise management of risk on their day to day operations

Internal Audit and Auditor General

e Should provide assurance regarding the efficiency and effectiveness of Risk
Management Unit.

e Focusing the internal audit work on the significant risks, as identified by Risk
Management, Audit and Risk Committee and auditing the risk management processes
across an organisation.

e Providing active support and involvement in the risk management process.

Application and Implementation

e The process for the identification of risk is objective driven and assesses the impact that
risks would have on the achievability of the objectives of National Consumer Commission.

e To achieve and facilitate the above, the National Consumer Commission has a clearly
defined responsibility structure for the risk management process (i.e. Risk Management
Methodology and Strategy).

e  The execution of our policy will be governed by a Risk Management Methodology and
Strategy, the key components of which are detailed in the document.

e  The National Consumer Commission’s risk management methodology and strategy will be
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reviewed on an annual basis to ensure that it remains appropriate to National Consumer
Commission and that the latest best practices for risk management have been adopted,

where appropriate.

Risk Management Implementation

Risk Owners:
Heads of Division are ultimately accountable for all risks identified in their respective Divisions

and are also responsible for the implementations of action plans.

Action Owners:
Senior Managers/Managers of various units within the Division and are responsible for
implementing the mitigating strategies for risks identified within their specific units and report

to their Head of Divisions (i.e. Risk Owners)

Risk Assessments:

» All the Divisions will be required to compile a risk register at least once a year (i.e. after the
approval of strategic plan) through risk assessment workshops / Meetings.

» Risk registers will be reviewed and updated once every three months through meetings
with risk and action owners

» After any strategic/policy/mandate/structural changes a risk assessment workshop will be
conducted to review and update a risk register

> Report once a month on the implementation of action plans

Risk incident management

9.2.1 The Risk Management Unit will keep records of these non-compliance and risk
incidents and will report on these events to the relevant management levels such as

the Commissioner and the Audit and Risk Committee

9.2.2 Risk incidents reporting should contain at least the following information:
e Date of incident.
e Division and the specific component.
e Business process.

e Type of non-compliance and/or risk incident.
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e Exposure.
e Loss.
e Action plan for addressing the non-compliance and/or risk incident.

e Management responsible for implementing the action plan.

Reporting on the status of Risk Management Compliance

e Division managers will report on the status of compliance with Risk Management
requirements for their areas of accountability to the Audit and Risk Committee and other
governance bodies at the determined intervals.

e The Risk Management will report on the status of compliance to the Audit and Risk

Committees at the determined intervals.

Assurance on the Compliance Process

Internal Audit and Auditor General will provide assurance on the effectiveness of the application of this

policy and of all compliance structures and processes in the National Consumer Commission.
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Risk Management Strategy
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Risk Management Strategy

1. Introduction

The Compensation Fund (NCC) environment is inherently exposed to a number of risks and requires
constant assessment and monitoring to ensure effective risk management. NCC understands that
Enterprise Risk Management (ERM) is a management tool that has the potential to increase the
Organisation’s prospects of success through getting it right the firsttimeand minimising negative
outcomes. It is NCC’s intention to maximise value by setting clear and realistic objectives, developing
appropriate strategies, understanding the intrinsic risks associated therewith and directing resources

towards managing such opportunities on the basis of cost-benefit principles.

The NCC has established a Risk Management Unit (RMU) in pursuance of compliance with Section
38(1)(a)(i) of the Public Finance Management Act (PFMA), No 1 of 1999, read together with Treasury

Regulation 3.2.1(TR).

Inputs into this Enterprise Risk Management Methodology (the Methodology) were obtained from the
following:

e National Treasury's Public Sector Risk Management Framework (PSRMF);

e 1S0O 31000:2009, international benchmark standard on risk management;

e King Report and Code of Governance in South Africa 2009 (King VI); and the

e Public Finance Management Act, No.1 of 1999 as amended by Act 29 of 1999.

The purpose of this document is to provide management and all officials with guidelines on
implementing and performing ERM activities in their area of work, and to also facilitate the consistent

application of the ERM process throughout NCC.

Scope and Application

The scope and application of this Methodology includes:
e Define ERM and its application in NCC;
e Describe the approach to managing risks based on ISO 31000:2009 principles to ensure that a
strong culture of ERM is embedded in NCC;
e Provide guidance on the ERM process to be applied in risk assessments and other risk

management processes across NCC to ensure consistency in their application;
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e QOutline roles and responsibilities for ERM across NCC to ensure ownership and buy in;
e Explain the ERM recording and reporting requirements within the Organisation to ensure value
is added through ERM; and.
e QOutline NCC’s risk management plan.
This Methodology applies to the entire spectrum of NCC activities and all its employees. This
methodology and related ERM processes need to be applied to all strategic decision making, projects,
processes, activities and services and must include all types of risks, having positive and negative

consequences.

Enterprise Risk Management Process

Implementing ERM involves a logical and structured way of thinking and it requires the development

and use of a consistent language to support the process.

The diagram below, based on ISO 31000 illustrates the ERM activities and processes that will be

undertaken in NCC on an ongoing basis.

Risk Assessment

e ‘ - . '_ S ——. - e —_ e ———",
Establish * entify the i : ] Treat the

the Context = & lesy S K5t | risks

What do we

need to take {  What might What this Which risks | How should

Ielec aaiiiln, i happen? will mean need we best

and what are : ”

i How when for our treating deal with
ahjectives and why? objectives? a.nd' our them?
Priority for
Attention?

The ERM process for conducting risk assessments is to be conducted regularly or when significant
change occurs: internal change in planned, or external change is detected.

Risk assessments need to be conducted at different levels in the organisation which will involve
different role players and follow different communication lines.

The levels include:
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e Strategic risk assessment: Identifying risks emanating to and from NCC'’s strategic objectives
and initiatives;

e Operational risk assessment: Identifying risks introduced by employees, internal processes and
systems, contractors, regulatory authorities and external events;

e Process risk assessment: Identifying risks at each step of particular processes, in significant

detail.
e Project risk assessment: Identifying risks inherent to particular projects covering the whole

lifecycle.

2.1 Communicate and Consult

Communication and consultation is an integral part of the ERM process and it needs to be considered
at each step. It needs to identify both internal and external stakeholders and seek to consider their
objectives and communication requirements.

Frequent communication of ERM performance across NCC and to key stakeholders is critical to
improving maturity. Leadership needs to encourage the open communication of good and bad news
throughout NCC and those who raise risks and concerns must be supported and encouraged to bring
solutions to problems which encourages openness.

The development of communication plans and associated activities are detailed in the ERM Strategy.

Key elements required in the communication plan relating to stakeholders include, as a minimum:

e Objectives of the

e Participants

e Perspective

e Stakeholder groups;

e Specialist and expects who need to be involved
e Team composition;

e Communication methods to be used; and

e Evaluation process to be used

Stakeholder data is to be reviewed and updated on at least an annual basis or after a change in internal

and external stakeholders.
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2.1.1 Stakeholder Analysis

The purpose of stakeholder analysis is to identify individuals or groups that are likely to affect or be
affected by NCC and its operations. In analysing stakeholders, NCC will strive to understand the
stakeholders’ objectives as far as these relate to NCC and its operations and the risks involved. This will

enable alignment of such objectives to NCC's objectives where appropriate.

It is critical to determine the most appropriate means of communication for each stakeholder, and to
what media they will respond to best, e.g. meetings, emails, system messages, stakeholder

engagement, and community forums.

Stakeholder data is to be reviewed and updated on at least an annual basis or after a change in

stakeholders, internal or external.

2.2 Establishing the Context

Contextualising risk is important because ERM takes place in the context of a particular organisation
and its objectives, and needs to be considered from both an internal and external perspective. Internal
and external contexts need to be understood, as they give light to sources of risk and vulnerability.

Establishing the context of the NCC defines the parameters within which risks must be managed and
sets the scope for the rest of the ERM process. The context can be established in various components

as outlined below.

2.2.1 Understand the objectives

NCC objectives must exist before management can identify risks facing the organisation. These
objectives should be aligned throughout NCC to ensure that the direction and focus of the different
levels of management are fully integrated with the vision, mission and strategy of NCC.

Understanding NCC's objectives within which risks are to be managed is essential to ensure that all
significant risks are captured. Without clear objectives it would be impractical to identify events that
might give rise to risks that could impede the accomplishment of NCC’s strategy or objectives.
Alignment between objectives and ERM at various levels within NCC will ensure that no important

assumptions or unspoken objectives are omitted.
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2.2.2 Identify Stakeholders

The key stakeholders, their objectives in their relation with NCC and communication methods with
these stakeholders need to be documented. Amongst others, these stakeholders include external
stakeholders such as customers, suppliers/contractors, government entities and communities and

internal stakeholders such as the Department of Labour, management and staff.

2.2.3 Establishing the Internal Context

The Internal Context is considered in two forms at NCC: The Strategic Context and Organisational

Context.

The strategic context addresses various factors related to NCC's functions including financial,

operational, competitive, political, public perception, social, Client, cultural and legal.

The organisational context includes understanding the NCC and its capabilities, as well as its goals,

objectives and the strategies that are in place to achieve them.

2.2.4 Establishing the External Context

The external environment requires consideration of, amongst others, the stakeholder expectations and
needs, socio-economic factors (including possible theft and fraud), regulatory requirements,
technological advancements, natural disasters, cultural influences, competitive environment, and the

financial and political environment that inform NCC’s strategy.

2.2.5 Establishing the risk management context

The goals, objectives, strategies, scope and parameters of the activities of the NCC or part of the NCC
where the ERM process is being applied should be established. The process will be undertaken with
full consideration of the need to balance costs, benefits and opportunities. The resources required,
responsibilities, authorities and the records to be kept will also be specified.

2.2.6 Developing the risk criteria

The criteria against which risks are to be evaluated shall be determined at the outset by the

Compensation Commissioner (the Commissioner) with the assistance and advice of the Risk
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Management Committee (RMC); and shall reflect the NCC’s values, objectives and resources. Decisions
regarding risk acceptability and risk treatment will be based on operational, technical, financial, legal,

social, humanitarian or other regulatory requirements to which the NCC subscribes.

2.3 Identify the Risks

Risk identification enables management to be aware of the exposures that NCC faces, including those
risks that are new and emerging and those where the source of the risk may be out of NCC’s control.
The aim of the risk identification activity is to generate a comprehensive list of risks based on those
events and circumstances that might enhance, prevent, accelerate, degrade or delay the achievement

of NCC's objectives.

A structured and systematic approach to identifying risks will be followed to ensure that all key risks
within NCC are addressed. This will be achieved by:

e Understanding the strategic and operational objectives of NCC; and

e Analysing the business processes of directorates and sub-directorates to identify significant

risks that flow from those processes.

NCC needs to also focus on both the upside of risk (opportunity) and the downside of risk (threat).
Therefore during the risk identification process the risk opportunity component will be considered and
management will have to pay deliberate attention to identifying potential opportunities that may be

exploited to improve NCC's performance.
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2.4 Analyse the Risks

The objective of risk analysis and measurement is to provide an input into decisions on whether risks
need to be treated and the most appropriate and cost-effective risk treatment strategies. Risk analysis
and measurement involve consideration of the causes of risk, their positive and negative impacts and

the likelihood that those impacts may occur.

Risk analysis is undertaken with varying degrees of detail, depending on the risk, the purpose of the
analysis, and the information, data and resources available. The level of detail of the risk analysis
however, does need to be fit for purpose. Potentially significant risks need to be analysed in more

detail as opposed to lower level risks that may not have such an impact on NCC.

24.1 Risk Ratings

The objective of analysing risks is to separate the minor and acceptable risks from the major risks and

provide information to assist in the evaluation and monitoring of these risks.

Consequence rating:
Consequence refers to the impact or magnitude should the risk materialise. When analysing the
consequences of a risk event management should consider the level of impact in relation to each of

the consequence categories outlined. Different impact types that need to be considered when rating

consequence.

Likelihood rating:
Likelihood can be defined as a probability or frequency of the risk occurring. This describes how likely

it is that a risk will eventuate with the defined consequences.

2.4.2 Inherent and Residual Risk

At NCC, risks are rating firstly as ‘Inherent Risk’ and secondly, considering controls, as ‘Residual Risk’.

Inherent risk refers to the risk exposure determined without taking into consideration any control
activities implemented by management to alter either the likelihood or impact of the risk.
Residual risk refers to the risk exposure remaining after considering control activities implemented by

management. The controls are considered both in adequacy and effectiveness.
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243 Risk Control Evaluation (‘RCE’)

For each control identified the RCE value of the control must be established in terms of Risk Control

Adequacy and Risk Control Effectiveness.

The first step in the process of risk control evaluation is to determine the adequacy of an individual
control, this adequacy can be determined by asking questions around the control’s design intent and
purpose, its communication, whether performance parameters have been defined and whether the

control has in built maintenance aspects.

The second step is to determine the effectiveness of the control, i.e. how well is it used, is the control

available when required, is it used as intended, has it been checked/ validated?

It is possible that in some instances minimal or even no control is practically possible. This requires
consideration of whether the risk is to be tolerated and if so consider options of transferring or

eliminating the risk issue.

2.5 Evaluating Risk

Risk evaluation is the assessment and measurement of the identified risk. The purpose of evaluating
risk is to assist management at all levels to prioritise the significant risks within their area of business
and make decisions, based on the outcomes of risk analysis and measurement, about which risks need
treatment and their priorities. It is impractical for any organisation to deal with all risks in an equal
manner. Therefore prioritising risks will enable management to allocate more time, effort and

resources to manage risks with a higher priority.

NCC needs to make decisions based on the outcomes of risk analysis by comparing the level of risk
found during the analysis process with risk criteria established when the context was considered and

can decide which risks need treatment and the priority for treatment implementation.

2.6 Treating Risk

Risk response is concerned with developing strategies to reduce or eliminate the threats and events
that create risks with negative impacts, or to exploit opportunities and achieve reward from those risks
with positive impacts. Risk treatment is done for all material risks by prioritising the risks exceeding or

nearing the risk appetite and tolerance levels.
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NCC shall select an appropriate response and consider the cost implication of the selected risk
responses in order to achieve an appropriate balance between the cost of managing and treating risk
and the anticipated benefits that will be derived.

2.7 Monitoring and Review for Continual Improvement

Monitoring activities are carried out on a regular basis to confirm the proper functioning of the entire
risk management system at all levels and across NCC in accordance with the risk management policy,

strategy and plan.

It is essential to monitor and review the management of risks as changing circumstances may result in

some risks increasing or decreasing in significance.

Monitoring activities involve the monitoring of risk treatment actions, control effectiveness and

changes to the external or internal context, including changes to NCC or stakeholder’s objectives.

By regularly reviewing the effectiveness and efficiency of controls and the appropriateness of
treatment / action options selected, it can be determined if NCC’s resources are being put to the best

use possible.

2.7:1 Ongoing Monitoring

Ongoing monitoring of contexts and risks needs to be carried out across NCC by various Units and the

Risk Owners themselves. The purpose of ongoing monitoring must include:

e Detecting changes in the external and internal context, including changes to risk criteria and
the risk itself;

e Ensuring that controls are effective and efficient in both design and operation;

¢ |dentifying emerging risks;

e Obtaining further information to improve risk assessment;

e Determining if response strategies are producing the desired result of treating risks or
exploiting opportunities;

e Analysing and learning lessons from events, near-misses, changes, trends, successes and
failures;

e Ensuring that allocated responsibilities are being executed effectively;

e Determining if a positive correlation exists between improvements in the system of ERM and

NCC performance.
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2.7.2 Monthly Reporting

During the monthly reporting process, management are required to review any risks within their area
and follow up on controls and actions aimed at treating those risks. This allows them to identify any

action that is out of date and requires further attention.

2.7.3 Risk Owner Review

Risks will be periodically subjected to formal review by risk owners. This review will involve the
monitoring of risk treatment actions, control effectiveness and changes to the external or internal

context, including changes to NCC’s or stakeholder’s objectives.

2.7.4 Control Owner Review

Controls will be periodically reviewed by control owners to determine if they are both adequate and
effective according to an assurance plan. The primary means of control assurance will be through the

use of Control-Self-Assessment (CSA) by control owners.

2.7.5 Treatment Review

Completed treatments can be converted to existing controls once they are in place and working. Levels

of risk are reconfirmed based on the new controls and the retirement or escalation of risks is

implemented.

2.7.6 Internal Audit

Monitoring and the reviewing of risks, controls and treatments also applies to any actions/ treatments
to come out of an internal audit. The audit report will provide recommendations that effectively are

treatments for controls and risks that have been tested during an internal review.
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3. Control Design and Assurance

» Control Design

Critical control activities need to be a vital part of the day to day activities across NCC to manage
significant impacts. Having selected the appropriate risk responses, management should identify the
control activities required to ensure that the risk responses are implemented appropriately and in a

timely manner. Control activities involve the following elements:

e A policy to establish what should be done;
e Procedures to give affect the policy; and

e Internal controls.

In designing critical controls, links to causes and impacts of risks need to be established to ensure no

control gaps exist.

Management at all levels across NCC should develop and implement the policies and procedures within
their business areas. The policies and procedures will ensure that the risk responses are integrated into

the day-to-day operations of NCC.

Internal controls should be established by management in order to ensure the implementation and
effectiveness of the policies and procedures. Internal control should be a continuous operating process
which needs to start from the Commissioner and be cascaded to all levels of personnel. NCC must
carry out a process for understanding and recording the purpose, design and intent of critical controls

to aid control assurance activities.

» Control Assurance

Control assessments are to be conducted by managers as a line of control assurance. As a continuing

review process, controls are to be evaluated for effectiveness in managing risks.

The more critical risk controls for a particular area or project are to be identified and evaluated for

adequacy and appropriateness.

Any further actions for improvement are to be determined and included in the risk control action plan
to ensure progress. The results from the control assessments are to be reported on and any issues that

require urgent attention are to be escalated to a higher level of management.

Questions to be asked may include:
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e Does the control perform as intended?
Is the control actually achieving levels of effectiveness and reliability that are relevant to the

criticality of the risk or activity?
e What alternatives or more cost effective controls are possible?

The diagram below illustrates the three levels of control monitoring.

*  Standards-based

*  Imposed
*  Sampling and verification only

Internal Audit

*  Objective-based

*  Sponsored

Control Assessment
*  Systematic

*  Procedure-based
*  Embedded
*  Day to day

On the job
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4. Risk Reporting
and communication are important activities throughout the ERM process. The RMU shall report the
results of the risk management process to ensure that the ERM is embedded as an on-going process.

Reporting roles and requirements are further detailed in the ERM Strategy.

Relevant risk information shall be identified, recorded and communicated in a form and timeframe
which enables personnel to discharge their ERM responsibilities. Information shall be provided to all
levels of management across NCC in order to appropriately identify, assess and respond to risks. NCC
has adopted the top-down and bottom-up approaches to ensure that risk communication flowing from
the Commissioner, oversight structures and Programme Managers reaches personnel of all levels
within the Organisation and to also affirm that risk information flowing from personnel reaches

management and relevant oversight structures.

It is important to note that value must be placed on risk reports and constant communication with

stakeholders must be conducted to provide assurance on the adequacy and value of reports.

Reporting to the Risk Management Committee

Prior to RMC meeting the RMU will review the risk registers of the significant directorates/ sub-
directorates. The RMU may engage with the relevant management team members to debate, clarify
and agree on the risk information recorded or omitted from the risk registers. The RMU will collate the
risk information and identify and present the most significant risks, together with any other relevant

information, to the RMC on a bi-monthly basis.

4.1. Risk Report Categories

In order to focus on reporting risks that require attention, categories of reports have been defined:

Emerging Risks:

Those uncertainties that have a potential to affect the organisation meeting its objectives but which
the organisation does not fully understand as there is not enough information available making it
difficult for the organisation to understand the possible consequences and/or probability of the risk as

well as the potential controls to treat the risk e.g. political change and shifts in technology.

Strategic Risks:
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Strategic Risks are the high level risks or uncertainties that the organisation is facing at a strategic level,
i.e. those risks that the Deputy Commissioner and EXCQO are responsible to manage, and that the
Commissioner must have oversight of e.g. Change in government policy. Strategic risks generally

follow the trend of being higher severity and lower likelihood.

Operational Risks:

Operational risks or uncertainties are those that the organisation is facing at an operational or
divisional level e.g. IT system failure. The divisional risks are those risks that are found to have the full
range of severity ratings over various probabilities and if they had to occur would affect Unit objectives
first before the strategic objectives. In many cases, Operational Risks are evident as causes of Strategic

Risks, hence why reporting risk information through the different levels of NCC is so important.

4.2, Types of Reports

Different levels within the organisation require different levels of risk information for their required

purposes and these may range from dashboard views to more detail intensive reports.

Single Dashboard Report:

A dashboard report is useful to show all Strategic or Operational Risks on one single dashboard, with

supporting information available to readers on request.
Options for the dashboard can include, amongst others:

e The Risk Matrix with the count of risks
e A pie chart of controls by their effectiveness
e Risks by category

e Risks by strategic objectives
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Report of the Top Risks

In line with existing NCC risk reporting, an alternative is to isolate the top risks and present as below,

which includes:

e List of top residual risks — these can be colour coded by Rating, Strategic Objective, Control
Status, Impact type, or remain random.

e Heat Map Matrix profile of top residual risks by corresponding number to the list.
e Bar chart by Control Effectiveness

e Bar Chart by Task Status.

Risk Watch List

A Risk Watch List can be created which will focus NCC’s priority on particular risks which may include

those with:

e particularly high Consequence,

high Likelihood,

low Control Effectiveness

emerging risks

The movement of these risks, based on their risk ratings, can be tracked and plotted to ensure
management attention on areas of change. The changes noted in this report can prompt a review of

risk ratings, control effectiveness and treatment tasks.

Measuring Risks against KPI's / Balance Score Card

In the same vein that risks are reported against Strategic Objectives, they can be reported against KPI's
or other objectives. This will enable management to track and prioritise those risks that could have an

impact on various aspects of NCC’s performance.

Escalation of significant risks

It is possible that the NCC might face significant risks that warrant reporting to the NCC Executive
Committee (EXCO), and the Commissioner, in such instances the risk should be reported immediately
without waiting for the next scheduled review of the risk register. The risk should also be reported to

the RMU who will subsequently inform the RMC.
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The identification and escalation of significant risks should pay specific attention to risks with a
potential critical impact on NCC but which are rare or unlikely to materialise, these risks are referred
to as “black swans”. These risks should be escalated to RMU, EXCO, ARMC, and the Commissioner.

Business units should constantly monitor these risks to enable pro-active amendments to the NCC

strategy.

5. Monitoring and Review

Monitoring of ERM processes provides NCC and business units with opportunities to make

modifications to the process when necessary. The ERM process shall be monitored continuously to

determine if:

e Risk responses have been implemented as planned and closed out;

e Risk treatment actions are effective and adequate as expected;

e Risk exposure has changed from its prior state, with analysis of trends;
e Arisk trigger has occurred;

e Proper policies and procedures are followed; and

e New risks have occurred that were not previously identified.

NCC has identified five techniques that should be used for monitoring the ERM process:

e Identification and tracking of key risk indicators that can act as an early warning system;

e Assurance from Internal Audit directorate regarding the adequacy and effectiveness of internal
control activities;

e Fraud and Corruption Unit in instances of fraud will highlight internal control weaknesses;

e The ERM process is to be on the agenda at regular management meetings;

e Regular reporting of the most significant risks to senior management and the RMC.

6. Continual improvement

Learning from successes and failures

A systematic process needs to be in place for NCC to learn from success and failures. Root cause
analysis methodologies can be used to identify the causes of successes and failures as well as the
deliberate identification and dissemination of lent lessons while developing management

improvement plans.
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Key risk indicators

KRIs act as an early warning signs by providing by providing the capacity to indicate changes in the
NCC’s risk profile. KRIs, controls and management action plans are fundamental components of a
comprehensive and sound risk management practice, thus, supporting business to reduce losses and

mitigate risk exposure by proactively dealing with a potential risk event before it occurs.

6.3 Enterprise risk management maturity evaluation
A crucial element of a successful and effective ERM programme is assessing and enhancing the maturity
of such programme across an organisation. In this context, as emphasized in King Ill, risk positioned as

a cornerstone of corporate government and risk governance.

To improve ERM maturity in NCC, work-streams have been created, maturity assessed, objective set
and initiatives set and initiatives defined to advance work-stream maturity over the next five years.
The NCC RMU currently is rated at Level 2 on the National Treasury Risk Management Maturity Level

Assessment and aims to move to a maturity rating of Level 5 within the current 2017 to 2022 five year

strategic period.

To facilitate the movement in maturity rating, the NCC RMU has developed a Three year risk
management plan which will be tracked, monitored and reported against to the Executive

Management Committee and to the Audit and Risk Management Committee.

6.4 Training

NCC at a strategic level, as well as individuals in the organization need to understand the range of

internal and external stakeholders pertinent to them to:

e Determine ERM training requirements, in terms of the NCC's risk management maturity needs
e Develop risk communication plans as to what, how, when and why to risk should be

communicated with various stakeholders
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Fraud Prevention plan
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Fraud Prevention plan

1.1

1.2

1.3

14

1:5

2.1

2.2

2.3

INTRODUCTION

The purpose of this Plan is to document the NCC’s approach to the prevention and

detection of fraud and corruption.
This document is the Fraud Prevention Plan for the NCC.

The Plan recognises the fraud and corruption prevention measures which are already in

place at the NCC.

In addition, it identifies strategic fraud and corruption risks that must be addressed and

which could jeopardise the successful implementation of each component of the Plan.

The Plan is dynamic and will continuously evolve as the NCC makes improvements in its

drive to promote ethics and fight fraud and corruption.

APPROACH

The Fraud Prevention Policy and The Code of Conduct form an integral part of the Fraud

Prevention Plan.

The Plan does not guarantee that the NCC will not be impacted by incidents of fraud and

corruption.

The Plan is intended to serve as an additional measure to assist in the limitation of fraud
and corruption risk (with a particular focus on creating awareness and promoting ethical

business conduct).
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COMPONENTS

3.1 Components of the plan:

A Code of Conduct in which management and employees of NCC believe and to which they

subscribe;
Disciplinary Code and Procedures;
The NCC's systems, policies, procedures, rules and regulations;
System of internal controls to prevent and detect fraud and corruption;
Internal audit;
Physical and information security management;
Ongoing risk assessment (which includes systems for fraud and corruption detection);
Reporting / monitoring of allegations of fraud and corruption;
A Fraud Prevention Policy(sets out the stance to fraud and corruption and a prevention plan
which sets out steps for the reporting / resolution of reported and identified incidents and /
or allegations of fraud and corruption;
Creating awareness of the Plan (amongst employees, the public and other stakeholders
through effective and efficient communication and education of the components of the Plan);

and

Ongoing maintenance and review of the Plan.
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3.2 Objectives of the Plan:

Encouraging a culture within the NCC where all employees, stakeholders and the public

behave ethically;

Improving accountability, efficiency and effective administration within the NCC;

Improving the application of systems, policies, procedures and regulations within the NCC;

Changing aspects of / areas within NCC which could facilitate fraud and corruption and

therefore allow fraud and corruption to go unnoticed or unreported; and

Encouraging all employees and other stakeholders to strive towards the prevention and

detection of fraud and corruption.

Creating a culture which is intolerant to fraud and corruption;

Deterrence of fraud and corruption;

Detection of fraud and corruption;

Investigating identified fraud and corruption;

Taking appropriate action (e.g. prosecution, disciplinary action, etc); and

Applying sanctions, which include recovery in respect of financial losses.

4. PREVENTING FRAUD AND CORRUPTION

4.1.1

41.2

4.1.3

4.1 Code of Conduct

The Commissioner recognises that the elements of the Code are contained and entrenched in

NCC's policies and procedures.

The ethical principles contained in the Code are applicable to all employees of the NCC.

Therefore, the Code forms part of the Plan for the NCC.
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4.1.4 The NCC will arrange workshops to create awareness of the Code as part of the overall Fraud
Awareness Training for all employees. A further objective of this intervention is to reinforce the

expectations of NCC with regard to their conduct, ethical behaviour and integrity.

4.1.5 Processes / mechanisms to manage professional ethics are crucial to the fight against fraud and

corruption.

4.1.6 In conjunction with the principles contained in the Public Sector Anti-Corruption Strategy, the

NCC will pursue the following additional steps to communicate the principles contained in the

Code:

a) A summary of the Code will be circulated to all employees and included in the induction
information for new employees. In this regard, all employees should be required to sign an
annual declaration serving as an indication of their understanding of, and commitment to
the Code; and

b) Include relevant aspects of the Code in further awareness presentations, training sessions
and communication programmes to create awareness thereof amongst employees and

other stakeholders. Further objectives of this training will be the following:

= Helping employees to understand the meaning of unethical behaviour and identify
same, in line with expectations of the NCC;

= Presenting case studies which will assist in developing behaviour to articulate and
encourage attitudes and values which support ethical business conduct;

= Helping employees understand the issues relating to making ethical judgements /
decisions; and

= Communicating the implications of unethical behaviour and its impact.
4.1.7 The ongoing development of a robust system for the declaration of private business interests,

and actual or potential conflicts of interest by all employees and the ongoing maintenance of a

central register has been recognised by the NCC’s Risk Management Committee
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4.2 Systems, policies, procedures, rules and regulations
4.2.1 NCC has a number of systems, policies, procedures, rules and regulations designed to

ensure compliance. These policies include inter alia:

e Supply Chain Management Policies
¢ Asset Management Policy

e Disciplinary Policy and Procedures
e Recruitment Policies

e Conflict of Interest Policy

e Gifts Manual Guideline

4.2.2 NCCisina process to compile a fraud and corruption risk register that some policies and

procedures may be inadequate.

4.2.3 The management of NCC will improve awareness and knowledge of the relevant
systems, policies, procedures, rules and regulations, including, inter alia, the

requirements of the PFMA amongst its employees.

4.2.4 NCC will develop clearly defined communication and training strategies to create
awareness of existing and new policies and procedures. This will ensure that all
employees are made aware of, and adequately trained in the implementation of policies

and procedures relevant to their duties and responsibilities, including:

(a) Provisions for all employees to acknowledge, in writing, that they have read the
policies and procedures applicable to their duties, have undergone relevant training

and / or are aware of these policies and procedures;

(b) The maintaining of adequate records serving as proof that employees have been
made aware of the policies and procedures relevant to their duties; and

(c) The development and distribution of a regular communiqué outlining the
importance of complying with policies and procedures and the implications for

employees.
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4.2.5 NCCiscommitted to developing and maintaining human resources systems, policies and
procedures, which incorporate the fraud and corruption prevention practices detailed

below.

(a) The maintenance of a system for transparent and merit-based hiring and
promotion practices with objective standards in order to reduce the risks of

nepotism and favouritism;

(b) Thorough vetting and security clearance screening will be conducted of

candidates for sensitive positions. A comprehensive framework within which to

address employee fraud risk will include:

= Advertising posts: The inclusion of specific provisions when advertising
posts to explicitly indicate to applicants that only people with  the
highest levels of personal integrity will be considered and that submission to
appropriate pre-employment and security clearance screening processes

are obligatory for consideration in any post;

= Pre-employment, security clearance screening and probity: Thorough pre-
employment and security clearance screening should be conducted for all
employees in sensitive positions. The NCC is committed to complying with and
meeting this requirement. The NCC intends ensuring that pre-employment
screening procedures are applicable to all employees, regardless of level,
including employees acting in specific positions, seconded employees, interns,
and temporary and contract workers. Relevant probity checks will be

included in all employee screening processes;

= Probation: Compulsory probationary periods are applicable to all full-
time employees. This provision will be extended to include seconded
employees, interns, and temporary and contract workers. Relevant vetting will
again be considered for employees on and during probation, and prior to their

final appointment in view of the long duration of the probationary period;
= Ongoing financial disclosure and lifestyle audits: Senior managers will be

obliged to complete a financial disclosure form wherein specific personal assets

and private business interests must be declared;

NCC Enterprise Risk Management Framework: January 2017__ Version RM 001 Page | 46



= Regular reviews relating to employees in sensitive posts: This relates to the use
of a system of more frequent probity checks and vetting of employees who
occupy high risk posts. This system will include the identification and relevant

security grading of posts;

* Employee induction programmes: Employee induction is an opportunity to
introduce employees to the culture and ethos of the NCC. Efforts will be made
to ensure that organisational strategy, integrity, ethics and conduct standards
are included in employee induction. Specific steps will also be developed to
include seconded employees, interns and temporary and contract workers in

relevant aspects of induction programmes;

= Obligatory Leave Periods: A policy obliging all employees to take annual leave
will be pursued in order to limit the risk of over-worked employees leading to
non-compliance to internal control. This will further limit the risk of unethical
conduct, fraud and corruption. In addition the risk of unethical individuals

monopolising specific tasks will also be reduced; and

» Exit Procedures: Exit procedures for employees leaving the NCC will generally
require the return of assets and an exit interview. The return of assets, if not
addressed promptly, could lead to obvious losses. Steps should be taken to
ensure that specific follow-up time frames are set to encourage managers to

apply this requirement more promptly.

(c) The NCC has a grievance procedure which enables employees who have been
unfairly or falsely accused to seek recourse. This is based on the recognition that
aggrieved employees may become malicious, thus increasing the risk of such

employees committing fraud and corruption.

4.2.6 Management must be held accountable for complying with, and implementing, the
NCC'’s systems, policies, procedures, rules and regulations and for preventing fraud and
corruption. This will be addressed in job descriptions, agreed work plans and

performance contracts.
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4.2.7

4.3.1

4.3.2

4.3.3

4.3.4

The NCC must also develop a system with clear guidelines for the placing of prohibitions
on individuals and restriction of entities found guilty of fraud and corruption against the

Department.

4.3 Disciplinary code

The disciplinary code and procedures prescribe appropriate steps be taken to resolve

disciplinary matters.

The NCC recognises the fact that the consistent and efficient application of disciplinary

measures is an integral component of effective fraud and corruption prevention.

The following steps to expedite the consistent, efficient and speedy application of

disciplinary measures will be initiated:

(a) Creating awareness amongst employees, of conduct which is forbidden in terms of
the disciplinary code. Where disciplinary standards are not adhered to, action will
be taken against offenders;

(b) Ongoing training of managers in the application of disciplinary measures and the
disciplinary process, and sustaining this training;

(c) Developing a system to facilitate the consistent application of disciplinary

measures; and

(d) Regular monitoring and review of the application of discipline with the objective of

improving weaknesses identified.

Where managers are found to be inconsistent and / or inefficient in the application of

discipline, firm corrective action will be considered.

4.4 Internal controls

441

This section of the Plan relates to basic internal controls to prevent and detect fraud and
corruption. It also focuses on the training of employees in internal control and the
conducting of their day-to-day duties. The systems, policies, procedures, rules and
regulations of the NCC prescribe various controls, which if effectively implemented,
would limit the risk of fraud and corruption. These controls may be categorised as

follows, it being recognised that the categories contain overlapping elements:
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Segregation of duties

4.4.2 One of the primary means of control is the separation of those responsibilities or duties
that would, if combined, enable one individual to record and process a complete
transaction (i.e. manipulate the transaction irregularly and commit fraud and

corruption).

4.4.3 Segregation of duties reduces the risk of intentional manipulation or error.

4.4.4 Functions that should be separated include those of authorisation, execution, custody,
and recording and, in the case of computer-based accounting systems, systems
development and daily operations. Placed in context with fraud and corruption

prevention, segregation of duties lies in separating either the authorisation or the

custodial function from the checking function.

Prevention controls

4.4.5 Prevention controls include the following:

Authorisation

All transactions require authorisation or approval by an appropriate responsible person.

The limits for these authorisations are specified in the delegations of authority of the

NCC.

Physical

These controls are concerned mainly with the custody of assets and involve procedures

and security measures designed to ensure that access to assets is limited to authorised

personnel.

Management Review

Management reviews are carried out by, or on behalf of, the management personnel

having direct responsibility for the system, policies and procedures.
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Management reviews identify consistency with and deviations from plans, or adequacies

and inadequacies of management procedures.

Detection controls

4.4.6 Detection controls include the following:

Accounting and arithmetic

e These are basic controls within the recording function which check that transactions

have been properly authorised, and accurately processed.

e Such controls include checking the arithmetical accuracy of records, the maintenance
and checking of totals, reconciliation’s, control accounts, and accounting for
documents.

Physical

e These controls relate to the security of records.

e Their similarity to preventive controls lies in the fact that these controls are also

designed to limit access.

Supervision

This control relates to supervision by responsible officials of day-to- day transactions and

the recording of these transactions.
Management information
e This relates to the review of management accounts and budgetary control. These

controls are normally exercised by management outside the day-to-day routine of

the system.

NCC Enterprise Risk Management Framework: January 2017__Version RM 001 Page | 50



e Despite the existence of systems, policies, procedures, rules and regulations to
address internal control, risk assessments have identified deficiencies such as non-

compliance to policies and legislation.

e Some of the above may result from lack of training, expertise, knowledge and

capacity.

e The NCC will continue to initiate steps to address the problem of lack of training,
expertise and knowledge in systems, policies, procedures, rules and regulations in

order to improve internal controls.

e Areas of weakness will be identified during audits and risk assessments.

e The NCC will develop a formal system by which the performance of managers is
appraised by taking into account the number of audit queries raised and the level of
seriousness of the consequent risk to the NCC. Where managers do not comply with
basic internal controls, e.g. non-adherence to the delegation of authority limits, firm

disciplinary action(s) will be considered.
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4.5 Physical / information security

Physical security

451 The NCC will consider conducting a regular detailed review of the physical security

arrangements at its offices and improve any weaknesses identified.

Information security

4.5.2 The NCC will ensure that all employees are sensitised on a regular basis to the fraud and

corruption risks associated with information security and the utilisation of computer

resources.

4.5.3 Regular communications will be sent to employees regarding the NCC’s security policy
(with a particular emphasis on e-mail and internet usage and the implications of abusing

these and other computer related facilities).
4.5.4 Regular communications will be sent to employees regarding the NCC's information
technology password policy (with particular emphasis on implications regarding non-

adherence to the policy).

4.5.5 Regular reviews of information and computer security will also be considered.

Weaknesses identified during these reviews will be addressed.

456 5. DETECTING AND INVESTIGATING FRAUD AND CORRUPTION
5.1 Internal Audit
5.1.1 The NCC will out-source its Internal Audit function.
5.1.2 The NCC recognises the fact that the positive support by all its managers that they

give to Internal Audit and its functions, the speedy response to, and the addressing

of control weaknesses raised by Internal Audit, is vital to the success of the Plan.

NCC Enterprise Risk Management Framework: January 2017__ Version RM 001 Page | 52



5.1.2 The NCC will regularly re-emphasise to all managers that consistent compliance by
employees with internal control is one of the fundamental controls in place to

prevent fraud and corruption.

5.1.3 Awareness strategies will also be developed to enhance managers understanding of

the role of Internal Audit.

5.2 Risk assessment (ongoing)

5.2.1 Acknowledging the fact that it faces diverse business risks from both internal and
external sources, the NCC should conduct a comprehensive risk assessment of all its

programmes on an ongoing basis.

5.2.2 This information will be used to assist management with the following:

(a) Prioritising areas for attention and subsequently developing appropriate
controls to limit the material risks identified; and
(b) To enable management to continually assess and update the risk profile

(incorporating fraud and corruption risk) of the NCC.

5.2.3 Presentations to employees of the NCC will be conducted in order to ensure that they
have a more detailed understanding of the fraud and corruption risks facing the NCC
and the areas wherein these risks exist. This will assist in enhancing the prospect of

detecting irregularities earlier.

5.2.4 The NCC will also consider performing specific fraud and corruption detection reviews
in the below-mentioned areas on a regular basis. This will include the conducting of
presentations to managers and staff to ensure that they have a more detailed
understanding of the fraud and corruption risks associated within these facets of the
NCC, thus also enhancing the prospect of detecting irregularities earlier. The areas

include:
= Asset management;

= Conflict of interest (pervasively);

= Contract management;
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= Compliance;

= Creditor payments;

= Payroll;

= NCC services management;

= Supply chain management.

5.3 Reporting / monitoring

5.3.1 The NCC recognises that the following are vital to the success of the Plan:

(a) To raise the level of awareness that the NCC is serious about fraud and
corruption;

(b) To deter potential fraudsters and corrupt individuals by making all employees
and other stakeholders aware that the NCC is not a soft target;

(c) To assist the NCC in managing the requirements of the Protected Disclosures Act
i.e. the channel through which whistle-blowers can report;

(d) To encourage whistle-blowers to report incidents which they witness;

(e) To further assist the NCC in identifying areas of fraud and corruption risk in order

that preventive and detective controls can be improved or developed.

5.3.2 The NCC will ensure that a fraud and corruption information system is developed for

the following purposes:

(a) Recording all allegations;

(b) Tracking progress with the management of allegations;

(c) To facilitate the early identification of systemic weaknesses and recurring risks,
and inform managers and employees of systemic weaknesses / risks;

(d) Provide feedback to employees and other whistle-blowers on the management

of allegations.
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5.4 The Fraud Response Plan

5.4.1 A Fraud Response Plan, which contains the response mechanisms in place to report,
investigate and resolve incidents of fraud and corruption which impact it, has been

developed for the NCC.

5.4.2 The Fraud Response Plan will be circulated to all employees of the NCC.

6. IMPLEMENTATION AND MAINTENANCE

6.1 Creating awareness

This component of the Plan comprises two approaches, namely education and

communication.

Education

The creating of awareness amongst employees is intended to address the following issues:

6.1.1 Informing employees on an ongoing basis, regarding what constitutes fraud and

corruption;

6.1.2 Promote the NCC policies that must be adhered to;

6.1.3 Informing employees of fraud and corruption risks;

6.1.4 Encouraging employees to blow the whistle on fraud and corruption; and

6.1.5 Employee awareness of the current legislative framework as it relates to fraud and
corruption (including obligations and rights should they blow the whistle on fraud

and corruption, witness protection system etc.)

Communication

6.1.6 The objective of the communication approaches are to also create awareness

amongst employees, the public and other stakeholders, of the Plan in order to
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facilitate a culture where all stakeholders strive to contribute toward making the Plan

a success as well as for the sustaining of a positive, ethical culture within the NCC.

6.1.7 This will increase the prospect of fraud and corruption being reported and improve

the NCC’s prevention and detection ability.

6.1.8 Communication strategies that will be considered by the NCC are the following:

(a) Posters, newsletters, pamphlets and other publications to advertise the Code

and the Fraud Policy,

(b) Screensavers on computers with appropriate anti-fraud and corruption and pro-

ethics messages;

(c) Attachments to tender invitation documents relating to the NCC's stance to

fraud and corruption;

(d) Appropriate attachments to offers of employment and inclusion of appropriate

items in induction and training programmes;

(e) Prudent terms in contracts signed with providers of goods and / or services

relating to offering of gifts to employees of the NCC;

(f) Ensuring that fraud and corruption prevention is a fixed agenda item in

meetings;

(g) Signing of declarations of commitment by all employees to the Plan; and

(h) Endorsements of correspondence directed at providers of goods and / or

services with anti-fraud and corruption and pro-ethics messages.

6.2 Maintenance and review

6.2.1 The Executive Management Committee will be responsible for the ongoing

maintenance and review of the Plan. This includes:
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(a)

(b)

(e)

(f)

(g)

(h)

Evaluating reports of fraud and corruption received and highlighting areas of

fraud and corruption risk within the NCC;

Considering fraud and corruption threats to the NCC and making

recommendations to appropriate committees or management;

Considering criminal activity threatening the NCC and making fraud and
corruption prevention recommendations with regard to areas that should be

examined;

Monitoring action taken to implement recommendations relating to incidents of

fraud and corruption;

Steering and taking responsibility for the Plan;

Reviewing and making appropriate amendments to the Fraud Prevention Plan;

Amending the awareness programme as necessary, and implementing the

changes; and

Ensuring that ongoing communication and implementation strategies are

developed and implemented.

6.2.2 The Plan will be reviewed on an annual basis under the guidance of the

Commissioner.

6.2.3 Progress with regard to the implementation of the various components will be

reviewed on a quarterly basis. In this regard, specific priorities stemming from the

Plan, actions to be taken, responsible persons and feedback dates relating to progress

made will also be set.

6.2.4 A matrix of tasks and responsibilities has been developed to facilitate this as outlined

in the Risk Management Plan.
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Risk Identification and Assessment Methodology

1. Risk Management Overview

The NCC has established a Risk management Unit in pursuance of compliance with section 38(1)(a)(i) of

the Public Finance Management Act (PFMA), No 1 of 1999, read together with Treasury Regulation 3.2.1
(TR)

Good risk management is fundamental to effective corporate governance and has recently become a
focus area in all corporate governance frameworks. Risk management is about improving quality while

reducing potential harm.

Enterprise is the undertaking of risk for reward. A thorough understanding of the risks accepted by the
NCC in the pursuance of its objectives, together with those strategies employed to mitigate those risks,
is thus essential for a proper appreciation of the NCC’'s affairs by the Commissioner and Senior

Management.

2. Introduction

Enterprise Risk Management (ERM) is the coordinated approach to risk management and represent the
methods and processes applied by the NCC by proactively identifying and understanding the factors and
events that may impact the achievement of strategic and operational objectives, then managing,
monitoring and reporting these risks. Good risk management is not about eliminating or avoiding risks,
but rather taking acceptable risks and managing them well.

Inputs in to the Enterprise Risk Management Methodology were obtained from the Public Sector Risk
Management Framework (PSRMF) issued by the National Treasury as well as the King Report of Code of
Governance in South Africa 2009 (King Ill)

This Methodology supports the Enterprise Risk Management Policy (the policy), both of which are
supported by the Enterprise Risk Management Methodology which provides direction for the

implementation of the Enterprise Risk Management (ERM) across the NCC.
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3. Purpose of the Risk Management Methodology

The purpose of the Risk Management Methodology is to outline the minimum requirements and

approach for risk management in the NCC, in order to address the requirements of the NCC Risk Policy.

The Risk Management Methodology and Methodology is recommended by Risk Management

Committee to the Commissioner for approval.

4. Classification Risk

Financial risk

There are three main sources of financial risk:
Financial risks arising from NCC’s exposure to changes in market prices and economic conditions,
such as interest rates, exchange rates, and commodity prices which might result in non

availability of funds from the National Treasury to fund all the operations of the NCC

Financial risks arising from the actions of, and transactions with, other organizations such as

vendors, customers, and counterparts in derivatives transactions

Financial risks resulting from internal actions or failures of the organization, particularly people,

processes, and systems

Non compliance with the PFMA, National Treasury Regulations, Division of Revenue Act and

other relevant prescripts and legislation.

Political Risks

Political risks arising from NCC’s exposure to changes in political climate and activities, such as

terrorist attacks, travel restrictions, Prolonged wars (globally) and Concentration of

consumer/employees.
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Social and Environmental Risks

Social and Enviromntal risks arising from NCC’s exposure to changes on social and envirinmental
land scape, such as stakeholder engagement, social responsibility, Organisational intergrity,

Health and safety, societal transformation, energy,water and labour unrest

Legal and Compliance

Legal and copliance risks arising from NCC’s exposure to changes in legislation, regulations and
policies, which includes litigious society, public complaints, court unpredictability, Adverse court
rulling, illegal acts litigation, compliance-internal policies and authority levels and corporate

governance disclosure

Fraud & Corruption Prevention and Awareness

The programme is intended to set down the attitude and stance of the NCC to fraud and

corruption.

It also sets down the NCC’s attitude towards reinforcing existing systems, policies, procedures,
as well as the rules and regulations of the NCC aimed at deterring, preventing, detecting, reacting

to and reducing the impact of fraud and corruption.

In addition, the purpose of this document is to confirm that the NCC supports a culture of zero

tolerance towards fraud and corruption.

Functional Risks

Understanding the objectives is first step in the risk management process. Without this

understanding, risks that could prevent the achievement of objectives cannot be identified

completely.

These objectives should be aligned throughout the NCC to ensure that direction and focus of the

different levels of management are fully integrated.
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These objectives need to flow from a strategic level, to a business and ultimately a process level

to ensure this alignment as set out below.
Strategic: The NCC's objectives that are informed by NCC’'s Annul Performance Plan;

Operational: Objectives that are set by the Divisional Head and Business Unit Managers to

support the achievement of the strategic objectives

Process: Objectives that are set by the Senior Managers at process level to support the

operational / business objectives
Understanding of objectives should take place as part of the existing strategic and operational

planning processes.

This should further be supported by the budgeting and forecasting and performance
management processes (i.e. KPA’s and KPI's)

5. Risk Model

Definition of risk categories

In terms of the NCC’s policy, risks in the NCC will be categorized as in the Risk Model.

This Risk Model is consistent with the National Treasury’s Risk Model, with the exception of the risk

category Operational and sub-category the NCC, which has been added.

A risk framework has been developed which sets out the various risks that need to be considered as part
of the risk identification process. The sub categories reflected should not be regarded as comprehensive
but merely as a guide to facilitate the risk identification process. The framework assists in the

identification of risks, and in reporting risks by category instead of risks being reported individually.

Each risk should be rated and categorized in terms of the impact the risk may have and should it be in

line with the guidelines provided below.
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The Risk Register Template (BarnOwl register)

Risk management should be performed at all levels of the NCC i.e. strategic level and operational level.

The overall flow of the Risk Management process will determine:

° A clear and unambiguous understanding of strategic and operational objectives and purpose;

o The obstacles (risks), which can prevent the achievement of these objectives;

° The business environment and contributing factors that can cause the risks to occur;

° An evaluation of the residual impact based on the controls in place to manage the risks if they
were to occur;

° A post control evaluation of the risk to determine the likelihood of assurance of the risk and the
residual risk exposure;

° The control Methodology, which is the response to the risk — This could be to Accept, Insure,
Outsource, Avoid and/or to Manage the risk - and the specific risk management processes
(controls) to manage the risk;

° Cost benefit considerations will be a factor in deciding on the most suitable response;

° Any enhancements to controls if the residual exposure is still not acceptable to management;

° Ongoing monitoring of the status of risks and business environment factors that may impact the
risk; and

° Ongoing reporting on the risk profile of the organization.

RISK MANAGEMENT PROCESS

The steps to be followed in a risk management process are listed in the table below:

RISK IDENTIFICATION

Identify and understand objectives

Understanding the objectives of the NCC is the first step in the risk management process. Interrogations
and deep analysis of risks that could prevent the NCC from the achievement of its strategic, operational

and process objectives cannot be identified completely.
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These objectives should be aligned throughout the organization to ensure that direction and focus of the
different levels of management are fully integrated. Objectives need to flow from a strategic level, to a

business and ultimately a process level to ensure this alignment as set out below.

Identify and understand activities

The NCC has certain objectives i.e. goals it has set for itself to achieve and after those objectives follows
the activities that have to be performed to achieve these objectives. Therefore, having clearly
understood the activities at any level of the NCC, it is important to the achievement of strategic and /or

business objectives.

Identify and understand risks

Risks are the obstacles that can prevent the NCC from achieving its objectives. Therefore, having clearly
understood the business objectives at any level of the NCC will make it easier to identify the risks that

could prevent the achievement of strategic, operational and project objectives.

Risks need to be identified by relevant management and staff. The risk model in the previous section can

be used to assist management in the identification of risk.

The following information should be obtained for each risk:

o The business environment and contributing factors that can cause the risks to occur, i.e. the root

causes;
° A description of the risk as well as an understanding of which objective it threatens; and
° The allocation of the risk to the relevant risk category and sub category within the risk

management framework.
Risk identification is not a once off process but a continuous process.

After completion of the Risk Management process, EXCO in conjunction with the Risk Manager will be
responsible for ensuring that they update the risk profile of the NCC by reassessing the status of risks

and by identifying new risks arising through change in the business.

New risks would mainly arise through change in the external business environment as well as internal

change.
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Business environment factors can directly impact the risks that the NCC faces and therefore its
objectives. Consideration of the changes in the business environment are also necessary to ensure that
management is able to respond to changes in their business environment quickly and to ensure that
strategic and operational objectives are realigned. Business environment factors can be both internal

e.g. culture or structure; or external to the NCC e.g. competition and legislation.

Risk identification Methods / Techniques

e Individual Interview

e Workshops

e Combination of the Above
e Staff Surveys

e Selected Groupings

RISK ASSESSMENT

All Divisions will be required to compile a risk register at least once a year (i.e. after the approval of

strategic plan and annual performance plan) through risk assessment workshops.

Risk registers will be reviewed and updated once every quarter through meetings with risk and action

plan owners

After any strategic/policy/mandate/structural changes a risk assessment workshop will be conducted to

review and update a risk register

Report once a month on the implementation of action plans

The Risk Assessment Approach

Risks are assessed on the basis of the likelihood of the risk occurring and the impact of its occurrence.

(Risk = Likelihood x Impact)

Risk assessment should be performed in accordance with approved rating criteria for both likelihood and

impact.
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Risk assessment involves interrogating risks at two levels, namely at the inherent risk level and the

residual risk level, using the same rating criteria for each assessment.

Inherent risk considers the “worst case” scenario. This involves considering the likelihood and impact of
the risk in the absence of any management control interventions. This level of assessment provides a

perspective of the consequences of the risk to the institution in its unmanaged state.

The second tier of assessment concerns establishing the residual risk. Residual risk is the level of risk
remaining after the mitigating influence of the existing control interventions are considered. Normally,
management would introduce sufficient control to reduce the risk to within a pre-determined level, as
informed by the risk appetite. The residual risk is a critical indicator of whether the existing controls are

effective in reducing the risk to an acceptable level.

Controls may reduce the likelihood of occurrence of a potential risk, the impact of such a risk, or both.
Management then needs to assess the control effectiveness based on their understanding of the control

environment currently in place. Residual risk will therefore inform management of the actual level of
control effectiveness.

Risks can be assessed on a quantitative basis or a qualitative basis. Quantitative analysis works best for
risks that involve numeric functions. A good example would be the risk of financial losses as this can be
numerically quantified. Quantitative techniques typically bring more precision and are used in more
complex and sophisticated activities.

Qualitative assessment is applied when the risk in question does not lend itself to numeric quantification.
In such cases more subjective means are utilized, the most important of which is the expert judgement

of management.
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Risk assessment considerations

There are a number of other issues that must be considered in the context of risk assessment, which

are noted below:

e The risk assessment tables need to consistently applied for all key risks in the institution;

e Certain disciplines, for example, IT and Health and Safety, may utilise assessment methodologies that

are informed by their professional norms and standards. In such circumstances, it would be prudent

for the sake of the operational efficiency of thesedisciplines to allow them to use their preferred

methodology. However, in order to maintain consistency at the institutional level the same risks

should be re-assessed in terms of the institution-wide risk assessment tables;

e The results of risk assessment could be represented in ‘heat maps’. These are a simple graphical

representation of each risk according to the two scales;

e Assessment of likelihood more often than not imposes a challenge to management. Guidance in this

respect can be obtained from the historical experience of the institution, as well as the experience

of similar institutions;

e The assessments must be considered together with the Institution’s risk appetite to determine

whether the risk is acceptable or not. This in turn will inform whether additional interventions will

be required;

Rate the risk based on the existing controls

The risk is rated as a score of risk impact multiplied by the score of the likelihood of the risk to occur.

The answer is the risk rating that the NCC should make a decision on whether the risk is within the

acceptable or tolerance level or above the tolerance level.
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CONTROL ASSESSMENT

Identify current controls

It is important to identify current controls in place that address the risks identified. These should be
controls that actually exist and not what should be in place theoretically.
The next step in the process is to determine the control gaps. This can be determined by assessing the

change of the impact and likelihood ratings for inherent and residual rating. Refer to the above

paragraph.

Assess the existing controls

The existing controls have to be assessed for adequacy and effectiveness to address the identified risks.
The control adequacy should be assessed as adequate, partially adequate or inadequate. Similarly the
effectiveness of the controls needs to be assessed as either effective, partially effective or ineffective. It
is important to ensure that these assessments match the impact and likelihood ratings. For example a

control cannot be regarded as effective if the residual likelihood of the risk occurring is common.

Determine risk response Methodology

Management has to decide whether to accept the risk, manage the risk, transfer (insure or outsource)
the risk or avoid the risk altogether. The strategies are further explained below:

e  Accept risk: simply take the chance that the negative impact will be incurred

e Avoid risk; changing plans in order to prevent the problem from arising

e Manage risk: lessening its impact through intermediate steps

e Transfer risk: outsource risk to a capable third party that can manage the outcome

Depending on the risk response Methodology selected management need to consider additional
actions/controls to mitigate the risk to an acceptable level.
When identifying possible enhancements, cost benefit considerations need to be taken into account.

This step is aimed at optimizing the effectiveness of the NCC’s on-going risk management process.
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Determine action plan, responsible person and the target date

Management need to decide whether further action is required to reduce either the impact and/or
likelihood of the risk. In many cases the likelihood of risk occurring can be reduced. Consideration should

also be taken of the value added by the action. An over controlled environment results in inefficiencies.

It is critical to allocate actions to specific individuals or groups of individuals with clear start and due
dates. Where actions are dependent on one another this should also be indicated so that bottlenecks

can be avoided.

Monitoring

Having identified the response Methodology, continuous monitoring needs to occur to ensure that the
desired response Methodology for a risk is implemented successfully. Monitoring is arguably the most
important step of the entire risk management process as it provides early warning of where risks may

materialise.

Monitoring is critical to the entire process.

The following techniques should be used to assist with monitoring:

Identification and tracking of risk indicators that can act as an early warning system. For example,

if poor client service is identified as a risk and certain controls have been identified to mitigate the

risk, a risk indicator could be the number of client complaints reported. If this is above the

acceptable norm it is an indication that the mitigating controls are not working well;

° Internal Audit can be used to provide assurance regarding the adequacy and effectiveness of
mitigating controls;

° Progress on risk mitigation should be discussed on regular management meetings.

° Regular risk reporting to EXCO and the Audit and Risk Committee.

6. Reporting
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Reporting of the results of the risk management process is critical, as this will ensure that the risk

management process is ongoing and embedded.
6.1 Reporting Frequency

Reporting frequency will be quarterly for strategic risks and bi-monthly for operational risks and process
risks.
Depending on the changes in the operational environment, the reporting can happen any time and will

either be reported on the Strategic and Operational risk profile.

6.2 Reporting Levels

The level of management that risks have to be reported to will depend on the nature of the objective,

and the related impact and likelihood of the risk.

Strategic (business) risks

° All strategic (business) risks with a risk rating between 13 and 25 (i.e. high risk area) should be
reported to the Risk Management Committee, as well as the responsible Divisional Head and
confirmation is required that controls are in place and are adequate and effective.

® Once reviewed by the Risk Management Committee a consolidated report should be forwarded

to the Commissioner, and the Risk and Audit Committee.

Operational (Divisions and business units level) risks

° All operational risks with a risk rating between 13 and 25 (i.e. high risk area) should be reported to
the Risk Management Committee, as well as the responsible Divisional Head and confirmation is
required that controls are in place and are adequate and effective.

° Once reviewed by the Risk Management Committee, a consolidated report should be forwarded

to the Commissioner, and the Risk and Audit Committee.

6.3 Reporting format and content

The purpose of this Methodology document is not to prescribe in detail the reporting formats but to

specify the minimum requirements in terms of what has to be reported for each risk.

These are:

e A clear description of the risk including context;
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e The impact, likelihood and residual risk rating for the risk. Colour codes in terms of the Evaluation
Criteria in the next section;

e Current response Methodology for the risk including current actions or controls to mitigate the risk;

* Proposed response Methodology with additional actions/controls to be implemented;

e Owner of the risk;

e Deadline date for implementation of response Methodology; and

e Key risk Indicators to track the status of the risk.

NCC Enterprise Risk Management Framework: January 2017__Version RM 001 Page | 71



2L | ebed

(weasys swooui) suonesado w
‘syuow siaAojdwa 03 sadloAul Ul Aejap Yyluow € - J0 ainsop
Z ueyl asow 1eah pasduojoud uo m
Joj uipodau ssaid ‘ueld s|Is T 40} s3ulpuly aA13119dal J0 paAjosalun 1o oy suoljesado )
|euolieu /jeuoidal Jo ainjie} |gjoy - 93 wouy Jawie|dsip e Buisned sSuipuly upny - 0} -
/ |euolleusajul 10 Anjigejieaeun "Yluow uaAIg Aue uj panjosal uondnuiayul
9|qIS4aAa.LII [11)S 8402/|€211110 B EEL Ajpwiy/panjosal 1ou Sulaq s||ed Jo %5z Suisnes shep g<-
9SI3ApE pauleIsng - %0S< - QU0 uey) 3J3u3) ||e) uo 1oedw aAnedau/enIlsod - 51502
‘9|doad ‘syjuow JO syjuow 9< 2I0W J0) U Syjuow zT< 104 / ale| ag 0} juediusis
QT ueyl asow 7 ueyji aiow 1oj Juawadejdau onesiuesio sjuawAed 3uisned siapinoad IdINIBS/SIUBWIR)D snjd +wQOTYH
0} Ajjiqesip 10} s1ap|oyaels noypm alius ayl 01 sjuawAed uo Joedwi annjedau/anilisod - | jo saSewep aeah |
jusuewdad Yyum 1o pund ayy juswasdeuen S)I34je 1By} %0¢ JO pied suyauaqg/swiepd yum epueuly PLET
ueoyudis - | noysnodyy ainjiey 3|PPIN SIIAIIS J0 Jaquinu ayj uo yedw aniedau/aniisod - | uonniasosd auo |eloueuly
‘sal|eley UOIIE2IUNWIWIOD 10 SaAjIN28X3 1] ur umop "awodul pa1adpnq JO %0 J0 anp Jo uonesn|| Aue uj auo Aue
a|dinA - 219|dwo) - | J01uds ||B 40 ss07 - jealqy - | awodul jo 1diadal uo pedw aAedau/anlisod - Jolely - | ugs‘t< - | ulugs‘i< -
spiepuels
Atojepuew
ajepuew ajepuew Suines
siapjoyajels 9jepuew s, )JN pue awoou|
SN jo  Asnyap $.JON jo ‘ e
Jyiofyers jo J0 Aaniap ayy uo 3lepueuwl JJN uo Asaalap-uou Jo AlaAlRQg suonengas ul uies
2yry uo  joedwy Anijep  ayy 10 S350 |
O ) uoneIIUNWWO! e pate T Lo uo oedwi s T euoiy A9 il
13821 o) 3 15,11 03 @sueldwon RIpPPY
-uopn
12edw
edw) Ajaje :
= 1 Aiajes S3JIAIRS ajeso0dio) Asanijap aoinias aoueljdwo) Joedwi jenueuly
o HUESH pue |esan

3|qe] Suijey adxuanbasuo)

sa|eds Suiiey ysiy T xipuaddy




gL | abed

+00 WY UoISIBA™ £ L0g Aenuer pomawel Juswsebeuey ysiy asudiajug HoN

(weaus swooul)

B
ssaAojdwa 01 sadloaul ul Aejap syjuow g-7 - )
1eaA 3uo uiyum m
SYIUOW 9< PaAjosaiun s3uipuyy 10 uoluido Jpne asJanpy - m.
10} Juawade|dal s8uipuyy solew yyum
noyyum FEETN Hodau e anssi 03 Oy 3y Buisned sduipuly upny - | uondnuiaiul
‘syjuow 1uawaseuey 9U0 10y "Yiuow uanig Aue ul panjosal Ajawiy/panjosal joshep g-¢
Z-T 40} Buinodal 9IPPIA 000‘T ueyy 10ou 3ulaq s||e JO %ST - OT Suisned ul uiynsal
ssaud |euoijeu JO S3AIINI3X] SS9] JO )aam 911u3) ||e) uo Yedwi aAnedau/aAISOd - Apoq
9SJ9ApE paulRlSNg - Joluasg e ueyj aiow SYluow 9< 10y} 3e| 3q 01 Aoiengau PLENY
‘01> 9|doad ‘Syuow %05 }0 Ss07 - Jo} 9jdoad sjuawAed Buisned siapinoad a1AIaS/sjueLIR)D Ag elpueuly “a1e3A
2J0W 10 3uo 2-T 10§ pawuoyuiun Jo ueid s||pis 000°'T 031 sjuswAed uo 1edwi sAnedau/annisod - | uonesisaau; - auo |edueuyy
0} Aujigesip 9Q 01 sJap|oyayels U0 30UBLIBA % 0S - | S109)E 1BY) %G 30 pied s1yauaq/swiepd +WQTYH Aue ul auo Aue
uauew.ad 10 saaAo|dwa 1o Ajijigejieaeun LERIIVEN 40 Jaquwinu ay} uo 1oedwn aanedau/annisod - 8unsoo uqs Ty ul ugs Ty
weaudis - 3uisned ainjiey 111 8102/|e211110 11 urumop 2WO0dUI JO %G JO dNp awodul pajadpng uonesn|| 0} 0}
Aneiey aj8uis - uonedunwwoy - 0% 0z < - yeaiqy 40 1d19234 uo edw aanedau/anisod - Jolely - | woosy - woOsH -
Spiepueis
Aiojepuew
ajepuew ajepuew Sulnes
siapjoyajyels SION jo  Asenyep ajepuew s,)ON Sk 21 pue {585 awoou|
Jaylo/yers jo | - ; J0 Asaalap ayj uo | * djepuew J)N uo Aiaaljap-uou Jo Asanijaq ‘suone|ngal ul uies
ayy uo  jpedwy Aanap  ayy 10 53500 |
Sl MO wiEd uones|unwwo) WRAMI U/ sydony uo pedwi s,j| T euonippy 22 gt
s i 031 asuejdwiod P
-UuoN
Pedwi Ayages Pedwi
pue YeaH S30IAI9S 3jeodio) Asanijap adiniag asueldwo) eduwi jeueuly

pue |esaq




. | ebeg

100 Y UoisIop™ /£ 10z Aenuep jiomawel Juswabeuep ysiy esudiojug DON

‘ueyd sjiys ‘(weauis awooaul) &
Uuo DUBLIBA %0E - saaA0|dwa 03 sao10AuUl Ul Agjap yluow z-T -
"Yluow auo "luow e uey) ssa| 40 p3j|1} 30U SI ‘Yiuow auo Oy wou} uoluido payienp - ow
03 dn Aanful 10y ssaJd |euoi8al ueld uoissadans Joj 9)doad “Yauow uanig Aue ui panjosal Ajawil/panjosal ‘uondnuiaiul &
o
awn 1507 - 9SI9ApE Sasned 3Yljo0 %07 - oz ueyl 10U 3uU13q S|jEI JO %OT-S Suisned Jo shep m
9|doad 1eyljuana solely - | 10 Ajjigejieaeun alow Jo a13u3) ||eD uo edwi aAnedau/annsod - Z Suinoau
9JOW 10 3UO ‘yuow 1I%S 3402/|e213112 }99M B 10y SYyluowg< 10y / 31e| aq 0} uonesn| Jeah |
03} Alljigesip T ueyl alow %ST< - | 9jdoad o1 sjuawAed Suisned siapinoud a1A13s/sJuBWIR|D wedyiudis - | enueuly
EILELEN] J0J pawaojuiun 10 Juswadeuey ueys aiow 01 sjuawAed uo 1edwi sanedau/sanisod - | auly aaund Qauo Jeah
10 saunluy 2q 0] SJ1ap|oyaye1s 2IPPIN S1094je 1y} %T 40 pied sujauaq/swiepd yum Aue uj |endueuly
DAISUIIXD — pue saaAiojdwa 10 S2AIINJIXD SIAIDS J0 Jaquinu ay) uo 1edwi aAlle3au/aAISOd - uolle|ngal woosy auo Aue
uonesnsanul 1 8uisned aunjiey J01U3s aJow 1] utumop 3w odu| palaspnq JO %T J0 anp JO yoeauq 0} ul woosy
juapu| - uonEeJIUNWWOY) - 10 OM}] JO SSO7 - Aeauqy - | awodul o 1disdal uo 1oedwi aaedau/ansod - Jolepy - wosy - | orwQsy -
spJepue}s
Aiojepuew
ajepuew 2)epuew Suines
siapjoyayels alepuew s,7ON pue awoou|
SN jo  Awsniep $.JON jo e
Jayofyers jo j0 Aaniap ayy uo ajepuew J)HN uo Asanijap-uou 1o A1aalag ‘suone|ngau ul uied
ays uo jdedwi Aonjap  ayy 10 §1S02 |
Ll ek uoieIUNWWOo PNy SIM0s uo pedwi s SMEl euol o el
el 8] » 1Sl 0} asueydwos HPPY
-UoN
Pedw) Ajajes e
S32IAIaS 9jes0dio) Atanjap adinaas asueljdwo) pedwi [epueuly
pue yyeaH pue jesa7




G/ | ebey

100 WY uoisiap™ LL0g Asenuep Huomewel Juswiabeuely ysiy esudiaug DN

‘uondnaiaiul

o2
yoam Aep 2
1> Anfu T e Suiajoaul .w..
awi iso - uonedny -
‘]suuosiad uedudis -
[edlpaw 'OV Ag Jonew jo siseydwy - auly
paylenb B EET ‘'s8uipulj awos yum 9)eJapouwl
Ag Juswieas 7 < 10} 98e13n0D Hodau e anssi 01 9y ay) Suisned sSuipuly upny - Jo/pue
|EJIP3IA - | ssoud astanpe |e207 - "}9am auo "Yiuow uanig Aue ul panjosal Ajlpwiy/panjosal uonnaasoid
:91doad ‘yuow P3|y 10U S| ueys ssa| 10u 3ulaq 5]|B2 40 %S-T Suisned yum
2J0W 10 3uo T UBy] aJow 4oy} ue|d uoIssadaNns 1oy 9|doad 3J3ud) ||e) uo edun aAne3au/BMNS0d - Aioyine "Je3A |
0} Aljigesip pawuojuiun aq 03 Y140 % 0T > - | 07 Ueylssa| yluouw T< 10J 33e| 29 0} 0} 1odai Jo BIDURUYY "Jeah
CIGISEYEY] siap|oyayels pue 1o Aujigejieaeun S103je 184 sjuawAed Suisned siapinoad so1AI3s /S3URWIRPD uolzedisanul auo Aue |elpueuly
w3l wnipaw sa9hojdwa awos 113S 2102/ e21314D S92IAJITS 0} sjuawAed uo 1oedwi sanedau/aniisod - yum ul wosy auo Aue
~uoda 3uisned ainjiey paluapl 1] ul umop "awooul payadpnq Jo 4OOTY 0 anp uolle|n8au 0} ul wpgy
uspiduy) - uoneUNWWOo) - J09% 6> - jealqy - | awodul jo 3diadal uo 1oedw anedau/aaisod - Jo yoeaug - YOOTY - | 0300TY -
spJepuels
Aiojepuew
ajepuewl ajepuew 8uines
siapjoyajyels 38N 190 Risnljap ajepuew s,3ON $59N 10 pue Ton awoou|
Byo/yers jo | ; 30 Asaniap ayy uo | * ?jepuew JJN uo AJaAiap-uou o Ai3alaqg ‘suoije|ngaa uj ujes
3yy uo joedwy Aanysp ays 10 51502 |
G R uoneduUNWwWo) Peduiiyy /a1dosd uo edwi s, 1| B euonippy it el
s AT 01 ?suejjdwod o
-UoN
edwi Ajajes et
pue YEaH SaJIAJaS 3jesodio) Aianj|ap adinias aouejdwo) Peduwi jepueuly

pue

|edaq




9. | sbed

00 WH uoIsIaN™ 210z Aenuep Hpomawel Juswebeuep ysiy esudiajug 9oN

"15a491u1 -
|euJalxa Jo OV 3yl Wo4j Jpne ues|) - |
Suiuodas ssaud oN - "Yiuo uaaid Aue ul panjosal 2.
"Yuow Ajauwn/panjosal 1ou 8ulaq s|(e2 Jo %> Suisned qm.
T ueyl ssa| 104 2J3ua) [|eD uo 1oedwi aAe3au/anlsod - uone|ngai =
pawJojuiun aq o} Aep auo yluow 1> 104 91| 8 0} 40 sayoeauq m
Aanfu slapjoyayels pue ‘suolysod A3y ueys ssa| sjuawAed Buisned siapiaoad 901A135 /SjueLIIR)D pue JB3A | 1eak
Wi} 10| ON - saaAojdwa awos ul JJe1s maj e Jo }0 S32IAIBS 0} syuawAed uo 10edw sanesau/annisod - | sasueldwod elueUly |eldueuly
usawiean Buisned ainjiey uoneudisal/ssol Ll ul umop "awodul payaspnq 40 YOOTY JO anp -uou “‘sanssi auo Aue auo Aue
pleisilq - uoledIUNWWOY) - uappns - ealqy - | awooul jo 3diddal uo edw annedau/aaiisod - | |eSajJouly - | NOOTY > - | OOTYH > -
spaepuels
Asolepuew
ajepuew ajepuew Suines
siapjoyajyels SON ol Aidnyap ?lepuew s, 30N 555N i pue 565 awoou|
Jylo/yers jo | “ / Jo Asaniap ayy uo | ° 3lepuew JHN uo Aianijap-uou Jo Asanlldg ‘suonejndaus ut ujed
ayy uo  joeduwy Aanap  ayy 40 51502 |
TR0 e uoneIuUNWWo) R /ieid0eg uo pedw) s || ol euonippy o S
T i 0} 3sueldwod s
-UoN
BERH) TS $32IAJ3S 3jes0dio) Aanjap asinias ou:m_u_w.w.”%”“ pedwi [eppueuld
pue YieaH ! ! l ! 1et !

pue |e3an




L. | ebey 00 WY uoIsIaA™ £10g Aenuer Huomewel Juswabeuep ysiy asudiaug HoN

uleua) S
'SYIUOW ZT IXaU 3y} Sulnp 35U0 ueyl 310w N30 03 Aj9y| S 10 ‘SuliINdd0 Apeadje siysu ay |
"SYIUOW ZT I1X1U 3Y] UIYIM 3DUO 1Se3| 1B IN2D0 03 A|d¥1] SI ySK ay) ¥
Ay
'SIB3A € 01 Z 1X3U 3y} UIYIIM 3IUO ISED| 3B UNIJO [|IM XS Y} 1eyl adueyd a8elane SAOQE UE S| 31y €
21eJapoy
'SJe9A € 1XaU 3Y) UIyIM IN2D0 0) AjdyIjuN S| pue Ajjuanbaiyul s1n230 3siayl 4
Aljun
'S@JUBISWNIIID
|euonndadxa Japun un2do 03 Ajayi| Ajuo pue asijeas 0} HN2HP AUSA S INQ BGRAIDIUOD SI §SI YL L
aley
uonuyyag sasAjeuy duney

9|qeL Suney pooyuayi



8/ | ebed

9jeJow Mmoj
4JB1S pazijeao) ul paynsas aney Aew juany
"saunful Jouiw pasayns aney Aew sashojdw3

sanjjeuad 10 sauly Joulw aa3dadsiad Alojeingau
B WOJ4 "B3JE 3DIAIIS |ENPIAIPU] BYT UIYIM pauIeIue)

1938pnq / awodul JaY)19
uo 12edwy |eueUly
31| 3ABY pINOM JU3A]

s32uanbasuod

91eJ3pOW 0] Jouiw 3uisned sso| J4e1s

ul paynsal aney Aew Juang ‘sarnful Suyqesip
Asesodwal pasayns aney Aew sashojdw3

98e13A00 BIpaW URQINGNS YHM }nsal sjulejdwod
1ey} 0s paloedwl uaaq aAey ABW SISWNSUO)
‘Aowaw 21jqnd uo 1oedwi WIB-HI0YS A1 ylm
INQ e3Ue 221IAISS 3Y] JO Jaquunu JUedIuBIS S1BY

awooul /123pnq

uo (% z <) wedw
|elpueuly olydonseied
9ABY P|NOM JUDAT

100 WY uoisiap™ 2102 Aenuer iomawel4 Juswsabeuep ¥siy asudisiug DoN

Jouip

'saduanbasuod

snouas 3uIsned $so| JJe1s Ul pajjnsal

aney Aew Juan3 “saunful Sujqesip Aesodwa)
a|dijnw pasayns aaey Aew sasiojdw]

a8ed juouy Jou adesanod

BIpaW [B20] Yum 3nsau sjuiejdwod 1ey)y os payoeduw
usaq aney Aew s1awolsn) ‘Asowaw dngnd

uo 1pedwi wia) wnipaw yum Alinbui Jojeingay

awodul /398pnq

uo (% 9-¥ <)40 12edwi
[eldUBUL D1RISPOIN
aARY pINOM JUdAT

"seauanbasuod snowias

AJan Buisned ssoj Jjels ul paynsal aaey
Aew 1uaA3 “saunful Sulgesip JuauewJad
a|dnnw pasayns aney Aew saaiojdwy

yiuow T < 28e4an00 eIpaw

Jeuonteu aded Juoly yum 3nsal syulejdwod 1ey) os
pajedwi uaaq aney Aew siawnsuo?) "suoiealdwi
[eanjod Jouiw yum pedwi d1jgnd wial wnipa

awodu! /3133pnq

uo (% 8 <) Jo edwy
[e1oueUly 91BI3POIN
9ABY PINOM JUIAT

‘seouanbasuod J1ydosyseled
duisned sso| yje1s ul paynsas aney Aew
JUBAT "yieap paisyns aney Aew sasAojdw]

SYluow g < 23e1aA0D RIPIW |RUOIIEU

aded juouy yum 3ynsal syujejdwod ey os paedul
uaaq aney Aew siawnsuo) ‘suonedldwy |eanyijod
Jofew yum Asowaw 21jgnd uo pedwi wisi-8uo

awodul /188pnq

uo(% Sz 01T <) edwi
|erueuly diydodisele)
AABY p|NOM JUIAT]

siap|oyayels

uoneinday

|elueuly

sisAjeuy 3oeduwi

alelopon

-12Je 5|2A9| (sHun ssauisng/suoisialg) [euonesadQ ‘(awweidold) 218218135 1€ sysia ay) Sunel uaym aulaping e se pasn aq 0} sSunes Pedwi ayy




6. | ebey L0O WH UoIsiap £ 10g Atenuer somewel JuswsBeuely ysiy asudisjug 9oN

"Malnld dlpouad Japun ysu siy) daay pinoys a8eue
IA31 J1porsad Japun ysu siy3 day pinoys Juswadeuepy A -
9|qeidadny
‘PaJinbau s1 uonuUBAIBIUL |0J3U0D JO |3A3] MO VY "SaNIAIIOE |043U0D paje|al
943 0 S53UBAIIAYS pue Adenbape ay) pue aunsodxa ysid 3y3 Jojuow AjjueIsuod pInoys juawageuey € Aoy wnipap vI -8
Ateuopne)
‘uonejusws|dw Jadoad
uo siseydwa a1ow 10 uBisapal aJinbai pue aAdaYaUI 10 S1en bapeul sayua ase saianoe jonuo)
(DY) @a11wwo) Juawaseuepy AsiY 8 s1a8euey weaSoud syl Jo uonualle ay3 03 1y8nouq aq p|noys Z Moy 6T —SI
SYSIY “|9A3] 3|qedadde ue 03 aunsodxa ysu ay3 8anpal 0] uonde 9]eipawiwi 9ye) pjnoys Juawadeuey
|2A9)] a|qerdaddeun
‘uonelado
pue uonejuawa|dwi Jadoid uo siseydws Ja3ea18 e 1o usisapai |enuelsqns aiinbai saiAde |043u0)
E10 93 PUR SRMCDARNY| - dgong §2-0¢
‘93IWW0) JusawaSeue A Ysly ‘BUOISSILILIOY 34 JO UORUSIIR 3Y1 03 y3nouq aq ||_Yys SYSIY |2A3)
2]qe1dadoe ue 03 a1nsodxa st ay3 3dNPaJ 0} uoie anisuayaidwod axye) pinoys siadeuely wesdouy
|9A3] ajqeidaddeun
uonenjeay
asuodsa ¥ ; |
d 20N Aond st [ehaisay Supjuey ysiy
¥SU JO |aA3)| 3jqeidanay
A =
siqeadasoy ¥ Ayuougd L-T
'31ns0dxa 3si1 3y Jo1uow Aj3uRISUOI pjnoys Juawadeuey
Aseuciney € Aluonyg wnipsN PT—8
9A3]| 3|qe1dadde 03 yS1I 3INPaJ 0} UOIIIE IBIPAIWI 2XE) PINOYS JUsWageue
[9A3] 3|qe) 3 ¥s1 paJ 01 uonoe ajelp 1 9X€e} pInoys 1 N z Awoug 6T <1
s JO |ana) ajqerdardeun
9A3)| 3|qeidadde 01 )s11 3INPaJ 0} UOIIIB3AISUSYIIAWOD BXe) PINoUs SI33UBIN Weidos
193] 3|q 135! paJ 03 uol Isuay e} pjnoy W d I Aong $7-07
Y SH JO [9A3)] 9|qeldaddeun
uoien|ea3
asuodsay JIN Auoud b M EEYETII] Sunjuey ys1y

dlqeL Supjuey jysiy Juaiayuj



0g | ebed LOO Y uoisiap™ £10g Aenuep sjomawel Juawabeuey ysiy asudiaiug 099N

‘u8isap 1013u02 Jood 01 anp paAalyde
%S 8uiaq s1 |0J3U02 Jo 33.33p AuE 1Y) BIUSPIJUOD OU SI 3I3Y] "ISIXD S|OJIUO0D 3|qIPaJI OU AjjenIA ajenbapeu)

‘paJinbau aue sjosu00
|euollIppe awos 10 / pue $|043u0d Sullsixa 0} paJinbaJ si JuswsAosdw| "HSK Y]} JO SaSNEI 1004 3y}
%S 1ea.1) Jo ajenbape Ajje101 3¢ 10u Aew sj043u0d ay) Jo uSisap ay) Inqg doe|d Ul 3Je S|0JIU0I JO JBQUWINU aienbapy Ajjeiued

Apueodyiudis 1oedwi ayy Supnpal je
pawWie aJe S|0J1U0D AAIJIeIY "SISNED S3SSaIpPpe pue dA1eIuUaAa.d Ajadie| ale sjos3u0d ay] “s1oedwi pue
%56 $9sned ssaJppe s|0J3u0) ‘syoedwi )su 3yl pue sasned ysii 98euew 03 de|d ul aJe $|0J3u0d Jo aduel v alenbapy

ajeas uoniuyaqg JUBWISSASSY

sl payiauapl ay3 Suneal) jo asodind ayi 10y $|013U0 Y] JO AQUBIDIYNS BY} SINHISUOI S|0J3UOD JO oljojiiod 3yl Jo Adenbape ayy
$5320.d INY¥3 DN @Y1 Jo sasodand 3y3 404 s 3y} 1eaJ3 03 3de|d Ul $|041U0D JUALIND 3y} JO AJenbape 3y} SUIWISIAP 0] JIN 3|qeUa 0} Pasn Si 3|qe} SuImoj|oy ayL

Adenbapy |o1u0) ysiy

Supjuey ysiy [enpisay



18 | abey LO0 WY uoisiapn™ /102 Atenuep yomewey uswabeuey ssiy asudisjug DON

.mwmcwzu—uwtw

%02 leuoiiesado paywij Asan 0y 9Np panaiyse 3uiaq si |os3u0 30 9343ap Aue jeyy 99U3pRUO0D ou S| atay) uajsixa-uop
SH ayy BuiBeuew g 9MI123443 10U ||13s SI 31 Inq poo3 9q Aew sjosyuod pausisap

%09 A13231100u1 jo uonesado 943 40 / pue aandays jou ase $1013U02 pausisap Aj323.107 J0 uonesado ay LV LETTET]
‘Pauiesy Ajiny jou si josuoa ayl jo
uonesado ay3 ui P3AJOAUL Jeis |je 10u so/pue SOIUBISWINDII Ul Japun SS3U3AI123)s |euoiiesado

%08 1N0qe sisixa 1qnop swos jo 'SSaUaAIDaYs Sunesado @Aoadwi 03 suop aq pnoa J}4om awog 9A1DBYD Ajjeijuey
‘H pueisispun jo43u0d ay; Suiuiopiad

%06 104 9lqisuodsai ajdoad ay) pue Sawij e Je ajqeljas pue 9AI1I8443 9q 03 panaijaq si joJjuod ayl CLTRRETTE

3jeas uoniuyag Judwissassy

*SMOJ|04 SB SI SSaUBAIIBYS |013U0D 3sl Buiies uaym pasn 9Q 0} 9|e3S Ay

S$S3UdAIIAY] [043U0) YsIY



1oed]

[eAID) Jofepy ARIPOI Jourpy WeDLuBSu]
cd | mmmn_m 60 WY o_w._o>m|tom Em::mm, HompLies {wEwm“

I arey

7 Aayup

¢ aerapoy | POONT

§ e

XL3BIAl )S1Y

‘ajenbapeul ase ysu e 1ea.) 0] paAojdwa

%05> 5|0J3U0D 249YM JO uoieIURWI|dWI Ul BAII2)4D SS3| Jo Ajjeiied ale sjoau0d alenbape Ajjeiied alaym
10 1UD1SIX3-UOU S| UOoIjeIUBW|dWI JO BAI}ILBUI 3UB S|0JIU0D USYM SISIX JUSWUOIIAUS |041U0D Jood i
%09 - %S ‘pajuawajdwi Ajaa130ay)a ale sjo4juod arenbape Ajjeied uaym Jed Mmo|aq SI JUSWIUOIIAUD [0JU0D Y| Neam
%SL - %19 WCIHARGG] djqeuoseay
saJinbai 1ng uoneluawajdwi s} Ul 3A130949 AjjeiHed pue 3|qeUOSEAl S| JUIWUOIIAUS |0JIU0D 3y L
%08 - %9/ ‘uoleluawa|dwi ul anldaYa Ajlended pue ajenbape ueyl 210w 3Je $|0JIUOD II3YM 10 uollejuswajdwl
41341 ul aAI0aye Ajjennued Ajuo 1nq s1enbape aJe S|0J1U0D 3I3YM 3UO §| JUSWUOIIAUD P3]|0JIU0I-||aM VY
%18< "s}NsaJ ssauanayad/Adenbape uad se aA109y4e pue
a1enbape aq 01 panla2Jad aJe $|043U0d UBYM PaAIIYIe 3¢ AJUO UBD -JUSWUOIIAUD [0J3U0D JU|3IX3 UY
ajeas

uoniuyaqg JUdWISSassy

(ssauanildayl x Asenbapy) 3uiley |013U0) YsiY ||BIAQ



€8 | ebed

100 WY UoIsiapA™ £10g Aenuep spomswel Juswebeuepy ysiy esudiaiug DON

sajeq ang

uosiad a|qisuodsay

JuUdWIIeaL} ySIY

JuaWeal] ¥siy

$]043U0) JU3LND

pedw|

asne)

Aio8are) | uondudsag

payaye |

ajes03a.iq

At | A5ty

an3[qo

uoneIIuAP)| YsiyY

(az1s a8ed o3 anp pajuawi3as) smo||oj se aJe 13351534 yS1I A} JO SUWN|OI YL

2lejdwa] 4315189y ysiy 17 xipuaddy



8 | obed

100 INYH Uoisiap™ 2102 Aenuep jiomawel Juswebeuey ysiy asudisiug DoN

syuswanoidwi paJinbai
pue sa3ueyd aulwialap

IIns a1e Asyy aunsua

sanoalqo o18a3ea3s ul adueyd NINY 01 NINY Aq paieljoey 0] pamalAal aq 0} pasau (1wy) 2oueisjo)
JuedIusIs JO JUBAS Y3 Ul Jo Ajlenuuy INY ‘0DX3 00X3 Yyum doysyJopy T | S[9A3] pue yiomawelq |y pue au1addy ys1y
)S1Y 428euelp G
JNY "JINY 03 SJUaWNIop
pasiAal JO uoneIuaSald P
0oX14 “JIANY 01 uoissiwgns
NnNY 10J SUOISIADJ JO JJo-udiS ¢
d0S
NNY | pue ABojopoylay Jo uoISinay ‘¢
DAY J2u0ISSIWwOo) sjuawaAosdw| pasinbay pue ‘ajeudoudde ||11s ase
JON sadueyd aulw4alap 01 NINY Asy) aunsua 01 pamainal
saAloalqo xida)eu3s ul a8ueyd 0D 19918 ySIy AQ paiey|ioe} 0) 19338 jSIY 9( 0} aJe sassadoud dOSs pue
JUBDIUBIS JO JUBAS 3y} ul Jo Ajlenuuy OJONVIA ‘NINY pue ODNVIAN yim doysyiop  °T pue saidojopoyiaw NY3 | ASojopoylain Y3
‘pieog
pue DAY 01 suawWnalop
ys1y :1a8euen pasiAal JO UOIIBIUDSAId 'S
JNY
pJeog JauoIssIWwo)d JIN ‘SUOISIARL JO Jo-udlS p
g :sa
JINY 43UO0ISSIWWOD) JDN UOISIAJ JO MBIABI |RUI{ ‘€
A3ojopoyisiy
NNy pue Ad1jod jo uoisinay 7
syuawanosdwi pasinbay ‘a1endoudde |3s aJe
pue sadueyd aulwialap A3yl aunsua 01 pamainal
sannalqo o13a1ea3s ul a8ueyd NNy 01 NINY Aq paieyljioey 3¢ 0] aJe SUBWIWWOoD ASojopoyla
JUBDJIUBIS JO JUBAR 3y} Ul 10 Ajjenuuy JIAY ‘00X3 02X3 yum doysyiopy  °1 pue sjusawnoop NY3 pue Adljod Y3
Aduanbaug Ajiqisuodsay sdais juswalinbay juaws|z

"SBNIAIDY JUIWSZRUBIA] 4SIY PUB UOIIBWLIOJU]| YSIY J0J SBNIARDE SUlJ0}UOW By} S|1IEI9P MO|3q 9|qe] YL

sajouanbau4 Sulojiuol ysiy




5g | ebeq

F00 WH uoisisp™ 210z Aenuep yomewel JuswsabBeuey ysiy asudiaiug DN

NINY N
0} uoissiwqgns J40j Jodals pue
43151334 )S1 9y} JO JJo-usis ‘g
00x3 0D 193]S %SIY pUB Pamoj|oy
WODNVYIA 03 Lodal pue
19151824 )S11 JO UOIIRIUSSAL G (018
ysiy 1a8euey J28euep awweisoud ‘$1012e4 JUB1IN3 JO JoedWl
01 Jodald ayy Jo uoneuasald f | ‘mau ‘sasu BY2) SIX33U0)) o
10123J1Q ueAl|9Y Hodau SuiAuedwodoe pue (013
pue uoljew.oyul DN 1n0ge SM3IA “DDON
10123410 JUBA3|DY 10 JJo-uBIs pue malnay ‘g YUM uol1oeIa)ul ‘padnal
'SIN220 a8ueyd uaym Jo NNY $12)s13a4 ySLI Ul UoISNPU| ‘7 ‘Mau) SI3P|oY LIS o (jeusaixa pue
‘NINY AQ syluow g A1ana malnay |n4 uodal JuswuoJiaua 8uijesado |EUJ3IUL) SIX31U0D
guljojuow Yeup pue arepdn 3yl pue siapjoyayels pue siapjoyayeis
s1012a41g Aq Ajyauopy NINY 1X31U0d pue J3pjoyaxels ' 3y1 ut sasduey) 10 Bulioliuop
Jauoissiwwo) uonesuadwo)
3SiY 498euepy pue DAY 01 sjuawnlop
02x3 PasInaJ JO UOIIRIUBSALd ‘¥ ‘31elidoudde
NNY JINY 01 uoissiwgns [113S 24e Ayl aunsua
NIAY 10§ SUOISIASL JO JO-uBIS "€ | 01 pamalral 3q |Im ssadoad
‘sedueyd uo yoday 7 NEED I ESUEINETE]
"NINY 1B ‘M3IAdI INYT |IN4
'SIN220 Ny Aq pajelioey ‘sajos Ay Jayio 3y3 Jo ued se 1o ‘sandalqo SaAaaqo
28ueyd uaym Jo ‘syruow g Asanj ODONVIN pue OJONVIA yum doysyiopn T |euoljesado 03 saduey) J0 Buniojiuoy
‘pieog
ysiy :1a8euen pue DAY 01 syuawndop
JNY pasiAa4 JO uoileIUASAId 'S
pieog ‘SUOISInal JO JO-UuBIS 'y
Jauoissiwwo) uonesuadwo)
1da:9a
DINY J2U0ISSIWLIWO) UOISIASJ JO MBIA3L |BUI{ €
20N A8ojopoyray JON JO uond3|yal
nwy pue Ad1j0d Jo uoisineY "z | @nu3 e aJe pue ajeudoidde
Aduanbauy Anjqisuodsay sdals uawaanbay w3




9g | afied

100 WH Uolsiap™ 2102 Aenuep yiomawel Juswsabeuep ysiy asudisiug DoON

10322.1Q JUeA3|3Y

1032341 JUeAl|9Y uoday
"$JN220 33ueYD UIYM 10 1012341 JUBAl|3Y 3uiAuedwodoe pue 1si| yazem
‘NINY Aq syluow 9 Auans mainay |Ing SU JO JJO-UBIS pue MIINIY 7 ISIT Y238 M Siy aya ul
uodas Suioyuow yeup pajielap sysu Buidiawa jo
s10322410 Ag Ajyauopy NINY pue alepdn isij ysiem sty T | 1S1] JU14nd 33 SuIOyIUO $3s1 Buidiawig
JNY 01 passiw alam ajep
$)SI JUBdYIUBIS JO SUOIIR|RIST ‘7 | NP JI SUOIIIE JO SNIRIS o
0DX3 pue NAY 01 Buiuoday ¢ SN3el1s ua.und
"$IN220 23ueYd UIYM J0 0Jx3 spodau ssasfoud pue suoI}oe Juawieal]
‘NINY Ag syluow g Aiana mainay ||n4 10123J1Q Jueal|ay pue sue|d uonoe jo ;yepdn ‘'z }SI JO BUNleN e
SI2UMO JusWI1eal] YSIY SIBUMO JudLWIEDI} :SUOI3De JUIWIeaI] YSI
51030941q Agq Ajyauon sia8euey awweasold ASH Yyum suorssnasiq T | yum ssaotoud o Sulioliuopw uawieall sty
JINY 01 Lodau pue
49151884 )51 JO UOIlRIUSSBId 9 ySu
J98euey IINY ay3 Jo yuawaseuew
swweidoid pue Joyralg 0] uoIssSIwgns 104 Jodal pue juawanosduw 01
NINY 19351894 %Su 9y} JO Jjo-udis ‘g S1UaLW1e3] |BUCIUPPY o
0D 431§ )SIY pue pamoj|oy SE [|9M SNJe1S 1uaiind
ODNVIA 03 1odau pue 3yl Jouonenjeay .
02X3 49151304 3511 JO uoneIUBSAId  p DS ayl asAjleuy e
Jageuen swwelSold (sjonuod
1012311 JUBA3|3Y 01 podau pue 423s1834 1ua44nd ‘ssauanbasuod
%S Byl JO uoIlRlUASAId € ‘SaSNeJ ‘JUIAS auniny)
1010311Q JUBAR|Y uodau 319511 35U 9yl AJluap| e
'$4NJ20 33UBYD U3YM JO 1012341 JueAl|3Y SuiAuedwodoe pue 1915184 ‘paiiluapl uasq aney
‘NINY Ag syluow g Aiana mainay ||n4 ASH JO JJO-UBIS PUB MBIABY "7 | $YSII MBU IBUM pue paJial
wodas Sunojuow u2aq aAeY S 1eym ‘Sysid
s1012a41Q Aq Ajyauopy NWY | Yeap pue aiepdn a)siBas sy T 0} s93ueyd Jo SuLIoNUOo SJUDWISSISSE Y SIY
J93euepy JINY 03 1odas pue
swwesdoid pue 10312alg 19151891 %S JO uoneIUBSAId L
Aduanbaiy Ajiqisuodsay sdais usawainbay uawalg




18 | ebeyd

00 WY uoisiap™ £ 10z Aenuep :yiomawel4 Juswabeueyy ysiy asudisug HoN

pieog pue JNY 03 ueld 1no

ysiy :1a8euepy [|0J PasiAaJ JO uonRUASAId 'S
00x3 JNIY 0} uoissiwgns
NINY Joy saiepdn jo yo-udis ‘¢
ue|d 0} IpEW SUDISINGY 'E s3uileaw |euonesado
NAY N0 18 SUOISSNISIP YSi
1101 yum ssaadoid uo poday "z | ‘sjuawissasse ysu ‘Buiuien
"NINY )su Buunp pajey|ey
28ueyd NNY | Aq pajelioey ‘sajos Aay Jayio 'sdais
JUBdIIUBIS JO JUBAS 3Y] Ul 10 Ajjenuuy OJNVIN pue OINYIA Yum doysyiopy T N0 |04 yum ssasdold | SN1eIS 1IN0 |joJ AY]
JWY 01 1odad pue
35I| Yoiem ¥sii Jo uoneuasald 'g
JINY 01 uolssiwqgns 1oy Jodas
Jadeuepy pue 3sij yoizem ayy jo yo-udis g
swwes30.d pue J0oaaiq 0219315 )SIy pue Pamoy|o}
NINY INODNYIN 03 1odau pue
151 Yolem ysul Jo uoneuISald ‘Y
02X3 Ja8eue|p
awwei3oid 03 Lodas pue 3si|
Yo1em ysil 9y} JO uUoneIuUSSaALd °§
Aduanbauy Ajiqisuodsay sdays ludwaainbay uawa|3




Risk Appetite and Tolerance

NCC Enterprise Risk Management Framework: January 2017__ Version RM 001 Page | 88



Risk Appetite and Tolerance

PURPOSE

The purpose of the Risk Appetite and Tolerance is to communicate the National Consumer Commission’s (NCC’s)

risk bearing capacity, appetite and tolerance.

DRIVERS OF RISK APPETITE AND TOLERANCE

e Alignment of risk taking with strategic objectives and mandate

e Aneed to ensure that risk taking activities create value (service delivery)
e The understanding of the risk universe

e Risk appetite versus risk "diet”

e The risk approach

SCOPE AND BACKGROUND

The risk appetite and tolerance curves apply to, employees, managers, executive management and the Accounting

Officer.

A decision based on an agreed risk appetite and tolerance framework, should be preceded by a thorough
understanding of the NCC’s

e Mandate and core pillars

e Operational activities, strategic objectives and financial position

e Stakeholder expectations

e Risk culture

e Risk maturity levels

The Integrated Risk Management Methodology provides management and all officials with guidelines on
implementing and performing the risk management activities in the areas of responsibility as well as the

standardised application of risk management processes across the NCC

The approved risk appetite and tolerance framework, which its contents are subject for a review and on-going
monitoring by the Commissioner, was not developed for the previous financial periods. In the past the financial
approach was often followed by setting financial levels for risk appetite and tolerance which are then applied

consistently across the organisation
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In the past the financial approach was often followed by setting financial levels for risk appetite and tolerance

which are then applied consistently across the organisation

APPLICABLE LEGISLATION AND REGULATION

The Public Sector Risk Management Framework (PSRMF) 25.2 (a) & (b) (v) requires among others that the Chief
Risk Officer (CRO) in consultation with management to develop the risk management framework, incorporating
the risk appetite and tolerance

Principle 4.1.3 (a) & (b) of the King Il Code on Corporate governance prescribes that the governing body should

approve the nature and extent of the risk and opportunities that the organisation should be willing to take.

APPLICATION OF RISK APPETITE AND TOLERANCE

The decision around risk appetite and tolerance usually have far — reaching consequences for any organisation
regardless whether it is big or small. Therefore the risk maturity levels when these parameters are set are of
critical importance. Management should then determine if any specific activity fits within its risk appetite or not.

This will be answered at a level commensurate with the level of risk in question.
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e The approved insurance programme

A process is followed to appoint a service provider to cover all assets as per the entities’ asset register (that mainly

constitutes of office furniture as well as ICT equipment), insured at book value.

e Stakeholder Expectations

The expectations of all key Stakeholders must be taken into consideration when evaluating and determining risk

appetite and tolerance levels for specific issues. Stakeholders to be considered by the NCC when determining risk

appetite and tolerance position of certain risks, includes:-

1.

® N v s W

NCC Management and Employees
The dti

Other government departments
Clients

Consumers

Service providers

General public / Communities

Statutory Bodies

Financial position of the NCC as reflected in the current financial statements

The NCC’s materiality and significance Framework, as well as the contents of the financial statements

provides valuable information as basis of determining risk appetite and tolerance position of certain risks.

NCC Delegation of authority
NCC's delegation of authority is vital consideration for effective and efficient risk management and when
determining risk appetite and tolerance position of certain risks. The risk appetite and tolerance debate

should take place within the Delegations of Authority Framework.

NCC materiality framework

The NCC’s Materiality and Significance Framework, together with the contents of the financial statements
provides vital information when determining risk appetite and tolerance position of certain risks. The
approved Materiality and Significance Framework has been considered in the development of this
document.

Key risks impact associated with specific objectives
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The realised/potential impact/Consequences emanating from key risk experience should be assessed in
accordance to the approved impact severity scale. The purpose of applying the impact severity scale is to

provide MANCO, EXCO and The Commissioner with a clear view of performance versus risk equation.

8 DEFINING OPERATIONAL RISK APPETITE AND TOLERANCE

Prior to determining the NCC’s appetite and tolerance graphs a review of the existing consequence rating
tables was undertaken as it impacts on the production of heat maps.

Fraud and corruption

The NCC has no (zero) appetite for fraud and corruption or financial crime and will implement

appropriate measures to control it.

Reputational losses

The NCC has no (zero) appetite for adverse media coverage and will use every lawful effort to ensure that

events that could potentially lead to such events are avoided.

Regulatory Risk

The NCC has no (zero) risk appetite for regulatory breaches or systemic unfair outcomes for customers.
To achieve this, the NCC encourages and maintains an appropriately balanced regulatory compliance
culture and promotes policies and procedures to enable all business units and their staff to operate in

accordance with the laws, regulations and procedures which impact on the entities activities

Another might attempt to quantify its operational risk appetite as follows:-

Corporate services: Finance & SCM

Main assumption

Risk appetite is on single or aggregate loss through criminal conduct, irregular, wasteful and fruitless
expenditure or litigation which EXCO has no appetite for operational losses that are more than R
280 000 rounded up. In the materiality framework 1 stating that any amount in access of this amount

has to be referred to the Accounting Authority after it has been brought to EXCO’s attention i.e. 0.5%

of the total budget.

NCC Enterprise Risk Management Framework: January 2017__Version RM 001 Page | 94



Risk tolerance should ideally be based on the materiality which is typically contained

Option 1: % % of gross revenue (R 56 119m) = R 28 m rounded up

Option 2: % % of total assets (R 18 632) = R 9m rounded up

Option 2 is recommended as a lower option, to set the tolerance level of R9 million

Setting tolerance at the above level indicates that any misstatement exceeding that amount is
considered to be significant to NCC’s financial position and would therefore, be considered
unacceptable. The materiality level was determined after taking into account qualitative and
quantitative criteria as well as NCC finance policy, PFMA legislation and treasury regulations.
Qualitative measures go beyond interpretation of financial statements to include transactions that

impact on reputation, enhance potential fraud and corruption or dishonest behaviour and security.

Corporate services: HR

The NCC has the appetite for loss of more than 5% of key personnel and critical staff in one financial

period

Corporate services: ICT

The NCC has an appetite for business interruption that my last more than 3 days

ENTERPRISE RISK MANAGEMENT FRAMEWORK APPROVAL

The enterprise risk management framework as compiled by the risk manager must recommended by the

chairperson of internal Audit and Risk Management Steering Committee and approved by the Accounting Officer

(Commissioner).

DOCUMENT REVISION

The Enterprise Risk Management shall be reviewed bi-annually to reflect the NCC’s current stance on ERM, or in
the event that significant external changes are detected or internal planned changes are implemented that could

alter the requirements for ERM and nature of the commitment outlined in this framework.
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Mr Aafon van Der Merwe
Head of Corporate Services

Date: /5 | /2 [2017
Mr. Ebrahim Mohamed
Commissioner: NCC
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PFMA Finance SCM

Risk Control Adaquacy 2:::;:::‘1 Risk owner

95% Adequate 80% Partially|HOD Corporate Services

Effective

[80%. Farall,[HOD Corporate Services
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4 Major
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5 Almost
Certain

5 Almast

Cenal

Rexidusl risk
axpasure

Corporate Services: Strategic Risk Register 2017/ 2018

Rizk Responss Action plans

Trea! Develop adequate ICT)

pohcies and

oo

31 December 2017

30 August 2017

Status  Comments

Finalized
17 ICT policies, as well as an ICT

All Finance, SCM and HR policies|
and relevant Standard operating
procedures were reviewed and
approved during 2017




NCC

Dbjectives Risk Description
Conseguence to the risk

1 | To promote compliance through  |Increase abuse and imi inati 4. Likely
| enforcement of the CPA i initiat

”Q mhsmmnam

Root causes of the risk Backgrotind/ impact Likelihood

Key controls " Risk/Control Risk Control  IRisk owner

Adeguacy Effectiveness

CPA enforced | 25% Inadequate | 60% Ineffective | HoD Enforcement
and Investigations

Likelihncod ' Residual risk’ Risk

Action plans Action plan owner Target date Actual end

date

To identify key stakeholders relevant |HOD: Enforcement | 31 December 2017 | 31-Oct-17
10 all enforcement activities

[

Y

dence Moilwa
HOD: Enforcement & Investigation

Date: i / /R /2017

Enforcement & Investigation: Strategic Risk Register 2017 / 2018

Comments

Identfied and meet
with stakeholders
quarterly




NCC Legal: Strategic Risk Register 2017 / 2018

Te promole reform of pobey I with the Ineffective L € S Severs |4 Likely Governance Principles - |05% Adequate [80% Partially |E Mohamed |5 Severe |3 Possible Treat To develop @ sirategy to identify  [AN 3 Directors in |11 February 2018 | A workshop with Legal will be heid
and consumer protection legistation CPA framework o address FProtecton hing IV repart Effective legisiation inconsistent with CPA  [Legal e early February 2018 oul of which
feensumes matters Batho - pele principles the strategy will be developed
CPA L £l .

Lk

Mr. Ebrahim Mohamed
Commissioner: NCC

L4 | 7212017




NCC Research: Strategic Risk Register 2017 / 2018

¥ Objectives j Risk'Move ' Root causes of the Background/ Impact  Likelihood [nherent risk Key controls Risk Risk Control  Risk owner impact [Likelihood Residual risk  Risk Action plans Action plan Target date Actuplend = Status Commentis
risk Conseguence to the ExXposure Control | Effectiveness exposure Response owner date
risk Adequacy
| To conduct research and public [Poor quality of Consumer L i . . To develop an SOP for ‘complex
| awareness on consumer Research and Knowledge A | research work to parties who have adequate
protection matiers Management research skills

Mr. David Railo
HOD: Research

Date: l O | /2018

14| 0] '»’bl%(;\jb “

Ms. Thezi Mabuza /
Deputy Commissioner

pate: | | E! 12017




[ Te conduct research and public
awareness on consumer
protection matters

Rizk Description

|Incorrect or inaccurate
information communicated to
consumers and relevant

Root causes of the risk

Background! Consagusnce to the risk

1, Potential consumer abuse
2. Wasteful expenditure
3. Reputational damage

Impact

Likafihood

Ol

Phumeza Mlungu

HOD: Advocacy, Education & Awareness

Date: &4 1 (D r2017

Inharant risk
“XposUre

Kay controls

Rizk Control

Risk Contro)
Effactiveness

Advocacy, Education & Awareness Strategic Risk Register 2017 / 2018

Residual rigk ctual snd

Impact Ukelihood | S50 MR Rick Response  Action plans Action plan owner Targatdate | S0 Commants







