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Digitally Empowered Citizens

OBJECTIVES

• Citizens have easy access to information and services 

• High level of awareness of services and standards amongst citizens 

• Access to services is affordable 

• Citizens are digitally skilled to access services 

• Digital services are accessible to the disabled 
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• 1,508 Wi Fi Hotspots across  the Province

• 6Gb Per person per month free data

• An average of 250,000 users per months

• An average aver 2Gb of data per person per 

month

• Total volumes of data downloaded in last month: 

1Tb

Public Wi Fi 
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Cape Access Programme

• 74 Cape Access e-centres across the province 

equipped with 12 – 24 computers for public use

• Citizens have 45 minutes per day free access

• Informal and Accredited ICT training 

• Average of 37,500 user sessions per month

• Utilised by learners, tertiary students and 

businesses
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Rural Libraries Connectivity Project

• Dept of Cultural affairs and Sport equipped 260 libraries 

with 4 – 8 computers

• A total of 685,525 users registered across the province

• Provides unassisted access to ICTs in almost all our rural 

communities 

• In some communities there will be both RLCP and Cape 

Access facilities
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Contact Channels

• WCG operates 14 citizen contact channels

o 15th channel – WCED Chatbot in POC

• This include our WCG Portal, Social Media 

channels such as Facebook, YouTube and 

Twitter as well as the traditional channels e-

mail, telephone and SMS

• On average we experience 30 million 

contacts per month, with the WCG Portal 

and our Facebook page attracting the 

most pageviews/impressions 

WCG Website 
Avg Monthly pageviews: 4.14m 

Facebook
Average monthly impressions: 26,45m

YouTube
Average monthly video views: 13,687
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Optimised and Integrated Services

OBJECTIVES

• Digitalisation/ automation of citizen-facing services 

• Back-end processes are mapped and roles and responsibilities between front-

office and back- office clearly defined 

• Digital transformation of prioritised citizen-facing information and services 
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Mobile App Platform

• WCG App with scalable menu architecture

• Enables cross departmental services

• Single Authentication

• Single set of Master Data 

• Auto-populates applications for any new service

• Integrates with CRM Solution accessible via WCG Portal
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Enterprise Architecture Services

• Architecture services responsible for enterprise, 

systems, security and technology designs

• Ensures strategic alignment, integration and 

interoperability of solutions

• EAB approves ICT standards for the WCG

o Ensures the compliance to the relevant 

prescripts (i.to. legislation, policies, principles, 

best practice and standards). 

o Ensuring optimal Total Cost of Ownership and 

efficient utilisation of WCG financial resources
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Impact Strategy 2022 2023 2024

Add Planned/In Dev 21 5% 16 4% 0 0%

Keep
Maintain 98 22%

26%

103 22%

24%

77 17%

17%Retain 4 1% 4 1% 0 0%

4 1% 1 0%Sustain / Tolerate 13 3%

Change

Enhance / Invest 30 7%

7%

24 5%

4%

9 2%

2%Replace/Modernise 2 0% 0 0% 0 0%

Replatform 2 0% 1 0% 0 0%

Assess Evaluate 4 1% 3 1% 0 0%

Reduce
Retire/Discontinue 7 2%

2%
6 1%

1%
0 0%

0%
Consolidate 0 0% 2 0% 0 0%

Blank 269 60% 287 66% 363 81%

Net Result +13 +8 0

Application Portfolio Management

• 450+ solutions in our applications inventory

• Assessing for duplications

• Roadmap being developed for applications to 

determine which to keep, enhance, reduce or 

to migrate 

• New applications assessed for duplication of 

functionality prior to Enterprise Architecture 

approval
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Data Management Services

• Data governance and specifically 

security thereof is critical to WCG and 

our citizens 

• We have established significant data 

management  capacity in the WCG

• Capabilities in place to integrate 

national and municipal data sources 

• Technologies are in place to enable 

self services

• Data is shared across selected 

applications

• Open data Policy at final draft phase
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Connected Government and Sound ICT Governance

OBJECTIVES

• Stable high speed broadband connectivity to all WCG government sites 

• Sound level of ICT Governance maturity 

• Robust and secure ICT infrastructure
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Broadband Connectivity

• The WCG Broadband provides services to just

over 1900 sites which include all WCG facilities

and to certain municipal buildings such as

libraries (RLCP); Thusong Centres and Cape

Access Centres

• Province connects and provides ICT services to

more than 28,000 Corporate and Health users

as well as connectivity to close to R1.2m

learners in schools

10mbps 100mbps 1Gbps 10Gbps Total

Corporate Sites - 6 138 3 147

Health Facilities 11 29 245 - 285

Schools 10 82 1159 - 1251

Libraries 17 38 147 - 202

Cape Access Centres - 5 24 - 29

Total 38 160 1713 3 1914



25

C
o

n
n

e
c

te
d

 G
o

v
e

rn
m

e
n

t 
a

n
d

 S
o

u
n

d
 I

C
T 

G
o

v
e

rn
a

n
c

e

Information Security

• Cybersecurity is provincial strategic risk

• New cybersecurity strategy final draft in consultation 

phase

• Monthly cybersecurity awareness campaigns to educate 

users in cyber risks and potential impact

• Outdated computers (Windows 7 devices) on our 

network is major risk – project underway to eliminate

• Security of citizen-facing services is critical as 

compromised citizen data will negatively impact on 

uptake and usage of our digital services
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(Information Security)

WCG ICT security is 

compromised

Reputation Damage

Potential loss of life due to successful 

cyber attack

Compromised service delivery

H Attack and or Data/ Information leakage 
by an internal source (staff or Contractor)

H Attack by an external source (e.g., cyber 
attack)

ImpactContributing Factors

M  Limited user adherence to ICT policies 
and procedures

H Ageing, unsupported, unmanaged 
technology (Hardware and software)

Potential Legal Liability due to digital 

security breach

Loss of data and / or information

Financial Losses

Inherent Impact Inherent Likelihood Inherent Rating Residual Impact Residual Likelihood Residual Rating

4 4 16 3 3 9

Risk Owner Risk Subcategory Tolerance level 4

M Limited capacity to effectively manage 
the cyber security environment

M Lack of ICT and Domain specific policies, 
procedures and/or standards

M Lack of 3rd party accountability

M Limitations of the ICT monitoring and 
reporting tools and response procedures

M Multiple entry and exit access points to the 
internet

Risk



PERIMETER

NETWORK

INFRASTRUCTURE

TRANSVERSAL 
APPLICATIONS

END 
USERS

DATA

ISMS GOVERNANCE, 
MANAGEMENT & 
ASSURANCE

INFORMATION 
SECURITY  

TECHNICAL
OPERATIONS

SITA, CLOUD PROVIDERS  
& THIRD PARTIES

CITIZENS & 
COMMUNITY 

ORGANISATIONS

CITIZENS & 
COMMUNITY 

ORGANISATIONS

The Scope of the ISMS will align to the principle of defense in depth 

The ISMS must cover a full range of ICT architectural layers



Cyber Security Implementation Plan
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Interim Key Initiatives
•ISMS Implementation - ISO 27001 

compliance

•Implementing information security 

capabilities across all security domains

•Review and update policies and 

controls catalogue

•Asset management (CMDB) 

implementation

•Technology Refresh

•Cryptography alignment to industry 

standards

•Security Operations Centre 

Enhancement 

•Third Party Risk Management

•Data Loss Prevention Implementation

•Data Classification

•Application Security

•Identity and Access Management

Year 1 Year 2 Year 3

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Cybersecurity Strategy Development

Cybersecurity Strategy Review

ISMS Implementation

Information Security Risk Management

Security Awareness

Penetration testing

Information Security Policies

Information Security Organisation

Compliance

Human Resource Security

Awareness

Endpoint Security

Vulnerability Management

Security Incident Management

Cloud Security

Application Security

Business Continuity Management

Third Party Security

Collaboration and Messaging

Asset Management

Access Control

Cryptography

Security Operations

Physical and environmental security

Communications and Network

Citizens at Risk
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Cloud Services

• 95% of applications have been migrated to the 

cloud

• WCG solutions hosted with two major cloud 

service providers as well as SITA

• Cloud enables access to solutions from 

anywhere, thereby facilitating mobile workforce

• Key advantages are availability, enhanced 

security, scalability and reduced dependence 

on physical ICT equipment
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Infrastructure Refresh

• Ageing infrastructure is a key contributor to cyber security risks

• WCG has a structured Infrastructure refresh programme for 

which earmarked funding is allocated

o Focus on infrastructure equipment older than 8 years

o New approach to focus on business impact, not on age

• Refresh enables VOIP technologies – leading to cost savings

• Significant procurement challenges being experienced when 

procuring through SITA 
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Business Continuity Management

• Continuous Network Monitoring at NIOC

• BCP/DRP based on Business Impact Assessment of key 

applications

• Infrastructure Refresh plan in progress 

• Cloud Migration of 98% of workloads

• Awaiting SITA Tier 3 data centre relocation

• Electrical back-up generation capacity have been 

installed at almost all sites – not feasible for smaller sites

• UPS installations on all our infrastructure

• Close collaboration with Disaster Management Centre

External Factors

• Temporary loss of a third-party IT service 

provider

• Cloud service unavailability (public or 

private cloud)

• Energy supply outage

• Water supply scarcity

• Loss of Internet Service Provider (ISP) 

service
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Digitally Empowered Employees

OBJECTIVES

• A customer-focused innovation culture embedded in the organisation 

• Trained and competent frontline and back-office staff 

• Staff capacitated with the appropriate tool sets and information to execute 

their functions 

• High performance ICT workforce 
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MS Office – Including MS Teams

• Modernised Employee Experience

• Enables our digital workforce

• Provides Mobility, Automation, Security 

• Consistency experience irrespective of Platform

• 25,550 Corporate users, 2,475 Education campus 

users, 300 Library Subscriptions and 820 DOA users 

(WCED and DOA; 738 Nursing College
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Wi Fi in Boardrooms/communal spaces

• 1,855 Wi Fi Access points Devices deployed 

throughout the organisation 

• Provides secure access to the corporate network

• Provides for guest Wi Fi access at certain spaces

• Promotes mobility within the corporate environment

• Promotes collaboration within boardrooms
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WCG IT Training Unit

• ICT Training Unit offers end user training to all Government 

Employees. 

• This training model, developed by the Unit, includes:

• ICT Skills Assessments (to determine digital literacy skills)

• Learners' placement on an ICT learning pathway

• Facilitation Skills for Departmental Trainers

• Delivery modes include Online (Self-directed, self paced); 

webinars and Face-to-face (Limited to basic)

• Provides 2,000 training opportunities annually

• Recently trained 80 CDWs in basic ICTs on request of 

municipalities



Aphiwe Mazomba

PROVINCIAL TREASURY – DIGITAL TRANSFORMATION INITIATIVES



PT – Modernisation of Financial Systems 

SCM              FIN                    HCM               EAM          EPM

LEVEL 2 CAPABILITIES LEVEL 2 CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

LEVEL 3 

CAPABILITIES

***

SINGLE SIGN-ON

WEB ENABLED

MOBILE

FRIENDLY

STANDARD

UX DESIGN

END-TO-END SOFTWARE ENABLEMENT OF BUSINESS CAPABILITIES

SECURITY

STANDARDS

INTERFACE / INTEGRATION WITH LEGACY SYSTEMS

LEGACY SYSTEMS

APPLICATION

PORTFOLIO

MANAGEMENT

ROBUST
INTEGRATION

ROBUST
INTEGRATION

ROBUST
INTEGRATION

DATA REPOSITORY OF FINANCE, HR AND SCM INFORMATION PROVINCE WIDE

13 PROVINCIAL

DEPARTMENTS

and

30 MUNICIPALITIES

DATA VISUALISATION & ANALYSIS

DEPT & MUN

DATA

ORGANISATIONAL

SEMANTIC

TECHNICAL

• Apply uniform software, systems, 
hardware and platform standards

• Align business processes and 
document them.

• Define relationships between 
service providers and consumers

• Adopt data standards
• Construct data dictionaries
• Ensure meaning of exchanged 

data and information is consistent



LEGACY SYSTEMS

PT and NT Initiatives

SA
Govt

Portal

• Tenders
• Procurement Planning
• Contract Management

WCG Initiatives (completed)

e-Procurement
System

(ePS)

Supplier Evidence 
Bank
(SEB)

Procurement 
Planning 

Toolkit
(PPTK)

• Procurement Planning

• Sourcing

• Supplier documentation

e-C
om

m
erce

Central 
Supplier

Database
(CSD)

Supplier Master

Sourcing

Basic Accounting 
System

(BAS)

Personnel and 
Salary 

System
(PERSAL)

Logistics System
(LOGIS)

WCG Initiatives (pipeline)

NT Systems Landscape

E-Leave

pilot

Automated

AFS/ IYM
Bursary

system

B2B B2B

B2C
B2C

B2B

GG Trip

Authority

B2B

PT

SEO
Supports all ICT initiatives

Strategic ICT Planning 

Operational Planning

ICT Governance ( Risk & Compliance) 

PT

Optimisation

CMA-

Loss Control

System

Municipal

Dashboards

APM

Roadmap

B2B

B2B

B2B

Asset

Management

Dashboards

B2B

Build data pipelines from source to sink (consumption)

DATA VISUALISATION & ANALYSIS

CRM
Supplier 

Engagement

B2C

B2C

B2B

Business to 

Citizens 

Internal 

Facing 

IFM
S
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Provincial Treasury
BI Dashboard

SOURCES EXTRACT, TRANSFORM, LOAD (ETL) VISUALISE / CONSUME

EXTRACT, TRANSFORM, LOAD (ETL)

• Predictive analysis

• Dashboards

• Data enrichment

• Integrated querying

PMO – Data
Enablement

EXTRACT

TRANSPORT

AND INGEST
DATA

DATA STORAGE

BRONZE LAYER

SILVER LAYER

GOLD LAYER

Raw data; 

from source

Validated data

Enriched data

Strategic
End User

Power BI
Self Service
Reporting

• Self-service

• Predictive analysis

• Dashboards

➢ Extract is the process of reading data from a database.

➢ Transform is the process of converting the extracted data from its previous form into the form it needs to be in 

so that it can be placed into another database. (eg. Flat Files, XLS, CSV). Transformation occurs by simply using 

rules or lookup tables or by combining the data with other data (data mapping and manipulation).

➢ Load is the process of writing the data into the target database.

LEGACY SYSTEMS

• PFMA / MFMA

• PT Shared Drives

NATIONAL 

TREASURY

Architecture ready for

IFMS implementation

PT Data Warehousing 

SECURITY

STANDARDS
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2022 PG MTEC 1 Departmental Engagement 

Vote 1



Thank you



Tel: Fax:

www.westerncape.gov.za

Contact Us

Hilton R Arendse
Department of the Premier

Branch e-Innovation

+27 (0)82 488 2189

Hilton.Arendse@westerncape.gov,za

Tower Block, 4 Dorp Street, Cape Town, 8000
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