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THE QUESTION
1. The Critical Infrastructure Protection Bill is currently before parliament.  It will replace the National Key Points Act 102 of 1980 which has always been flawed and has more recently become outdated in the light of the heightened international awareness of the threats of terrorism.

2. The Bill provides for the Minister of Police to identify certain installations as “critical infrastructure” and prescribes measures for their protection.  The measures include criminal prohibitions, in clauses 26(1)(a), (b) and (c), of the dissemination of information about, and the taking of pictures of, the security measures at critical infrastructure.
3. AmaBhungane made representations to parliament on the Bill and provided it with an opinion by Dr Dario Milo and Advocate Ben Winks dated 25 April 2018.  They expressed the view that the clause 26 prohibitions will fall foul of the right to freedom of expression in s 16 of the Constitution unless they are made subject to a defence of publication in the public interest.

4. Parliament seeks a second opinion on this issue.  

WHAT IS “CRITICAL INFRASTRUCTURE”?

5. Critical infrastructure is a term used internationally to describe private and public assets that are essential for the functioning of a society and its economy.  The need to afford special protection to assets of this kind, particularly against the threat of terrorism, is today universally recognised.
6. The Bill defines critical infrastructure as any infrastructure that the Minister of Police has declared to be critical.  Clause 20(4)(a) empowers the Minister to declare any infrastructure to be critical.  It does not lay down any objective standard the Minister must apply in making the classification.  It merely requires the Minister to have regard to a rather confusing array of factors specified in clauses 16(2), 17 and 20(4).

7. The implication of this approach is that the Bill does not prescribe any objective criteria for the determination of critical infrastructure.  It does not even guide the Minister’s determination.  It gives the Minister a free hand in the identification of critical infrastructure.  It says in effect that critical infrastructure is whatever the Minister says it is.  
THE CLAUSE 26 PROHIBITIONS

8. The prohibitions in clause 26(1), on which parliament seeks advice, read as follows:

“Any person who unlawfully –

(a) furnishes, disseminates or publishes in any manner whatsoever information relating to the security measures applicable at or in respect of a critical infrastructure other than in accordance with the Protected Disclosures Act, 2000 (Act No.26 of 2000), Prevention and Combatting of Corrupt Activities Act, 2004 (Act No 12 of 2004) or any other Act of Parliament that provides for the lawful disclosure of information;

(b) takes or records, or causes to take or record, an analogue or digital photographic image, video or film of the security measures at a critical infrastructure or critical infrastructure complex;

(c) takes or records, or causes to take or record, an analogue or digital photographic image, video or film of the security measures at a critical infrastructure or critical infrastructure complex in contravention of the notice contemplated in section 24(8) or 25(8);

commits an offence and is, subject to subsection (2) and (3), liable on conviction to a fine or to imprisonment for a period not exceeding three years, or to both a fine and imprisonment.”
9. The prohibition of the prescribed conduct, only if it is “unlawfully” done, is of little value and renders the meaning of the prohibition uncertain.  When is a contravention of the prohibition lawful?  Or does it give the court an overriding discretion in every case to determine whether a contravention is unlawful?  If not, what does it mean?

10. The prohibition in clause 26(1)(c) seems to be a mistake.  It does not add anything to the prohibition in clause 26(1)(b).  The taking of a photograph can also never be a contravention of the notices contemplated in clauses 24(8) and 25(8) because they do not prohibit the taking of photographs.

11. The substance of the prohibitions in clauses 26(1)(a) and (b) is that nobody may disclose any information, or take a picture, of the security measures at critical infrastructure.  
12. Clause 1 defines “security measures” as –

“any physical security measure to preserve the availability, integrity or confidentiality of a critical infrastructure, and includes, but is not limited to, physical security measures to protect –

(a) any part or component of a critical infrastructure;

(b) any physical structure that partly consists of, incorporates or houses information infrastructure;  or

(c) personal or other persons at or nearby a critical infrastructure.”
13. The problem with this definition is that it is too wide.  It includes security measures which are on public display such as the fence around parliament and the police officers on duty at its entrance.  The prohibitions of the disclosure of information, and the taking of pictures, of security measures of this kind, are clearly not justified.  They do not serve any justifiable purpose and thus unreasonably limit the constitutional right to freedom of expression.

14. Clause 26(4) gives half-hearted recognition to this feature of the prohibitions as follows:

“If the evidence on a charge for any offence in subsection (1)(a), (b) or (c), proves that the security measures at the critical infrastructure in question were clearly visible to the public or in the public domain, the court may have regard to such evidence as a mitigating factor in the determination of any penalty that may be imposed in terms of subsection (3).”
15. But that is not good enough.  If the security measures at critical infrastructure are “clearly visible to the public or in the public domain”, then there is no justification for the prohibitions of the disclosure of information, or the taking of pictures, of the infrastructure concerned.

16. I conclude that the prohibitions, as currently formulated, will not pass constitutional muster because they unjustifiably limit the right to freedom of expression in s 16 of the Constitution.  To render them constitutionally compliant, they should be limited to the disclosure of information, and the taking of pictures, of the security measures of critical infrastructure that are not in the public domain. 
A PUBLIC INTEREST DEFENCE?

17. Dr Milo and Advocate Winks proposed in their opinion that the prohibition of the disclosure of information of the security measures at critical infrastructure be made subject to the following public interest defence:

“(1)
No person shall be guilty of an offence under section 26(2)(b) to the extent that the disclosure was in the public interest or was made in the reasonable belief that it was in the public interest.

(2)
For the purposes of this section, a disclosure is in the public interest if:

(a)
It reveals wrongdoing that has occurred, is occurring or is likely to occur, including:



(i)
any criminal offence or other contravention of law;



(ii)
any danger to public health, safety or the environment;

(iii)
any abuse of public office, neglect of public duty, misleading of the public in the purported performance of public duties or functions, or misuse, mismanagement or waste of public resources; 



(iv)
any miscarriage of justice;  or



(v)
deliberate concealment of any such wrongdoing;  and

(b)
any reasonably foreseeable risk of harm caused by the disclosure is outweighed by the need to bring the wrongdoing to the attention of the person or persons to whom it is disclosed.”
18. I respectfully disagree with this suggestion for the following reasons.
19. I am, for the reasons already mentioned, of the view that the current formulation of the prohibitions is unconstitutional.  The flaw will not be cured by the introduction of a public interest override.

20. The flaw in the current formulation can only be cured by limiting the prohibitions in clause 26(1)(a) and (b) to,

· the disclosure of information about the security measures at critical infrastructure that is truly secret, that is, not in the public domain;  and

· the taking of pictures of the features of security measures at critical infrastructure which are truly secret, that is, not on public display.

21. The next question will be whether, if the prohibitions are so limited, they should still be made subject to a public interest defence.  I am of the view that such a defence will then not be necessary:

21.1. The prohibitions will go no further than to prevent the disclosure of information, or the taking of pictures, of the secret features of the security measures at critical infrastructure.  The justification for prohibitions of this kind is obvious.  The importance of the confidentiality of the security measures at critical infrastructure is paramount.

21.2. I find it impossible to imagine circumstances in which it will be necessary to disclose secret information of the security measures at a critical infrastructure, or to take pictures of the secret features of those security measures, in order to reveal misconduct in the public interest.  I accordingly cannot see the need for a public interest defence.

21.3. But even if I am mistaken and if there are indeed circumstances in which such a need may arise, it will be a rare occurrence.  It does not seem to be justified to risk the disclosure of secret information or features of the security measures at critical infrastructure to cater for the very rare circumstances in which it might be necessary to reveal wrongdoing.

22. I conclude that, on the current formulation of the prohibitions, they will not be saved from constitutional invalidity by the introduction of a public interest defence.  If they are reformulated, however, along the lines I have suggested, then they should pass constitutional muster without a public interest defence.  
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