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Attention: Mr V Ramaano  
 
By email: vramaano@parliament.gov.za    
 
 

10 August 2017 
 
Dear Mr Ramaano, 

Submission in respect of the Cybercrimes and Cybersecurity Bill [B6 – 2017] – Call for Comments 
We refer to the Cybercrimes and Cybersecurity Bill [B6-2017] (the "Bill") and the call for comments published on 3 July 
2017. 
 
We attach the written response to the above by Liquid Telecommunications South Africa Proprietary Limited (formerly 
known as Neotel).  
 
We confirm our availability to attend any public hearings that are held in regard to the Bill and formally request to be 
included as participants in those hearings when dates are finalised.  
 
Kindly acknowledge receipt of this submission. 
 
 
Yours sincerely 
 
 
 
LIQUID TELECOMMUNICATIONS SOUTH AFRICA PROPRIETARY LIMITED  
 
 
 
Per: Mike Silber 
 General Counsel 
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Submission to The Portfolio Committee on Justice and Correctional Services ("DoJCS")  
by  

Liquid Telecommunications South Africa Proprietary Limited 
on 

The Cybercrimes and Cybersecurity Bill [B6-2017] 
 

10 August 2017 

 
 

Introduction 

1. Liquid Telecommunications South Africa ("Liquid Telecom") thanks the Portfolio Committee on Justice and 
Correctional Services ("DoJCS") for the opportunity to comment on the Cybercrimes and Cybersecurity Bill [B6-

2017] published in February 2017.  

2. We also wish to express our appreciation to the Committee for the extension of the closing date for written 

submissions to 10 August 2017. We submit that this consultation is a critical one for the country and while the 

specific focus of our comments is very narrow in scope, we value the opportunity to have had additional time to 

comment on the contents of the Bill. 

 

Liquid Telecom 

 

3. Liquid Telecom is the leading independent data, voice and IP provider in eastern, central and southern Africa.  

4. We supply fibre optic, satellite and international carrier services to Africa's largest mobile network operators, Internet 

Service Providers ("ISP's") and businesses of all sizes. Liquid Telecom also provides payment solutions to financial 

institutions and retailers, as well as data storage and communication solutions to businesses across Africa.  

5. In February 2017, the Liquid Telecom group acquired Neotel Proprietary Limited. Neotel was re-branded as Liquid 

Telecommunications South Africa in June 2017. Formerly the "second network operator" in South Africa, with a 

focus on small business, consumer, enterprise and wholesale services over the last 8 years, its acquisition by Liquid 

Telecom group now establishes the merged entity as a formidable pan-African telecommunications service provider, 

with an unparalleled fibre network footprint across the region and a comprehensive product portfolio. Liquid Telecom 
offers a compelling value proposition to telecoms operators, enterprises, governments, small and medium 

businesses and individual customers and creates opportunities for employment and growth in South Africa.  
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6. Liquid Telecom has an established record in both infrastructure and service provision in South Africa and in Africa. In 

South Africa, Liquid Telecom holds a set of licences under the Electronic Communications Act (36 of 2005) ("ECA"), 

namely an Individual Electronic Communications Network Services Licence ("IECNS") and an Individual Electronic 

Communications Service Licence ("IECS").  

 

General Comment 

 

7. Given the reach and intent of the Bill and the role the Bill anticipates for electronic communications service providers 

("ECSP's") – as they are referred to in the Bill, Liquid Telecom considers the Bill to be a critical piece of legislation.   

8. Liquid Telecom is well aware of the peril of cybercrime and its deleterious effect on both citizens and individuals and 

indeed, companies and organisations. Liquid Telecom has noted the various annual security reports published on 

cybercrime (Norton, Cisco, etc) and is well aware of its rapid growth in recent years through increasingly insidious 

means of attack.  

9. It is however, at the same time, a relatively nascent area of law and enforcement and it is imperative to ensure that 

its implementation is accurate, appropriate and consistent, such that the critical objectives of the Bill – effective 
detection, prevention, policing and prosecution of cybercrime and the promotion of cybersecurity – can be met.  

10. Liquid Telecom has tracked the passage of the Bill from March 2012, where information on the National 

Cybersecurity Policy Framework ("NCPF") emerged, through the various phases of development of the Bill including 

the initial draft Bill and the publication of the NCPF in 2015. 

11. Liquid Telecom supports the general intention of the NCPF to, inter alia, centralize coordination of activities; 

strengthen intelligence and investigation to prevent cybercrime, terrorism & warfare; foster international cooperation; 

develop skills including research and development capacity locally and generally to promote a cybersecurity culture 

and compliance with emerging global standards.  
12. To this end, Liquid Telecom notes the translation of this policy into the draft Bill by creating new and more relevant 

offences and crimes; increasing jurisdiction to enable cross border enforcement and prosecution; increase police 

powers to investigate crimes committed using technology and to create the necessary structures in the country, 

across the policing and security cluster to effect the intentions of the Bill and finally, to provide the necessary mutual 

assistance to foreign states under an acceptable, global framework. 

13. In order to create the necessary framework to realise the objectives of the Bill, it quite rightly acknowledges the 

special role of financial institutions and ECSPs / ECN providers / telcos as these networks can be utilised 

unknowingly by criminals to commit cyber and other crimes. As such, these networks – providing the platform for 

communication and the movement of monies, can play a significant role in the combatting of these crimes and the 

provision of evidence in the prosecution of crime. While Liquid Telecom acknowledges that there are a number of 
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concerns with the reach of the Bill and various definitions, we seek to limit our comments primarily to Chapter 9 of 

the Bill, which places obligations on ECSPs and financial institutions.  

 

Obligations of Electronic Communications Service Providers and Financial Institutions 

 

14. Chapter 9 of the Bill proposes a number of obligations for ECSPs and financial institutions. The chapter is in line with 
the right to Privacy enshrined in our Constitution, the Electronic Communications and Transactions Act (36 of 2002) 

and specifically Chapter XI thereof and the Regulation of Interception of Communication-Related Information Act (70 

of 2002) ("RICA") in that it continues to prohibit the unlawful monitoring of communication without a directive to do so 

and does not require ECSPs to actively monitor data on their networks for criminal activity. However, Chapter 9 

places an obligation on ECSPs to report if its network is used or involved in any category or class of offences listed 

in the Act, within 72 hours of becoming aware of such activity.  

15. The Chapter further requires the ECSP to preserve any information, which may be used enforcement agencies in 

investigating the offence. 

16. Liquid Telecom notes that the penalty for non-compliance in this regard is a fine of R50 000 on conviction. Liquid 
Telecom submits that this penalty should not be determined at R50 000 and that the amount determined for a 

contravention is determined rather as a maximum – namely that the penalty is a maximum of UP to R 50 000 for a 

contravention of the section as the circumstances under which such contravention might occur may vary. 

17. More importantly, Liquid Telecom reads this Chapter as creating significant challenges for ECSPs under RICA as 

the RICA requirements pertain to certain categories of ECNS provider, but the Bill proposes this obligation on any or 

all ECSPs. This requires reconsideration to align with RICA as the Bill goes much further than RICA in its 

application. We raise two points in this regard, below. 

 

Opportunity to remedy RICA issues 

 

18. While we note that this Bill may not be the correct forum to address pressing and prolonged industry concerns with 

the implementation of RICA, we raise it here because a Parliamentary Question for Written Reply was tabled in the 

National Assembly on 19 May 2017 and submitted in answer on 2 June 2017 concerning RICA, specifically the 

customer / subscriber registration requirements contained in section 39 and 40 of that Act.  The answer provided 

noted that there would be a revision to RICA to cater inter alia, for the compulsory registration of SIM-cards and their 

regulation. It was further noted that such amendment emanates from requests that have been received from various 

quarters and also as a result of concerns regarding the implementation of the RICA, which have been brought to the 

attention of the DoJCS. These relate, among others, to the following: 



 
 
 

Page 5 of 9 
 

18.1. the need to enhance governance, transparency and accountability mechanisms in order to oversee the 

interception of communications 

18.2. the need to give further consideration to the compulsory registration of SIM-cards and the regulation thereof;  

and 

18.3. the broadening of RICA to cater for the combatting of cybercrime, making provision for other forms of 

electronic surveillance and regulating the use of remote access tools to investigate crime (emphasis 
added).   

19. The DoJCS advised that Department is still in an investigative and initial drafting phase and a draft Bill is not yet 

available. Discussions with some of the law enforcement agencies regarding certain proposed amendments are 

under way. It was stated that public consultation will follow once the Department has processed the draft Bill through 

the required internal processes.   

20. It is Liquid Telecom's respectful submission that while the Bill is being revised and finalised, that the legacy 

unresolved issues emanating from RICA's subscriber registration requirements are also addressed. 

21. Simply put, both section 39 and section 40 of RICA require that certain personal customer information is obtained 

and verified by electronic communications service providers and telecommunication service providers, prior to 
commencing the service in question. The difference between the two sections however, is whether an ECSP simply 

verifies customer identity documents as correct (section 40), or must be provided with and must obtain and verify 

and retain a photocopy of a certified identity document (section 39).1 

22. It is trite that the definitions in RICA are narrow and were conceptualised at the time of the legislation to deal with the 

crude differences between erstwhile fixed line service provision, Internet Service Providers and mobile services. This 

distinction has vanished through technological evolution and the fact that all licensed operators in effect can provide 

fixed or mobile services (or cloud services for example that were never conceptualised at the time RICA was 

drafted). Moreover, RICA needs amendment to clarify an irrational distinction and consequential drafting errors that 

have followed from the retention of the definitions of “telecommunications service provider” and “electronic 
communications service provider”, under an ECA paradigm.  

23. The distinction between fixed and mobile (and ISP) is no longer relevant but attracts large compliance costs to 

implement. There is however, simply no rationality for the distinction to survive, provided the intent of the legislation, 

namely "Know-Your-Customer ("KYC") is complied with. The purpose of customer registration as per section 39 and 

section 40 is to impose duties on telecoms operators (mobile, fixed and ISPs) to ensure that prior to contracting for 

the provisions of services, the operator has gathered specific information on that customer, such that should the 
                                                        
1 Section 39 refers to the information that is to be obtained and kept by certain telecommunications service providers (except those 
that provide mobile cellular telecommunication services) but the Act does not define the term telecommunication service provider. 
Similarly, section 40 refers to information to be obtained and kept by electronic communication service providers who provides a 
mobile cellular communications service. Mobile service is not defined but reference is made to the activation of a SIM-card, which is 
defined in the Act as "a device designed for use in conjunction with a cellular phone…" 
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operator be required to assist with a lawful interception direction in accordance with the processes outlined in RICA, 

it will be in a position to do so and identify that customer as a current or historical customer of their network.  

24. The current distinction as to whether a copy of an identity document is verified or retained does not detract from this 

purpose, if verified correctly. In other words, the retention of an identity document, should the verification have been 

done correctly, does not place the telecommunication service provider (fixed line service) in any different position to 

comply with a lawful interception request, relative to that of a mobile operator. In fact, it is arguable to the contrary 
that having a fixed service at a fixed address, provides more certainty as to the customer, than a mobile service 

does. To this extent, we submit that the distinction is vague and irrational and must be corrected through the 

passage of this Bill or through urgent amendments to RICA. As the two require alignment in any event, Liquid 

Telecom submits that this is an opportune legislative moment to do so. 

25. It is also therefore time, we submit, to finalise the proposed amendments that were mooted in draft revisions to the 

general Judicial Matters Amendment Bill in 2010 ("JMA") or at least, their intent. These amendments were however, 

never made, but in formal draft for promulgation, they proposed to align the requirements in terms of customer 

registration for fixed line service providers and ISPs, with those of customer registration required for the provision of 

mobile services, specifically, proposed amendments to section 39(2)(b), to "verify" identity information rather than 
retain and store it.  

26. The invitation to comment on the JMA Bill at the time stated that "the electronic storage of information will assist the 

law enforcement agencies in tracing the required information quicker and easier than a paper-based system of 

registration and it will also have cost-saving implications for electronic communication service providers. This has 

been done at the request of the electronic communication service providers." It is thus, very clear that the DoJCS, 

the custodian of RICA understands this concern and it is hoped that this understanding will be brought to bear in the 

passage of the Bill. Simply put, the sooner the customer registration requirements are attended to and streamlined, 

the more capable they will be of universal application and the more effective their intent will be to implement, namely 

to know a customer and have that customer's essential details for the investigation and enforcement of crimes, 
should it be necessary to do so. 

27. Further obligations arise for ECSPs in the investigation of cybercrimes in the context of malicious communications in 

section 19 - orders to protect complainant; section 20 - orders to furnish particulars on identity / data message and 

section 21, orders on completion of proceedings (ECSP can be directed to prevent further distribution, destroy, 

disable access).  

28. An ECSP has further obligations under section 38-42 of the Bill in regard to the interception of indirect 

communication, obtaining of real-time communication related information and archived communication related 

information and may be required to also implement expedited preservation of data directives; preservation of 

evidence direction and disclosure of data subject to a direction. 
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29. In terms of section 32, an ECSP in control of data being investigated, must assist police or law enforcement to 

search for, access and seize an article if required. In section 37, an ECSP employee is directed not to disclose any 

information that person has obtained in terms of exercising its powers under this Bill and in the performance of his or 

her functions under chapter 5 and 6 of the Bill. In both sections cited, the penalty for non-compliance includes 

imprisonment of 2 years.  

30. We do not intend to traverse every aspect of the alignment between RICA and the draft Bill and our submission is a 
request to the Portfolio Committee rather to convene a technical workshop between DOJCS and relevant industry 

expertise prior to the finalisation of the Bill to flesh out the precise alignment between RICA and the Bill - with the 

purpose of making both clear and capable of implementation to meet their objectives.  

 

Inter-governmental Co-ordination 

 

31. Chapter 10 of the Bill proposes a number of inter-governmental structures to deal with cyberspace. As per the 

NCPF, the Bill sees the overall responsibility for combatting cybercrime as a priority for various security related 

portfolios including the police (24/7 centres), the Department of Telecommunications and Postal Services ("DTPS") 
(Cybersecurity Hub and Industry Computer Security Incident Response Teams); Department of State Security  

(Cyber Response Committee and Government Security Incident Response Team) and Department of Defence 

(responsibility for coordinating responses to cybersecurity threats to national defence). This co-ordination then 

further cuts across the Departments of Defence, Home Affairs, Justice, International Relations and Treasury as well 

as SAPS, SARB and SARS.   

32. Our submission here is simply to ensure that if the operation of the Bill must inherently involve so many inter-

governmental oversight functions, that it is crisply coordinated, otherwise it risks not being implemented. Such co-

ordination requires budget for each sector and the same timeline for implementation of each oversight or 

coordinating function.  
33. Our submission is the same in respect of the multiple areas of the Bill which requires regulations to be published 

within a number of months of the Bill becoming an act of parliament. If the various provisions in this regard are not 

co-ordinated and timed effectively, the Bill when an Act, will risk becoming incapable of implementation. For 

example, Chapter 9 requires coordination between the cabinet member responsible for policing and the cabinet 

member responsible for Justice in terms of prescribing the notifiable offences that must be reported and the manner 

of reporting (to comply with the Chapter 9 ECSP reporting obligations). If this is not done speedily and in concert, 

critical aspects to implementing the obligations on ECSPs will not be capable of such implementation. 

 

Critical Information Infrastructure ("CII") 
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34. Chapter 11 of the Bill proposes that the cabinet member responsible for State Security is empowered to declare 

information infrastructures which are strategic in nature, such that any interference with them or their loss, damage, 

disruption or immobilisation may prejudice the security of the country; public health and safety; interference or 

disruption with an essential service; cause major economic loss; destabilise the economy or create a public 

emergency situation. 
35. Once declared, these CII's will be subject at their own cost, to implement standards for classification, protection, 

storage of data, etc. and again at their own cost, be subject to audits every 24 months. As with RICA, Liquid 

Telecom suggests that a fund be considered to enable the implementation of these standards across CII's. Liquid 

Telecom also noted that the Bill is silent on the consequences of the failure to audit every 24 months and suggest 

that this area be re-examined in totality. 

 

Submission of the Internet Service Providers’ Association 

 

36.  Liquid Telecom is a member of the Internet Service Providers’ Association (ISPA). Liquid Telecom has had an 
opportunity to review the ISPA submission on the Bill and associates itself with the content thereof. 

37. Liquid Telecom specifically calls out the comments regarding the very productive and cooperative manner in which 

the DoJCD has prepared the Bill. 

38. Liquid Telecom further associates itself with the ISPA comments regarding the proposed amendments to be effected 

to the Criminal Law (Sexual Offences and Related Matters) Amendment Act. 

 

Conclusion 

 

39. Liquid Telecom believes that the Bill is an important one. We remain concerned at some of the far-reaching powers 
of search and seizure that will be afforded to police and primarily remain concerned with using this opportunity to 

urgently fix the basics of RICA and their alignment with the Bill. This concern is predicated on the mechanisms of 

how the two align, or should align, to create a sound, workable framework in which to implement an important piece 

of legislation whilst ensuring limited risk and a clear implementation requirement for financial institutions and ECSPs 

who both can assist where required, with enforcing the necessary provisions of the Bill. 

40. Liquid Telecom remains available to assist with further discussions / deliberations on the Bill and re-states our 

request to be included in parliamentary hearings to be held on the Bill where we can further amplify these and other 

submissions. 
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