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FOR ATTENTION: 

MR V RAMAANO 

PORTFOLIO COMMITTEE ON JUSTICE AND CORRECTIONAL SERVICES  

PARLIAMENT OF THE REPUBLIC OF SOUTH AFRICA 

PER EMAIL TRANSMISSION: vramaano@parliament.gov.za  

 

8 AUGUST 2017 

 

Dear Mr Romaano, 

 

IAB SA SUBMISSION ON THE CYBERCRIMES AND CYBERSECURITY BILL, 

2017 [B6 – 2017]. 

 

1. INTRODUCTION 

1.1 The IAB South Africa is a member-driven organisation that promotes digital growth. We are an 

independent, voluntary, non-profit association focused on growing and sustaining a vibrant and 

profitable digital industry within South Africa. The IAB SA currently represents more than 200 

members including online publishers, brands and educational institutions, as well as creative, 

media and digital agencies. The IAB SA represents the South African digital industry to all sectors, 

including the marketing community, the media, the South African government and the public. 

Our aim is to provide our members with a platform where they can engage and interact with 

each other and address digital issues of common interest, thereby stimulating learning and 

growth within the South African digital space. Through our Regulatory Affairs Council, we work 

to ensure that rights and freedoms pertinent to our members’ interests are enhanced and 

protected. 

1.2 We appreciate the opportunity to provide you, as we hereby do, our submissions on the 

Cybercrimes and Cybersecurity Bill, as per the call for comments on the Bill, which was tabled in 

Parliament in February 2017. 
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2. GENERAL SUBMISSIONS AND RECOMMENDATIONS 

 

2.1 BIAS TOWARD LAW ENFORCEMENT AND NATIONAL SECURITY 

 

This Bill was directed by the National Cybersecurity Policy Framework (NCPF), developed by 

the State Security Agency. It is our submission that several aspects of the Bill reflect a bias 

towards law enforcement and national security.  

 

 

2.2 OVERREACHING INTENT 

 

It is our submission that the Bill intends to deal with issues of cybercrime and cybersecurity, 

which are not synonymous with the result that the cybersecurity liability is overreaching.  

 

 

2.3 HARMONISATION WITH OTHER LAWS 

 

It is our submission that the Bill will amend existing laws which include, but is not limited to, the 

Criminal Procedure Act of 1977, South African Police Service Act of 1995, the National Prosecuting 

Authority Act of 1998, the Electronic Communications and Transactions Act of 2002, the Regulation 

of Interception of Communications and Provision of Communication Related Information Act, 2002, 

the Criminal Law (Sexual Offences and Related Matters) Amendment Act, 2007, the Criminal 

Procedure Act 1978 and other regulations and secondary legislation. Inevitably unintended 

consequences of inefficiencies and complexity in application will result and these must be 

minimised as far as possible, which will only be possible with a longer and wider period of 

consultation. 

 

The Cybercrime Bill does not however, harmonise sufficiently on matters of electronic evidence 

production and preservation with the ECT Act. The Review of the Law of Evidence project already 

being dealt with by the South African Law Reform Commission has not been referenced in the 

memorandum informing the Bill. It seems that there has not been sufficient or any attention paid to 

other projects which cover similar ground. This should be corrected. The Bill does not consider the 

implications of access to information and data protection laws particularly the extent to which 

obligations of confidentiality and privacy obligations are voided by the Bill in the interest of law 

enforcement or national security 



 

It is our recommendation that the legislators consider the impact of implementation of the Bill on 

existing legislation in order to eliminate any unintended conflicts.  

 

2.4 SEARCH AND SEIZURE ALLOW EXCESSIVE GOVERNMENT AND LAW ENFORCEMENT INTRUSION 

 

It is our submission that the search for, access to and seizure of certain articles by way of an oral 

application for a search warrant or amendment of an existing warrant makes it easier for law 

enforcement to get access to the real-time computer evidence required. This is a sensible step in 

dealing with the legal lacunae that existed in the Criminal Procedure Act, which only dealt with 

access to documents, but of which the application was later extended to computer data.  This will 

also result in a currently much needed expedited preservation of e-evidence, but must be carefully 

used in the light of constitutional rights to privacy and the right to dignity, as well as freedom of 

expression.  

 

3 SPECIFIC SUBMISSIONS AND RECOMMENDATIONS 

 

3.1 DRACONIAN AND CONFUSING TECHNOLOGY TERMINOLOGY  

 

It is our submission that Bill contains draconian and confusing terminology.  

 

 For example, article in the context of cybercrime offences means - data, computer 

program, computer data storage medium or computer system. The term is used in a 

catch-all manner that leads to confusion in the application of such term in the Bill.  

 

 The definition of a computer includes the equipment and devices that are related to, 

connected with or used with such a device. The broad inclusion of any equipment (not 

exclusively electronic or programmable etc.) but merely related to a computer is vague 

and confusing. This is likely to result in vague search warrants and directions.  

 

 A computer storage medium includes a location from which data or a computer program 

is capable of being reproduced.  This is vague and confusing and likely to result in vague 

search warrants and directions.  

 

 The definition of output of data means having data displayed or in any other manner. The 

definition appears incomplete. Failure to correct this definition produces the effect of 

rendering search warrants vague.   



 

 The definition of traffic data is broadly defined to include the communication’s format, 

duration or type of the underlying service.  

 

It is our recommendation that the Bill should include clear and complete definitions in order to 

avoid vague search warrants and directions.  

 

3.2 PROBLEMATIC DEFINITIONS OF OFFENCES  

It is our submission that the definitions of offences lack clarity. The definition of unlawful 

interference for example is ‘permanently or temporarily alter any resource of; or interrupt or impair (i) 

the functioning of; or (iv) the availability of a computer data storage medium or computer system’. 

Given the lack of clarity on what constitutes unlawful interference, this provision can give rise to 

inadvertent offences for interferences in the ordinary course of system maintenance, upgrades, testing. 

 

3.3 USE OF DIGITAL RIGHTS MANAGEMENT AND ANALYTICAL SOFTWARE 

 

It is our submission that the Bill fails to recognise the legitimate use of digital rights management 

and analytical software, or the need for digital rights management software, or the associated 

need for digital content providers to legitimately block or interrupt access to data. 

 

Rights management software is used by our members to secure and control access to intellectual 

property content. Without such software, content can be easily copied or exploited in an 

unauthorised manner and threaten the sustainability and commerciality of digital content 

industries. These interceptions include blocking access of individuals that do not have the authority 

to access certain information. The software also empowers stakeholders to protect themselves 

against website defacement and hacking.  

 

The Bill does not recognize the use of digital tracking and analytical software as used legitimately 

by IABSA members to providers to collect, monitor and analyse data traffic and digital 

communication channels in connection with marketing and advertising intelligence. With the 

current wording of the section, such legitimate uses would potentially be classified as unlawful. 

 

Any potential for strict liability for the possession or use of the above software would digital 

content industries to substantial legal risk. 

 

It is our recommendation that the Bill include clear exceptions from liability for legitimate use of 

digital rights management and analytics software. 

 

 

 



3.4 ONEROUS EVIDENCE PRESERVATION AND DISCLOSURE OBLIGATIONS 

 

It is our submission that the Bill places onerous evidence preservation and disclosure obligations 

on Electronic Communication Service providers or persons in control of computer systems. These 

include taking down data messages in instances where a complainant has laid a charge with the 

Police Service, furnishing particulars to a court (affidavit) including personal particulars of an 

originator of data message in the event of an application for a protection order and disclosing 

information to Police officers.  

 

Order to protect complainant pending finalisation of criminal proceedings 

19. (1) A complainant who lays a charge with the South African Police Service that an 

offence contemplated in section 16, 17 or 18 has allegedly been committed against him 

or her, may on an ex parte basis in the prescribed form and manner, apply to a 

magistrate’s court for an order pending the finalisation of the criminal proceedings to— 

(a) prohibit any person from further making available, broadcasting or distributing 

the data message contemplated in section 16, 17 or 18 which relates to the 

charge; or 

(b) order an electronic communications service provider or person in control of a computer system to 

remove or disable access to the data message in question. 

 

Electronic communications service provider or person in control of computer 

system to furnish particulars to court 

20. (1) If an application for a protection order is made in terms of section 19(1) and 

the court is satisfied in terms of section 19(3) that a protection order must be issued and 

the identity or address of the person who made available, broadcast or distributed the 

data message in question is not known, the court may— 

(a) adjourn the proceedings to any time and date on the terms and conditions 

which the court deems appropriate; and 

(b) issue a direction in the prescribed form directing an electronic communications 

service provider or person in control of a computer system to furnish the 

court in the prescribed manner by means of an affidavit in the prescribed form 

with— 

(i) the electronic communications identity number from where the data 

message originated; 

(ii) the name, surname, identity number and address of the person to whom 

the electronic communications identity number has been assigned; 

(iii) any information which indicates that the data message was or was not 

sent from the electronic communications identity number of the person 

to the electronic communications identity number of the complainant; 

and 

(iv) any other information that is available to an electronic communications 

service provider or a person in control of a computer system which may 

be of assistance to the court to identify the person who made available, 

broadcast or distributed the data message in question or the electronic 

communications service provider or person in control of a computer 

system which provides a service to the person who made available, 

broadcast or distributed the data message. 

(2) If the court issues a direction in terms of subsection (1) the court must direct that 

the direction be served on the electronic communications service provider or person in 

control of a computer system in the prescribed manner. 

(3) (a) The information referred to in subsection (1)(b)(i), (ii), (iii) and (iv) must be 

provided to the court within five ordinary court days from the time that the direction is 



served on an electronic communications service provider or person. 

(b) An electronic communications service provider or person in control of a computer 

system on which a direction is served, may in the prescribed manner by means of an 

affidavit in the prescribed form apply to the court for— 

(i) an extension of the period of five ordinary court days referred to in paragraph (a) 

for a further period of five ordinary court days on the grounds that the 

information cannot be provided timeously; or 

(ii) the cancellation of the direction on the grounds that— 

(aa) it does not provide an electronic communications service to either the 

respondent or complainant or a related person; or 

(bb) the requested information is not available in the records of the electronic 

communications service provider or person in control of a computer 

system. 

 

Search for and access to, or seizure of, certain articles 

26. A police official may, in accordance with the provisions of this Chapter, search for, 

access or seize any article within the Republic. 

 

 

4 IN CONCLUSION 

4.1 The focus on securitisation of the digital ecosystem without adequate regard for stakeholder interests 

associated with digital industries and digital content producers is problematic, particularly in view of 

the country’s gearing for digital economies. 

 

4.2 The IAB SA appreciates the need for regulation of cybercrime in particular, and cybersecurity in 

general. Indeed, its members stand to benefit from several protections provided for in the Bill and 

the reform of outdated legislation limited in its scope of protection is welcomes. The IAB SA reiterates 

its call for a balanced approach to securitisation that does not frustrate the workings of a thriving 

digital economy in South Africa. To this end, the IAB SA affirms its ongoing commitment to pursuing 

such balance and furthermore, its availability for further consultation on the interest of its members 

and digital economy imperatives in general.  

4.3 Further to our submissions above, we would be very pleased to provide any further information that 

you may require to support our submissions on the Bill.  

 

Yours faithfully 

PRIA CHETTY 

Regulatory Affairs 

IAB SOUTH AFRICA 


