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How Google Fights Piracy



Google’s Anti-Piracy Principles

✓ Create More and Better Legitimate Alternatives

✓ Follow the Money

✓ Be Efficient, Effective, and Scalable

✓ Guard Against Abuse

✓ Provide Transparency



The amount paid by Google 
Play to developers on our 
platform between February 
2014 and February 2015

Our Approach in Numbers
Dollars we have generated Resources we have invested

The amount YouTube has 
paid to the music industry to 
date

The amount YouTube’s 
Content ID system alone has 
generated for rightsholders 
since being launched

The number of partners using 
Content ID to manage and 
monetize their content, a 38% 
increase since our 2014
report

The number of active 
reference files in our Content 
ID database

The average time it takes 
Google to process a DMCA 
request for Google Search

Actions we have taken

The number of webpages 
requested to be removed 
from DMCA in 2015

The number of ads 
disapproved for copyright 
infringement on Google’s 
AdWords service between 
September 2015 and 
March 2016

The percentage of 
copyright issues on 
YouTube that were 
resolved via Content ID



Content ID

Uploaded files and live streams

MONETIZE
allows ads against matched 
videos and collect audience 
insights

TRACK
allows videos to stay up 
and collect audience insights

BLOCK
does not allow the video 
to play on YouTube

Fan uploads Your Action is takenCONTENT ID
Scans for matching videos Based on your predefined rules



90% of the time, 
rightsholders choose to monetize

instead of taking content down

*this has generated 50% of the $2 billion the music industry 
has made from YouTube



How Does Content ID Work?
FanContent Owner YouTube

Block, track or monetize
fan videos

Uploads creative works
Uploads fan video

Content ID 
database

Generate 
fingerprints

Scan for © 
material and 
execute rule

Generate 
fingerprints

Reference file

Metadata, rule

Simplified



CID has to be robust against transformations...

Original Flipped / Mirrored B&W

Color shifted Aspect Ratio Change Light effects “halo”



...but not match similar content 



CID has to know the rights situation
ASSET

 

Match Rule
● Block
● Track
● Monetize

ReferenceMetadata
● ISRC, ISWC
● UPC
● Title 
● Writers etc. 

Ownership

Content ID 
database



Content ID operates at massive scale

Millions 
8000+ enabled Content ID partners represent millions of 
rightholders including broadcasters, movie studios, record 
labels, one-hit-wonder, service providers and independent 
creators.

600 YEARS More than 600 years of audio and visual reference content

58M FILES We have more than 58 million active reference files in the 
Content ID Database



Incorrect ownership claims?
Not distinctive / original Non exclusive content Public domain content



Legitimate uses of copyrighted material?



YouTube policies and user education

Users get a "strike" if their 
video receives a takedown 
notice.

Users can remove the strike 
by completing the Copyright 
School and by avoiding 
further strikes for 6 months.

One strike leads to 
reduced privileges.



Search Removals



Copyright removal webform



Search copyright removals by the numbers 



Search demotions

AFTERBEFORE



Clean results for popular queries



Clean results for popular queries



Some local examples



Some local examples
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Specific Comments on the Bill
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Fair Use & Fair Dealing



Fair dealing and fair use can coexist

Fair dealing is a closed list of specific exceptions

Fair use is an open and flexible exception to accomodate new 
ideas and new technologies

A hybrid approach has a list of defined exceptions plus an 
open one, to provide certainty and flexibility



Fair use helps creators

Fair use helps creators by allowing them to 

● depict real life, 
● respond to other works (e.g. the Daily Show with Trevor 

Noah), and 
● make new creative works 

without being censored by the owners of copyrighted works 
that are included in an incidental or minor way.  



Fair use helps innovation
New technologies that introduced new purposes for re-using 
copyrighted material:

● VCR, DVR (time-shifting)
● computer programs (intermediate copying for 

interoperability)
● mp3 player (format-shifting)
● search engine (search, shazam, etc)
● machine learning (non-consumptive use)



Fair use helps free expression

● Fair use implements the first principle of the International 
Declaration of Human Rights: “Everyone has the right 
freely to participate in the cultural life of the community, to 
enjoy the arts and to share in scientific advancement and 
its benefits….”

● It ensures the powerful cannot censor their critics using 
copyright (eg the Daily Show with Trevor Noah)



Fair use helps the economy



Fair use isn’t a license for piracy

Fair use applies when and only when a user -- that is, an artist, 
teacher, innovator or the like -- adds value to copyrighted 
material without invading the rightsholders market.

Fair uses are by definition non-substitutional, meaning that 
they do not substitute for the need to buy a copy of the work 
to read it, listen to it, play it, perform it, or broadcast it.

Authors will still get paid. 



Fair use is predictable and reliable 

In a common law system, each decision is precedential, and it 
doesn’t take many to establish a predictable framework for 
fair use analysis.

South Africa can choose to follow precedents from other fair 
use countries like the U.S.  In view of those precedents, the 
boundaries of fair use are well understood.



Fair use isn’t just for lawyers

Taking examples from the U.S.:

● Between 2009 and 2016, there were only 7 fair use trials, 
about one a year

● ⅔ of all fair use litigation since 2009 has ended in a 
settlement

● fair use decisions are upheld on appeal 80% of the time



Fair use isn’t just American

● Fair use and fair dealing have been adopted by many other 
countries beyond the US and UK.  

● Fundamentally, fair use is about giving the law flexibility to 
adapt to new circumstances, and no country has a 
monopoly on looking forward.
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Remix





Alexander Ikhide

“As an African, as well as an artist, 
it’s important for me to create 
new representations that draw 
influence from the past, but are 
looking toward the future.”



Nomusa Makhubu

“Colonial photography is the 
documentation of violation and the 
terror of dispossession. Re-enacting 
colonial photography is to come close 
to this terror and to realize its present 
manifestations.”



Nkiruka Oparah

“Online, the whole world opens up. 
The more people use it, the more 
access I have to societal, cultural, 
and personal images…. It’s the flux of 
the internet - its incompleteness - in 
combination with an evolving African 
identity that opened up this graphic 
way of image making for me”





Canada - non-commercial remix exception language

It is not an infringement of copyright for an individual to use an 
existing work or other subject-matter or copy of one, which has 
been published or otherwise made available to the public, in the 
creation of a new work or other subject-matter in which copyright 
subsists and for the individual — or, with the individual’s 
authorization, a member of their household — to use the new work 
or other subject-matter or to authorize an intermediary to 
disseminate it, if...



Canada non-commercial remix exception language

...(a) the use of, or the authorization to disseminate, the new work or other subject-matter is done solely 
for non-commercial purposes;

(b) the source — and, if given in the source, the name of the author, performer, maker or broadcaster — of 
the existing work or other subject-matter or copy of it are mentioned, if it is reasonable in the 
circumstances to do so;

(c) the individual had reasonable grounds to believe that the existing work or other subject-matter or copy 
of it, as the case may be, was not infringing copyright; and

(d) the use of, or the authorization to disseminate, the new work or other subject-matter does not have a 
substantial adverse effect, financial or otherwise, on the exploitation or potential exploitation of the 
existing work or other subject-matter — or copy of it — or on an existing or potential market for it, including 
that the new work or other subject-matter is not a substitute for the existing one.
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Linking and 
Communication to the Public



Linking is the foundation of the internet

A link is simply an address: it identifies the location of a page 
or file on the internet, but that file exists regardless of the link

“The ability to refer to a document (or a person or any thing 
else) is in general a fundamental right of free speech to the 
same extent that speech is free. Making the reference with a 
hypertext link is more efficient but changes nothing else.”

- Tim Berners-Lee



The server test

● If a file on the internet is infringing, the infringer is the 
person who controls the server on which the file resides

● A person who creates a link to the file is not automatically 
infringing, though that person may be culpable under 
doctrines of secondary liability

This rule is clear, predictable, and avoids premising liability on 
the ordinary operation of the internet



The alternative

● The European Union has held that linking to a work can be 
a communication to the public…
○ unless the work is online under the authority of the rightsholder
○ and if the person making the link knew the work was not uploaded with 

the rightsholder’s consent
○ or if the linker can be presumed to have that knowledge, by virtue of 

operating a commercial service





Solution

● Providing information about where to find a work is not a 
communication to the public of that work

● Communication to the public is done by the person who 
actually transmits the work
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Questions?
fortunesibanda@google.com 

mailto:fortunesibanda@google.com

