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ANALYSIS OF THE STATE INFORMATION TECHNOLOGY AGENCY’S (SITA) ANNUAL REPORT 2013/14 

1. BACKGROUND
Over the past decade, the world has become increasingly hyperconnected.
 The internet and its associated services are accessible and immediate, where people and businesses can communicate with each other instantly, and where machines are equally interconnected with each other. This hyperconnectivity is deeply redefining relationships between individuals, consumers and enterprises, and citizens and governments. It is introducing new opportunities but also new challenges and risks in terms of individual rights and privacy, security, cybercrime, the flow of personal data, and access to information. As a result, economies and societies will undergo fundamental transformations.
Information Technology (IT) can deliver engagement and empowerment to business customers, both innovating and industrialising. The post-digital era, like the post-industrial era, reflects a “new normal” for business and a new basis for competi​tion. The post-digital era
 is similar, but with digitalisation as its core. Disruptors are opportunities that can create sustainable positive disruption in IT capabilities, business operations, and sometimes even business models. Enablers are technologies in which many chief information officers (CIOs) have already invested time and effort, but which warrant another look because of new developments or opportunities. 
Enablers may be more evolutionary than revolutionary, but the potential is often there nonetheless to elevate the business game. Forward-thinking organisations should consider developing an explicit strategy in each area - even if that strategy is to wait and see. But whatever the companies do, they should step up. The post-digital provokes and harvests these disruptions by changing operating models, capabilities, and perhaps even business models. Industrialisation wasn’t complete when the world entered the post-industrial era; it had simply become the new basis for competition. The same holds true for these digital forces in the post-digital era. Don’t get caught unaware or unpre​pared.

2. INTRODUCTION
In almost every organisation, the relationship between the business and IT is at best complicated. On one hand, technology lies at the heart of the business strategy - a tool for efficiency and an engine for growth. On the other hand, IT departments should manage the realities of being a high profile cost center - in many companies they are the single largest expense on the balance sheet.
 According to a survey by Insurance & Technology, approximately 60 per cent of 2013 Insurance IT budgets were expected to remain or be lower than their 2012 IT budgets.
 There are shrink​ing budgets, a shrinking tolerance for long projects, and an end-user community whose benchmark for effective IT initiatives has shifted from enterprise systems to consumer products - notable around the definitions of responsiveness and usability. 

At the same time, the five post-digital forces are chang​ing the very nature of IT. Mobile has destroyed constraints based on physical location. Users now expect that the power of the enterprise should be available at the point where decisions are made and where business is trans​acted - no matter where that is. Social is flattening internal hierarchies, rewriting the possibilities of global collabora​tion inside and outside of organisational boundaries, and allowing engagement with customers as individuals - customer segments of one. 

Cloud has changed the economics and cadence of technology investments. On the provider side, cloud presents opportunities to monetize information and services in new ways - new or adjacent business models for many sectors, not just high tech, media, and entertainment. Cyber security and privacy are part of a constant conversation - guiding innovation in emerging spaces in advance of regulatory concerns, while also dealing with relentless and growing threats. 

In addition, innovative ICT technologies can help solve these issues: cloud computing can reduce the costs for information-based enterprise operations, and internet can deliver smarter management systems. Following improvements in broadband, current IT systems are migrating from fairly independent platforms to collaboration across a wide range of arenas, and the standardisation capabilities in the ICT industry have the potential to improve interoperability in IT. The deepening convergence between IT and CT will therefore become a major trend and one of the main driving forces behind the rapid development of the ICT industry. That said, there are obstacles to this integration, such as insufficient openness in the ICT industry; a lack of unified technical standards; and a lack of connection among cloud computing, telecommunications networks (the pipe), and smart devices. Overcoming these obstacles and unifying ICT’s technical standards is a top priority if governments are to improve interoperability within the industry.
 This paper seeks to analyse the 2013/14 Annual Report of SITA.
3. THE IMPORTANCE OF INFORMATION TECHNOLOGY CAPABILITIES IN ACHIEVING E-GOVERNANCE
The convergence of information technology (IT) and communications technology (CT) will be an important part of these technological innovations. The benefits will also make people’s lives much more convenient as ICT technologies are applied to building e-government models and improving e-commerce, e-learning, and online medical services, as well as other web-based intelligent service. For enterprises, applying ICT technologies to their operations will significantly improve their operational efficiency. In an increasingly flat world, the potential customer base for many enterprises is extremely broad and the environments in which they operate are very complex. These enterprises will inevitably confront declines in efficiency and increases in costs.

In response to the importance of e-governance, a research by Gartner predicts that by 2015 about 25 per cent of companies will create a Chief Digital Officer (CDO) role, leading digital sources of revenue as well as digital marketplace products and services.
 This evo​lution acknowledges that many parts of the business can reap benefits from post-digital convergence. This post-digital environment creates both the opportunity for innovation and the existential threat of disruption, especially now as many businesses are inherently digital. What’s at stake may very well be the future of the business. Tomorrow’s lead​ing CIOs are likely to be those who rise to the challenge, perhaps reframed as the CDO, forging new identities as a post-digital catalyst - an agent to provoke or speed the move to the post-digital era.

The global economy has been turbulent during the last several years, and governments and enterprises are doing everything possible to inject momentum and effectuate sustainable growth. Although there are still serious challenges relating to accessibility an impact of the impact of information and communication technologies (ICT) on each industry has become more far reaching as its transformational effects spread to several sectors of the economy and society via innovations, the emergence of new industries, and the advent of the era of hyperconnectivity. This calls for creating a pocket within organisa​tion that has goals involving research and development (R&D).
4. OVERVIEW OF BRAND SOUTH AFRICA’S 2013/14 OVERALL PROGRAMME PERFORMANCE
SITA was established in 1999 to consolidate and coordinate the South African Government’s Information Technology (IT) resources to achieve cost-savings through economies of scale, increased delivery capabilities and enhanced interoperability of systems. SITA is committed to leveraging IT as a strategic resource for government, managing the IT procurement and delivery process to ensure that Government receives value for money, and using IT to support the delivery of e-government services to all citizens.

4.1. How well do the performance targets measure the delivery of outputs and the achievement of outcomes?

During the year under review, which coincides with the 15th anniversary of the agency, SITA has lived through 10 Board changes over that period, with less than 17 Chief Executive Officers (CEOs) at the helm, which did not make things any easier.
 Since its inception in 1999, SITA has been faced with a number of challenges in delivering on its mandates as stated in the SITA Act, 1998 (Act No. 88 of 1998). These challenges can be broadly classified as follows:
· Procurement;

· IT service delivery capability and capacity; and

· Organisational and human capital issues.
It is therefore important to note that the year under review was meant to achieve all the remedial interventions to the challenges that faced the entity. The Board introduced a short term, high-impact programme - Siyashesha.
 At the same time, it is important to indicate that for the year under review, the SITA has not achieved 100 per cent of this short-term programme with an average success rate of 77 per cent. However the entity’s intervention was on the following key strategic outcomes and goals:

· Human Resources and Corporate Affairs;
· Supply Chain Management;

· ICT, Research and Development ; and Innovation;

· Service Delivery; 

· Audit, Finance and Risk; and

· Chairperson’s Office
4.1.1. Programme Performance: Successes 
Achievement of Predetermined objectives

In the 2012/13 financial year, of a total of 30 planned targets for the year, SITA achieved 15 and this represented 50 per cent of the target that were not achieved. Similar, in the 2013/14 financial year, of a total of about 39 targets, SITA has fully achieved 11; partially achieved 10 and not achieved a total of 18 targets which means that more than 46 per cent or almost twice what the entity achieved has not been achieved in the year under review.

On investigations, on the previous financial year, SITA’s internal audit was investigating 26 cases in relation to supply chain management, finance, human resources, information management system and ICT delivery.
 Instead of reporting the status of the cases as many as they were, the 2013/14 Annual Report mentions a further 58 cases that the Internal Audit is investigating for the year under review. This begs the question whether investigations of misconduct against officials are instituted within 30 days of discovery as required by Treasury Regulations.

Successes continues….

One of the many successes for the year under review include, among others;

· SITA continued to securely protect the voters roll by hosting voters’ data on behalf the Department of Home Affairs;
· The Agency supported the National Population Register (NPR) and Home Affairs National Identification System (HANIS) which are the custodian systems of the identities of citizens and residents of the Republic;

· SITA successfully printed an estimated 800 000 Umalusi Grade 12 certificates as well as 50 000 certificates for Higher Education Department; and
· SITA hosted a GovTech 2013 and initiated a new ICT industry platform for engagement to create strong ICT partnerships, fostering greater levels of collaboration among industry players.
4.1.2. 2013/14 Financial Year: Programme Performance: Failures

Corporate Governance issues

According to the Annual Report, SITA Board regards corporate governance as an essential tool that forms the basis of the organisation that is governed effectively and within the prescripts of relevant legislative and regulatory frameworks.
 However, there is not a single Board sub-committee that has either full complement in terms of the attendance of meetings as per the required number for a given financial year and or is dominated by resignations of the Chairpersons in charge of those Sub-committees.

According to the current Annual Report, the Audit and Risk Committee members should meet five times per annum, however, page 49 report paints a bleak picture, very few members have met the attendance requirement meetings for the year under review.
 The rest appears to have attended just 2 meetings, included those appointed in February 2014.
 

This begs the question of whether there is any real enforcement by Department on transgressors of the Memorandum of Agreement entered into between the Executive Authority, especially given the reality that the majority of SITA Board have not even honoured a satisfactory number of scheduled meetings. 

In addition, given the fact that the Minister through Cabinet appoints the Board, are there mechanism in place for the instance, the Performance Management System to assess SITA Board both at an individual and collective levels?

Procurement Committee

According to the Annual Report, the Internal Audit executes agreed procedures on all tenders within R30 million threshold; tenders beyond this amount are submitted for external review. The Annual Report is silent on who constitutes the external review and how are the members of such an external review appointed, and what criteria is used to select such members?

4.1.3. Human Resources
Although a sizeable work was performed by the entity in placing staff, however, at the end of the year under review, the entity had not concluded on placing the current employees on the new structure. The entity sourced the services of Arbinger Institute for this purpose,
 however, it is not clear, how long the contact ran for, how much was allocated for this programme and the criteria used for selecting this company. In fact, the entire Annual Report gives out little detail in terms of the number of consultants that SITA used and for which period and how much.
In addition, there is no clarity on whether all staff members signed performance agreements and a breakdown of gender of any other staff members who received performance rewards for the year under review. It is important to note that performance agreements form the basis for performance rewards.
· The other issue relates to the existence of declaration register of interest by senior managers or lack thereof. There is a huge challenge with regards to skills development. While the entity could not afford to send every employee for training, it is rather being stingy for SITA to only award 208 employees with bursaries from a total of 2 858 or 3 183  employees;

· There is a huge concern that as of 31 March 2014, SITA had 3 183 employees,  whilst there is no classification of how many employees are permanently employed and how many are on fixed-term contracts. The biggest is issue is that there are still 902 vacancies not filled;

· Of the 902 vacancies, 378 of those are in Supply Chain Management a division that persistently troubles the entity in terms of compliance with the laws and regulations; 146 vacancies are in ICT service Delivery; 141 are in Government Information Management and 77 are in Corporate Services.
· On Gender equity - SITA appears not to have complied with the 2 per cent employment of people with disabilities in the current employment equity profile; in previous financial year, SITA also failed to adhere to this achieving only 1 per cent in the employment of people living disabilities.

In the past - SITA had challenges in attracting suitably qualified black females into middle and upper management positions. What strategies has the entity devised in the year under review to ensure that it attracts black female professionals?
· Resignation - Although employees resigns for various reasons, however, the current status appears to be an exodus where 111 employees resigned from SITA during the year under review
5. Auditor General of South Africa’s Report 2013/14 

5.1. Table of Audit Findings on SITA
	DEPARTMENT
	2009/10
	2010/11
	2011/12
	2012/13
	2013/14

	SITA
	
	
	
	Unqualified Audit- with findings
	Unqualified Audit-with findings


Source: AGSA (2012/13 and 2013/14)
5.1.1. Irregular, fruitless, wasteful and unauthorised expenditure

During the past two financial years, SITA has incurred irregular expenditure amounting to R65.3 million, in which R 24.2 million has been condoned. However, in the 2013/14 financial year, the entity incurred R 35.1 million which is a slight decrease from the previous financial year’s amount of R 44.4 million.
  
On Fruitless and Wasteful expenditure, for the 2013/14 financial year SITA incurred zero or R.0 compared to the previous years’ amount of R 1.2 million which is an improvement. The entity is still battling with the R 1.8 million fruitless and wasteful expenditure incurred in the previous financial years (2011/12 and 2012/13), this is despite the fact that R 1.1 was been written off.

Table 5.2: Irregular, fruitless, wasteful and unauthorised expenditure

	Year Incurred
	Irregular Expenditure

R’000
	Fruitless and wasteful expenditure

R’000

	2011/12
	R 18 166 782

	R 7 000


	2012/13
	R 44 417 831

	R 1 165 933

	2013/14
	R 35 152 553

	R 1 861 527( R 00)


Source:  Auditor-General (2011/12-2013/14)

5.2. Summary of the Auditor General of South Africa Audit Report 2013/14

The entity has always received an unqualified audit for the two consecutive financial years with many findings some of which are identical to what the AGSA raised in the recent past.
 Notwithstanding this, the AGSA identified the following deficiencies and these include:

Procurement (2012/13 and 2013/14 financial years)
· On Procurement and contract management, it was found that goods and services with transaction value of over R 500, 000 were not procured by means of a competitive bidding process as per the requirement of the Treasury Regulations 16A6.1 and 16A6.4
; 

· Goods and services of a transaction value of R 500 000 were procured without inviting bids as required by the Treasury Regulations 16 A6.1;

· Deviations were approved by the Accounting Officer even though it was not impractical to invite competitive bids, in contravention of Treasury Regulations 16A6.
· Persons in service of the public entity who had private or business interest in contracts awarded by the public entity failed to disclose such interest, as required by  Treasury Regulations 16A8.4;

· Persons in service of the public entity whose close family members, partners or associates had private or business interest in contracts awarded by the public entity failed to disclose such interest, as required by  Treasury Regulations 16A8.4;

· Contracts were awarded to bidders who did not submit a declaration on whether they are employed by the State or connected to any person employed by the State which is prescribed in order to comply with Treasury Regulations 16A8.3;
· Contracts were awarded to bidders who did not submit a declaration of past supply chain practices such as fraud, abuse of SCM systems and non-performance, which is prescribed in order to comply with Treasury Regulations 16A9.2.
Expenditure Management

· The accounting authority did not take effective steps to prevent irregular expenditure as per the requirements of section 55(1)(b(ii) of the PFMA;
Financial and Performance Management (2012/13 and 2013/14 financial years)
· The entity did not implement proper record keeping in a timely manner to ensure that complete, relevant and accurate information is accessible and available to support financial and performance reporting;

· The entity did not review and monitor compliance with applicable laws and regulations;

· The entity did not prepare regular, accurate and complete financial and performance reports that are supported and evidenced by reliable information.
Investigations 

· The Special Investigating Unit is currently investigation one case relating to procurement irregularities;
· There are five (5) cases where potential irregularities in respect of supply chain management and ICT services delivery are being investigated that may result in financial misconduct;

· 2012/13 and 2013/14 financial years - The Internal Audit  department completed fifty-eight (58) investigations in the current financial year in respect to supply chain management, ICT service delivery and corporate services.  

In addition, the Auditor-General identified the following usefulness of Information:
Reliability of reported performance information - the AGSA was unable to obtain the information and explanations that is required and necessary to satisfy itself as to the reliability of the reported performance information. This was due to the fact that the auditee could not provide sufficient appropriate evidence in support of the reported performance information;
The reported performance information was not valid, accurate and complete when compared to the source information or evidence provided. This was due to the lack of frequent review of the validity of reported achievements against source documentation.
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� Hyperconnectivity is a relatively new term that was coined in response to the rapid availability and broad assimilation of entirely new ways to communicate. Hyperconnectivity refers not only to the means of communication and interaction, but also to the impact this phenomenon has on both personal and organizational behavior.


� Five macro forces – analytics, mobile, social, cloud, and cyber


� Baumann, N. (2013) Insurance Technology Trends


� Golia, N. (2013)
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� The Global Information Technology Report (2012)


� Gartner, N. (2013)
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� SITA(2014)


� SITA (2014), pg. 16


� The Siyashesha programme provides fresh focus on critical issues and deliverable and is housed in the Chairperson’s office.


� SITA Annual Report (2014) pg. 29


� SITA Annual Report (2013) pg. 69


� SITA Annual Report (2014) pg. 41.


� Ibid, 49


� SITA (2014) pg. 68


� SITA Annual Report (2013) pg. 64.


� SITA Annual Report (2013) pg.25


� SITA Annual Report (2014) pg.127


� Ibid, pg. 129


� Refer to SITA Annual Report(2012/13) pg 64-68


� National Treasury Practice Notes 6 and 8(2007-08) issued in terms of Section 76(4)(c)of the PFMA.
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