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1. Introduction

1.1 Reputation promise of the Auditor-General of South Africa
The Auditor-General has a constitutional mandate and, as the Supreme Audit Institution (SAI) of South Africa, it exists to strengthen our country’s democracy by enabling oversight, accountability and governance in the public sector through auditing, thereby building public confidence.

1.2
Purpose of document 

The purpose of this briefing document is for the Auditor-General of South Africa (AGSA) to provide an overview of the audit outcomes and other findings in respect of the Department of Water and Sanitation (DWS) and its entities for the 2013/14 financial year.

1.3
Overview 
The work of the department is informed by the Water Services Act, 1997 (Act No. 108 of 1997) (WSA), National Water Act, 1998 (Act No. 36 of 1998) (NWA) and Water Research Act, 1971 (Act No. 34 of 1971) (WRA).

The purpose of DWS is to lead the effective management of the nations’ water resources, to meet the needs of the current and future generations. It meets its mandate by providing for the rights of access to basic water supply and basic sanitation by setting national standards and norms (WSA), ensuring that South Africa’s water resources are protected, used, developed, conserved, managed and controlled in a sustainable and equitable manner for the benefit of all persons (NWA), and promoting research in connection with water issues (WRA).

The Minister of DWS provides oversight on these entities:

	No. 
	Name of the entity
	Description

	1
	Water Trading Entity (WTE)
	Trading entity within DWS

	2
	Trans-Caledon Tunnel Authority (TCTA)
	Schedule 2 Major Public entity

	3
	Water Research Commission (WRC)
	Schedule 3A Public entity

	4
	Inkomati Catchment Management Agency (ICMA)
	Schedule 3A Public entity

	5
	Breede-Overberg Catchment Management Agency (BOCMA)
	Schedule 3A Public entity

	6
	Amatola Water
	Schedule 3B Public entities

	7
	Bloem Water
	

	8
	Botshelo Water
	

	9
	Bushbuckridge Ridge Water
	

	10
	Magalies Water
	

	11
	Mhlathuse Water
	

	12
	Leppele Northern Water
	

	13
	Overberg Water
	

	14
	Pelladrift Water
	

	15
	Rand Water
	

	16
	Sedibeng Water
	

	17
	Umgeni Water
	

	18
	Water User Associations (WUAs)

	19
	Irrigation Boards


Botshelo Water and Bushbuckridge Water were disestablished by the former Minister on 1 April 2014. The Water Boards audit outcomes are not part of this presentation as they have a 30 June year end. They will be presented separately in November 2014.
1.4
Vision
The vision of DWS is to have a dynamic, people-centred department, leading the effective management of the nation’s water resources, to meet the needs of current and future generations.
1.5
Mission
The department aims to make a positive impact on our country and its people as custodians of our water resources, and as innovative and committed partners in the drive for sustainable development.
1.6
Funding

The department is primarily funded through funds appropriated in terms of the annual Appropriation Act (and the Adjustments Appropriation Act), the final appropriation for the 2013/14 amounted to R10 376 000 (2012/13: R8 993 000).
1.7
Organisational structure
DG - Director General

DDG – Deputy Director General

CFO – Chief Financial Officer
* DG Mr Maxwell Serenya was suspended in March 2013 and Mr Trevor Balzer is currently acting DG. 

1.8
Audit considerations
During the year, the portfolio experienced problems with leadership instability in the department. This was due to the suspension of the Director General and a high vacancy rate in in top management positions. This instability created a barrier in achieving some of the portfolio’s objectives and resulted in weak governance within the department.

The overall audit outcomes for DWS and WTE remained the same. However they both as part of their multi-year plan addressed some of the 2012-13 qualification areas. WRC regressed from an unqualified audit opinion to a qualified audit opinion due to insufficient and inappropriate audit evidence for trade and other receivables.
DWS addressed the prior year’s qualification on irregular expenditure. WTE addressed qualifications on impairment of financial assets and financial instruments disclosure. DWS, WRC and WTE submitted financial statements for auditing which contained material misstatements in the areas of commitments, accruals, immovable assets, revenue, trade and other receivables. 

Instability or vacancies in key management positions for most part of the financial year, lack of consequences for poor performance and transgressions, slow response by management, lack of regular, credible financial and performance reports and inadequate policies and procedures contributed to the portfolio inability to improve the audit outcomes for DWS and WTE. WRC regressed from an unqualified audit opinion to a qualified audit opinion due to insufficient and inappropriate evidence for trade receivables balance as a result of lack of monthly debtors’ reconciliation process. Both TCTA) and ICMA maintained the clean audit opinions, with no findings on PDO and compliance in the current (2013/14) and prior (2012/13) financial years. BOCMA improved as it moved from financially qualified with findings in the prior year to a clean audit in the current year.
2. Audit opinion history

	AUDIT OPINIONS
	09/10
	10/11
	11/12
	12/13
	13/14

	Department of Water Affairs
	
	
	
	
	

	Water Trading Entity
	
	
	
	
	

	Water Research Commission
	
	
	
	
	

	Trans-Caledon Tunnel Authority
	
	
	
	
	

	Breede-Overberg Catchment Management Agency
	
	
	
	
	

	Inkomati Catchment Management Agency
	
	
	
	
	

	QUALIFICATION ISSUES
	09/10
	10/11
	11/12
	12/13
	13/14

	1. Department of Water and Sanitation
	
	
	
	
	

	· Immovable tangible capital assets
	
	
	
	
	

	· Movable tangible capital assets
	
	
	
	
	

	· Prepayments and advances
	
	
	
	
	

	· Goods and services
	
	
	
	
	

	· Irregular expenditure
	
	
	
	
	

	· Commitments
	
	
	
	
	

	· Accruals
	
	
	
	
	

	· Contingent liabilities
	
	
	
	
	

	· Loans
	
	
	
	
	

	· Revenue
	
	
	
	
	

	· Fruitless and wasteful expenditure
	
	
	
	
	

	2. Water Research Commission 
	
	
	
	
	

	· Trade and other receivables
	
	
	
	
	

	3. Water Trading Entity
	
	
	
	
	

	· Water related services revenue (Revenue from exchange transactions)
	(
	(
	(
	(
	(

	· Accounts receivable
	(
	(
	(
	(
	(

	· Impairment of financial assets
	
	(
	(
	(
	

	· Suspense account
	(
	(
	
	
	

	· Financial instruments disclosure
	
	(
	(
	(
	

	· Trade and other payables
	(
	(
	
	
	

	· Property, plant and equipment
	
	(
	(
	
	

	· Operating expenses
	
	(
	
	
	

	· Provisions
	
	(
	
	
	

	· Inventory
	
	(
	
	
	

	· Construction revenue
	
	(
	
	
	

	· Interest on accounts receivable
	
	(
	(
	(
	

	· Deferred Income
	
	(
	
	
	

	· Irregular, fruitless and wasteful expenditure
	
	(
	(
	
	

	· Statement of cash flows
	
	(
	
	
	

	· Commitments
	
	(
	
	
	

	· Contingencies
	
	(
	
	
	

	· Related party transactions
	
	(
	
	
	

	· Change in estimate
	
	(
	
	
	

	· Prior period error
	
	(
	
	
	

	OTHER MATTERS
	09/10
	10/11
	11/12
	12/13
	13/14

	PREDETERMINED OBJECTIVES
	
	
	
	
	

	· Department of Water Affairs
	(
	(
	(
	(
	(

	· Water Trading Entity
	(
	(
	(
	(
	(

	· Water Research Commission
	
	
	
	(
	(

	COMPLIANCE WITH LAWS AND REGULATIONS
	
	
	
	
	

	· Department of Water Affairs
	(
	(
	(
	(
	(

	· Water Trading Entity
	(
	(
	(
	(
	(

	· Water Research Commission
	
	(
	(
	(
	(

	· Breede-Overberg Catchment Management Agency
	
	
	
	(
	

	

	 
	CLEAN AUDIT OPINION: No findings on PDO and Compliance

	 
	UNQUALIFIED OPINION with findings on PDO and Compliance

	 
	QUALIFIED AUDIT OPINION (with/without findings)

	 
	DISCLAIMER/ADVERSE AUDIT OPINION

	N/A
	New entity


2.1 Qualification paragraph 

DWS, WTE and WRC had modified audit opinions for the 2013/14 financial year. The table below depicts qualification paragraphs as reported in the Audit Reports (for further detailed information, refer to the Audit Reports included in the Annual Reports):
	Entity
	Qualification area
	Root cause
	Recommendation

	DWS
	Commitments 

The Department did not have adequate systems in place to maintain records of Regional Bulk Infrastructure Projects (RBIG) commitments. There were significant differences between amounts disclosed as commitments, for both current and prior year, and the amounts on the supporting documents could not be confirmed as sufficient audit evidence could not provided. 
	· Vacancy in Chief Director SCM position (it was filled at year end)
· Poor record keeping

· Lack of review and monitoring

	· Ensure that all the supporting documents are properly filed for easy access and reference. 

· There must be accountability when information is not provided for audit purposes.
· Ensure that there is daily/weekly/monthly review and monitoring to prevent or detect errors on time. 
· The department must revisit the Commitments population and ensure that the RBIG Commitments are adequately disclosed in the financial statement.

	
	Accruals

The department did not have adequate systems to ensure that the disclosure for RBIG accruals is complete in the notes to the annual financial statements.


	· Vacancy in Chief Director SCM position (it was filled at year end)
· Inadequate checks and balances in the department.
· Inadequate review and monitoring to ensure that all RBIG accruals are recorded.

· Poor record keeping
	· The Department should ensure that the process of collecting, recording and reporting outstanding for RBIG invoices at year end is reviewed and monitored to ensure that the disclosure is complete and accurate.
· The Department should enforce, through regular review and monitoring, the cut off internal controls to ensure that all the RBIG accruals are included in the annual financial statements at year end. 

	
	Immovable tangible capital assets

The department did not have adequate systems in place to maintain records of additions to the buildings and other fixed structures for the current and prior year. Sufficient appropriate audit evidence that management has properly accounted for the additions to the buildings and other fixed structures for the current and prior year could not be obtained due to the status of the accounting records. 
	· Vacancy in Chief Director SCM position (it was filled at year end)

· Poor record keeping.
· Lack of review and monitoring.
· Failure to implement adequate processing controls to ensure that additions and work in progress are accurately recorded.
	· Ensure that there is daily/weekly/monthly review and monitoring to prevent or detect errors on time.
· Implement adequate processing controls to ensure that additions and work in progress are correctly classified to enable the audit trail of the disclosure note.

	WRC
	Trade and other receivables

Sufficient appropriate audit evidence about the trade receivable balance reflected as R45.6 million could not be obtained. Significant differences on debt blances could not be substantiate
	· Lack of monthly debtors’ reconciliations.

· Lack of review and monitoring.

· Failure to implement adequate processing controls to ensure that the balances on debtors are accurately recorded.

	· Ensure that there is daily/weekly/monthly review and monitoring to prevent or detect errors on time.

· Implement adequate processing controls to ensure that balances on debtors are accurately recorded


	WTE
	Revenue and receivables from exchange transactions

The entity did not recognise all revenue relating to water licences which were approved and issued to water users in the current and prior years.  This resulted in the non-billing of these water users and the respective accounts receivables not being recognised.  This was as a result of these licences not being uploaded on the Water Users Allocation and Registration Management System (WARMS).
Consequently I was unable to determine whether any adjustments to sale of water services and trade receivables amounts were necessary.  
	· No business process in place that clearly defines the processing of water use licenses.
· Lack of communication amongst Licensing, WARMS and Finance Divisions.
	· The entity should design and enforce the implementation of a business process regarding the processing of water use licenses.  Communicate this to all staff involved at the regional offices and head office.
· Compile a licence register of all applications and reconcile approved licences to those captured on WARMS on a regular basis.

· Regular interactions amongst all divisions involved in the processing of water use licences.

· Dedicated IT support to track the status of applications and to identify incomplete billing.


3. Key focus areas
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	STATUS LEGEND

	 
	No matters

	 
	Matters that do not affect the audit report

	 
	Matters that affects the audit report


3.1 Supply chain management (SCM)
	Entity
	

Finding
	Root cause
	Recommendation

	DWS
	None existence of bid specification committee at Eastern Cape Regional Office.
Department did not publish the names of the bidders on the website for tenders above the threshold of R500 000.
Quotations sourced from suppliers not listed on the suppliers’ database.
Lack of rotation of prospective suppliers on database.
No Declaration of interest by Departmental Bid Evaluation Committee members.
Tender/Quotation has been evaluated using incorrect preference point system.
Awards to close family members of persons in service of institution without submission of declaration.
Supplier with lowest price quotation were not selected for goods and services and no approved motivation was attached to justify it.
Tenders were awarded to the bidders who quoted the highest price with the lowest points.
Non-adherence to requirements specified in the tender to ensure that the evaluation process is fair and transparent.
Winning bidder did not satisfy all the requirements stated in terms of reference in the bid documentation.
Three quotations not obtained for procurement and reasons for deviation not documented/ approved by the Accounting Officer or delegated official.
No evidence could be obtained to confirm that the tender was advertised in the Government Tender Bulletin and that it was advertised for 21 days.

Procurement process was not followed as three (3) verbal or written quotations were not obtained and reasons for deviation was not documented and approved by the delegated official

Invoice amount paid exceeds the amount as per quotation and no deviation form was attached to the payment
Payments made to suppliers without submitting original tax clearance certificate in contravention of National Treasury Regulations, Paragraph 16A9.1 (d).
Payments not made within 30 days from receipt of invoices in contravention with Treasury Regulation paragraph 8.2.3

	· Vacancy in Chief Director SCM position (it was filled at year end)

· Lack of consequences for poor performance and transgressions.

· Compliance with the requirements of procurement laws and regulations is not enforced through regular review and monitoring. 
· Lack of training of SCM personnel.
· Inadequate controls in contract management.
	· Take necessary actions against employees that incur irregular expenditure.

· Provide training to all SCM personnel to create awareness about SCM laws and regulations.
· Enforce compliance with the requirements of procurement laws and regulations through regular review and monitoring. 
· Use the Financial Misconduct Committee to deal with the transgressors.

· Capacitate the contract management unit. 

· Establish adequate controls over contract management and enforce implementation thereof through regular review and monitoring.

· Use internal audit unit to identify gaps in the internal controls.

	
	
	
	· 

	WTE
	Payments not made to suppliers within 30 days from receipt of invoices as set out in the Treasury Regulations 8.2.3 

Effective and appropriate steps to prevent irregular and fruitless and wasteful expenditure were not taken, as required by section 45(c) of the PFMA
	· Compliance with the requirements of procurement laws and regulations is not enforced through regular review and monitoring. 
· Inadequate systems in place to identify employees of other state institutions doing business with WTE
· Action plan was not implemented as noted in the prior year management report.

· There was inadequate oversight by relevant officials to ensure that personnel understand and comply with PFMA and Treasury Regulations.

· There are inadequate procedures and processes in place to ensure the review of supporting documentation prior to awarding quotations/ bids.


	· Management should enforce compliance with the requirements of the National Treasury through regular review, monitoring (use of checklists) and use of monthly CAATs reports to prevent and detect irregular expenditure

· Regular communication sessions need to take place to ensure all staff understand the National Treasury requirements in relation to procurement

· Adequate checklist and review need to be in place before bids are awarded

	
	Water Trading Entity employees did not declare their interests in suppliers which the entity procured from during the year
	
	

	
	Water Trading Entity did business with a supplier who was a restricted supplier on the National Treasury Database

	
	

	
	Investigations into allegations of financial misconduct against officials were not instituted within 30 days of discovery 


	
	

	WRC
	Procurement process was not followed as three (3) verbal or written quotations were not obtained and reasons for deviation was not documented and approved by the delegated official

Supplier with lowest points were selected for procurement services and no approved motivation was attached to justify it

Competitive bidding was not followed for procurement of service and reasons for the deviation was not documented and approved by the delegated official.
Preference Point system (80/20) not used to evaluation quotations up to R1 000 000
The request for quotations was not documented and the adjudication criteria which includes the preference point system (80/20 or 90/10) was not documented  
	· Lack of consequences for poor performance and transgressions.

· Compliance with the requirements of procurement laws and regulations is not enforced through regular review and monitoring. 
· Lack of training of procurement personnel.
· Inadequate controls in contract management.
	· Take necessary actions against employees that incur irregular expenditure.

· Provide training to all procurement personnel to create awareness about laws and regulations.
· Enforce compliance with the requirements of procurement laws and regulations through regular review and monitoring. 
· Use the Financial Misconduct Committee to deal with the transgressors.

· Capacitate the contract management unit. 

· Establish adequate controls over contract management and enforce implementation thereof through regular review and monitoring.

· Use internal audit unit to identify gaps in the internal controls.




3.2 Predetermined objectives (PDO)
	Entity
	Finding
	Root cause
	Recommendation

	DWS
	Lack of evidence that risk assessment was performed for predetermined objectives. 
In-year changes were made to the APP for 2013/14 which suggests that there was a lack of proper planning 
Some indicators were not well defined and some targets were not specific and measurable (SMART).
Inconsistency in the Acid Mine Drainage (AMD) reports 
Rain water harvesting tanks to support communities could not be physically verified

Individuals could not be verified (Jobs created by RBIG and rainwater harvesting tanks)
There is no consistency between planned and reported indicators and targets

Differences between actual performance reported in the regions quarterly report and the annual report 
Differences between performance reported in the quarterly reports and supporting documents 
Inconsistency in reporting of predetermined objectives (Quarterly report) 
Close-out report/business plan not signed by relevant officials upon completion of the projects
Differences between targets reported in quarterly report and annual report


	· Compliance with the requirements of the National Treasury’s framework is not enforced through regular review and monitoring. 
· Realistic targets were not set during planning stage

· The targets were not verified against the SMART criteria in the FMPPI.

· Proper assessments were not performed on targets and indicators and approval was not documented
· There we no evaluations to reduce the use of targets that do not express the specific nature and level of performance.
· Adequate policies and procedures have not yet been developed to clearly articulate how management will ensure complete, accurate and valid information is reported

· Requested information were not submitted in time for audit purposes

· Clear accountability once policies and procedures have been developed and implemented

· Management not knowledgeable on the requirements of the FMPPI. 

· The department did not have technical indicator descriptions (TIDs) in place that encourage a consistent understanding of the indicators and targets and what evidence to produce to support the reported performance. This was due to a lack of the understanding of the National Treasury requirements by management.
	· Establish adequate mechanisms to enforce regular review and monitoring 

· Targets in planning stage should be realistic to avoid amendments

· The targets and indicators set must be independently examined against the SMART criteria to ensure that targets express the specific nature and level of performance the department aims to achieve within the predetermined period.

· Corporate Planning must ensure that there are documented policies and procedures for performance management to ensure compliance with the PFMA and Framework for Managing Programme Performance Information (FMPPI). Management also need to be trained on the requirements of the FMPPI.

· Clear accountability need to be assigned to staff and build into their performance agreements

· The indicators must be well-defined in the technical indicator descriptions.
· Training should be provided to management to ensure they understand and can apply the FMPPI in relation to setting of indicators and targets.
· Proper record keeping should be implemented to ensure that all supporting documents are complete, relevant, accurate and available.


	WTE
	Reasons provided by management for non-achievement of planned targets disclosed in the annual performance report are inadequate

Performance targets are not specific and measurable and performance indicators are not well defined and verifiable (SMART)
No formally documented standard operating procedures for performance management in contravention of paragraph 5.2 of the Framework for Managing Programme Performance Information.

Information reported in the performance report are not reliable

Percentage of completion of project plan of Clan William Dam Wall was incorrectly reported as achievement and sufficient and appropriate audit evidence to substantiate the target achieved could not be obtained.
	· Compliance with the requirements of the National Treasury’s framework is not enforced through regular review and monitoring
· Director: Monitoring and evaluation - corporate planning did not encourage achievement of set targets & obtained adequate reasons for non-achievement of planned targets

· Director: Corporate Planning did not ensure that the targets meet the SMART criteria and that the targets are measurable to ensure that data will be collected consistently to enable the users to track performance.

· Programme managers did not develop sops on how to manage relevant indicator
	· Establish adequate mechanisms to enforce regular review and monitoring 
· Management should provide adequate reasons for targets not achieved to enable parliament and the public to track performance and to hold the Water Trading Entity accountable
· Director: Corporate Planning should ensure that the Water Trading Entity sets key performance indicators that are properly explained and are verifiable, that source documents have been clearly identified, how evidence will be gathered are explained and year-end procedures must be conducted to ensure that information reported in the annual performance report have been supported with adequate documentations.

· Programme managers must ensure that there are documented policies and procedures for performance management to ensure compliance with the PFMA and Framework for Managing Programme Performance Information. Corporate planning should support programme managers on how to manage indicators.

	WRC
	Some indicators were not well defined and some targets were not specific and measurable (SMART).

The Annual Performance Plan (APP) does not have the Technical Indicator Descriptions (TID)
Deficiencies identified on the Performance information policy and procedures

	· The targets were not verified against the SMART criteria in the FMPPI.

· Entity did not define and communicate the technical indicator descriptions and ensure that they are included in the APP

	· The targets and indicators set must be independently examined against the SMART criteria to ensure that targets express the specific nature and level of performance the department aims to achieve within the predetermined period.

· The entity should define and communicate the technical indicator descriptions and all information that needs to be collected to facilitate the consistency of actual performance information, and ensure that they are included in the APP


3.3 Human resources


	Entity
	Finding
	Root cause
	Recommendation

	DWS
	Payroll certificate signed after payment was made and not returned to CFO within ten days of certifying, in contravention of Treasury Regulations 8.3.4

Background checks were not performed on appointed employees

Approval of remunerative work outside DWA’s employment were not obtained

Vacant posts not advertised within 6 months after becoming vacant and filled within 12 months in contravention of Public Service Regulations.
Employee acting in a higher position for more than 6 (six) months

	· The Regional Payroll Manager did not ensure that the policies and procedure regarding payroll certification are implemented and monitored for compliance.
· Department did not ensure that background checks are performed before appointment is finalized
· The department did not ensure that all the employees adhere to Public Service Act
· Lack of adequate controls to ensure that vacant posts are filled within 12 months
· The new organisational structure has been reviewed but not yet implemented resulting in key posts still being vacant.
	· The Regional Payroll manager should ensure that payroll report is certified on/before the payment date in order to identify any possible error in the report.

· The Regional Payroll manager should exercise oversight responsibility over the returning and certifying of payroll reports to ensure compliance with Treasury Regulation 8.3.5

· Provide training to all HR personnel to create awareness about HR laws and regulations
· Enforce compliance with the requirement of laws and regulations through regular review and monitoring

· Establish adequate controls over human resource issues and enforce implementation thereof through regular review and monitoring

· Adequate controls should be put in place to ensure compliance

· Leadership need implement the new organisational structure to ensure that key posts are filled on a timely basis.



	WTE
	Control deficiencies identified in the administration of leave

Log sheets not signed by both employee and the supervisor as proof of review of hours worked
Sick leave captured on PERSAL in excess of sick leave as per the relevant medical certificate
Performance bonus calculated at the incorrect Notch
Incapacity leave approval not within five working days of receipt of application
Service bonus paid to employees was in excess of what they actually were entitled to
Employee did not have a complete and signed employment contract
Overtime was not correctly captured on the system
Non Existence of the Health Risk Managers Statement on employees applying for incapacity leave
Incapacity leave taken without following the prescribed procedure 
Discrepancies identified in vacation leave:

· Leave not captured after 30 working days

· Leave taken prior to authorization

· Leave not captured on the system

Camping allowance was paid in excess of the period of six months 
Funded vacant posts were not advertised for a period exceeding six months, Service Regulation 1/VII/C.1A.
	· Lack of adequate controls to ensure that vacant posts are filled within 12 months
· The department did not ensure that all the employees adhere to Public Service Act
· No regular review and monitoring to ensure compliance with the required legislation

	· Enforce compliance with the requirement of laws and regulations through regular review and monitoring

· Establish adequate controls over human resource issues and enforce implementation thereof through regular review and monitoring

· Leadership need implement the organisational structure to ensure that key posts are filled on a timely basis.



3.4 Information technology controls

	Entity
	Finding
	Root cause
	Recommendation

	DWS
	Information Technology Security Management:

The internal vulnerability assessment revealed that the patch management controls were not operating effectively
The firewall assessment revealed all domain administrators had access to the firewall.

The router assessment revealed that a secure configuration standard was not available and was not used to configure the router as a result the router was not configured in a restrictive manner.
	· The weaknesses could be ascribed to the lack of expertise and skills within the department to ensure that the minimum security requirements were documented in policies, standards and procedures. 

.
	· Management should ensure that skilled personnel is appointed to ensure that policies, standards and procedures are developed and approved, implemented and monitored for compliance. Existing policies should be updated to be in line with the current status of the network environment.

	
	User access management:

Weaknesses in user access controls - Unauthorised access could be gained to the applications at the Department of Water Affairs

	· A documented and formalised process for the monitoring of system controllers’ activities was not in place.

· Lack of a documented and formalised process to inform the system controller of users whose access rights should be terminated.

· The lack of proper monitoring controls could be ascribed to the fact that a formal process had not been established for dealing with the review of the departmental system controller’s activities.


	· An appropriately skilled individual should be tasked with the responsibility of documenting a formal process that deals with the monitoring of the system controller’s activities. 

Regular, independent reviews should be undertaken to ensure that all user ID maintenance activities performed by the system controllers relate to valid and approved user ID requests.

· Management should ensure that the controls and processes followed for the termination of users’ access rights are formally documented, approved and implemented. This would ensure the timeous termination of user access rights that are no longer required.

· Regular, independent reviews should be undertaken to ensure that all user ID maintenance activities performed by the LOGIS departmental system controller relate to valid and approved user ID requests.



	
	Information Technology Service Continuity: 

DWS will not be able to recover critical data timeously in the event of a disaster
	· The lack of proper monitoring controls could be ascribed to the fact that a formal process had not been established for dealing with the review of the departmental system controller’s activities
	· Management should ensure that the business continuity management strategy and policy document is implemented and that an appropriately skilled official is tasked with ensuring that a comprehensive DRP document is established, approved and implemented. 

	WTE
	Weaknesses in Security Management 

· The WARMS database and operating system assessment indicated 
· The interest rate has been set to zero for all customer account groups and therefore the system does not calculate interest on overdue customer accounts. 


	· The weaknesses could be ascribed to the lack of expertise and skills within the department to ensure that the minimum security requirements were documented in policies, standards and procedures.


	· Management should ensure that skilled personnel is appointed to ensure that policies, standards and procedures are developed and approved, implemented and monitored for compliance. Existing policies should be updated to be in line with the current status of the network environment.

	
	Weaknesses in user access control

Controls were not adequately designed to ensure:

· That the activities of the departmental system controller on the personnel and salary system (PERSAL) were not reviewed by an independent person.

· That the activities of the system controllers on the WARMS system with regard to user ID maintenance and the allocation of functions/access rights to users were not reviewed by an independent person, this was reported previously.

· That the officials that were registered as users on the ACCSYS application system were not assigned user IDs that were linked to former salaried contractors who had left the employ of the department.  

· That the activities of the administrators on the ACCSYS system with regard to user ID maintenance and the allocation of functions/access rights to users were reviewed by an independent person. 

· That a user on the ACCSYS system was authenticated on the operating system before gaining access on the application.

· The process followed for password resets on the WARMS system did not operate effectively in Gauteng and Mpumalanga regional offices.
	· That the activities of the departmental system controller on the personnel and salary system (PERSAL) were not reviewed by an independent person.

· Although a comprehensive audit was performed at the Breede Overberg Catchment Agency (BOCMA) to review users’ access rights on the Water Use Authorisation and Registration Management System (WARMS), this control had not been designed at head office or at the regional offices.

· That the activities of the system controllers on the WARMS system with regard to user ID maintenance and the allocation of functions/access rights to users were not reviewed by an independent person, this was reported previously.

· That the officials that were registered as users on the ACCSYS application system were not assigned user IDs that were linked to former salaried contractors who had left the employ of the department.  

· That the activities of the administrators on the ACCSYS system with regard to user ID maintenance and the allocation of functions/access rights to users were reviewed by an independent person. 

· That a user on the ACCSYS system was authenticated on the operating system before gaining access on the application.

· The process followed for password resets on the WARMS system did not operate effectively in Gauteng and Mpumalanga regional offices.


	· The activities of PERSAL system controllers were not reviewed as a documented and formalised process had not been established for the monitoring of activities.

· Due to the lack of resources and capacity the WARMS users’ access rights and the activities of the WARMS system controllers were not reviewed.

· The lack of proper user ID maintenance on the ACCSYS application system was due to the fact that the application itself did not allow for a user to be created without also adding that user to the ACCSYS payroll. 

· The lack of proper monitoring controls on ACCSYS could be attributed to the lack of a documented and formalised process dealing with the review of access rights and the monitoring of activities.

· The lack of proper authentication controls on the ACCSYS application could be attributed to a lack of management awareness that authentication on operating system level was necessary as the application was a standalone system.

· The password resetting process did not operate effectively due to non-compliance with the requirements set out in paragraph 4.3 of the Procedure to create and maintain users on WARMS.



	
	Weaknesses in information technology service continuity
· Controls were not adequately designed to ensure:

· That the established and approved business continuity management strategy and policy document was implemented. Moreover, as previously reported, a comprehensive disaster recovery plan (DRP) had not been established.

· Although a backup procedure for ACCSYS is incorporated in the user account management procedure document, this procedure does not relate to the backup processes followed at Construction North. Furthermore, the usability of backups was not periodically tested by means of restore procedures.
	· Lack of an approved BCP and DRP could be attributed to the lack of expertise and skills within the department.

· Informalised backup standards and procedures.
	· A comprehensive DRP document should be formally established, approved and implemented.

· The backup procedure document should be amended and updated to suit the needs of the entity.

	
	Weaknesses in information technology governance
Controls were not adequately designed to ensure:

· That IT job descriptions had been formally approved and established as reported previously.

· That a comprehensive IT risk assessment had been performed for the 2013-14 financial year.


	· The lack of approved and implemented IT job descriptions was due to a lack of communication within the department between human resources (HR) and IT. As a result, the responsibility and accountability for formally drafting and implementing IT job descriptions had not been assigned to a particular official.

· The lack of a comprehensive IT risk assessment could be attributed to a shortage of human resources within the IT division.


	· A process should be put in place to ensure better communication between HR inform IT.  An appropriately skilled/competent staff member should be identified and assigned the task of ensuring that IT job descriptions that are specific to each position are defined on the organisational structure. Furthermore, these job descriptions should be formally approved and implemented and should be revised on an annual basis.

· Management should ensure that a skilled staff member is identified to perform a comprehensive IT risk assessment for the department to ensure that IT risks would be recorded and managed appropriately and timely by management. This document should be updated regularly and processes should be put in place to ensure that management can monitor the progress made with regard to implementing mitigating controls to address the risks identified.



3.5 Material errors/ommissions in submitted AFS

	Entity
	Finding
	Root cause
	Recommendation

	DWS & WTE
	Material misstatements identified by the auditors in the submitted financial statements were not adequately corrected and the supporting records could not be provided, with the result that financial statements received a qualified audit opinion.
	· Refer to the root causes in relation to the qualification paragraphs in section 2 above.
	· Refer to the recommendations in relation to the qualification paragraphs in section 2 above.

	WRC
	The financial statements submitted for auditing were not prepared in accordance with the prescribed financial reporting framework  as required by section 55(1) ((a) and) (b) of the Public Finance Management Act (PFMA), Act No. 1 of 1999.


	· The financial statements were not adequately reviewed for accuracy and completeness prior to submission for auditing purposes.
	· The financial statements must be reviewed adequately for accuracy and completeness before submission thereof for auditing purposes.




4. Other  non-compliance
4.1 Internal Audit

	Entity
	Finding
	Root cause
	Recommendation

	DWS
	External Quality assurance review of the Internal audit activities not conducted in more than 5 (five) years
	Chief Director: IA did not ensure that the external quality review is undertaken.
	Chief Director: IA should ensure that the external quality review is undertaken as prescribed in the standards of the Institure of Interal Auditors.

	WTE
	The Internal audit unit not adequately structured to serve both Main Exchequer account and Water Trading Entity.


	Although WTE has a shared internal audit division with the Main Exchequer Account, The division did not have adequate personnel to carry out its mandate and as a result the internal audit function is not effective as it did not substantially fulfil its responsibilities for the year as set out in Treasury Regulations 3.2.


	The Accounting Officer should ensure that the internal audit function has sufficient resources to implement its plans by appointing more staff with the required skills that are more focused to the Water Trading Entity.


5. Drivers of internal controls
The table below only focused on DWS, WRC and WTE:
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	Drivers of internal control

	Entity
	Leadership
	Financial & performance management
	Governance

	
	Effective leadership culture
	Oversight responsibility
	HR management
	Policies and procedures
	Action plans
	IT governance
	Proper record keeping
	Processing and reconciling controls
	Reporting
	Compliance
	IT systems controls
	Risk management
	Internal audit
	Audit committee

	Department of Water and Sanitation
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Water Research Commission 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Water Trading Entity
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Trans-Caledon Tunnel Authority
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Inkomati Catchment Management Agency
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Breede-Overberg Catchment Management Agency
	
	
	
	
	
	
	
	
	
	
	
	
	
	


6. Other matters of interest 

(a)
Unauthorised expenditure: 

No unauthorised expenditure incurred by the department. 
(b)
Fruitless and wasteful expenditure: 


	Auditee
	Fruitless and Wasteful expenditure

	
	Movement
	Amount
R
2014
	Amount
R
2013

	1
	Department of Water Affairs

	 SHAPE  \* MERGEFORMAT 



	R 1 702 000
	R 1 707 000


	2
	Water Trading Entity 

	 SHAPE  \* MERGEFORMAT 



	R18 828 000
	R458 000


	3
	Water Research Commission
	
	R0
	R0

	4
	Trans- Caledon Tunnel Authority
	
	R61 438
	R0

	5
	Inkomati Catchment Management Agency
	
	R0
	R0

	6
	Breede-Overberg Catchment Management Agency
	
	R0
	R0


(c) Irregular expenditure:
	Auditee
	Irregular expenditure

	
	Movement
	Amount
R 
2014
	Amount
R 
2013

	1
	Department of Water Affairs

 (refer to section 3.1)
	 SHAPE  \* MERGEFORMAT 



	15 205 000
	13 674 000

	2
	Water Trading Entity 
(refer to section 3.1)
	 SHAPE  \* MERGEFORMAT 



	30 232 000
	51 040 000

	`
	Water Research Commission

 (refer to section 3.1)
	 SHAPE  \* MERGEFORMAT 



	670 573
	1 819 512

	4
	Trans- Caledon Tunnel Authority
	 SHAPE  \* MERGEFORMAT 



	4 933 000
	1 740 907

	5
	Inkomati Catchment Management Agency
	
	0
	R0

	6
	Breede-Overberg Catchment Management Agency
	
	0
	R0


7. Commitment 

The following was committed by the Minister for the 2013/14 financial year:
	Focus Area
	Commitment
	Status

	Action plan to address the department’s structural challenges
	Provide HR implementation plan once DPSA consultation has been finalised.
	In progress, HR plan has been approved but should still be implemented. This action plan was affected by the introduction of the Sanitation function into the department.

	Risk assessment
	The focus areas of the Risk assessment will be discussed by Top Management and monitored by the Audit Committee.


	In progress, the Risk assessment is closely monitored by the Audit Committee. 

	To ensure that the department achieves its mandate
	To provide a BPRC implementation plan with milestones.
	Achieved, BPRC implementation plan with milestones were presented to Portfolio Committee in April 2013.

	Vacancy in key management personnel
	Monitor continuation when WTE CFO is appointed.
	Achieved, The CFO was appointment. The Accounting officer continues with the monitoring.


8. Combined Assurance on Risk Management
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9. Other reports
DWS and WTE
Investigations in progress
Several investigations are being conducted at the request of the accounting officer and /or the minister arising from allegations against officials of the department. The investigations resulted in recommendations for disciplinary and/ or criminal proceedings to be instituted against the department officials concerned.
The Director-General (DWS) was suspended in March 2013 and the disciplinary process is still on-going.
PC 
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