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1. Introduction
1.1
Reputation promise of the Auditor-General of South Africa

The Auditor-General has a constitutional mandate and, as the Supreme Audit Institution (SAI) of South Africa, it exists to strengthen our country’s democracy by enabling oversight, accountability and governance in the public sector through auditing, thereby building public confidence.
1.2
Purpose of document 

The purpose of this briefing document is for the Auditor-General of South Africa (AGSA) to provide an overview of the audit outcomes and other findings in respect of the Department of Justice and Constitutional Development and its entities for the 2012/13 financial year. 
1.3
Overview
The department’s constitutional mandate is twofold, namely, to provide a framework for the effective and efficient administration of justice, and to promote constitutional development of legislation and the implementation of programmes that seek to sustain constitutionalism, provide an enabling environment for the judiciary and constitutional institutions to exercise their powers and functions freely and independently, and the implementation of programmes to deepen and nurture our constitutional democracy. 

The department, in dealing with its mandate to uphold and protect the Constitution and the rule of law, is in particular responsible for overseeing the administration of justice in the interests of a safer and more secure South Africa. 

The core functions of the department are centred around ensuring equitable access to justice services; protecting and promoting the rights of children, women, the aged and people with (physical and mental) disabilities; improving the efficiency of the courts; developing legislation and promoting the Constitution; administering deceased and insolvent estates and the administration of the Guardian’s Fund; providing prosecution and legal aid services through the National Prosecuting Authority (NPA) and Legal Aid South Africa (LASA); and protecting the organs of state from damaging litigation. 

In addition the department leads the coordination of the Justice, Crime Prevention and Security (JCPS) cluster. The department consolidates and coordinates the activities of the different national departments and other agencies in the fight against crime and antisocial behaviour. 

The department is administratively accountable for ensuring the independence and support of its entities and also the administration of various funds, namely, the National Prosecuting Authority, Legal Aid South Africa, and the Special Investigating Unit and the constitutional institutions such as the South African Human Rights Commission and the Public Protector South Africa, and the administration of the Represented Political Parties’ Fund, the President’s Fund, Third Party Funds, the Criminal Assets Recovery Account (CARA) and the Guardian’s Fund.
Vision

A transformed and accessible justice system which promotes and protects social justice and the rule of law.
Mission 
To provide transparent, responsive and accountable justice services for all.
Strategic goals
· Increased accountability , effectiveness and efficiency of the Department of Justice and Constitutional Development

· Improved effectiveness and efficiency in the delivery of justice services

· Transformed legal services to protect and advance the interests of government and citizens and promote constitutional development
· Effective leadership of the Justice Crime Prevention and Security Cluster in the delivery of Outcome 3 (all people are and feel safe).
1.4
Organisational structure 









1.5
Funding

The department is primarily funded through funds appropriated in terms of the annual Appropriation Act (and the Adjustments Appropriation Act), the final appropriation for the 2012/13 financial year amounted to R10,2 billion (excluding statutory appropriation for remuneration of judges and magistrates and the NPA) (2011/12: R9 billion).
2. Audit opinion history

	Audit opinions
	08/09
	09/10
	10/11
	11/12
	12/13

	Department of Justice and Constitutional Development
	
	
	
	
	

	National Prosecuting Authority
	
	
	
	
	

	Criminal Assets Recovery Account
	
	
	
	
	

	Guardian’s Fund
	
	
	
	
	

	Special Investigating Unit
	
	
	
	
	

	Legal Aid South Africa
	
	
	
	
	

	Public Protector South Africa
	
	
	
	
	

	President’s Fund
	
	
	
	
	

	South African Human Rights Commission
	
	
	
	
	

	Qualification areas
	
	
	
	
	

	Department of Justice and Constitutional Development
	
	
	
	
	

	· Departmental revenue
	X
	X
	X
	X
	

	· Contingent liabilities
	X
	X
	X
	X
	

	· Receivables for departmental revenue
	X
	X
	X
	X
	

	· Provisions
	
	
	X
	X
	

	· Employee benefits
	X
	
	
	
	

	· Finance lease commitments 
	X
	
	
	
	

	· Irregular expenditure condoned
	X
	X
	X
	
	

	· Capital and minor assets
	X
	
	
	
	

	National Prosecuting Authority
	
	
	
	
	

	· Movable tangible capital assets
	X
	X
	
	
	

	· Intangible capital assets
	X
	
	
	
	

	· Immovable tangible capital assets
	X
	
	
	
	

	· Employee benefits
	X
	X
	
	
	

	· Prepayments and advances
	X
	X
	
	
	

	· Finance lease expenditure
	X
	
	
	
	

	· Cash and cash equivalents
	X
	
	
	
	

	· Irregular expenditure
	X
	X
	
	
	

	· Fruitless and wasteful expenditure
	X
	X
	
	
	

	Criminal Assets Recovery Account
	
	
	
	
	

	Guardian’s Fund
	
	
	
	
	

	Special Investigating Unit
	
	
	
	
	

	Legal Aid South Africa
	
	
	
	
	

	Public Protector South Africa
	
	
	
	
	

	· Property, plant and equipment
	X
	
	
	
	

	President’s Fund
	
	
	
	
	

	South African Human Rights Commission
	
	
	
	
	

	· Payables
	
	
	
	
	   X

	· Property, plant and equipment
	
	
	
	
	   X

	Predetermined objectives
	
	
	
	
	

	Department of Justice and Constitutional Development
	X
	X
	X
	
	

	National Prosecuting Authority
	X
	X
	
	
	

	Criminal Assets Recovery Account
	
	
	
	
	

	Guardian’s Fund
	
	
	
	
	

	Special Investigating Unit
	X
	
	X
	X
	X

	Legal Aid South Africa
	
	
	
	
	

	Public Protector South Africa
	X
	X
	X
	
	

	President’s Fund
	
	X
	
	
	

	South African Human Rights Commission
	X
	X
	X
	
	

	Compliance
	
	
	
	
	

	Department of Justice and Constitutional Development
	X
	X
	X
	X
	X

	National Prosecuting Authority
	
	X
	X
	X
	

	Criminal Assets Recovery Account
	
	
	
	X
	

	Guardian’s Fund
	
	
	
	X
	

	Special Investigating Unit
	X
	X
	X
	X
	X

	Legal Aid South Africa
	
	
	
	X
	

	Public Protector South Africa
	
	X
	X
	X
	X

	President’s Fund
	
	
	
	
	

	South African Human Rights Commission
	
	
	
	X
	X

	AUDIT OPINION


	
	CLEAN AUDIT OPINION: No findings on PDO and Compliance

	
	UNQUALIFIED with findings on PDO and Compliance

	
	QUALIFIED AUDIT OPINION (with/without findings)

	
	DISCLAIMER/ADVERSE AUDIT OPINION

	


Third Party Funds (TPF)

Financial statements for TPF were received for all the years until 2012/13 (with the exception of 2008/09 and 2009/10 which was a management decision, due to the history of non submissions in the past) . All audits were concluded and the department has been notified that all reports must be tabled in Parliament as a matter of urgency.
3. Qualification paragraphs
South African Human Rights Commission 
The qualification relating to SA Human Rights Commission relates to accounting system changes which were not adequately managed resulting in misstatements identified in the areas of accounts payables and inadeqaute controls over property, plant and equipment. The in-year controls were ineffective in ensuring correct capturing of transactions and creditors’ reconciliations as well as ensuring the correctness of the fixed assets register. 
4. Key focus areas
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4.1 Supply chain management 

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Justice and Constitutional Development
	The accounting officer did not take effective steps to prevent irregular and fruitless and wasteful expenditure, as required by section 38(1) (c) (ii) of the Public Finance Management Act and Treasury Regulation 9.1.1.
	Reviewing and monitoring of compliance with applicable laws and regulations was not performed which resulted in the procurement process not being followed.
	Management should ensure that the prescribed processes are complied with and disciplinary steps are taken where necessary.

	
	Effective and appropriate disciplinary steps were not taken against officials who made and/or permitted irregular expenditure and fruitless and wasteful expenditure, as required by section 38(1) (h) (iii) of the Public Finance Management Act and Treasury Regulation 9.1.3.
	
	

	Special Investigating Unit
	Goods and services with a transaction value below R500 000 were procured without obtaining the required price quotations, as required by Treasury Regulation 16A6.1.
	Management did not adequately review and monitor compliance with applicable laws and regulations.


	Procurement of goods and services between R10 000 and R500 000 (VAT included) must be done by inviting written price quotations. 

SIU should consider compiling a checklist of the requirements from the SCM regulations to assist procuring officials with compliance with the relevant SCM prescripts.  This checklist must be a cover page for each procurement. The procuring officials should tick off the relevant requirements and sign off (with date of signature) as evidence that all requirements were met prior to finalisation of procurement. 

	
	The accounting authority did not take effective steps to prevent irregular expenditure and fruitless and wasteful expenditure, as required by section 51(1) (b) (ii) of the PFMA.


	
	

	Public Protector South Africa
	Goods and services with a transaction value of above R30 000 were procured without obtaining original valid tax clearance certificates as per the requirements of Treasury Regulation 16A 9.1(d) and Practice Note 8 of 2007/08.
	Reviewing and monitoring of compliance with applicable laws and regulations was not performed which resulted in the procurement process not being followed.
	Management should ensure that the prescribed processes are complied with and disciplinary steps are taken where necessary.

	
	The accounting officer did not take reasonable steps to prevent irregular expenditure and fruitless and wasteful expenditure, as required by section sections 38(1) (c) (ii) of the PFMA.
	
	

	South African Human Rights Commission
	Goods and services with a transaction value below R500 000 were procured without obtaining the required price quotations, as required by Treasury Regulation 16A6.1.
	Management did not regularly review and monitor compliance with laws and regulations on supply chain management.

Inadequate training to SCM officials to ensure familiarity with SCM regulations.


	Supply chain management regulations should be followed for procurement of goods and services.

SCM officials must be trained and the entity must be familiar with all the latest developments in regulations to ensure total compliance.



	
	The accounting officer did not take effective steps to prevent irregular and fruitless and wasteful expenditure, as required by section 38(1) (c) (ii) of the Public Finance Management Act and Treasury Regulation 9.1.1.
	
	

	Criminal Assets Recovery Account
	No matters reported
	
	

	Guardian’s Fund
	No matters reported
	
	

	National Prosecuting Authority
	No matters reported
	
	

	President’s Fund
	No matters reported
	
	

	Legal Aid South Africa
	No matters reported
	
	


4.2 Strategic planning and performance
	Entity
	Finding
	Root Cause
	Recommendation

	Special Investigating Unit
	The accounting authority did not submit the proposed strategic plan to the executive authority timeously for approval as required by Treasury Regulation 30.1.1.


	Management did not adequately review and monitor compliance with applicable laws and regulations.


	The strategic plan should be submitted annually as required by Treasury Regulation 30.

A list of laws and regulations applicable to the SIU should be identified; thereafter a schedule of all financial statement and other key legislative requirements for each Act or Regulation should be compiled indicating legislative deadlines where applicable. The schedule should indicate the responsible person/(s) for each item. 

SIU should report on compliance on a regular basis to EXCO and the audit committee.

	
	The strategic plan of the entity did not include the key performance measures for assessing the entity's performance in delivering the desired outcomes and objectives as required by Treasury Regulation 30.1.3(d).
	
	Management must ensure that all planned objectives, indicators and targets are included in the strategic plan and annual performance plan and that is approved by the executive authority.


4.3 Predetermined objectives

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Justice and Constitutional Development
	Material misstatements in the annual performance report were identified during the audit, all of which were corrected by management. 


	This was as a result of the institution not adequately monitoring performance against predetermined targets on an ongoing basis to take appropriate steps timeously in ensuring achievement of targets.

Action plans are inadequate or not implemented correctly to address prior year matters reported

	Performance against predetermined objectives should be monitored on a quarterly basis and compared to actual supporting documentation to ensure validity of actual achievements. Achievements of targets should be monitored continuously throughout the year to ensure achievement of financial and performance results and targets.

	
	Of the total number of 55 targets planned for the year, 31 of targets were not achieved during the year under review. This represents 56% of total planned targets that were not achieved during the year under review. Further details on the extent and reasons for deviations between planned targets and actual performance is set out in the annual performance report.


	
	

	Special Investigating Unit
	A total of 57% of targets not achieved, had no explanations of the reasons for variances between planned and actual achievements reported in the annual performance report as required per the National Treasury annual report preparation guide
	Management did not adequately exercise oversight responsibility regarding financial and performance reporting and compliance and related internal controls. 

This was mainly due to the fact that indicators and targets were not suitably developed during the strategic planning process.


	Management must ensure that:

The annual performance report contains reasons for variances between planned and actual achievement as required by National Treasury’s Annual report preparation guide.

Adequate policies and procedures pertaining to the collecting, processing and reporting of performance information should be documented and communicated.

Management must ensure that;

All planned objectives, indicators and targets are included in the strategic plan and annual performance plan that is approved by the executive authority.

Planned performance information is consistent with reported information.

Key objectives should be prioritised in the strategic plan to ensure proper focus on delivery.

Achievements of targets should be monitored continuously throughout the year to ensure achievement of financial and performance results and targets.


	
	Treasury Regulation 30.1.3(g) requires that the strategic plan should form the basis for the annual report, therefore requiring consistency of objectives, indicators and targets between planning and reporting documents. A total of 47% of the reported indicators are not consistent with the indicators as per the approved strategic plan. This is due to the lack of adequate monitoring of compliance with laws and regulations
	
	

	
	Treasury Regulation 30.1.3(g) requires that the strategic plan should form the basis for the annual report, therefore requiring consistency of objectives, indicators and targets between planning and reporting documents. A total of 41% of the reported targets are not consistent with the targets as per the approved strategic plan. This is due to the lack of adequate monitoring of compliance with laws and regulations. 


	
	

	
	Of the total number of nine targets planned for the year, two were not achieved during the year under review. This represents 22% of total planned targets that were not achieved during the year under review. This was mainly due to the fact that indicators and targets were not suitably developed during the strategic planning process.

	
	

	 Public Protector South Africa
	Of the total number of 78 targets planned for the year, 21 of the targets were not achieved during the year under review. This represents 26% of total planned targets that were not achieved during the year under review.
	This was due to targets not being suitably developed during the strategic planning process.
	Key objectives should be prioritised in the strategic plan to ensure proper focus on delivery.

Achievements of targets should be monitored continuously throughout the year to ensure achievement of financial and performance results and targets.

	
	Material misstatements in the annual performance report were identified during the audit, all of which were corrected by management. 
	
	

	South African Human Rights Commission


	No matters  reported
	
	

	Criminal Assets Recovery Account
	Not required to prepare a report
	
	

	Guardian’s Fund
	Not required to prepare a report
	
	

	National Prosecuting Authority
	Of the total number of 40 targets planned for the year, 22 of targets were not achieved during the year under review. This represents 55% of total planned targets that were not achieved during the year under review. 
	This was mainly due to the fact that indicators and targets were not suitably developed during the strategic planning process.


	Performance against predetermined objectives should be monitored on a quarterly basis and compared to actual supporting documentation to ensure validity of actual achievements. Achievements of targets should be monitored continuously throughout the year to ensure achievement of financial and performance results and targets.

	President’s Fund
	Not required to prepare a report
	
	

	Legal Aid South Africa
	No matters reported
	
	


4.4 Asset management

	Entity
	Finding
	Root Cause
	Recommendation

	South African Human Rights Commission
	Proper control systems to safeguard and maintain assets were not implemented, as required by section 38(1) (d) of the PFMA and TR 10.1.1(a).


	Ineffective in year controls to ensure accuracy of fixed assets register.
	Quarterly asset verifications with detailed report should be submitted to the accounting officer to confirm accuracy and completeness of asset register.


4.5 Human resources management

There were no matters reported for any of the entities.
4.6 Information technology controls

	Entity
	Finding 
	Root Cause
	Recommendation

	Department of Justice and Constitutional Development
	The system administrators’ activities were not monitored on Justice Yellow Pages (JYP) and Integrated Case Management System (ICMS). In addition the user access management policy does not make provision for the review.
· Management has adequately implemented user access management processes on BAS. However it was noted that the formally documented and approved BAS user access management procedure was inadequately as it omitted the process to for periodic review of employees’ current access and privileges. 

The lack of formally documented processes for the review of user access may result in users having access and privileges not in line with their job responsibilities due to inconsistencies in the review process which may compromise the integrity of data due to unauthorised activities. 


	Management is aware of the finding however they took a decision to revise user access management policies and processes after the approval of the IT governance framework on 31 March 2013, as per management commitment. 


	The Head: Information Systems Management should consider reviewing and updating the security management procedure manual to ensure that it includes the process to periodically review activities of system administrator/controllers and also ensure compliance thereof. 

Furthermore the Head: Information Systems Management should ensure that all ICT policies are in line with the approved IT Governance framework



	Special Investigating Unit
	An IT Continuity Plan designed to reduce the impact of a major disruption on key business functions and processes and a Disaster Recovery Plan (DRP) for recovering and resuming services have been developed but not yet approved.

In the event of a disruption/ disaster the organisation might not be able to recover critical systems within an appropriate time frame and systems might consequently be unavailable for a lengthy period.

	Lack of IT staff capacity to assign specific roles and responsibilities.


	An assessment should be made of the time required to replace hardware and software to resume normal processing after a disaster. The users, who would need to develop their own operating strategies until such time as normal processing could be resumed, should identify all critical systems. The DRP should be reviewed and approved. Adequate provision should be made in the IT Continuity Plan and DRP to cover all possible disasters. The IT Continuity Plan and DRP should be tested on a regular basis and be updated as necessitated by circumstances. A copy of the IT Continuity Plan and DRP should also be retained off site. 
Management should ensure that the backup and retention strategy is formally approved and implemented in line with contractual, legal, regulatory and business requirements.



	
	A backup and retention strategy that determines the types of information to be backed-up, backup cycles and methods for backing up data and systems, together with the period it should be retained, has been developed but not approved.

In the event of restoration of data and systems the organisation might not be able to recover the correct data and systems for specific periods.


	
	

	
	Vendors had unmonitored access to the Navision and Legal Suite systems.

Vendors may make unauthorised changes to the systems. 
	Human resource management

Insufficient capacity within the IT department to monitor the vendors.


	When services of contractors are operating in the live environment it should be ensured that their activities are monitored.



	Public Protector South Africa
	Some key details such as definition of responsibilities of Disaster Recovery (DR) team and contact details, plan maintenance and testing and post recovery review, etc have not been given attention to in the disaster recovery strategy document.

There has not been a formal DR testing at the PPSA environment.

Without a comprehensive, effective and tested Disaster Recovery Plan (DRP), there is a risk that should an event occurs that renders unavailable all or part of the information technology services, PPSA might not be able to reinstate critical IT services within an acceptable or defined period of time. The unsuccessful recovery of information could result in a loss of funds, the breakdown of operational functions and a loss of business reputation. These matters were also reported in the previous financial period.


	Lack of oversight by the Chief Information Technology Officer as he did not adequately design and implement adequate IT service continuity controls to address 2011/12 AGSA findings. 

	The PPSA is encouraged to design an effective DRP to mitigate the risk of being unable to get back to normal operations subsequent to a disaster or major disruptions. The DRP should include the following:

· Disaster recovery team members, contact details and responsibilities
· Plan for IT disaster recovery.
· Priority of systems to be recovered and time frames for recovery 
· Procedure for Installation and testing equipment  
· Regular update and review up to the point of the disaster 
· DRP testing
· Post-recovery testing 
· Disaster recovery team members, contact details and responsibilities

This should be implemented by 31 December 2013.


	
	No evidence exist that access request forms were completed for users of PPSA’s Great Plains system as well changes in user profiles and passwords re-sets.
No formalised process in place to guide the process of user creation activities and monitoring of user access violation as well as the review of user access activities on the network level.
If the user access activities with all violations are not regularly reviewed, there is a possibility of compromise on the systems as vulnerabilities could be easily exploited without prompt discovery. These matters were also reported in the previous financial period.


	The internal control deficiencies identified were categorised as Implementation of appropriate key controls (policies and procedures) deficiency and could be ascribed to the following:

Failure by the Chief Information Technology Officer to adequately design and implement user access management controls to address 2011/12 AGSA findings.


	Management should develop, approve and implemented a comprehensive User Access Account Management policy and implement a formalised process of monitoring and reviewing user access activities including any violation attempts.
Furthermore, management should ensure that the process of user creation is adequately formalised, and ensure that the storage and maintenance of the completed documents and reviews of user activity for reference and audit purposes. Periodic reviews should be conducted by management to ensure compliance with the above user account management policies and procedures. 



	South African Human Rights Commission
	Proper IT Governance requires that adequate change management controls be in place when changes are made to a system or a new system is introduced. 

The Commission reviewed and changed its chart of accounts during the year under review. This has resulted in differences between the amounts as per the trial balance as well as per the annual financial statements. 

This has resulted in reconciliations having to be performed between the trial balances and the annual financial statements.


	Regular, accurate and complete financial and performance reports are not prepared and received and are not supported and evidenced by reliable information. Inadequate planning and review by management and involvement of internal audit was not evident in the conversion process.


	Management should consider implementing the following controls or interventions are in place when changes to systems are implemented or new systems are introduced:

· Conducting an appropriate assessment of the risks that are likely to result from the change in the systems/charts of account;

· Consulting with the internal audit department and ensuring their involvement in the change process; 

· Making use of control totals for the account balances of classes of transactions to ensure that all account balances and classes of transactions are completely and accurately transferred to the new system; and

· Ensuring that the changes are initially tested in a simulated financial environment prior to implementation of the new system or charts of account.
· Highlighting the risks and the mitigating controls to the audit committee in order for them to exercise oversight to ensure the risks are addressed.

	
	IT governance is the responsibility of executive management. It is an integral part of organisational governance and consists of the leadership, organisational structures and processes that ensure that the organisation’s IT resources would sustain its strategies and objectives. IT governance allows the organisation to manage IT risks and derive value from IT investments, and supports the achievement of business objectives that are dependent on IT systems.
Key audit findings identified:

· No IT strategic plan in place 

· IT steering committee inactive

· IT Risk Action Plans are not maintained and monitored consistently
· No formal policy governing relationships with external IT service providers. 
· No proof of supplier performance monitoring.

The potential impact of the findings identified is that inadequate design or implementation of ICT governance controls might result in ICT goals not being aligned to the South African Human Rights Commission’s (SAHRC) strategic goals.
	The internal control deficiency could be ascribed to the following:

· Lack of management awareness that IT strategic planning is needed to support business goals. 

· The restructuring process in the Commission may have impacted on the proper functioning of the IT steering committee 

· Inadequate IT Risk Management controls in place

· Weak contract management  controls  in place


	The following corrective actions should be implemented to address the weaknesses:

· Management should develop an IT strategic plan, which should be aligned to the Commissions strategic plan.

· Management should ensure that the IT steering committee becomes active once again and that it receives the support of all role players. 

· Management should ensure that a policy be formulated that sets standards for what is required of a third-party provider, what type of due diligence is required as part of selecting a provider, and what items need to be addressed in a service-level agreement with a provider. 

· All existing contracts should be referred to the Legal Division for vetting to ensure that the Commission is adequately covered against any legal risks 

· Third Party Contractors’ performance reviews should be performed on a regular basis.

	
	Security management ensures that security controls are implemented to prevent unauthorised access to the network and information systems that generate the information used to prepare the financial statements.

We have identified the following deficiencies in IT security management:

Inadequate parameter setting defined on the domain

No Policy and procedures for Patch Management 

The lack of preventative, detective and corrective measures for patch management might lead to the information systems being vulnerable and the data that they contain.


	The internal control deficiency identified was categorised as a IT systems deficiency and could be ascribed to the following:

Inadequate password policies implemented 

Users requested that password should be set never to expire 

Lack of standardized equipment in the Commission including the provinces, the patch management process is not standardized, effectively deployed and managed.


	Management should ensure that the parameter settings on the domain are adequately configured to ensure security of the SAHRC data. Also management should ensure that a patch management policy and procedure is in place.



	
	User access management is the systematic process of managing the access of users to an application. The process includes the creation, review, disabling and removal of user accounts.

Key audit findings identified:

The user administrator activities are not monitored.

There is no review of access profiles conducted hence terminated users were identified.

There is a risk that possible unauthorised access might not be identified timeously and unauthorised changes to transactions could be made as users may have access that is not in line with their job responsibilities.


	The internal control deficiencies identified were categorised as an IT systems deficiency and could be ascribed to the lack of IT equipment to be able to draw the information that the IT Manager requires to be able to perform the monitoring.


	The IT Manager should revise the current user access control processes and ensure that these processes include the review of users’ access rights, terminations and system administrators’ activities. Also, management should ensure that controls are in place to ensure that periodic reviews of user access, system controller activities and access logon violations are in place.



	
	IT service continuity is the process of managing the availability of hardware, system software, application software and data to enable an organisation to recover/re-establish information systems services in the event of a disaster. The process includes IT continuity planning, disaster recovery plans and backups.

Key audit findings identified:

Daily back-ups are not stored in a secure room as recommended by the approved backup policy 

Failed weekly back-ups are not redone 

The user data from the provinces are not backed-up.

Backup restores are not tested

The potential impact of the findings identified is that the department may not be able to recover fully should a disaster occur as the document which should govern the whole process is not in place and which can also be used as a guideline to determine the process to be followed to recover from the disaster. 


	The internal control deficiencies identified were categorised as an IT systems deficiency and could be ascribed to non-compliance to backup policy and the provinces were never backed up as they were having a peer to peer environment and didn’t have servers previously.


	The IT manager should ensure that backup procedures are implemented in line with the approved backup policy.  Periodically test backups for integrity and accuracy and refresh archived data.



	Criminal Assets Recovery Account
	There is no evidence that independent review takes place on the activities of the administrator who gives access to users on the pastel system and whether employees’ current access and privileges on all financial systems are still commensurate with their job responsibilities
No processes were in place to ensure that the activities of the systems administrator who granted user access to the Pastel system would be reviewed. 

System administrators perform sensitive tasks on the department’s application, such as creating users on the application system. The lack of reviewing administrator access rights may result in the administrator performing unauthorised activities which management will not detect and thus compromising the integrity of data.

Processes were not in place to ensure that reviews would periodically be undertaken to determine whether employees’ current access and privileges on the system were commensurate with their job responsibilities.

The lack of reviews of system controllers’ activities could lead to unauthorised access being gained to the system as inappropriate access granted might not be detected.

If the functions allocated to application users are not monitored, it could result in users having functions that are not commensurate with their job descriptions and increases the risk of fraudulent activities being performed without them being timely detected.


	Leadership – Policies and procedures

Management failed to ensure that formalised policies and procedures provide guidance on user account management processes exist.
	IT manager should ensure that user account management policy and procedures are developed, approved and communicated to all users. Alternatively, management can liaise with the parent department (i.e. Department of Justice) to assist them with the policy and then customise it for their environment.

The policy should incorporate the process to periodically review user functions to ensure that they remain in line with their duties and segregation of duties is maintained.

The policy should make provision for processes to review the activities of the system controllers (Administrators)


	Guardian’s Fund
	No matters reported
	
	

	National Prosecuting Authority
	Formal procedures for deactivation/ termination of user access from the BAS application were not being followed at the time of review. Although a form for the documentation of formal request to

 terminate access of former users of BAS was in place, it was not being used and thus no audit trail was in place to verify that requests to terminate user access were timely.

The potential impact of the findings identified is that lack of designed user access controls might result in the inappropriate use and management of user accounts, which might negatively affect data integrity and availability.


	Compliance with BAS User Account Management procedures regarding revocation of access from

the system was not adequately monitored by management.

	Management should ensure that formal requests for the deactivation of user profiles on the BAS application are documented by line supervisors and submitted to the BAS Controller to ensure that an audit trail is in place. 



	President’s Fund
	The Administrator on the Pastel System is the end user of the system.
The active and only user on Pastel is the State Accountant who processes all transactions on the Pastel system. The State Accountant is currently the administrator on the Pastel System as he currently logs into the system as an administrator. Ideally the administrator should not be the end user of the system.

There is a risk that users may have unauthorised functions/access to the system. If there is only one user on the system, there is a risk that functions may not be appropriately segregated. The Deputy Director of Presidents Funds does not physically work on the system, but reviews and approves the bank reconciliation, payment reports and PIC transactions that are posted on to the system by comparing the supporting documentation to reports printed from Pastel by the State Accountant. 


	Approved user access policies and procedures had not been established to ensure that sufficient IT internal controls would be implemented.


	Management should implement a standard user access administration process to ensure appropriate allocation of user profiles which should be in line with their job responsibilities. All user IDs on the systems and applications should be linked to specific persons to ensure accountability. The State Accountant functions on the system must be limited to the functions of the user and not of an administrator.  An additional user profile for the Deputy Director should be assigned with a unique username and password in order to facilitate segregation of duties.



	
	There are no processes in place for independent reviews of the activities of the person that has the ability to grant access to new users to the Pastel system
No processes were in place to ensure that the activities of the systems administrator who has the ability to grant user access to the Pastel system would be reviewed. Currently, the State Accountant is the system administrator. 

The lack of reviews of the system controller’s activities could lead to unauthorised access being gained to the system as inappropriate access granted might not be detected


	No formalised policies and procedures to provide guidance on the processes to be followed 


	IT management should develop and implement an IT strategic plan to govern IT goals and activities and ensure that key processes are established to ensure that system controller activities are periodically reviewed.



	Legal Aid South Africa
	The Information Systems policy and consolidated standard operating systems are not adequately designed to ensure vendor performance is monitored.
The turnaround time on key deliverables on the Service Level Agreement was not monitored
Conditions stipulated in the Service Level Agreement impeded on the entity’s ability to monitor and enforce compliance of the SLA..

	Inadequate oversight over reporting as a result of management not implementing controls for monitoring and managing outputs of service providers.
Appropriate staff complement were not assigned to monitor and manage key deliverables from the service providers
Staff members lack the necessary knowledge to design adequate change control documentation. This, in order to link documents throughout the various steps in the process by way of unique identifiers.
Management failed to include guidance on the monitoring of key controls and the configuration of SAP security in the SOP document. 

Due to resource and budgetary constraints, both administrators performed dual roles within the organisation, i.e. both basis and authorisation functions. The SAP SOP document did not reflect the above issue, or the mitigating controls that would be put in place.


	The Service Level Agreement should be amended to empower Legal Aid SA in order to monitor vendor performance more effectively. 
Monitoring should be enhanced so that the vendor is evaluated against the agreed upon turnaround times as stipulated in the SLA.
 Vendor performance should be formally evaluated on a quarterly basis and evidence of these reviews should be maintained for future reference. 

Segregation of duties should be  in place so that no one person can perform all of the following: 
· Perform program modifications or other system changes

· Review program modifications or system changes
· Transfer modifications from the development environment to the production environment
· Access to the production environment should be limited to end-users and these users should have no programming duties.
·  A separate development environment should be securely established for use by the developers.
· The SOP document should be updated to reflect how a unique identifier will link a change request to the UAT document and finally to the transport approval document.

· Monitoring controls should be implemented to track the actions performed by the CFO using the SYSPRO administrator account to ensure that no unauthorised actions and transactions are performed. 

· The UMR for SAP* should immediately be created, locked and set up so that a complex password has to be given. In addition, the security setting login/no automatic user sapstar should immediately be set to ‘great than zero’. No user within the production client should have access to the developer key. This access should be removed and transports should be used to make development changes in production.

Ideally, the ability to perform user administration and basis-related tasks should be segregated. However, considering the current environment at Legal Aid SA, this is not feasible and compensating controls should therefore be enforced to mitigate any potential risks caused by segregation-of-duty conflicts (e.g. reports could be reviewed and appropriate action taken by management). These actions should be reviewed by an independent individual.

Client maintenance change logs should be activated and reviewed at least on a quarterly basis. 

Production-sensitive transactions, such as SM49, SM69, SCC1 and SCC5, should be locked in the production system and should be monitored by management as part of the regular security monitoring.




4.7 Material errors/ommissions in submitted Annual Financial Statements (AFS)
	Entity
	Finding 
	Root cause
	Recommendation

	Department of Justice and Constitutional Development
	The financial statements  submitted for auditing were not prepared in accordance with the prescribed financial reporting framework and not supported by full and proper records as required by sections 40(1) (a) and (b) of the PFMA. Material misstatements of expenditure and disclosure items identified by the auditors in the submitted financial statements were subsequently corrected
	Lack of adequate review of AFS by management, those charged with governance and internal audit.

	Management should ensure that financial statements are prepared regularly (monthly vs. quarterly).

The AFS should be reviewed by the governance structures i.e. management, internal audit and audit committee.

The AFS prepared should be adequately supported by substantiating evidence to corroborate validity, accuracy and completeness thereof.

AFS which are submitted must be the final set approved by the leadership and supported as referred to above.



	Special Investigating Unit
	The financial statements submitted for auditing were not fully prepared in all material respects in accordance with the prescribed financial reporting framework as required by section 55(1) (b) of the PFMA. Material misstatements of non-current assets, current assets, liabilities, expenditure and disclosure items identified by the auditors in the submitted financial statements were subsequently corrected, resulting in the financial statements receiving an unqualified audit opinion. 

	Lack of adequate review of AFS by management, those charged with governance and internal audit.

	Management should ensure that are financial statements are prepared regularly (monthly vs. quarterly).

The AFS should be reviewed by the governance structures i.e. management, internal audit and audit committee.

The AFS prepared should be adequately supported by substantiating evidence to corroborate validity, accuracy and completeness thereof.

AFS which are submitted must be the final set approved by the leadership and supported as referred to above.



	Public Protector South Africa
	No matters were reported
	
	

	South African Human Rights Commission
	The financial statements submitted for auditing were not prepared in accordance with the prescribed financial reporting framework and supported by full and proper records as required by sections 40(1)(a) and (b) of the PFMA. Material misstatements of current liabilities and expenditure identified by the auditors in the submitted financial statements were subsequently corrected and/or the supporting records were provided subsequently, but the uncorrected material misstatements and/or supporting records that could not be provided resulted in the financial statements receiving a qualified audit opinion.
	Lack of adequate review of AFS by management, those charged with governance and internal audit.

	Management should ensure that financial statements are prepared regularly (monthly vs. quarterly).

The AFS should be reviewed by the governance structures i.e. management, internal audit and audit committee.

The AFS prepared should be adequately supported by substantiating evidence to corroborate validity, accuracy and completeness thereof.

AFS which are submitted must be the final set approved by the leadership and supported as referred to above.



	Criminal Assets Recovery Account
	No matters reported
	
	

	Guardian’s Fund
	No matters reported
	
	

	National Prosecuting Authority
	No matters reported
	
	

	President’s Fund
	No matters reported
	
	

	Legal Aid South Africa
	No matters reported
	
	


4.8 Financial health status

	Entity
	Finding
	Root Cause
	Recommendation

	Department of Justice and Constitutional Development
	Payables which exceed the payment term of 30 days as required in Treasury Regulation 8.2.3 amount to R85 903 150. This amount, in turn, exceeds the voted funds to be surrendered of           R1 006 000 (excluding statutory appropriation) as per the statement of financial performance by R84 897 150. The amount of R84 897 150 would therefore have constituted unauthorised expenditure had the amounts due been paid in a timely manner.


	The department did not implement controls over daily and monthly processing and reconciling of transactions. Delays within the department for payment of invoices indicating inadequate budget and financial management.


	Management should monitor receipt and payment of invoices and should ensure that payments are made timeously as per the regulations. Proper financial management and budgetary control measures must be instituted to ensure funds are appropriately managed within the budget.
As required by Instruction 34 issued by National Treasury, the department  must have processes and procedures  in place  that will enable the tracking of each invoice from date of receipt from the

various service providers to payment date.

 Invoices which are not paid within 30 days must be reported to National Treasury on a monthly basis as stipulated in Instruction 34 of National Treasury.



	National Prosecuting Authority
	The department is not monitoring its compliance with the regulations with respect to payments to creditors within 30 days of receipt of invoices.

Payables which exceed the payment term of 30 days as required in Treasury Regulation 8.2.3 amount to R609 000. The department fully utilized its appropriated funds and therefore did not have any voted funds to be surrendered as per the statement of financial performance. The amount of R609 000 would therefore have constituted unauthorised expenditure had the amounts due been paid in a timely manner.
	There is a lack of policies and processes to track invoices from the date of receipt to the date of payment.
	As required by Instruction 34 issued by National Treasury, the NPA must have processes and procedures  in place  that will enable the tracking of each invoice from date of receipt from the

various service providers to payment date.

 Invoices which are not paid within 30 days must be reported to National Treasury on a monthly basis as stipulated in Instruction 34 of National Treasury.

It is recommended that, should there be valid reasons for delaying a payment, such reasons should be documented on the supporting documentation and approved by a relevant senior official.

Should the delay be caused by the NPA, action should be taken against the relevant officials where necessary.

	Special Investigating Unit
	The creditor’s payment period of 98 days is outside the norm. 
	The entity was unable to invoice client departments for services rendered for part of the year until such time that the SIU Act was amended in order to make provision for the billing. This impacted negatively on the ability to pay creditors in a timely manner.
	Amendments to the SIU Act were subsequently made.  Management must put processes in place to settle any long outstanding creditors and collect long outstanding debt.


	
	The debtor’s collection period of 229 days  appears to be extended, 


	This was mainly due to the fact that the SIU Act was in the process of amendment in order to make provision for the SIU to invoice for services rendered. Consequently the SIU was only able to bill for services rendered close to year end; as the SIU Act was only amended in October 2012. A total of 63% of the debtor’s balance relates to invoices which are within a period of 30 days. This also impacted negatively on the debtors’ impairment.
	

	Public Protector South Africa
	Money owing by the constitutional entity was not always paid within 30 days of receiving an invoice or statement.


	The entity did not implement controls over daily and monthly processing and recording of transactions.
	Amounts owing to suppliers should be monitored on a regular basis to enable the organisation to settle timeously. This can be done through the review and updating of the order register on a regular basis to ensure that all payments are made to the suppliers within 30 days.



	South African Human Rights Commission
	No matters reported
	
	

	Guardian’s Fund
	No matters reported
	
	

	Criminal Assets Recovery Account
	No matters reported
	
	

	President’s Fund
	No matters reported
	
	

	Legal Aid South Africa
	No matters reported
	
	


5. Drivers of internal controls 

	Drivers of internal controls

	Entity
	Leadership
	Financial & performance management
	Governance

	
	Effective leadership culture
	Oversight responsibility
	HR management
	Policies and procedures
	Action plans
	IT governance
	Proper record keeping
	Processing and reconciling controls
	Reporting
	Compliance
	IT systems controls
	Risk management
	Internal audit
	Audit committee

	Department of Justice and Constitutional Development
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Special Investigating Unit
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Public Protector South Africa
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	South African Human Rights Commission
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Criminal Assets Recovery Account
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Guardian’s Fund
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	National Prosecuting Authority
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	President’s Fund
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Legal Aid South Africa
	
	
	
	
	
	
	
	
	
	
	
	
	
	


	Legend Drivers
	Good
	Causing Concern
	Intervention required 


6. Commitments 
The following commitments were received from the Portfolio Committee during our engagements and are being reinforced as these commitments are still applicable:
	Commitment
	Progress
	Status

	· Confirmations from entities that monthly financial statements are prepared.

· Confirmations from entities that financial statements have been reviewed by chief financial officers, accounting officers/accounting authorities and audit committees prior to submission for auditing.
	· There has been an improvement in the quality of submissions, but none of the entities compile a complete set of monthly financial statements and there are still entities submitting financial statements requiring material audit adjustments.
	In progress

	· Track progress on implementation of action plans by auditees to ensure resolution of audit findings.
	· Whilst there has been an overall improvement in the audit outcomes, repetitive audit findings still continue being raised.
	In progress

	· Confirmations from chairpersons of audit committees that regular interactions are taking place between the chairpersons and executive authorities.
	· Interactions are not taking place in certain entities. This interaction is critical to ensure that concerns of audit committees are appropriately escalated.
	In progress

	· Monitoring of quarterly key control dashboard reports of all entities with particular focus on compliance with laws and regulations and supply chain management.

	· Findings have been raised during the 2012/13 audit and the systems in place have not been totally effective.
	In progress

	


7. Other matters of interest 
a)
Unauthorised expenditure: 

      No unauthorised expenditure incurred by any of the entities in the portfolio.

(b)
Fruitless and wasteful expenditure: 

	Auditee
	Fruitless and wasteful expenditure

	
	Movement
	Amount
R
2013
	Amount
R
2012

	1
	Department of Justice and Constitutional Development
	[image: image2.png]



	R 39.1 m
	R2,1 m

	2
	Public Protector SA
	[image: image3.png]



	R13.7m
	-

	3
	Legal Aid South Africa
	[image: image4.png]



	R0,07 m
	R0,02 m

	4
	Special Investigating Unit
	[image: image5.png]



	R0.8 m
	-

	5
	National Prosecuting Authority
	[image: image6.png]



	R1,8 m
	R0,1 m

	
	
	
	
	


(c)
Irregular expenditure: 

	Auditee
	Irregular expenditure

	
	Movement
	Amount
R
2013
	Amount
R
2012

	1
	Department of Justice and Constitutional Development
	[image: image7.png]



	R160.7m
	R221,3m

	2
	National Prosecuting Authority
	[image: image8.png]



	R10,7 m
	R11,7 m

	3
	Special Investigating Unit
	[image: image9.png]



	R9,2 m
	R19,5 m

	4
	Legal Aid South Africa
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	R37.3 m
	R49.5 m

	5
	Public Protector SA
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	R 4,9 m
	-

	6
	South African Human Rights Commission
	[image: image12.png]



	R 1,2 m
	R 1,1 m


8. Other AG Reports

· Investigations
No investigations are currently underway as undertaken by the AGSA.
· Performance audits

No performance audits are currently underway as undertaken by the AGSA.
PC 
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